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A3908  Ord. No. 109 of 1997 INTERCEPTION OF COMMUNICATIONS

HONG KONG

ORDINANCE No. 109 oF 1997

I assent.
@ Christopher PATTEN,

Governor.
29 June 1997

An Ordinance to provide laws on and in connection with the interception of
communications transmitted by post or by means of a telecommunication
systern and to repeal section 33 of the Telecommunication Ordinance.

{ ]

Enacted by the Governor of Hong Kong, with the advice and consent of
the Legislative Council thereof.

PART 1

PRELIMINARY

1. Short title and commencement

(1) This Ordinance may be cited as the Interception of Communications
Ordinance,

(2) This Ordinance shall come into operation on a day to be appointed
by the Governor by notice in the Gazette.

2. Interpretation

In this Ordinance, unless the context otherwise requires—

“authorized officer” ({2 A A) means an officer who has been authorized by
a court order to intercept a communication in the course of its
transmission by post or by means of telecommunication system through
the use of any electro-magnetic, acoustic, mechanical or other device;

“communication” (3} means postal or telecommunication;

“electro-magnetic, acoustic, mechanical or other device” (B% - #% - #MRE
fti# &) means any device or apparatus that is used or is capable of being
used to intercept a telecommunication, but does not include a hearing aid
used to correct subnormal hearing of the user to not better than normal
hearing;
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“intercept” (E ) means the aural or other acquisition of the contents of any
postal communication, telecommunication, or telecommunication
through the use of any electro-magnetic, acoustic, mechanical or other
device;

“intercepted material” (H#MT4#H) means the contents of any postal
communication or telecommunication that has been obtained through
interception;

“law enforcement officer” (#7: A ) means any police officer and any officer
appointed—

{a) under the Customs and Excise Service Ordinance (Cap. 342);

(&) under section § of the Independent Commission Against
Corruption Ordinance (Cap. 204);

(¢) by the Immigration Department; or

(d) by the Correctional Services Department;

“person” (A) includes any organization and any association or combination of
persons;

“serious crime” (BZEFAT) means any offence punishable by a maximum
period of imprisonment of not less than 7 years;

“telecommunication” (Ei) has the same meanings as in section 2 of the
Telecommunication Ordinance (Cap. 106).

PART 1I

PROHIBITION ON INTERCEPTION OF COMMUNICATIONS

3. Prohibition on interception

(1} Subject to the provisions of this section, a person who intentionally
intercepts a communication in the course of its transmission by post or by
means of telecommunication system shall be guilty of an offence and liable on
summary conviction to a fine at level 4 and to imprisonment for 2 years.

(2) A person shall not be guilty of an offence under this section if—

(a) the communication is intercepted pursuant to a court order
given under section 4; or

(b) that person has reasonable grounds for believing that the person
to whom, or by whom the communication is made, has
consented to the interception.

(3) A person shall not be guilty of an offence under this section if—

(g) the communication is intercepted in accordance with the Post
Office Ordinance (Cap. 98); or

(b) the communication is intercepted in accordance with the
Telecommunication Ordinance (Cap. 106).
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(4) In any proceedings against a person for an offence under this section,
it shall be a defence to the accused to prove that the interception was
conducted in good faith for the purpose of revealing a serious threat to public
order or to the health and safety of the public.

PART IIT

AUTHORIZATION FOR INTERCEPTION OF COMMUNICATIONS

4, Authorization for interception

(1) Subject to the provisions of this section, a judge of the High Court
may make a court order authorizing a person named in the court order to
intercept, in the course of its transmission by post or by means of a
telecommunication system, such communications as are described in the order.

(2) An order shall not be made under this section unless it is necessary—

(@) for the purpose of preventing or detecting a serious crime; or
(b) in the interest of the security of Hong Kong.

(3) In deciding whether it is necessary to make an order, the judge shall
determine that—

{a) there are reasonable grounds to believe that an offence is being
committed, has been committed or is about to be committed;

{b) there are reasonable grounds to believe that information
concerning the offence referred to in paragraph (¢) will be
obtained through the interception sought;

{c) all other methods of investigation have been tried and have
failed, or are unlikely to succeed; and

(d) there is good reason to believe that the interception sought will
result in a conviction.

5. Application for authorization

_ (1) An application to the High Court for an order authorizing the
nterception of communications under section 4 may only be made by—

(a) any officer of the Royal Hong Kong Police Force of or above
the level of superintendent;

(b) any senior officer of the Customs and Excise Service as defined
131:1 gection 2 of the Customs and Excise Service Ordinance (Cap.

);

{¢) any investigating officer authorized by the Commissioner of the
Independent Commission Against Corruption and who is
appointed under section 8 of the Independent Commission
Against Corruption Ordinance (Cap. 204);
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{d) any senior officer of the Immigration Department; or
{¢) any senior officer of the Correctional Services Department.

(2) An application for authorization shall be made ex parte and in
writing to a judge of the High Court in Chambers and shall be accompanied by
a sworn affidavit deposing to the following matters—

(@) the name and rank of the officer making the application;

(b} particulars of the offence or offences under investigation;

{¢) the name and address of the person who is believed to have
committed, is committing or is about to commit the offence or
offences under paragraph (b) and whose communications are to
be intercepted for the purpose of investigating that offence;

{d) a description of the nature and location of the facilities from
which or the place where the communication is to be intercepted,;

(¢) the type of communication sought to be intercepted and the
method of interception to be used,;

(/) whether he wishes for a person authorized under the Post Office
Ordinance (Cap. 98) or the Telecommunication Ordinance (Cap.
136} to assist him with the interception;

{g) what other investigative methods have been used and why they
have failed or are unlikely to succeed;

() the duration of the interception; and

(f) particulars of any previous application involving the same
person.

{3) Where a serious threat of death or bodily harm to a person exists and
it is impracticable to make an application for an order authorizing the
interception of communications in accordance with subsection (2), an officer
tisted in subsection (1), with the written permission of-—

(a) the Commissioner of Police, where the officer involved is an
officer of the Royal Hong Kong Police Force;

(p) the Commissioner for Customs and Excise Service, where the
officer involved is a senior officer of the Customs and Excise
Service;

{c) the Commissioner of the Independent Commission Against
Corruption, where the officer is an officer of the Independent
Commission Against Corruption;

{d) the Director of Immigration, where the officer is an officer of the
Immigration Department; or

{e} the Commissioner of Correctional Services, where the officer is
an officer of the Correctional Services Department,

may intercept a communication without prior authorization.
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(4) Where an interception under subsection (3) occurs, unless the officer
conducting the interception makes an application for authorization in
accordance with subsections (1) and (2) within 48 hours from the beginning of
the interception giving—

(@) the reasons for not making an application prior to interception;
and
(b) a copy of the written permission given by-—
(i) the Commissioner of Police, where the officer involved is an
officer of the Royal Hong Kong Police Force;
(if) the Commissioner for Customs and Excise Service, where
the officer involved is an officer of the Customs and Excise
Service;

(iil) the Commissioner of the Independent Commission Against
Corruption, where the officer involved is an officer of the
Independent Commission Against Corruption;

(iv) the Director of Immigration, where the officer is an officer
of the Immigration Department; or

(v} the Commissioner of Correctional Services, where the
officer is an officer of the Correctional Services
Department,

the interception shall be deemed unlawful under section 3.

(5) Any interception which is conducted pursuant to subsection (3) shall
immediately terminate when the communication sought is obtained or when an
application for authorization is denied, whichever is earlier,.

(6) Where an application for authorization under subsection (4) is
denied, the intercepted material shall be destroyed immediately.

PART IV

THE CoUurT ORDER

6.  Scope of the court order

(1) A court order authorizing the interception of communications, oral
or otherwise, pursuant to section 4 shall specify—
{a) the name and rank of the authorized officer;
(b) the offence or offences in respect of which communications may
be intercepted;
(¢} the name and address of the person whose communications are
to be intercepted;
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(d) the type of communication that may be intercepted and the
method of interception used;

(¢) whether or not the authorized officer can engage a person
authorized under the Post Office Ordinance (Cap. 98) or the
Telecommunication Ordinance (Cap. 106} in the course of his
duty to assist in the interception;

(/) the nature and location of the facilities from which or the place
where the communication is to be intercepted;

{g) the duration for which the interception is authorized; and

(7) subject to section 9, to whom the intercepted material may be
disclosed to.

(2) For the purposes of subsection (1)(4), a judge shall only authorize
that the intercepted material be disclosed to those other law enforcement
officers who are involved in the investigation of that offence or those offences
specified in subsection (1)(b).

(3) Any interception that does not comply with the terms of the court
order shall be unlawful under section 3.

(4) Any authorization under a court order to intercept a communication
shall be valid only for as long as it is necessary to achieve the purpose of the
interception or, in any event, for a period not exceeding 90 days, after which,
the said interception shall be deemed unlawful in accordance with section 3
unless its renewal is authorized under subsection (6).

(5) An application for renewal of a court order by the authorized officer
shall be made ex parte and in writing to a judge of the High Court in
Chambers and shall be accompanied by a sworn affidavit stating—

{(a) the reason and period for which the renewal is required;

(6) details of the times, dates and the type of interception conducted
under the court order, and of such information obtained from
the said interceptions; and

(¢) particulars of any previous applications involving the same
person.

(6) The judge may renew a court order only once for a period not
exceeding 90 days, after which time, any continued interception shall be
deemed unlawful under section 3.

7.  Termination of court order

{I) Where a court order has been terminated by the judge or has expired
and has not been renewed, all intercepted material obtained under that court
order shall be placed in a packet and sealed by the authorized officer, and that
packet shall be kept away from public access.
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(2) Where a charge is laid against the person named in the court order,
the authorized officer shall notify the judge who may order the release of the
intercepted material to the prosecutor where the latter intends to tender the
intercepted material as evidence in criminal proceedings.

(3) Where the prosecutor intends to tender the intercepted material as
evidence in criminal proceedings, he shall notify the accused of this intention at
least 10 days before the trial date and furnish him with—

{a) a copy of the application made under section 5;
{4} a copy of the court order;
{(¢) a copy of the application for renewal of the court order, if any.,

(4) Any information obtained by an interception that, but for the
interception, would have been privileged remains privileged and inadmissible
as evidence without the consent of the person enjoying the privilege.

(5) Where no charge is laid against the person named in the court order
within 90 days of the termination of a court order, the court shall inform the
authorized officer of its intention to—

(@) destroy the intercepted material in the sealed packet; and
(b) notify the person named in the order that his communications
have been intercepted,
and shall give the authorized officer 5 days to inform the court whether or not
he wishes to challenge the court’s intentions.

(6) Where the authorized officer wishes to challenge the court’s
intentions stated in subsection (5)(a) or (&), he shall in writing provide the
Jjudge with his reasons for opposing the court’s said intentions and it shall
remain within the judge’s discretion whether or not to accept these reasons.

(7) Where—

{(a) the authorized officer does not inform the court of his intention
to challenge the court’s intentions stated in subsection (5)(a) or
(k) within 5 days; or
(b) after considering the authorized officer’s reasons for preventing
the court from carrying out its intentions, the court decides not
to accept his reasons,
the court shall order that all intercepted material in the sealed packet be
destroyed immediately and shall notify the person named in the order that his
communications have been intercepted, providing in the notice details on—
(i) the type of communication that was intercepted;
(1i) the time and date of each interception; and
(ii) the reasons for conducting the interception.
_ (8) Where the judge exercises his discretion not to order the destruction
of intercepted material, he may make an order to specify the period for which
the intercepted material will remain undestroyed.
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PART V

SAFEGUARDS FOR INTERCEPTED MATERIAL

8. Safeguards

An authorized officer shall make arrangements to ensure that the
following requirements are satisfied-— '
(@) that the following are limited to the minimum that is necessary
having regard to the purposes specified in section 4(2)—
(i) the extent to which the intercepted material is disclosed;
(if) the number of persons to whom any of the intercepted
material is disclosed;
(iii) the extent to which the intercepted material is copied; and
(iv) the number of copies made of any of the intercepted
material; and
(b) the intercepted material is destroyed as soon as its retention is
not necessary for any of those purposes, including any criminal
proceedings arising from any of those purposes or an order is
made under section 7(7).

PART VI

DISCLOSURE AND ADMISSIBILITY OF EVIDENCE

9. Disclosure and admissibility of evidence

- {1} A person who intentionally discloses to any other person any
intercepted material knowing or having reason to believe that the material was
obtained through the interception of 2 communication in violation of section 3
shall be guilty of an offence and liable on summary conviction to a fine at level
4 and to imprisonment for a term not exceeding 2 years.

- (2) In any proceedings, if it is represented to the court that the
intercepted material relied on by the prosecution as evidence against the
accused was or may have been obtained in violation of section 3, the court
shall not aliow the material to be given as evidence against the accused unless
the prosecution proves beyond reasonable doubt that the material was not
obtained as aforesaid.
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(3) The court ¢an of its own motion require the prosecution to prove that
the intercepted material was not obtained in violation of section 3.

(4) A person who is authorized under section 4 to intercept a
communication, oral or otherwise, shall not disclose the intercepted material to
any other person or persons save those named in the court order under section
6(1)(5).

(5) A person who receives any intercepted material under section 6(1)(%)
and intentionally discloses the material to any other person who is not named
in section 6(1)(%) shall be guilty of an offence and liable to a fine at level 4 or
to imprisonment for 2 years or hoth.

(6) A person who intercepts a communication in accordance with the
Post Office Ordinance (Cap. 98) or the Telecommunication Ordinance (Cap.
106) who otherwise than in the course of duty, or in assisting an authorized
officer under a court order, intentionally discloses to any person any of the
intercepted material shall be guilty of an offence.

(7) Subsections (1), {(4), (5) and (6) do not apply to a person who
discloses the intercepted material for the purposes of giving evidence in any
proceedings.

(8) In any proceedings, the court may refuse to admit intercepted
material as evidence against the accused if it appears to the court that having
regarded to all the circumstances, including the grounds upon which the
interception was authorized and the application procedure for the
authorization, the admission of the evidence would have such an adverse effect
on the fairness of the proceedings that the court ought not to admit it.

PART VII

REMEDIES

10. Remedies

(1) This Part applies to an interception of a communication in the course
of its transmission by post or by means of telecommunication system through
the use of any electro-magnetic, acoustic, mechanical or other device in
contravention of section 3.

(2) For the purposes of this Part, a person is an aggrieved person if and
only if—

(a) the person was a party to the communication; or
(b) the communication was made on the person’s behalf.
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(3) If a person (“the defendant™)—

{a) intercepted a communication in contravention of section 3; or

(b) disclosed intercepted material to another person in

coniravention of section ¥(1) or (5),
a court may, on the application of an aggrieved person, grant the aggrieved
person remedial relief in respect of the interception or the disclosure of
intercepted material by making such orders against the defendant as the court
considers appropriate. .
(4) If a court convicts a person (“the defendant™) of—

(2) an offence under section 3; or

(&) an offence under section 9(1) or (5),
the court may, on the application of an aggrieved person, grant the aggrieved
person remedial relief in respect of the interception or the disclosure of the
intercepted material by making such orders against the defendant as the court
considers appropriate.

(5} Without limiting the orders that may be made under this section
against a person {“the defendant”), a court may make an order of one or more
of the following kinds—

(@) an order declaring the interception or the disclosure of
intercepted material, as the case requires, to have been unlawful;

(/) an order that the defendant pay to the aggrieved person such
damages, including punitive damages, as the court considers
appropriate; or

(¢) an order in the nature of an injunction.

(6) Without limiting the orders that may be made by a court under this
section, an order may—

{a} include such provisions as the court considers necessary for the
purposes of the order; and

(b) be made either unconditionally or subject to such terms and
conditions as the court determines.

{7) A court may revoke or vary an order in the nature of an injunction
made by the court under this section.

(8} An application under subsection (3) for the grant of remedial relief is
to be made within 6 years from the date on which the aggrieved person
discovered the interception, or the disclosure of the intercepted material, as the
case may be.

(9)  An application under subsection (4) for the grant of remedial relief is
not subject to any limitation period, but must be made as soon as practicable
after the conviction concerned.
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PART VIII

Power 1O OBTAIN INFORMATION

11. Power to obtain information

The Legislative Council may at any time require the Secretary for Security
to provide, for any specified period, the following information, namely—

(a) the number of interceptions authorized and denied;

(#) the nature and location of the facilities from which and the place
where the communications have been intercepted;

{c) the major offences for which interception has been used as an
investigatory method;

(d) the types of interception methods used;

(e) the number of persons arrested and convicted as a result of
interceptions;

(/) the average duration of each interception; and

(g} the number of renewals sought and denied.

Consequential Amendments

Post Office Ordinance

12. Warrant of Chief Secretary for opening
and delaying postal packets

Section 13 of the Post Office Ordinance (Cap. 98) is repealed.

13. Disposal of postal packets opened
under section 10 or 12

Section 14 is amended by repealing “section 10, 12 or 13” and substituting
“section 10 or 127,

14. Extension of sections 12 and 14 to
articles not transmissible by post

Section 15 is amended by repealing “sections 12, 13 and 14” and
substituting “sections 12 and 14”.
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Post Office Regulations

15. Reguiatioﬁ amended

Regulation 10 of the Post Office Regulations {Cap. 98 sub. leg) is
amended by repealing “, 12, or 13” and substituting “or 12”.

Telecommunication Ordinance

16. Penalty for contravention of
order under section 33

Section 30 of the Telecommunication Ordinance (Cap. 106) is repealed.

17. Power of Governor to prohibit
transmission of messages, etc.

Section 33 is repealed.
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