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The Commerce, Industry and Technology Bureau conducted a public consultation
exercise for the review of certain provisions of the Copyright Ordinance from mid
December 2004 to mid February 2005. The Business Software Alliance (“BSA™)
submitted a paper dated 15 February 2005 in response to the consultation. A copy of
this paper is attached. As a result of public submissions received, the Bureau has now
drawn up its preliminary proposals to the Legislative Council Panel on Commerce and
Industry (“Proposals”). On 23 June 2005, the BSA was invited by the Panel to provide
views on the Proposals.

BSA welcomes the opportunity to provide further comments on proposals to review the
Copyright Ordinance. We do not intend to address all the points raised in the Proposals,
but will only focus on 5 main issues, namely (1) employees’ and certain professionals’
defence against end-user criminal liability, (2) directors’/partners’ criminal liability, (3)
proof of infringing copies of computer programs in end-user liability cases, (4) fair
dealing for education and public administration, and (5) citcumvention of technological
measures for copyright protection. Moreover, we have not included a comprehensive
discussion of these issues but rather have highlighted a number of the key policy
considerations. We look forward to providing more detailed comments as the
legislative process moves forward,

1. Employees’ and certain professionals’ defence against end-user criminal
liability

1.1 It is proposed that a new defence for employees against end-user criminal
liability be introduced, on the basis of a concern (raised over four years ago) that
criminal sanctions may be too harsh for employees under certain circumstances
as they are in a weak position to bargain with their employers for fear of losing
their job. The BSA submits that this specific defence would be an inappropriate
and unnecessary rollback of the law,

12 The current Copyright Ordinance already affords a defence to anyone (whether
employees or employers) if they do not know or had no reason to believe that

the copyright work provided to them was in fact an infringing copy — this alone
|
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provides ample protection to “innocent” employees. Where the employees
knowingly possess and use pirated software, it is unclear as a matter of principle
why such employees should be exempted from liability for using the pirated
software whereas they will still be penalized for, for example, handling stolen
goods under the Theft Ordinance. The proposed defence would wrongly send
the message to the public that one form of theft is of lesser consequence than
another. Also, the presence of an express employee defence would create a
disincentive for employees to refuse or object to the use of infringing software,

Moreover, experience over the last four years has shown that the expressed
concern is unfounded. There is no indication that existing laws operate unduly
harshly upon lower-level employees or that such employees are being unjustly
targeted by enforcement authorities. On the contrary, of the handful of cases
involving business end-user piracy that have been prosecuted, we do not know
of any that have involved charges against lower-level employees.

On the other hand, there is real concern, based on actual enforcement experience
to date, that an employee defence would allow decision-makers in businesses to
insulate themselves from liability. Further, if such an exemption were provided,
employees would have no motivation to object to using infringing copies of
copyright works in a business environment.

Importantly, as it currently stands, the law on end user liability has proved to be
totally ineffective in practice. It is a fact that there has not been a single case
involving the use of unlicensed software in business that has been successfully
prosecuted where a defendant has pleaded not guilty and contested the trial.
Indeed, BSA members understand that decisions have been made not to proceed
with prosecutions in a number of cases — following a raid action — based upon
the theory that persons in positions of responsibility generally lack direct
involvement in software procurement and installation and therefore lack the
requisite knowledge for criminal liability. These cases highlight the further
difficulties that would be introduced with a specific employee defence.

In a global software piracy study conducted by the international technology
research firm International Data Corporation (IDC) released in May 2005
(www.bsa.org/globalstudy/), the software piracy rate in Hong Kong in 2004 was
estimated to be 52%, resulting in losses to the industry of US$116 million. Hong
Kong’s piracy rate is well above those of other developed economies in the Asia
Pacific region including Taiwan (43%), Singapore (42%), Japan (28%), South
Korea (46%), Australia (32%), and New Zealand (23%). A 52% software
piracy rate is far too high for an economy with Hong Kong’s level of
development and will certainly inhibit Hong Kong’s aspirations of further
developing into a knowledge-based economy and building itself into an IT hub
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for the region. The software piracy rate in Hong Kong over the last four years
(since the enactment of the April 2001 amendments criminalizing business end
user piracy) has remained essentially unchanged. This trend, coupled with the
lack of any successful prosecutions in contested cases, demonstrates a need for
Government to refine current legislation to ensure that the end result is a law
that is effective in application.

Even if it were determined that a specific employee defence should be
introduced — despite clear indications of the need to strengthen rather than
roliback copyright protection — BSA submits that the Proposal as currently
structured creates potential for abuse. The Proposal excludes from the proposed
employee defence employees who are “in a position to influence or decide on
the acquisition or removal of the infringing copies for use in business”; such
wording remains susceptible to various loopholes for those wishing to aveid
liability. In particular, the word “influence” is vague and the reference to
*“acquisition or removal” is too narrow, disregarding those relevant acts of
installation, use and other dealings by the employee.

For any employee defence to be workable, it is of utmost importance that the
onus be on employees wishing to avail themselves of the defence to first
establish that (i) they are employees as defined under the Employment
Ordinance, and (ii) they are not directors, corporate officers, proprietors, or

managers or employees having managerial functions or in a decision-making or
advisory role.

Further, as a pre-condition, employees need also to be required to identify the
person who actually provided the infringing copy to them. Based on the
employee defence rationale, the source of the infringing copy must be identified

as the employer himself or someone acting on his behalf as part of this pre-
condition.

Finally, we note that a specific employee defence is not available under similar
circumstances pursuant to copyright legislation in other markets, including the
United Kingdom, United States, Singapore and Australia. It is unclear why
Hong Kong would choose to break new ground in this area, given the rampant
problem of business end-user piracy and the fact that Hong Kong has now fallen
well behind its neighbours in addressing this serious form of IPR crime. The
Government would be sending the wrong message to the local and international
community in relation to its stance on intellectual property rights protection if it
were to do so, undermining positive steps Hong Kong has taken over the years
to improve its image in this area — as well as to comply with its obligations as a
signatory of the WTO’s Agreement on Trade-Related Aspects of Intellectual
Property Rights.
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Apart from an employee defence, it is also proposed that defences for those that
need to possess and review infringing products during investigations, or when
providing legal advice, be introduced. We recognise that a company which
specializes in purely investigative work on behalf of IP clients must be able to
access and review infringing products. However, it is important to build in
caveats to prevent unscrupulous corporate end-users from using “investigative
work” (a broad generic term not confined to professional private investigation
firms) as a guise for infringement.

Similarly, we appreciate that lawyers working on behalf of IP clients must be
able to access and review infringing products when building and advising upon a
case. However, it is difficult to envisage legitimate uses of infringing copies in
certain scenarios ~ for example, where a law firm possesses multiple infringing
copies of the same title (presumably, one copy would have been sufficient for
legal analysis) or installs infringing software within the firm’s computer network
(as opposed to a standalone computer for analysis purposes). Such acts should
not be protected under the proposed defence. Careful drafting is therefore
required to prevent abuse.

Directors’/ partners’ criminal liability

BSA agrees with the Administration that corporate accountability and
responsible governance are important to Hong Kong as an international finance
and service centre. It is therefore crucial that directors of body corporate and
partners of partnership should not authorize or condone and should not be seen
to authorize or condone any infringing act, including those that attract business
end-user criminal liability.

In Hong Kong, directors and partners are typically the ones who approve
budgets for the acquisition of company assets, including software licences. It is
common knowledge that purchasing a license to install software on a single
machine does not entitle the licensee to install the same program on multiple
computers in the workplace. The market price of legitimate software is also
commonly known and easily ascertained. We understand that a person would
not be convicted under the legislative measure described in the Proposal unless
his software copy were an unauthorized one.

Whether a defendant director or partner has paid the required licence fee to
cover his organisation’s usage is a matter likely to be within the knowledge of
the defendant or a matter to which he has ready access. It is very unlikely that a
defendant who is not possessing in the course of business an unauthorized
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software would have any difficulty to rebut the presumption.

We therefore support the Proposal that if a body corporate or a partnership has
done an act attracting the business end-user criminal liability, the directors of the
body corporate or the partners of the partnership should be equally liable in
same case unless there is evidence to the contrary, showing that the directors or
partners have not authorized the infringing act to be done.

We view this Proposal as potentially being one legislative means for addressing
challenges with the enforcement and prosecution of operators of businesses
using infringing software. However, for this legislative provision to be workable
it must expressly be stated that a court should take into account whether the
infringing company/partnership had in place any software asset management
processes. Without consideration of this relevant fact, we may find
directors/partners who simply pay lip-service to this provision and take
disingenuous or cursory measures (eg. an informal note tacked onto a bulletin
board) as “evidence” to later assert that they had not authorised the use of
infringing software in their organisation.

»

Proof of infringing copies of computer programs in end-user liability cases

The Administration has declined to propose the inclusion of recording keeping
obligations on corporate users until further enforcement experience is
accumnulated. This is disappointing, given that we have already had four full
years of enforcement experience and in that entire period there has not been
even one successful prosecution in a contested case. Delay in addressing
deficiencies in the law will only further erode Hong Kong’s reputation and result
in ever-increasing financial losses to right holders in Hong Kong. Itis therefore
critical that any amendments to the legislation be aimed at strengthening, rather
than weakening, protection so as to facilitate criminal prosecution in appropriate
cases and provide a meaningful deterrent against piracy in general.

We understand that those who have objected to maintaining proper records of
licensed software do so because they assume it will have time and cost
implications. Such concerns are unfounded. Businesses are already legally
obligated to keep various records to comply with the Companies Ordinance and
the Inland Revenue Ordinance. The Companies Ordinance makes it mandatory
for companies to keep proper books of account with respect to assets and
liabilities of the company, monies expended and received etc. fora period of 7
years, while the Inland Revenue Ordinance requires that books of account
recording, infer alia, receipts and payments to be kept for a period of 7 years,
regardless of whether a tax benefit has been claimed with respect to that
expenditure. In the latter case, the Inland Revenue Department has issued

5
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guidelines to indicate that taxpayers must retain records that record and explain

Hong Kong Representative Office: all purchase and expense payment transactions and receipts should include
P.0. Box No.2635 information such as the date they bought each asset and how much the assets
General Post Office cost them. Hence, a business entity which is carrying on a business in Hong
Hong Kong Kong is currently required to keep records of their software purchases (in the

form of receipts or invoices etc) for at least 7 years from the date of purchase.’
Tel: (852) 2861 3366

: 2560 6247 - . . .
Faxi {832) 3.3 We therefore have urged the Administration and now urge LegCo to include a

U.S. Headquarters: provision in the Copyright Ordinance to expressly allow the court to take into
1150 18th Street N.W. account all circumstances of the case in determining whether a computer
Suite 700 program found in a user’s computer is an infringing copy, including but not

Washington, D.C. 20036

limited to the fact of whether the user in question has maintained proper records
US.A.

as required under the Companies Ordinance and the Inland Revenue Ordinance

Tel: (1-202) 872 5500 and related guidelines issued thereunder.

re (o Bzl 3.4 This minor refinement to the Copyright Ordinance will not result in any
additional administrative or other burdens upon businesses. It is simply a
reference to existing legislation. It encourages responsible corporate governance
by Hong Kong businesses and reinforces current laws. Based on BSA’s
extensive experience in supporting enforcement authorities over the years, BSA
submits that this refinement will significantly help to facilitate the successful
enforcement and prosecution of business end-user cases. BSA also submits that
this small measure strikes a fair balance between the interests of users and rights
holders and urges the Government to adopt this measure to render our copyright
laws more effective in application.

3.5  Under its TRIPS obligations, Hong Kong is required to “ensure that enforcement
procedures ... are available ... so as to permit effective action against any act of
infringement of intellectual property rights ... including expeditious remedies to
prevent infringements and remedies which constitute a deterrent to further
infringements™ (emphasis added). Pursuant to TRIPs, the Government
shoulders an important responsibility in creating a legislative infrastructure, and
providing adequate resources for enforcement, to protect IPR.

3.6 Commenting on the suggestion in the Proposal that the software industry should
incorporate technological measures into computer programs to guard against and
prove unlicensed usage, we submit that BSA members have indeed invested and
will continue to invest considerable resources (through R&D expenditure,
personnel cost, etc.) in the development of anti-piracy technologies, including

" In our earlier submission “Comments on Review of Certain Provisions of Copyright Ordinance
Consultation Document. Commerce, Industry and Technology Bureau” dated 15 February 2005, we set

out current record-keeping obligations upon various entities at paragraphs 4.9 to 4.12. A copy of this

WWW.BSA.0RG .
submission is attached hereto.
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digital rights management solutions and other tools that help in determining

Hong Kong Representative Office: whether copies of certain types of software are genuine or infringing. These
P.O. Box No.2635 measures constitute an important part of the overall solution to the piracy
General Post Office problem. However, for several reasons set out in BSA’s submission of 15
Hong Kong

February 2005 (attached) it is not feasible at this stage for the software industry

to develop technology solutions that will completely address the challenges the
Tel: (852) 2861 3366

Fax: (852) 2560 6247 Government has faced in its enforcement efforts or wholly eradicate piracy.
Importantly, enforcement officials in Hong Kong have attempted to pursue
U.S. Headquarters: criminal end user prosecutions in cases involving software that includes
1150 18th Street N.W, sophisticated anti-piracy technologies (such as mandatory registration and
Suite 700 activation), and even in those cases there has not seen a single successful
Washington, D.C. 20036 prosecution.
US.A
Tel: (1-202) 872 5500 4. Fair dealing for education and public administration

Fax: (1-202) 872 5501
4.1 BSA supports the Proposal and agrees with the Administration that the current
exhaustive approach of listing all the copyright exempted acts should be
maintained because it is clear, effective and provides legal certainty.

42  However, the Proposal also proposes the adoption of a non-exhaustive fair
dealing approach for use of copyright works for education and public
administration, It is difficult to evaluate this proposal in the abstract, or to
envisage the factual circumstances under which an educational institution or
public administrative body would require a fair use exemption in relation to the
use of otherwise unlicensed software. BSA has a serious concern that an
exception along these lines would be subject to abuse and have an inadvertent
negative effect in IPR protection in Hong Kong. Moreover, BSA objects to
treating for-profit and not-for-profit institutions differently in determining the
appropriate scope of the law on end user piracy. TRIPs clearly requires the
criminalization of commercial scale piracy ~ and as recognized by both the
drafters of the original April 2001 amendments and LegCo, that includes piracy
carried out in a business context by not-for-profit institutions.

43  Moreover, in looking at the Proposal, we see that the stated exemption may be
misinterpreted to include profit-making educational institutions such as tutorial
and computer training centres which would not be aligned with the
Administration’s apparent intent. .

4.4 Further, the Administration suggests the need for an exception to allow public
bodies or the Judiciary in the course of and for the purpose of their efficient
administration or “urgent business” to use copyright materials without licence.
Again, it is not clear how this need would arise in relation to software and such a

WWW BSA ORG provision runs the risk of creating further confusion and ambiguity in a law that
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has already proved to be ineffective. We therefore object to this aspect of the
proposal,

Circumvention of technological measures for copyright protection

BSA is generally supportive of the Proposal and appreciates the
Administration’s efforts to strengthen protection against circumvention of
technological measures for copyright protection.

We note the proposal to give both copyright owners and their exclusive
licensees the same entitlement remedies, and agree that this is essential to the
effective administration of justice. However, we note that paragraph 31of the
Proposal only makes reference to the ability for exclusive licensees to take
action against any person who interfere with RM1. We assume that it was also
the intention of the Administration that all remedies available under paragraphs
29 and 32 of the Proposal should also be made available to exclusive licensees
of copyright owners, and hope this will be clarified in the drafting process.

Conclusion

The BSA appreciates this opportunity to provide initial comments on the latest Proposal
by the Administration. We look forward to continued participation in the consultation
process and to working with the Government, LegCo, and interested members of the

community on these important issues going forward. We also look forward to the
opportunity to review and comment on the actual bill in the course of its development.

Business Software Alliance
Hong Kong Committee

11 July 2005
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Comments on
Review of Certain Provisions of Copyright Ordinance Consultation Document
Commerce, Industry and Technology Bureau

15 February 2005

In December 2004. the Commerce. Industry and Technology Bureau (CITB) published a
C'onsultation Document on certain provisions of the Copyright Ordinance (10 invite views
from the community on several important copyright issues. namely (1) fair use exemption:
(2) expanding the scope of criminal provisions: (3) relaxing criminal and civil liability
pertaining to parallel imported copies of copyright works: (4) defense for employees
against end-user criminal liability: (5} proof of infringing copies of computer programs in
end-user piracy cases; {6) strengthening protection against circumvention of technological
measures; (7) rental rights for films: and (8) expanding the rights of performers and authors
of underlying works in phonograms.

1. Introduction

1.1 As an initial matter. the Business Software Alliance (BSA) welcomes the steps
taken by CITB 10 engage in public consultation on these important issues. We do
not address each point raised in the Consultation Document but rather have focused
our remarks on a number of key issues of particular relevance 1o the software
industry and broader ICT sector in Hong Kong. In particular. we have previously
voiced our overarching concerns on the effectiveness and adequacy of the
Copyright Ordinance in providing copyright protection against business end-user
piracy. and make reference 1o those past submissions.

.2 BSA notes with concern that in its lengthy (and in many respects comprehensive)
Consultation Document the government does not make meaningful reference 10 the
tact that IP-related crime remains a significant problem in Hong Kong. As one
illustration of the scale of the problem. in a global software piracy study conducted
hy the international technology research irm International Data Corporation (1DC)
released in July 2004 (www bsa.org plobalstuds/). the software piracy rate in Hong
Kong in 2003 was estimated to be 32%. resulting in losses 1o the industry of
U'S$102 million. Hong Kong's piracy rate is well above those of other developed
cconomies in the Asia Pactlic region including Taiwan (43%). Singapore (43%),
Japan (29%). Kerea (48%6). Australia (31%). and New Zealand (23%:). A 32%,

" Sec )RS\ subossion o the 1 cetslaine Councd ditled 30 Line 2003 40 BSA response to 7 lanpany 2003 letter from
CITB dated 12 Tebruary 2004, and (51 DS A recpasiee (e 26 st 2004 fetter from CETB on revien of the Copsright
Chdianee doted 2 Nengmber 2004
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software piracy rate is far oo high for an economy with Hong Kong's level of
development and will certainly inlibit Hong Kong's aspirations of further
developing into a knowledge-based economy and building itself into an I'T hub for
the region.

Nor does the Consultation Document highlight the difficulties faced by the Hong
Kong Customs & Excise Department in enforcing current provisions ot the
Copsright Ordinance. including in relation 1o business end user piracy. Indeed. the
Consultation Document omits mention of the fact that there has not been a single
successtul contested prosecution against business end-users who use unlicensed or
pirated software within their organizations. In light of this record. it is not
surprising that the software piracy rate in Hong Kong over the last four vears (since
the enactment of the April 2001 amendments criminalizing business end user
piracy) has remained essentially unchanged.

Background information on the extent of business end user software piracy in Hong
Kong (including in relation to Hong Kong's neighbors and competitor economies)
and the serious problems faced in addressing the problem through enforcement
would have given the public a much fuller appreciation of the challenges faced by
industry. the negative impact of piracy on Hong Kong's image, reputation and
capacity lo create an environment in which innovation can flourish. and the need
for refinements to the existing legislative infrastructure for enforcement.

Under the circumstances and as addressed more fully below. BSA's position is that
lepislative proposals that reduce the scope of protection for copyright works would
run counter to the Government’s renewed pledge to promote the development of
cultural and creative industries. including the computer software industry”, and the
Government's efforts to render Hong Kong a piracy-free destination’. Particularly
given the high profile publicity brought about by the Government's “No Fakes
Pledge™ and "Hong Kong - The Real Experience™ campaigns in March and April
last year. the content of the Consultation Document sugpests that the Government
may be shifting in the wrong direction — at least with regard to certain categories of

piracy -- and sending conflicting messages to the public on the importance of 1P
prolection.

An annual survey released by the Intellectual Property Department on 18 January
2005 found that a majority of respondents (82%]) considered the protection of IP
rights to be very/quite helpful to the development of local creative industries and
83.5% considered it definitely/quite necessary for the Government to put more
resources in developing creative culure and industries. * This is in keeping with an
IDC cconomic impact study commissioned by BSA and released in April 2003
{xww . bxaorgidestudy y which confirms that reducing the software piracy rate can
have a significant positive impact on local economic development and the growth
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of the I'T industry as a whole. In that study. IDC determined that Hong Komg's 11
sector. driven by a commercial software industry that has grown about 117, a year.
has clearly helped to fuel the overall economy. Sales of domestic sofiware and 1T
services have averaged 6.7% growth per year. adding 1i$$920 million 1o the loca)
economy and creating 4.800 new 1T jobs between 1995 and 2001. The IDC study
also demonstrated that the effective protection of IP rights is an essential ingredient
in the continued development of a vibrani 1T industry. Indeed, 1DC concluded that
reducing the software piracy rate in Hong Kong by 10 points could add another
Lis$630 million 10 the Hong Kong economy and increase local industry revenues
by more than half a billion U.S. dollars by 2006. The study also concluded this
would generate an additional US$40 million in tax revenues for Hong Kong's
government and create nearly 1.500 new high-wage. high tech jobs. A concrete
example of the economic benefits of piracy reduction is in the case of Taiwan.
which successfully reduced its piracy rate by 23 points to 43% from 1996 to 2002,
and saw its software industry more than triple from US$224 million to US$698
million. The multiplier effect resulting from this growth in the software sector

helped Taiwan’s IT sector pump an additional 1/$$2.45 billion into the economy
and create an additional 43.000 jobs.

Current provisions of the Copyright Ordinance on business end-user software
piracy have proven to be ineflective, as demonstrated by the fact that not even one
contested end-user case has resulted in a conviction since those provisions came
into place in April 2001. It is therefore critical that any amendments to the
legislation be aimed at strengthening. rather than weakening. protection so as to
facilitate criminal prosecution in appropriate cases and provide a meaningful
deterrent against piracy in general. We urge the Administration in developing
legislative amendments 1o ensure that the end result is a law that is effective in

application. consistent with Hong Kong's international obligations under the
TRIPS Apreement.

Copyright Exemption - Fair Use

BSA supgests that the Government refrain from introducing a general fair use
defense without first strengthening the existing law. We note that in discussing the
possible introduction of a fair use regime the Administration makes reference to
systems in other countries. including the United States. Markets like the U.S..
however, have benefited from many years of jurisprudence that has provided the
community with considerable clarity on the boundaries of fair use. Moreover. it
bears emphasis that the successful implementation of fair use principles depends
largely on the extent to which end-users in the community generally understand
and have adequate respect for IP rights. 1n Hong Kong. while there is clearly a
growing awareness of the imponance of IP (as reflected in IPD's latest annual
survey) this has yet to translate to widespread respect for IPR among the general
public — as a result of which the piracy rate in Hong Kong continues to far exceed
that of many other developed markets (e.p.. with regard 1o sofiware, the piracy rate
in Hong Keng is roughly double that of the 1.8.). Introducing a fair use system in

Vad
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the Hong Kong context would be a dramatic shift that runs the risk of creating
substantial ambiguity on the parameters of the law. There is a significant danger
that. to many. a fair use regime may be misconceived as a free ticket to copying. At
a minimum. there would be confusion over the relative rights and obligations of
copyright owners and end-users. and significant opportunities for abuse. As
exemplified by the high software piracy rate (32%) in Hong Kong. it would be
premature at this stage 10 embrace any non-exhaustive regime of copyright
exemption without first ensuring that existing laws can be effectively enforced.

BSA sugpests that the current approach of expressly listing all exceptions to the
right of reproduction be maimained to give clear guidelines to end-users as to what
will or will not constitute copyright infringement. For end-users. this approach
provides greater certainty and avoids unnecessary disputes and litigation. It also
strikes a fair balance between the interests of rights holders and end-users.
However. we take this opportunity to note that in determining whether an act of
copying for research or private study purposes is fair dealing. both a quantitative
and qualitative test should be used. Merely using a quantitative test (for example a
fixed percentage of work. a number of chapters or a number of words) 1o determine
fair dealing is often unworkable and does not reflect the spirit of fair dealing in i1s
true sense.

Defense of Employees Against Criminal Liability for Business End-user
Piracy

The Consultation Document indicates that the Administration is considering
adopting an “employee defense™ apainst criminal liability for business end user
piracy. For a number of reasons. BSA submits that the introduction of an express
defense for certain classes of emplovees would an inappropriate and unnecessary
rollback of the law.

BSA appreciates the policy objective behind the suggestion of introducing this
defense. The proposal is based upon concerns raised over four years ago that
intended to address the purported danger that fower-level employees who are given
an infringing copy of a copyright work in the course of their employment may be
subject to unfair treatment under the law. Experience over the last four years.
however, has shown that this concern was unfounded. There is no indication that
existing laws operate unduly harshly upon lower-level employees or that such
employees are being unjustly targeted by enforcement authorities. On the contrary.
of the handful of cases involving business end user piracy that have been formallv
charged. we do not know of any that have involved charges against lower level
employees.

There is, however, a very real concern that an employee defense would allow
decision-makers in businesses increased opponunity to insulate themselves from
liability ~ for example. businesses could be structured in a way that would altow
senior members of the erganization to deliberately distance themsehes from the 11
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operations of the business. or to argue that they did not occupy a sutficienthy
managerial role in the business and thus should be exempt from liability under the
cmployee delense. Further, iF such an exemption were provided. employees would
have no motivation to object to using infringing copies of copyright works in a
business environment.

Imponantly. this is not just a theoretical concern but a reflection of experience in
actual cases in Hong Kong. As noted. the Government faces real obstacles in the
prosecution of businesses for the use of unlicensed software, and the managers of
those businesses. The result is that fewer cases are being pursued by justice and
entorcement officials. resulting in a law with little or no deterrent impact. Indeed.
BSA members understand that decisions have been made not to proceed with
prosecutions in a number of cases - following a raid action - based upon the theory
that persons in positions of responsibility generally lack direct involvement in
software procurement and instatlation and therefore lack the requisite knowledge
for criminal liability. These cases highlight the further difficulties that would be
introduced with a specific employee defense.

In any case. the current Copyright Ordinance already affords a defense 10 anyane
{whether employees or employers) if they do not know or had no reason to believe
that the copyright work provided to them by their employers was in fact an
infringing copy — this alone provides ample protection to innocent employees.
Where the empioyees knowingly possess and use pirated sotiware., it is unclear as a
matier of principle why such employees should be exempted from liability for
using the pirated sofiware whereas they will still be penalized for. for example.
handling stolen goods under the Theft Ordinance®. The proposed defense would
wrongly send the message to the public that one form of theft is of lesser
consequence than another. Also. the presence of an express employee defense
would create a disincentive tor employvees to refuse or object to the use of
infringing software.

BSA remains concerned that i an employee defense were introduced, senior
members of business organizations could take advantage of the defense and
unjustly escape liability by claiming not 1o have held a sufficiently managerial role
so as to preclude the defense from being available o them. or to have delegated IT
responsibilities to third parties. And given the reality in Hong Kong that in many
small companies even lower-level employees may carry the title of “manager”
(whereas those in control of the company may not). such a defense has the potential
to create even greater difficulties tor the prosecution and would further hinder the
effective enforcement of 1P rights,

Undet the Thelt Onbsiance. 2 person handles stolen gaods if tetherwise shan in the course of the stealing) ki ing or

befieving themito be stoless ponds he distionestly recetves e goods, o dishonesily sndentakes or assists in their retention,
remes b diposal or realization by or o the benetit of another person, or if he arranpes t do 0 Amy person wha
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Finally. we also note that a specific emplovee delense is not available under similar
circumstances pursuant to copyright legislation in other markets. including the
Uinited Kingdom and the United States. It is unclear why Hong Kong would choose
lo break new ground in this area, given the rampant problem of business end user
piracy. The Government would be sending the wrong message to the local and
international community in relation to its stance on IP protection il it were to do so.
undermining positive steps Hong Kong has taken over the vears 10 emerge as a
regional leader in IPR.

Rather than include an express employee defense which would be problematic for
reasons we have identified. as set forth in the Consultation Document another
means of addressing the policy concern in relation 1o lower level staft would be 1o
introduce “whistle blower™ protection for employees. Employee protection
provisions can be designed to prohibit an employer from discharging or otherwise
discriminating against any employee with respect to the employee’s compensation.
terms. conditions. or privileges of employment because the employee engaged in
specified "protected” activities. The protected activities typically include initiating.
assisting or panticipating in proceedings for the enforcement of applicable law.
Suggested text for a provision of this type is included at Appendix 1.

Evenif it were determined 10 introduce a specific employee defense -- despite clear
indications of the need to strengthen rather than roll back copyright protection —
BSA submits that the defense would need to be carefully structured sov as to
minimize the potential for abuse. For example:

3.9.1  The onus would need to be on employees wishing to avail themselves of the
defense to first establish that (i) they are employees as defined under the
Employment Ordinance. and (it} they are not directors, corporate officers.
proprietors. or managers or employees having managerial functions: and

392 As a pre-condition. employees would also need 1o be required 10 identify
the person who actually provided the infringing copy to them. Based on the
employee defense rationale, the source of the infringing copy must be
identified as the employer himself or someone acting on his behaifas part of
this pre-condition, (As indicated in the Consultation Document. one of the
concerns with the proposed employee defense is that it would not require
the employee to identily the person within the business who provided them
with the infringing copy, thus leaving enforcement authorities without a
personal defendant against whom action can be taken.)

Without precautionary mechanisms such as thuse supgested in this paragraph. an
express employee defense would be easily abused and would inevitably create even
more obstacles o IPR enforcement._Under the structure proposed above. “whistle
hlower™ protection for employees who have valid information about piracy would
be an impertant addition 1o the law. and would alse promote corporate
accountability, responsible povernance, and cthical business condugt.,
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Proof of Infringing Copies of Computer Programs in End-user Piracy Cases

Experience to date demonstrates that enforcement efforts against business end user
piracy have stalted or been unsuccessful in part due to the fact that such cases
frequently do not involve direct evidence (e.g.. testimony from live witnesses) that
a computer program installed in a computer is an infringing copy. As indicated in
the Consultation Document. these cases often tum on circumstantial evidence. but
{requently even circumstantial evidence — whether inculpatory or exculpatory - is
difficult to obtain. One reason. as referred to in the Consultation Document. is that
there is currently no requirement for businesses to keep records demonstrating that
the computer programs being used are legitimate copies. As a result and as noted.
few cases have proceeded to trial and every contested case that has gone to verdict
has resulted in acquittal. As far as BSA is aware — in an environment where over
half of business software in use is pirated -- there is now only 1 criminal end-user
software piracy case that will proceed to trial in the near future.

It is apparent that the lack of progress of business end-user sofiware piracy
enforcement and prosecutions is in no small measure due to the challenges
associated with applying the law in its current form. The current legislation has
clearly proved an ineffective deterrent 1o business end-user piracy: it is not a
solution (as suggested in the Consultation Document) to maintain the status quo
and await further enforcement experience before determining whether refinements
to the law ought to be made. particularly while industry continues to suffer fosses
and Hong Kong continues to fall behind other developed economies in the Asia
Pacific region in its efforts to reduce its piracy rate.

Nor is it feasible to rely solely upon industry 10 address the piracy problem in Hong
Kong through technological measures. To be clear. BSA members have invested
and will continue to invest considerable resources (through R&D expenditure.
personnel costs. ete.) in the development of anti-piracy technologies. including
digital rights management solutions and other tools that help in determining
whether copies of certain types of software are genuine or infringing. These
measures are an important part of the overall solution to the piracy problem.
However. for a number of reasons it is not possible at this stage for the software
industry to develop technology solutions that will completely address the
challenges the Government has taced in its enforcement efforts or wholly eradicate
piracy. The Consultation Document seems 1o suggest that this could be achieved
(¢.g.. through a system of mandatory end-user registration) by industry with linle
difficulty and in a manner consistent with market forces: this does not reflect the
conmercial reality. particularly in light of consumer expectations in relation to
software that is deployed ucross hundreds of millions of PCs around the world.

Virst. there are Iierally thousands of software developers worldwide and tens of
thousands of sofiware programs on the market. 1t is simply not technelogically or
ceonomically teasible for software developers to re-engincer all of their products
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on a prospective basis to include the type of anti-piracy technologies envisaged by
the Government. To obligate all software developers 10 do so would have global
ramifications. and may impact the uhimate price of sofimare.

Seeond. even if this were possible. and although BSA's member companies have
invested and will continue to invest in research and development to safeguard their
software products against piracy. as quickly as software developers deploy
anti-piracy technologies. increasingly sophisticated cyber-criminals attempt (and.
unlortunately. sometimes ultimately succeed) to circumvent them. Indeed. it is in
recognition of this problem that the Hong Kong Government and many other
governmenis have incorporated anti-circumvention provisions into Jegislative
regimes. and the Agministration is now considering further expanding those
provisions (see discussion below).

Third. even assuming the existence of fool-proof anti-piracy technologies that all
sofiware developers could affordably develop and incorporate into new releases.
such technolopies would do nothing to address the piracy problem in relation 10
products currently on the market and for which there is now -- and for some time in
the future will be -- large consumer demand.

Fourth. the Consultation Document overlooks the experience in actual business
end-user software piracy cases in Hong Kong. There are currently enforcement
challenges - and a lack of prosecution success - in Hong Kong even with respect to
software which already embodies sophisticated anti-piracy technologies. including
mandatory registration and activation.

Finally, we note that under its TRIPS obligations. Hong Kong is required o “ensure
that enforcement procedures ... are available ... so as to permit effective action
against any act of infringement of intellectual property rights ... including
expeditious remedies Lo prevent infringements and remedies which constitute a
deterrent o Turther infringements"ﬁ (emphasis added). Pursuant 1o TRIPs, the
Government shoulders an important responsibility in creating a legislative
infrastructure. and providing adequate resources for enforcement. to protect
[PR. We also note that IPD)’s most recent annual survey of the public
demonsirated that nearly half of people surveyed believe that the government
should play the dominant role in improving the IP situation (with onlv 7.8% of
respondents believing that copy right owners should play a dominant role).

Turning now to BSA's proposal for the introduction of a record-keeping provision
in the Copyright Ordinance. we would like to highlight that software end-user
piracy is an extremely technical oftence. the proof of which is inextricably tied to
applicable software licenses and the ability of users to demonstrate whether they
are properly licensed 1o use software they have deployed. BSA believes that - in
recognition of the primacy of the licensing relationship in these cases — one
pussible solution is to amend the law to include provisions requiring businesses to

vrwle H1 Section L Part T ot Agreement on Frade-related \spects of litellectuzl Propens Reghis



retain records relating to their software assets for a reasonable period of time. BSA
submits that this would not impose undue burden on end-users and would be
consistent with Hong Kong's overall regulatory framework. Indeed. there are
currently laws in place such as the Companies Ordinance. which make it mandatory
for companies to keep proper books of account with respect to assets and liabilities
of the company. monies expended and received etc. for a period of 7 vears”. while
the Inland Revenue Ordinance requires that books of account recording, inter afiu.
receipts and payments to be kept for a period of 7 years. regardless of whether a tax
benefit has been claimed with respect to that expenditure.® [n the latter case. the
Inland Revenue Department has issued guidelines® to indicate that taxpayers must
retain records that record and explain all purchase and expense payvment
transactions and receipts should include information such as the date they bought
cach asset and how much the assets cost them. ence. a business entity which is
carrying on a business in Hong Kong is currently required 1o keep records of their
software purchases (in the form of receipts or invoices etc) for at least 7 vears from
the date of purchase.

4.10  In the circumstances, we suggest bringing across existing record-keeping
obligations under the Companies Ordinance and Inland Revenue Ordinance into
the Copyright Ordinance by introducing language set out in Appendix 2. and
clarifying that software-related records are records that companies are currently
required to retain. As sofiware assets are one type of corporale assel.
record-keeping obligations relating to corporate assets (including software), and
applicable penalties for the failure 1o comply with those obligations. should be
consistent between the Companies Ordinance and Inland Revenue Qrdinance on

S
" Under section 121 of the Companies Ordinance, every company shall cause to be kepl proper buoks of account with
respect to- (a) all sums of money received and expended by the company and the matters in respect of which the receipt
and expenditure takes place: rh) all sates and purchases of goods by the company; and (¢} the asseis and liabilities of the
coatapary. Any books of account which a company is required by this section 10 keep shall be preserved by it for 7 s ears
from the end of the financial y ear to which the last entsy made er matter recorded therein relates. If'#ns person being 2
director of o company Tails 10 ke atl reasvnuble steps to securs compliance by the company with the requirements of this
section. of has by his own willful act been the cause of uny default by the company thereunder. he shall. in respect of each
effence. by liable w0 imprisonment and a fine, provided that - (a} in any proveedings against @ person in respect of an
elfence under this seetion consisting ol a failure o 1ake reasonable steps to secure compliance by the company wiih the
requirements of this section, it shall be a delense o prove that he had reasonahle ground fo belicse and did believe that o
competent and relioble person was charged with the duty of seeing that those requirements were complied with and was
i a position te discharge that duns: and (b 5 person shall not be sentenced to imprisonment tor such an offence unless. in
the ppinien of the court dealing with the case. the olfence was committed uily

Section SIC o the Intand Revenoe Ordinance provides that evers person carrying on a trade. profession or business i
Hong Kong shall heep sufficient records in the English or € hinese language of his income and expenditure t enable the
amsessable profits of such trade, profession or husiness to be readily ascertained und shall retain such records for a period
ol notless than 7 years afier the completion ol the transactions, avts of operations 1o which thes relate, "Records”
chindes - fut books ol account (whether kept in a kegible Tomm, or in a non-legible farm by means of a computer or
ol set recatding receipts and pas ments or income and cxpenditure: and thy vouchers. bank statements. inveices.
reeeipts and such other dovuments as are necessars 1o verify the entrics in the bovks of account relerred o i panugraph
LAy person who without ressonable esuse fails o comply with the requirements of section 310 shall be cuiliy of
any ottence Penalts - afine at bevel & CHRS TG00 and the court thay order the puraot coaesicted within a time
spoaified mthe order to do the act which he has faited w da
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the one hand and the Copyright Ordinance on the other to aveid confusion when 1t
comes to assel management. This would provide greater certainty not just for
enforcement authorities and Courts when it comes to determining whether an entity
is using legitimate software. but it would also provide certainty 1o the end-user
entity. Under this proposal. a defendant would be able to discharge its obligation by
production of any combination of the following which may be considered
acceptable proof of license:

{1} Receipts evidencing purchase of software programs
(i) [.icense agreements
(it} Certificates of authenticity with product identification codes.

| he adequateness of such retained records would then be a relevant consideration
for a court when determining the end-user offence. It is envisaged that this
record-keeping provision would have prospective application.

Apart from those companies and business entities governed by the Companies
Ordinance and Inland Revenue Ordinance. there are other types of entities and
vehicles which have centain record keeping obligations under their respective
legislation:

4.11.1 Societies" - Registered societies may be required. by request of the
Societies Officer. to furnish such information as he may reasonably require
for the perfonmance of his functions. which may include the income. the
source of the income and the expenditure of the society or its branch.”

4.11.2 Schools are obliged to maintain proper books of account and other financial
and accounting records and auditors of schools are entitled to inspect the
books of account and all vouchers. receipts. invoices, documents and
records in the committee's control which are relevant 10 the financial
transactions of the management committee."

YU note that ke presence and adeguaseness of softaare revords s relevant consideration in jurisdictions such us
Farwan Inarecent Taivan vise against Archlead Pechnology Co o Tl Tseng Chich-hsiang, Pei Chia-yuand Sheng
Fich-kang 12003 Y0 Tza No 12761 the defendant Tseng Chich-hisiang was found guiliy of legally reproducing computer
sl are ithroueh multiple installation s because, amonget other things. he failed 10 provide the count with genuine aptical
Jisbeerdishenes, software end-user boensing agrecments, manuals o Certificetes of Authentivity or tegal setial nembers
tor st iviahion.

e Socteties ndmance 10sp P31 section 2 defines "sodety ™ o0 ax any Jub company . parinership oz association
el persoms. whiatevet the mature of nhjectss W which the provistons of this
Hidirsnee apply - which mas malude charitoble societios and polizical societies
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4.11.3 Universities. which are exempted {rom the Education Ordinance, have their
own ordinances that require proper accounts to be maintained regarding the
expenditure and assets of the university."!

4.11.4 The college councils of post secondary colleges are required 1o make all
“books of accounts. receipts. vouchers. etc.” available for inspection by the
Permanent Secretary for Education and Manpower. "’

412 Tobeclear. thisis not in any way a proposal to shifi the burden of proof. as the onus
of establishing a case 10 meet the high standards of cniminal prosecution would stil]
lie with the Prosecution. Based upen extensive experience in working with
enforcement authorities in Hong Kong, BSA submits that the imposition of
record-keeping obligations upon business software end-users would indeed greatly
help to facilitate successful enforcement and prosecution in this area. The proposal
relating 1o record-keeping strikes a fair balance between the interests of users and
rights holders. The obligation to keep records of software assets would not be
unduly burdensome on companies and businesses and is in fact consistent with
their current record-keeping obligations.

5 Circumvention of Technological Measures for Copyright Protection

s The BSA notes with concern the increasing availability of circumvention devices in
Hong Kong. A circumvention device (which can include a computer program) is
one which is primarily designed or adapied for the purpose of circumventing a
technological measure that effectively controls access 10 a protected copyright
work. To circumvent a technological measure would include the descrambling of a
scrambled work. decrypting an encrypted work or otherwise to avoid. bypass.
remove, deactivale. or impair a technological measure, without the authority of the
copyright owner. A technological measure effectively controls access to a work if
the measure. in the ordinary course of ils operation. requires the application of
information or a process or a treatment. with the authority of the copyright owner.
10 gain access to the work.

5.2 The WIPO Copyright Treaty requires the provision of “adequate legal protection
and effective legal remedies against the circumvention of effective technological
measures” that copyright owners use to “restrict acts. in respect of their works.
which are not authorized by the authors concerned or permitted by law.” Existing
Hong Kong law provides certain protections against circumvention of copy
protection employed in computer programs and other works, However. the law is
ambiguous 1 a number of areas and clarification is required to cover all three arcas
ol access control technologies. acts of circumvention and circumventing
camponents.

TS tor evample The Umiversily U1 Hong Kong Erndmance tCap 1053 The Hong Kong Polviechpie Universm
Ordmgnes (Cap 1075 Section T and The Chinese Universite (1 THong Kong Ordimance (Cap 1109 Schedule |
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As puinted out by the Working Group on Digital Entertainment. it is imporiant that
the Government consider criminalizing the offence of knowingly making or selling
devices designed or adapted to circumvent copy-protection measures employved by
copyright owners'®,

BSA supports the introduction of eriminal sanctions apainst manufacturers.
suppliers or distributors of circumvention devices. Further. both ¢ivil and criminal
liability should be introduced 1o restrict the making or dealing in devices or means
designed to circumvent access control measures and the act of circumvention.
However. any such liability would only arise if an act of copyright infringement has
been committed. and liability would not attach in cases involving access controlled
works for which copyright has expired.

Other Gaps in the Legislation

There are several other aspects of the Copyright Ordinance left unaddressed by the
Consultation Document. These include. but are not limited to. issues in relation to
Internet piracy and the absence of statutory damages.

Liabilities of Internet Service Providers:

6.2.1  Given the high broadband penetration rate in Hong Kong. it is increasingly
important for the government to address the problem of Internet piracy.
This kind of software piracy is seriously prejudicial 1o the business interests
of copyright owners and oftentimes is not carried out in a typical
commercial setting. Currently. BSA is addressing the issue by sending
requests Lo various 18Ps in Hong Kong for take-down notices. However. we
have found such efforts not 1o be effective. particularly as ISPs are
generally reluctant to forward such notices to their customers short of a
positive legal obligation to do so. and particularly given the specific
challenges posed by P2P technology. The effectiveness of these efforts
could be substantially improved if ISPs were obliged 1o (i) remove or take
down known websites offering pirated software, (it) cooperate with
enforcement bodies in tracing such websites. and (iii) convey take-down
nolices to the ISPs” end-customers.

.2 Heng Kong is unfortunately lagging behind other Asian countries in this
respect.” BSA urges the Government to make reference to the U.S Online

T Repartof the Warking Group on Iigital Ertertainment. September 2401

1 Kerea for example. a proposed Jegialation w namow the senpe of the exception Tor reproduction for privite use has
been intfoduced by o bipartisan group of 24 members of the National Assembly. Hwas feb that rapid development in
wiomatic reprodin on technoiogy and the creation o vast digital network emironment gravely threatensd to deprive
wopr tght helders e their righttully deseesed profits and thas an appropriate sanction was promptly needed  The reviaed
fegisbaton sl sl alkeew reproduction foe private use bor exclude as an exeeption t infringement any cases of
krosengly copying contents that are reprodoced through breach of coparights and are distributed. heoasdesst and
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Copyright Infringement Liability Limitation Act (a portion of the Digital
Millennium Copyright Act). taking into account new lechnologies such as
P2P. to consider the adoption of further measures 10 address the problem of
online piracy. which is growing at an alarming rate. .

6.3 Statutory Damages:

6.3,

-
)

ttis often difficult for right holders to assess actual losses attributable 10 an
infringer’s activities and hence the amount of damages recovered in civil
cases often fail to deter infringement. BSA supports the implementation of
statutory damages to permit right holders 10 ask the court to determine
damages for each work infringed based on a statutory range rather than on
proof of actual losses. Such provisions will also ensure that Hong Kong
complies with its obligations under Article 41 of the TRIPs Agreement 1o
provide copyright holders with civil enforcement procedures that “permit
eflective action™ against acts of copyright infringement. including
“remedies which constitute a deterrent to further infringements™.

7. Conclusion

Again. BSA appreciates this opportunity to provide comments on the Consultation
Document and the Government's proactive engagement of the public on intellectual
property issues. We look forward to continued participation in the consultation process and

to working with the Government. LegCo, and interested members of the community on
these issues going forward.

Business Software Alliance
Hong Kong Committee
15 February 2005




“No employer shall terminate the contract of emplovment with or in any manner
discriminate against any emplovee solely on the ground that such emplovee:

() has filed any complaint or instituted or caused 1o be instituted any
investigation or proceeding under or related 1o an offence under subsection
(1

thi has testified or is ubout to testific in any proceedings under or

related 1o an offence under subsection (1);

fv) has provided information or ather ussistunce in connection with an
investigation or proceeding under or reluted 10 an offence under subsection
(1"
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Apncndix 2

4 person who conducts a trade or business vhall keep records of all
computer programs Jicensed for the purpose of any trude or
husiness. Any records which u person is required by this section 1o
keep shall be preserved by it for = years from the dute of trunsaction
hy which the computer program in guestion was acquired or
licensed.  In this section, cyrecords ™ include purchase receiprs,
certificaies of authenticitv, and end-user licenses in any media

For the purpuses of uny provecdings for an offence under
suhsection (1), the court shall 1ake into account the following

factors:

fu) whether the person charged had reasonable grownds 1o be
satisfied in the circumsiances of the case that the copy was
not an infringing copy:

thy  whether there were circumstances which would have led the
person charged reasonahly 1o suspect that the copy wus alt

infringing copy:

fc) the completeness, quoiracy and reliability of the records
retained by the person charged pursuani 10 subsection (8B).
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