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FURY ATNET GIANT

Jemonstrators ralfied outside the Causeway Bay office of Yahoo! Tuesday to protest the roie of the US internet giant in the jailing of a mainland journalist. The chanting
rrotesters denounced Yahoo! for providing mainiand authorities with the contact details of writer Shi Tao who was jailed in April for 10 years for revealing state secrets.
The demonstrators, members of the Democratic Party, unfurled a large banner and urged the company to review its privacy policy so that clientinformation is protected
n future. ‘The Democratic Party is very disappointed that Yahoo!, as a transnational enterprise, has failed to fulfill its responsibilities and obligations to protect human
‘ights,’ members said in a letter to Allan Kwan, managing director of the company's North Asia operations. Shi, 37, who wrote for Hunan-based Contemporary Business
News, was convicted of using his e-mail account to post on the internet a government order barring mainland media from marking the 15th anniversary of the 1989
massacre of democracy activists at Beijing's Tiananmen Square. The company's actions were revealed in the court verdict, copies of which were posted on overseas
Chinese Web sites. The company attempted to justify its action by saying it has to comply with mainiand laws and regulations if it wants to operatein the country. arp
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Chinese dissident attacks

A leading Chinese advocate
of internet freedoms has
issued a scathing denuncja-
tion of the Ug portal Yahoo
for its role in helping Com.
munist authorities to prose-
cute an independent.minded
local journalist, jailed for 10
years for “leaking state
secrets”,

Veteran dissident Liy
Xigobo, in an open letter to
Yahoo co-founder Jerry
Yang, accuses the US com.
pany of betraying its cug-

— e e

tomers and supporting dicta-
torship by providing infor-
maton on journalist Shi Tao
to Chinese authorities,

“Major foreign companies
should not be helping the
Chipese government to Mmit
freedom of speech on the
internet,” Mr Liy told the
Financial Times. “This Is
shameless, "

Mr Yang, who recently
sealed a $1bn (€830m, £570m)
nk-up with the Chinege
commerce wehsite Allbaba,
confirmed last month Yahoo
had assisted the action

against Mr Shi, but said it
had no cholce but to provide
information about him as
part of a “legal process”,

Yahoo yesterday refuseq
to comment on the contents
of the letter. A company
Spokeswoman at jtg base in
Silicon Valley said tt obly
released information to the
authorities “when legally
comupelled to do 50, and then
only in a way that complies
with both local laws and our
privacy polley™.

Mr Shi was jailed for 10
years in April, apparently

Yahoo over jailing of journalis¢

for revealing information
about a media craclkdosvn by
party propaganda officialg,
Some commentators have
defended Yahoo, saying com.
panies dolng businegs in
China canngt defy the gov.
érnment, but that their
aperations encourage greater
openness and lmprove the
Ifves of ordinary Chinese,
Mr Liv dismlsges such
arguments in his letter, how-
ever. The author, who has
spent years in jail for his
criticism of the Commun!st
party, says Yahoo has

enough market clout not to
aeed to loady to authorities.

International companies
are ignoring basic human
Tights in return for business
opportunity, while the Com.
Inuaist party ts offering prof.
its in, return for. continned
control of -the internet and
the abjiity to {ntimidate dis-
sidents, Mr Liu writes,

“The collusion of these
two kinds of ugliness means
that there ig no way for
western investment top pro-
mote freedom of Speech in
Chipa, and that in fact it

greatly increases the ability
of the Communist party to
blockade and contro] the
internet,” he writes,

“You are helping the Com.
munist party maintain an
€vil system of control over
freedom of information and
speech, ” Be wriles.

Google hds ‘excluded sitas
blocked by the state from its
Chinese news service, while
MSN banned the words
“freedom” and “democracy”
from parts of its new Cit-
nese webhsite,

In his letter, Mr Lin calls

on internet uvsers to boycott
Yahoo services until the
company apologises to M
Shj, compensates his family
and 'ceases. cloge Cco-0pera-
tion" with China’s censors.
Mr Liu also challenges
Yahoo to explain the legal
basis of the apparent deci.
slan by ts Hong Kong busi.
ness to provide {nformation
an Mr Shi, even though the
former British ocolony has an
independent judiciary.

Panl Wolfowits, Page 7
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Hong Kong Economic Journal 6.10.2005
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f only imprisoned mainland

journatlist Shi Tao had heard

of Hushmail. Hushmail

messages are stored
encrypted on the company’s
servers so if, say, the mainland
government requires e-mails to be
handed over, they will be useless
unless the account holder
provides the password,

No doubt the State Security
Bureau has ways of making
people talk, but at least the
decision would have been made
by Shi himself. As it turned out,
the decision to hand over an e-
mail he had sent containing state
secrets was made by Yahoo in
Hong Kong, and Mr Shi is now
serving 10-years in a Hunan jail.

For Yahoo this has been a
public relations nightmare
compounded by the story
breaking just before a visit to
China by co-founder Jerry Yang,
who attended the China Internet
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Summit in Hangzhou earlier this
month along with former United
States president Bill Clinton.

What was intended as a self-
congratulatory celebration of
Yahoo's tie-up with mainland e-
commerce giant Alibaba.com
degenerated into a grilling for Mr
Yang, who eventually cancelled
his afternoon press conference to
avoid the pointed questions of the
international press pack.

Just to be clear, the state
secrets Shi was convicted of e-
mailing through his Yahoo

ney,

"OUTLOOK

account to online democracy
groups in the US were a set of
central government instructions
sent to media groups across the
country, including Shi’s business
paper in Hunan province,
exhorting them to be vigilant
around the time of the 15th
anniversary of the 1989 June 4
Tiananmen “incident”.

The e-mail he sent included
directions to “insist on never
releasing any talk that is
inconsistent with the central
policies”, and “pay attention to
any liaison between overseas
democratic elements and
individual media editors and
reporters inside China”.

It is hardly a secret that China
controls its media, and it would be
hard to find too many other places
in the world where sharing that
sort of information would get
someone 10 years.

In defence of his company, Mr

SOUTH CHINA MORNING POST

Yahoo leaves its scruples at the door

Yang said Yahoo got requests from
governments all over the world to
provide information on personal
e-mail accounts, and was required
to comply with local laws
wherever it operated.

“We get hundreds of those in
the US, we get hundreds in
Europe, we get a lot of them in
China,” he said. “We do not know
what they want that information
for; we're not told what they look
for. If they give us the proper
documentation and a court order,
we give them things that satisfy
both our privacy policy and the
local rules.”

But according to Human
Rights in China, Yahoo had a
choice of whether to locate its
servers inside or outside of China.
Servers for competitor MSN's
Hotmail service are all outside
China, which means that MSN
does not have to turn e-mails over
to the central government, That

does not necessarily mean
Microsoft dues not turn them over
when asked. After all, this is the
company that exceeded
government requirements by
banning words such as
“democracy”, “freedom” and
“human rights” from its MSN

would have received approval for
its multibillion-dollar tie-up with
Alibaba if it had refused to hand
over information on Shi’s e-mail
account. :

If the thought of refusal was
ever entertained, it certainly will
not be now.

“yahoo had a choice of whether to locate
its servers inside or outside China”

Spaces blogging service. Even
Google, which has an explicit
clause in its founding charter that
it will “do no evil”, had admitted it
did not post links that were
offensive to the central
government.

In the end this is a pretty clear-
cut case of a corporation making a
concession in order to further its
business. One wondets if Yahoo

Jack Ma, chief executive of
Alibaba and the man now in
control of Yahoo's China
operations, said: “We have to
make compromises to do
business; everybody has to.”

For journalists, this case is
particularly close to home but it
was likely that there would be
greater understanding in the
media if Yahoo had at any time

provided court documents and
explained the process by which it
was legally obliged to provide
information to investigating
authorities.

Presumably it had not done so
because of fears it would be liable
for providing state secrets.

The reality in China today is
that the internet is seen by the
government not only as & vibrant
sector of the economy, but also as
a potential threat to political
stability. If companies wish to do
business in what will be the
world’s largest internet market
within the next three years, then
they have to be willing to leave
their scruples and distaste for
Jocal justice at the border.

But that does not mean that
individuals must make the same
concessions. As Mr Yang said in
Hangzhou: “Without our users, we
don't have a business.”

Hushmail anyone?
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Max Boot

Imagine what would have happened if
during the 1980s a US communications
company had provided information that
allowed the South African government
to track down and imprison an anti-
apartheid activist.

That is pretty much the moral
equivalent of what Yahoo hasjust done
in China in the case of journalist Shi
Tao. And the Web giant deserves the
same kind of public opprobrium that
would have fallen on any Western com-
pany that dared to publicly cooperate
with the enforcers of apartheid.

Shi, a reporter for a Chinese news-
paper, Contemporary Business News,
was sentenced to 10 years in jail for *‘il-
legally sending state secrets abroad.”

His crime consisted of e-mailing to
a New York-based Web site infor-
mation about a supposedly secret direc-
tive his newspaper had received from
the state propaganda department telling
it how to cover the 15th anniversary of
the 1989 Tiananmen Square massacre.

The security services were able to track
him down thanks to information help-
fully provided by Yahoo’s Hong Kong
affiliate, whose e-mail service Shi used.

Yahoo co-founder Jerry Yang de-
fended his company’s role: *“To be
doing business in China, or anywhere
else in the world, we have to comply
with local law.”’

1 wonder how far Yang would take
that logic. What if local law required
Yahoo to cooperate in strictly sepa-
rating races? Or the rounding up and ex-
termination of a certain race? Or the
stoning of homosexuals? Would Yang
eagerly do the government’s bidding in
those cases too?

Granted, communist China may not
be as odious as apartheid South Africa,
Nazi Germany or Taleban Afghanistan.
But it’s bad enough.

As summed up in the US State
Department’s most recent human rights
report: *‘The [Chinese] government’s
human rights record remained poor, and
the government continued to commit
numerous and serious abuses.”” These

included ‘‘instances of extrajudicial
killings; torture and mistreatment of
prisoners, leading to numerous deaths
in custody; coerced confessions; arbi-
trary arrest and detention; and incom-
municado detention.””

The US estimates at least 250,000
people — and possibly as many as
310,000 — are serving sentences in
‘“‘re-education through labor’” camps
and **other forms of administrative de-
tention not subject to judicial review.”’

The subjects of such crackdowns
have included labor, religious and pol-
itical activists, including Tiananmen
Square protesters (at least 250 of whom
remain behind bars) and Christians,
Buddhists, Muslims and Falun Gong
members. And, shades of apartheid, a
particular focus of official ire have been
ethnic minorities in Xinjiang, Inner
Mongolia and Tibet who are harshly
persecuted for complaining about their
lack of equal employment and edu-
cational opportunities.

So this is the kind of regime whose
laws Yahoo shows such great respect

Monday, September 19, 2005 The Standard

for. Unfortunately, its conduct is not out
of the ordinary, either for it or for other
American media firms operating in
China. They all eagerly kowtow to a
despicable police state.

Yahoo, Google, MSN and other
Web search engines have agreed to
block searches in China involving
words such as ‘‘Tibetan independence”’
or ‘‘human rights.”” Bloggers can’t post
messages involving ‘‘democracy’’ or
other ‘‘dangerous’” concepts. -

Rupert Murdoch’s Star TV has
agreed not to carry BBC news or other
information that Beijing might not like.
Cisco has sold Beijing thousands of
routers programmed to monitor Internet
usage and flag for the secret police any
“‘subversive’’ sentiments.

There is a theory that greater access
to information technology will further
freedom in China. The reality is that
Beijing is adroitly using the Internet to
increase its level of control with the help
of its US business partners.

The conduct of Yahoo et al should
be illegal. The Commerce Department,

- Yahooand itSwuﬂkhelp oppresé fifth of humanity

and if necessary Congress, should for-
bid American firms from facilitating hu-
man rights abuses in China.

Unfortunately, the Bush admin-
istration would probably block such
rules because it continuesto cling tothe
vain hope that Beijing will solve the
North Korean nuclear crisis for us. The
only pressure the administration is
interested in applying at the moment is
to get Chinese firms to stop selling so
many bras to the US.

In lieu of government action, private
investors should step into the breach.
Recall how, in the 1980s, shareholders
agitated for US corporations to ‘‘dis-
invest’’ in South Africa or, if they did
invest there, to at least follow the
Sullivan Principles — created by a
Baptist minister and GM board mem-
ber, Leon Sullivan, in 1977 — man-
dating good corporate behavior.

We need a similar campaign today
to convince Yahoo and its ilk that help-
ing to oppress a fifth-of humanity does
not make good business sense.

LOS ANGELES TIMES
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