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Interception of Communications and Surveillance Bill
Response to issues raised

This paper sets out the Administration’s response to the issues
raised by the Bills Committee.
Clause 2(1) : Definition of “data surveillance device”, “listening
device”, “enhancement equipment”, “optical device” and
“surveillance device”
To provide information on the functions of data surveillance
devices used by law enforcement agencies of Hong Kong and
consider conducting a briefing on the data surveillance devices
used by law enforcement agencies of Hong Kong. (raised at the
meeting on 25 May 2006)
To provide examples of enhancement equipment and explain the
impact, if any, of such equipment on the health of the subject of
interception of communications or surveillance. (raised at the
meeting on 25 May 2006)
To consider including optical surveillance device in the
Administration’s paper or briefing, if any, on the data surveillance
devices used by law enforcement agencies of Hong Kong. (raised at
the meeting on 25 May 2006)
2.
The Administration arranged a briefing on the functions of
various surveillance devices and enhancement equipment for interested
Members on 15 June 2006.
To consider amending the phrase “device or program” in the
definition of “data surveillance device” along the lines of device,
program or any other means. (raised at the meeting on 25 May
2006)
3.

The Bill provides that “data surveillance device” –
“(a)

means any device or program used to monitor or record
the input of information into, or the output of information
from, any information system; but
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(b)

does not include an optical surveillance device”.

4.
In relation to information systems, “device” refers to hardware
equipment, and “program” refers to software for the processing unit to
execute to perform a job or a number of tasks. These two terms fully
cover the two modes of operation by (a) physically attaching or
connecting a piece of hardware to monitor or record information, and (b)
installing or altering a portion of the control software to duplicate or
re-transmit information. There is therefore no need for the amendment
proposed.
To consider excluding surveillance devices involving the
implantation or swallowing of such devices into a human body
from the Bill. (raised at the meeting on 1 June 2006)
5.
Implanting a device without the consent of the person or
without express statutory authority would be unlawful. The Bill would
not constitute sufficient authority for authorizing such action. The
proposed exclusion is therefore unnecessary.
To consider whether the specification of additional classes of
device should be prescribed by regulation as provided for in (c) of
the definition of “surveillance device” or whether it should be done
through amendments to the principal legislation. (raised at the
meeting on June 2006)
6.
As set out in the paper prepared by the Legal Services Division
of the LegCo Secretariat dated 10 June 2006 (LC Paper No. LS82/05-06),
a considerable number of existing legislative provisions currently allow
the amendment of the scope of certain definitions of primary legislation
by way of subsidiary legislation. Our current proposal is in line with
this established approach, and the effect of the arrangement would enable
the provisions to be amended in the light of new technological
developments. The regulations would be subject to scrutiny by the
Legislative Council.
Clause 2(1) : Definition of “information system”
To provide the definitions of “information system” in other local
legislation and consider amending the definition of “information
system”, having regard to such definitions. (raised at the meeting
on 25 May 2006)
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7.
As explained at the Bills Committee meeting on 25 May 2006,
the term “information system” is used in a number of legislative
provisions in Hong Kong. Examples include the Securities and Futures
Ordinance (Cap. 571), Dutiable Commodities Ordinance (Cap. 109) and
Reserved Commodities Ordinance (Cap. 296). Our intention is to catch
not only conventional “computers” but also other devices such as
electronic personal data assistants, thus affording wide protection to the
public. We understand that the definition of “information system” under
the Electronic Transactions Ordinance (Cap. 553) has been drawn up
having regard to the latest international developments in the field of
information technology in the context in question.
8.
As regards the term “computer”, it is defined, for example,
under section 22A of the Evidence Ordinance (Cap. 8), as any device for
storing, processing or retrieving information. Section 26A of the Inland
Revenue Ordinance (Cap. 112) and section 19 of the Business
Registration Ordinance (Cap. 310) also defines the term similarly. The
terms “computer” and “computer systems” are otherwise largely
undefined in law.
9.
Having regard to Members’ concern, we propose to move
Committee Stage amendments (CSAs) to qualify the definition of “data
surveillance device” by the words “by electronic means”. This should
put beyond doubt that the information system refers to what is commonly
understood as computers and similar electronic devices. The new
definition will thus read as follows –
"(a) means any device or program used to monitor or record
the input of information into, or the output of information
from, any information system by electronic means; but
(b)

does not include an optical surveillance device;"

Clause 2(1) : Definition of “interception”
To explain the process involved in interception. (raised at the
technical briefing on devices held 15 June 2006)
10.
Basically telecommunications are transmitted through a
network and exchanges along the network. In theory interception can be
done at any of the exchanges along the line of transmission of a
communication. This is done by a facility which is triggered to pick up
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the signals of the communication when they reach the exchange.
illustration is as follows –

An

In practice, which exchange is used depends on factors such as
operational considerations.
To explain the difference between covert surveillance of email
messages and their interception. (raised at the meeting on 1 June
2006)
11.
Telecommunications interception refers to the obtaining of
messages in the course of their transmission by a telecommunications
system. When a message has already arrived at the destination, it is no
longer in the course of its transmission.
Depending on the
circumstances, it may be possible to obtain email messages overtly by a
search warrant or covertly through a data surveillance device. The
installation of a data surveillance device would be Type 1 surveillance
and would, like interception, require judge’s authorization.
The
proportionality and necessity tests would have to be met.
Clause 2(1) : Definition of “listening device”
To consider improving the drafting of the Chinese version of the
definition of “listening device”. (raised on 25 May 2006)
12.
We appreciate the Bills Committee’s concern. We will move
CSAs to the Chinese version of paragraph (a) of the definition of
“listening device” along the following lines –
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指用以作出以下行為的任何器材: 竊聽、監聽、監測
或記錄任何談話或在談話中向任何人或由任何人所說的說
話；但”
“(a)

Clause 2(1) : Definition of “maintain”
To consider deleting, qualifying or substituting the term “relocate”
in the definition of “maintain”. (raised at the meeting on 25 May
2006)
13.
The reference to “relocate” is intended to cover situations where
it is necessary to move the device to another position after installation for
various reasons (for example, for an optical device, the view from the
original position is blocked by an object). To address Members’
concerns, we propose to revise the definition of the term “maintain” as
follows ““maintain”, in relation to a device, includes (a) adjust, reposition, repair or service the device; and
(b) replace the device when it is faulty.”
Clause 2(1) : Definition of “postal interception”
To explain whether postal interception covers opening a postal
article for the purpose of forensic examination of the contents,
obtaining the name and address of the sender or changing the
contents of an article without reading the contents. (raised at the
meeting on 25 May 2006)
14.
In the Bill, “postal interception” means the inspection of some
or all of the contents of a communication in the course of its transmission
by a postal service, by a person other than its sender or intended recipient.
The expression “communication transmitted by a postal service” is
defined under clause 2(1) to include a postal article.
15.
In the context of the Bill, therefore, interception of postal
communications is given a broad meaning, encompassing the inspection
of communications as well as other articles in a postal packet. Getting
the fingerprints or checking the identity or address of the sender covertly
would therefore fall under the definition of postal interception.
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16.
On the other hand, postal interception of itself should not
include replacing the contents of the communications.
To consider providing a clearer definition for “postal service”.
(raised at the meeting on 25 May 2006).
17.
Under the Bill, “postal service” is currently defined under
clause 2(1) to mean postal service within the meaning of the Post Office
Ordinance (Cap. 98). We believe that by referring to the Post Office
Ordinance, the scope of the term “postal service” should not be in doubt.
For example, it would necessarily exclude courier service not provided
under the Post Office Ordinance. However, to address Members’
concern, we propose to further refine the definition as follows –
““postal service” means postal service to which the Post Office
Ordinance (Cap. 98) applies;”
Clause 2(1) : Definition of “premises”
To explain whether an authorization for surveillance would cover
the use of surveillance devices outside the territory of Hong Kong
and the use of such devices within Hong Kong on targets outside
Hong Kong . (raised on 1 June 2006)
18.
As explained at the Bills Committee meeting on 1 June 2006,
the jurisdiction of our law enforcement agencies (LEAs) covers Hong
Kong only. The Bill does not extend the jurisdiction of our LEAs.
19.
Should devices be carried outside Hong Kong, depending on the
circumstances, signals from the devices may be received by the LEAs in
Hong Kong. In the same way that interception may be carried out in
Hong Kong on calls to or from mobile phones roaming outside Hong
Kong, the signals from such devices may legitimately be received by the
LEAs.
Clause 2(1) : “public place”
To consider amending “to the extent that they are intended” in the
definition of “public place” along the lines of “used or intended
for use” or “for the purpose of”. (raised at the meeting on 1 June
2006)
20.

The Bill provides that “public place” -
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“(a) means any premises which are a public place as defined in
section 2(1) of the Summary Offences Ordinance (Cap.
228); but
(b) does not include any such premises to the extent that they
are intended for use by members of the public as a
lavatory or as a place for taking a bath or changing
clothes;”
21.
The phrase “to the extent that they are intended for use” under
(b) seeks to put beyond doubt that it is only that part of the premises
intended for the specific use that is excluded. A place which is used, but
not intended for use, will not be covered. Nonetheless, taking into
account Members’ suggestion, we have no objection to taking out “to the
extent” from the definition so that paragraph (b) of the definition of
“public place” will read as follows –
“(b) does not include any such premises that are intended for
use by members of the public as a lavatory or as a place
for taking a bath or changing clothes;”
Clause 2(1) : “serious crime”
To provide a list of offences with a maximum penalty of over 3
years and below 7 years of imprisonment. (raised at the meeting on
1 June 2006)
22.
The question was asked in the context of considering whether
the LEAs could specify in an application for authorization a more serious
but “related” offence in connection with an operation targeting at a lower
level of offence. However, while there are some offences punishable by
imprisonment for three to less than seven years by themselves with a
“related” offence punishable by a maximum penalty of seven years’
imprisonment or above, the number of such offences is small and
additional elements (such as intention) are required before the more
serious offence could be met1. In other cases, there is no other higher
level offence2. We do not consider it appropriate to specify an offence
1

2

Examples include the offences of : Making counterfeit notes and coins without lawful authority or
excuse (s. 98(2), Crimes Ordinance (Cap. 200)); Going equipped for stealing (s.27, Theft Ordinance
(Cap. 210)); Administering poison, etc. with intent to injure, etc (s.23, Offences Against the Person
Ordinance (Cap. 212)).
Examples are : Possession of prohibited weapons (s. 4 of the Weapons Ordinance (Cap. 217));
Offence in relation to possession of infringing copies in a copying service business (s. 119A of the
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other than that which is being investigated in an application.
therefore do not consider the suggestion a viable arrangement.

We

Clause 2(1) : Definition of “transmitted”
To consider whether there is a need for the definition of
“transmitted”. (raised at the meeting on 1 June 2006)
23.
We agree that the definition is not strictly necessary.
move CSAs to delete it.

We will

Clause 2(1) : “Type 2 surveillance”
To consider excluding optical surveillance targeting bathrooms or
changing rooms, or tracking devices that may be taken inside
private premises, from the coverage of Type 2 surveillance. (raised
at the meeting on 1 June 2006)
To consider substituting “to the extent that” with “which” in the
definition of “Type 2 surveillance” and amending sub-clause (a)(i)
in the same definition along the lines of “(i) who – (A) is a person
privy to the conversation or the activity; or (B) is a person who is
expected to be able to hear the conversation or to see the activity;
or”;
The definition of “Type 2 surveillance” under clause 2(1) : to
simplify its drafting, particularly with respect to the references to
“to the extent that”, “device” and “speak the words”, and to make
more clear the types of action that would fall under the term
“activity carried out” as provided for in sub-clause (a). (raised at
the meeting on 1 June 2006)
24.
Taking into account Members’ suggestions, we propose to
move CSAs to simplify the definition of Type 2 surveillance along the
following lines –
“Type 2 surveillance” (第 2 類監察), subject to subsections (3)
and (3A), means any covert surveillance that –
(a)

is carried out with the use of a listening device or an
optical surveillance device by any person for the
purpose of listening to, monitoring or recording

Copyright Ordinance (Cap. 528)); Access to computer with criminal or dishonest intent (s. 161 of the
Crimes Ordinance (Cap. 200)).
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words spoken or activity carried out by any other
person, if the person using the device –
(i) is a person by whom the other person intends,
or should reasonably expect, the words or
activity to be heard or seen; or
(ii) listens to, monitors or records the words or
activity with the consent, express or implied, of
a person described in subparagraph (i); or
…... ”
25.
We believe that the revised definition is appropriate even where
bathrooms or changing rooms are involved. If the use of the optical
surveillance device involves entry onto premises without permission or
interference with the interior of any object without permission, the
surveillance would be Type 1 surveillance. Otherwise it should remain
as Type 2 surveillance. A person should be expected to undertake
reasonable measures, e.g., closing the window and door when using a
bathroom or changing room.
26.
As a related issue, in view of some Members’ concern about
clause 2(2), for the avoidance of doubt, we shall introduce a CSA to the
clause to make it clear that “activity” does not include conversations.
The clause, as amended, will read as follows –
“(2) For the purposes of this Ordinance, a person is not
regarded as being entitled to a reasonable expectation of
privacy within the meaning of paragraph (a)(i) of the
definition of "covert surveillance" in subsection (1) in relation
to any activity carried out by him in a public place, but, for the
avoidance of doubt, nothing in this subsection affects such
entitlement of the person in relation to words spoken by him in
a public place.”
Clause 2(1) : “Type 1 surveillance” and “Type 2 surveillance”
To advise whether the more stringent authorization would be
required when more than one type of device / operation is involved.
(raised at the meeting on 1 June 2006)
27.

The level of authorization required for a particular operation
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would depend on the circumstances. If an operation involves the use of
more than one device in circumstances that would require Type 1
authorization, judge’s authorization would be sought. To put this
beyond doubt, we shall introduce a CSA to add a new provision to clause
2, as follows –
“(3A) An officer of a department may apply for the issue or
renewal of a prescribed authorization for any Type 2
surveillance as if the Type 2 surveillance were Type 1
surveillance, and the provisions of this Ordinance relating to
the application and the prescribed authorization apply to the
Type 2 surveillance as if it were Type 1 surveillance.”
Clause 2(3)
To consider amending the wording of clause 2(3) : along the
formulation of “…… is regarded as Type 1 surveillance which
would likely obtain information subject to legal professional
privilege”. (raised at the meeting on 1 June 2006)
28.
Having reviewed the provisions generally adopted in the Bill,
we prefer the present formula for better consistency within the Bill.
Clause 2(4)
To consider the need for subclause 2(4)(b). (raised at the meeting
on 1 June 2006)
29.
The subclause is necessary to make clear that a communication
transmitted by a telecommunications system is no longer in the course of
its transmission once it has reached its destination. Otherwise there
could be arguments as to whether, for example, the intended recipient of
an email has to click it open before the transmission is considered to have
been completed. This is analogous to postal packets where the
transmission is considered complete once the packets reach the “mailbox”
of the intended recipient.
Clause 2(5)
To explain the scope of “data produced in association with the
communication”, including whether it includes data to be attached
to the communication. (raised at the meeting on 2 June 2006)
30.

The data produced in association with the communication
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includes what is commonly known as traffic data. This would include,
for example, the originating telephone number of a call / fax, the source /
destination address of an email, or the data which is found at the
beginning of each packet in a packet switch network that indicates which
communications data attaches to which communication. The definition
in clause 2(5) has the effect of ensuring that the capturing of such
information without accessing the actual message of the communication
would still be regarded as interception and, hence, require judge’s
authorization.
31.
Attachments to the communication are part of the message of
the communication and hence are not data produced in association with
the communication.
Clause 2(5A)
To consider if the threshold of “likely” is appropriate under clause
2(5A). (raised at the meeting on 3 June 2006)
32.

The proposed clause 2(5A) provides “For the purposes of this Ordinance, advocacy, protest or
dissent (whether in furtherance of a political or social objective
or otherwise), unless likely to be carried on by violent means, is
not of itself regarded as a threat to public security.”

33.
We have carefully considered the threshold of “likely”, having
regard to the context that it is used (i.e. to provide for an exclusion
regarding the circumstances under which advocacy, protest or dissent
might be regarded as a threat to public security). We consider that it is
an appropriate test. It may not be possible to ascertain beforehand
whether such advocacy, protest etc will be carried out by violent means
before it is carried out. Thus only an assessment as to the likelihood
may be carried out.
Clause 2(6)
To consider amending clause 2(6) to provide a reference to all the
means intended to be covered under oral applications, including “in
person”. (raised at the meeting on 2 June 2006)
34.
Taking into account Members’ suggestion, we shall introduce
CSAs to amend the clause to read as follows –
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“(a) an application is regarded as being made orally if it is
made orally in person or made by telephone, video
conferencing or other electronic means by which words
spoken can be heard (whether or not any part of the
application is made in writing);”
Similar amendments apply to paragraphs (b) and (c) in the same clause.
Clause 3
To consider including the test of “reasonable suspicion” in the
conditions for authorization provided for under clause 3. (raised at
the meeting on 2 June 2006)
To consider whether the proportionality test is too restrictive and
whether it allows the authorizing authority to give sufficient
consideration to the human rights implications. (raised at the
meeting on 2 June 2006)
To consider, in the context of considering the drafting of clause 3,
stating explicitly the necessity test by adding “necessary and” before
“proportionate”. (raised at the meeting on 3 June 2006)
To move CSAs to clause 3 to improve the flow of the clause and in
conjunction with other parts of the Bill. (raised at the meeting on 3
June 2006)
35.
In view of the various comments made by Members on clause 3,
we have carefully reviewed the provision and will move CSAs to amend
the clause so that it would read as follows –
After (a), add the following “(aa) there is reasonable suspicion that any person
has been, is, or is likely to be, involved in –
(i)

where the purpose sought to be furthered by
carrying out the interception or covert
surveillance concerned is that specified in
subsection (1)(a)(i), the serious crime to be
prevented or detected; or

(ii) where the purpose sought to be furthered by
carrying out the interception or covert
surveillance concerned is that specified in
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subsection (1)(a)(ii), any activity which
constitutes or would constitute the particular
threat to public security; and”
To amend (b) as follows –
“(b) the interception or covert surveillance is necessary
for, and proportionate to, the purpose sought to be
furthered by carrying it out, upon –
(i)

balancing the relevant factors against the
intrusiveness of the interception or covert
surveillance on any person who is to be the
subject of or may be affected by the
interception or covert surveillance;

(ii) considering whether the purpose sought to be
furthered by carrying out the interception or
covert surveillance can reasonably be
furthered by other less intrusive means; and
(iii) considering such other matters that are
relevant in the circumstances.”
To advise, after liaison with the relevant policy bureau, on the
timetable for taking forward the suggestion of the Law Reform
Commission (LRC) reports on the creation of general criminal
offences on unauthorized interception and covert surveillance.
(raised at the meeting on 5 June 2006)
36.
We have consulted the Home Affairs Bureau. They have
advised that they would in due course carefully and thoroughly assess the
impact of the LRC’s recommendations, having regard to overseas
experience and consulting relevant stakeholders, and then map out the
way forward. There is no pre-determined timetable at present.
Clause 4
To provide information on the other enactments coming under
clause 4(2)(c) permitting/requiring the carrying out of interception
operations. (raised at the meeting on 5 June 2006)
37.
As explained at the meeting on 5 June 2006, the relevant
enactments include the following –
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Bankruptcy Ordinance (Cap. 6) – section 28
Post Office Ordinance (Cap. 98) – section 12
Import and Export Ordinance (Cap. 60) – section 35(3)
Mental Health Regulations (Cap. 136, sub. leg. A)
Prisons Rules (Cap. 234, sub. leg. A) – rules 47A, 47B and 47C
Legal Practitioners Ordinance (Cap. 159) – section 8 of
Schedule 2
38.
These other enactments are applicable in their own specific
contexts. It is more appropriate for these operations to be subject to
their own regime, having regard to the specific circumstances. The
present exercise is concerned with interception for law enforcement
purposes. This approach is also in line with that of the LRC in its report
on interception of communications in 1996.
Clauses 4 and 5
To consider moving Committee Stage amendment to amend Clause
4(1) of the Bill to the following effect - “no public officer shall
directly or indirectly (including through any other person), carry out
any interception.” (raised at the meeting on 6 June 2006)
39.
We have no objection to the proposed amendment. We shall
move CSAs so that the clause will read as follows –
“4(1) …… no public officer shall, directly or indirectly
(whether through any other person or otherwise), carry out an
interception.”
Similar changes will be proposed to clause 5(1).
Clauses 7 and 11(3)
To consider raising the level of approving authority for executive
authorization to Chief Superintendent of Police. (raised at the
meeting on 8 June 2006)
To provide the number of D1 officers in LEAs, and consider raising
the level of the officer for approving the making of applications for
judge’s authorization. (raised at the meeting on 10 June 2006)
To provide information on the ranking of the head of different crime
formations in the Police, and consider prohibiting officers of the
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same crime formation from being the approving authority for
executive authorization. (raised at the meeting on 8 June 2006)
To stipulate that the approving officer is not directly involved in the
investigation. (raised at the meeting on 16 June 2006)
40.
The number of officers at Directorate rank Point 1 (D1) of the
civil service pay scale (or equivalent) in the Police, Customs and Excise
Department and Immigration Department are 48, 3 and 2 respectively.
As regards the ICAC, the lowest directorate rank in their hierarchy is
D2-equivalent (i.e. the Assistant Commissioners), and there are 4 officers
at that rank.
41.
Having regard to the circumstances of the individual
departments, we have no objection, as a matter of practice, to raise the
level of authorizing officers in the case of the Police, Customs and Excise
Department and Immigration Department to D1-equivalent (i.e. Chief
Superintendent or equivalent) or above, while in the case of the ICAC,
the level should remain at Principal Investigator or above. We shall
stipulate this arrangement in the code of practice.
42.
The heads of crime formations are usually Chief
Superintendents of Police. At the macro level, many officers in the
department may be “involved” in an investigation, and the degree of
involvement may increase should the case is of a particularly serious
nature. For example, the head of the LEAs may be said to be involved
in all investigations. As a general principle, it is our intention that the
approving officer should not be directly involved in the investigation of
the case, and we will spell this out in the code of practice.
Clause 8
To consider explicitly providing that the applications to be made
under clause 8(2) should be in writing. (raised at the meeting on 8
June 2006)
43.

This requirement is already reflected in clause 8(2)(a).
To consider providing expressly that the officer giving the approval
for making the application for judge’s authorization and the officer
conducting the review under clause 54, should not be the same.
(raised at the meeting on 10 June 2006)

44.

The role of an endorsing officer is to consider whether
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applications for judge’s authorization are appropriate. A reviewing
officer conducting reviews under clause 54, on the other hand, is to keep
under regular review the compliance by officers of the LEA with the
relevant requirements under the Bill. There is no conflict between these
two roles and we do not see a need to expressly provide in the law that
officers performing the two roles should not be the same. In practice,
however, they will not be the same person. We shall spell this out in the
code of practice.
Clause 10
To provide the Privy Council judgment regarding the meaning of the
term “period”, and consider whether it is necessary to amend clause
10(b) to make it clear that an authorization would have to cease to
have effect upon a specified event. (raised at the meeting on 13 June
2006)
45.

The relevant judgment is at Annex A.

46.
Having regard to case law, we consider that it is not necessary
to amend clause 10(b) to refer to specified events.
Clause 11
To consider amending clause 11(2)(b)(ii) along the line of “a copy of
every affidavit …” to make it clear that all previous affidavits should
be provided. (raised at the meeting on 13 June 2006)
47.
Clause 11(2)(b)(ii) of the Bill currently reads as “a copy of any
affidavit provided under this Part …”. The reference to “any affidavit”
already includes all affidavits for previous applications/renewals related
to the application for renewal. However, to address Members’ concern,
we have no objection to amending “any affidavit” to “all affidavits” in
clause 11(2)(b)(ii) and “any statement” to “all statements” in clause
17(2)(b)(ii).
Clause 12
To consider providing information on the average and maximum
durations of previous covert operations. (raised at the meeting on 13
June 2006)
48.
closed.

The relevant records are destroyed some time after a case is
In particular, with telecommunications interceptions, the records
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are destroyed within a short time. The information is therefore not
available. In any case, past experience in this regard is not a good guide
of future needs.
To consider specifying under clause 12 that the number of previous
renewals should be a factor in considering an application for
renewal. (raised at the meeting on 13 June 2006)
49.
Part 4 of Schedule 3 already requires that information on each
occasion on which the authorization has been renewed previously should
be provided. The authorizing authority would no doubt take this factor
into account in considering applications for renewal. We do not
consider it necessary to amend clause 12 for the purpose.
To consider providing that applications for renewal of judicial
authorizations should be considered by two panel judges instead of
one. (raised at the meeting on 13 June 2006)
50.
The authorizing authority should be able to make a
determination on the basis of the information and justifications provided.
We do not consider it appropriate to require two judges to consider
renewal applications.
Clauses 14 to 16
To advise on the rank of officers who may make applications for
covert applications currently. (raised at the meeting on 15 June
2006)
To consider requiring the officer in charge of a case to make the
application. (raised at the meeting on 15 June 2006)
To explain whether authorizations would be given to the applicant
or the officers in charge of the case, the working relationship
between them, and who will make the application for renewal.
(raised at the meeting on 16 June 2006)
51.
The rank of officers who may make applications may vary
depending on the circumstances of the case. The current practice among
LEAs is that the rank of such officers is no lower than inspector of police
or equivalent. We intend to continue with this practice under the new
regime.
52.
An application for authorization or renewal is made by the
officer in charge or someone of the same or higher rank. These officers
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are senior officers who are sufficiently familiar with the background to
the cases.
53.
An authorization/renewal covers a proposed operation, and to
whom it is given would not affect its effect. In normal circumstances, it
would be returned to the applicant. However, the terms of authorization
may cover conduct which may be carried out by someone other than the
applicant (e.g. under clause 29(5) and 30(g)), and hence such individuals
may need to be shown a copy of the authorization, as appropriate, as well.
To consider providing in the Bill that the applying officer cannot be
the same person as the authorizing officer. (raised at the meeting on
16 June 2006)
54.
The applying officer would of course not be the same person as
the authorizing officer. We do not consider it necessary to spell this out
in the Bill.
To explain what the panel judge could do if he considers that a
previously approved Type 2 authorization should have been Type 1
instead. (raised at the meeting on 16 June 2006)
55.
There are very clear and objective criteria on what constitutes
Type 1 and Type 2 surveillance. The likelihood of a mistake is therefore
low.
Nonetheless, should an authorizing authority discover any
irregularity, he may make his views known in delivering his
determination of the application. This would certainly be drawn to the
attention of the head of the department concerned. The head of
department has an obligation under clause 52 to report to the
Commissioner on any non-compliance.
• To elaborate in the code of practice the difference between Type 1
and Type 2 surveillance. (raised at the meeting on 16 June 2006)
56.
On the basis of the statutory scheme, we will provide more
guidance on the difference between Type 1 and Type 2 surveillance in the
code of practice.
To consider providing the number of cases involving participant
monitoring in respect of figures provided for Type 2 surveillance for
the period 20 February to 19 May 2006. (raised at the meetings on
15 and 17 June 2006)
57.

According to the Bill, an operation would be Type 2
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surveillance if the operation involves participant monitoring (sub-clause
(a) of the definition), or in the case of optical surveillance or tracking
devices, would not involve entry onto premises or interference with the
interior of any conveyance or object without permission (sub-clause (b)).
Operations involving participant monitoring cover many different
situations. For example, they may involve undercover officers, victims
or informants. To protect the confidentiality of the modus operandi of
these covert operations, we do not consider it desirable to provide too
detailed a breakdown of the different types of operations. Indeed, we
are not aware of other comparable overseas jurisdictions providing such
information.
Clause 23
• To consider making it clear that clause 23(3) is a penalty clause
rather than an option, along the lines of, for example, “where the
officer has failed to make an application for confirmation within the
period of 48 hours...”. (raised at the meeting on 17 June 2006)
58.
We consider that our current formula can achieve the effect
suggested by a Member, but taking into account that Member’s concern,
we have no objection to amending clause 23(3) to read as follows :
“(3) In default of any application being made for
confirmation of the emergency authorization within the
period...."
By the same token, CSA will also be proposed to clause 26(3) concerning
oral applications to the same effect. The clause, as amended, will read
as :
“(3) In default of any application being made for
confirmation of the prescribed authorization or renewal within
the period....”
• To consider preventing the information destroyed to be used in other
contexts (such as in affirmations of officers as source of
information), by stipulating that there should be no direct or indirect
use of the information. (raised at the meeting on 17 June 2006)
59.
We do not consider such a provision enforceable. While we
could ensure the destruction of the recorded information, it would not be
possible for the LEAs to control the use of information already in the

- 20 -

memory of their officers. It is also not always possible for the officers
to truthfully say when, for example, making a affidavit, whether a
particular piece of information that he uses has come from which source.
• To consider stipulating that even if after failure of reporting back to
a panel judge within 48 hours after emergency authorization, a
report should still be made to the judge. (raised at the meeting on 17
June 2006)
60.
The role of the panel judge in the confirmation procedure is to
consider applications for such confirmation. Where a department fails
to apply for a confirmation within 48 hours, the question of confirming
the emergency authorization would no longer arise. The question then
becomes why the LEA has failed to comply with the requirement. It
turns mostly on the facts of the case and is one that is more appropriate to
be considered by the Commissioner. Moreover, there are other
provisions in the Bill that provide various channels for the Commissioner
to take follow up action as he thinks fit. As such, we consider it more
appropriate for the head of departments to report to the Commissioner,
rather than the panel judges, in such cases.
• Instead of destroying all information obtained in an emergency
authorization that is not confirmed as provided under clause
23(3)(a), to consider stipulating that the information should be
preserved for the sole purpose of investigations by the Commissioner.
(raised at the meeting on 17 June 2006)
61.
The policy of the proposed regime, as reflected in clause 56, is
that products obtained from operations under the Bill would be destroyed
when they are no longer necessary for the relevant purpose of a
prescribed authorization. Following this principle, the destruction
arrangements for information obtained from emergency authorizations
(and oral authorizations) are to ensure that information obtained pursuant
to a prescribed authorization should, in a case where the authorization is
not confirmed, be destroyed. We do not consider it appropriate, bearing
in mind the privacy of the subject of such operations, for the information
to be preserved for the purpose of investigations by the Commissioner.
In any event, as stipulated in clause 23(3)(b), the head of department
would include in the report to the Commissioner details of the case which
would facilitate his review.
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Clauses 23 and 26
• To consider stipulating that the Commissioner must investigate into
the failure of seeking a confirmation from a panel judge within 48
hours of an emergency authorization or an oral application. (raised
at the meeting on 17 June 2006)
62.
We envisage that after receiving such reports on failure of
seeking confirmation from the head of departments under clauses 23(3)(b)
and 26(3)(b)(ii), the Commissioner would naturally review the reports to
examine the cases. We have no objection to setting this out explicitly in
the Bill. For the purpose, we shall introduce CSA to expand clause 40,
as follows –
“(1A) Without limiting the generality of subsection (1), the
Commissioner shall conduct reviews on cases in respect of
which a report has been submitted to him under section
23(3)(b), 26(3)(b)(ii) or 52.”
Clauses 23, 24, 26 and 27
• To consider whether the reference to “to the extent that it could not
have been obtained without carrying out the interception or Type 1
surveillance” under clauses 23(3)(a) and 26(3)(a) is necessary.
(raised at the meeting on 17 June 2006)
• For clause 24(3)(b)(ii), to consider providing that the information
should be destroyed, instead of giving the discretion to the panel
judge. (raised at the meeting on 17 June 2006)
• To consider similar amendments to clauses 26(3) / 27(3) in line with
those suggested for clauses 23 / 24. (raised at the meeting on 17
June 2006)
63.
We agree to the suggestion to delete “to the extent that it could
not have been obtained without carrying out the interception or Type 1
surveillance” under clauses 23(3)(a) and 26(3)(b)(i). The amended
clauses will read as follows –
Clause 23(3)
“(a) cause the immediate destruction of any information
obtained by carrying out the interception or Type 1
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surveillance concerned; and”
Clause 26(3)(b)
“ (i)

cause the immediate destruction of any information
obtained by carrying out the interception or covert
surveillance concerned; and”

64.
We also propose to make similar amendments to clauses
24(3)(b) and 27(3)(b), along the following lines –
“(b) in any case whether or not the emergency authorization
still has effect at the time of the determination, an order
that the head of the department concerned shall cause the
immediate destruction of –
(i) subject to subparagraph (ii), any information
obtained by carrying out the interception or Type 1
surveillance concerned; or
(ii) where paragraph (a)(ii) applies, any information
obtained by carrying out the interception or Type 1
surveillance concerned that is specified in the
order.”
Clause 24
• To provide that once a confirmation is not approved, the emergency
authorization should be considered void, and immunity should be
extended to officers in respect of criminal liability only. (raised at
the meeting on 17 June 2006)
65.
It would not be desirable for operations which have been
conducted in good faith following an authorization to be rendered
unlawful afterwards. As such, it would not be appropriate for
emergency authorizations to be considered void when a confirmation is
subsequently not granted. It is reasonable to provide immunity against
both civil and criminal liability as provided under clause 61 to officers for
such acts performed under the emergency authorization.
Clauses 25 to 28
• To stipulate in the code of practice that written records would be
made on the additional information provided to the authorizing
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officer in respect of an application for executive authorization.
(raised at the meeting on 17 June 2006)
66.
This is indeed what we envisage, and this requirement will be
made clear in the code of practice.
• To consider providing, in the code of practice, that notes made by
the approving authority during oral applications have to be put on
the case file. (raised at the meeting on 17 June 2006)
• To consider (in consultation with the Judiciary) whether
arrangements could be made for recording of oral applications (by
the panel judges or by the applicants) for judge’s authorization.
(raised at the meeting on 17 June 2006)
• To specify that oral applications for executive authorizations should
be tape recorded. (raised at the meeting on 17 June 2006)
67.
Under our current thinking, oral applications made to the panel
judges would be audio-taped as far as practicable. In cases where
recording is not practicable, the panel judges would make a written record.
In the case of executive authorization, the approving authority will make
a written record of the application. In any event, the applicant would
need to submit a written application within 48 hours, with the supporting
affidavit/affirmation and documents setting out the facts presented to the
authorizing authority at the time of the oral application, for application
for confirmation.
Clause 29
To set out in the code of practice procedures for the addition of
phone numbers etc. for named persons authorizations such as why
the numbers are believed to be “likely to be used” by the subject of
the covert operation. (raised at the meeting on 17 June 2006)
68.

We will set out in the code of practice the relevant procedures.

• To consider tightening up the wording of clause 29(6)(c). (raised at
the meeting on 19 June 2006)
69.
Taking into account Members’ views, we will move CSAs to
amend the clause as follows –
“(c)

the incidental interception of any communication which
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necessarily arises from the interception of the communications
authorized under the prescribed authorization; and”
• To consider explicitly providing that sub-clauses (a)(ii), (b)(ii) and
(c)(ii) under clause 29(7) which authorize entry by force could not
be approved by executive authorization. (raised at the meeting on 19
June 2006)
70.
We agree with the suggestion. We shall specify that the
provision authorizing the entry will only be applicable to Type 1
surveillance. The following CSAs will be proposed in respect of the
three sub-clauses –
“(a) where subsection (2)(a) is applicable –
……
(ii) in the case of Type 1 surveillance, the entry, by the
use of reasonable force if necessary, …… ;
(b)

where subsection (2)(b) is applicable –
……
(ii) in the case of Type 1 surveillance, the entry, by the
use of reasonable force if necessary, …… ; and

(c)

where subsection (2)(c) is applicable –
……
(ii) in the case of Type 1 surveillance, the entry, by the
use of reasonable force if necessary, …… .”

• To consider making it clear that “any person” under clause 29(6)(d)
refers to persons other than the officers of the LEAs. (raised at the
meeting on 19 June 2006)
71.
Clause 29(6)(d) authorizes, for the execution of a prescribed
authorization, the provision of the particulars of addresses, numbers, etc
that are used for identifying the communications of the particular target
specified on the authorization. The clause is intended for the provision
of such addresses or numbers to the persons assisting in the operation in
order to identify the communications to be intercepted. The scope of the
authorization under this provision is already very tightly limited, and we
do not consider it necessary to amend it as suggested.
• To explain the consequences for persons not providing the
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assistance required under clause 29, and whether it would amount to
committing an offence of obstructing a police officer in carrying out
his duties. (raised at the meeting on 17 June 2006)
72.
As confirmed at the meetings on 19 and 20 June 2006, the
failure of a person to provide assistance to LEAs as required under clause
29 would not attract criminal liability. In particular, such refusal would
not amount to the contravention of various legislative provisions in
respect of the obstruction caused or failure to assist when a public officer
is in execution of his duty.
Clauses 29 and 30
• To consider whether the terms “also” / “further” should be used in
clauses 29 and 30. (raised at the meeting on 17 June 2006)
73.
We have no objection to changing the reference to “further” in
clause 30 to “also”, and will introduce a CSA accordingly.
• To consider providing that only “minimal force” should be used
wherever “by force if necessary” is referred to. (raised at the
meeting on 17 June 2006)
74.
The term “by force if necessary” has a well-established meaning
to refer to the force that is no more that necessary. Given the covert
nature of the operations, any force used will be the minimum required.
However, we appreciate Members’ concern and have no objection to
introducing a CSA so that various references to “by force if necessary” in
clauses 29 and 30 will read as “by the use of reasonable force if
necessary”.
• To consider whether the existing mechanism for compensation for
damage caused to property during law enforcement operations
would be sufficient for compensating for damage to property
incurred in carrying out covert operations, and whether a special
compensation mechanism would be necessary. (raised at the meeting
on 17 June 2006)
• To consider stipulating, either in the Bill or in the code of practice,
that LEAs should normally retrieve the device after the covert
operation as soon as reasonably practicable. (raised at the meeting
on 17 June 2006)
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75.
The covert nature of the operations covered by the Bill
necessarily places a limit on the extent of interference with property.
Any interference would only be sanctioned with the express authorization
by a panel judge under clause 29(4). We envisage that the interference
in the vast majority of cases would not result in any damage at all.
Should there be any damage, it would be minimal. As a matter of policy,
we will make good any damage caused, and will specify this in the code
of practice.
76.
It is indeed our policy to try and retrieve surveillance devices
after use as soon as reasonably practicable. We will so specify in the
code of practice.
77.
Given the nature of covert operations, it may not be practicable
to introduce a compensation mechanism in the Bill.
To offer
compensation to the owner of the property being interfered with would
blow the cover of the operation and might jeopardize the operation.
Similarly, in some cases, it may not be practicable to retrieve a
surveillance device after an operation. Retrieving the device might
expose the covert operation or endanger the safety of the LEA officers
concerned. It is also possible that the target has already discovered the
device, and the need to retrieve the device does not arise then.
78.
Nonetheless, taking into account Members’ concern, we
propose to require that the LEAs should report to the Commissioner all
instances of interference of property in the course of carrying out
authorized operations under the Bill should there be any damage to the
property concerned. They will also have to report to the Commissioner
the remedial action that they have taken to make good the damage and, if
the damage cannot be made good, the reasons. The Commissioner may
then review the adequacy of the measures taken by the LEAs in this
regard and, if he deems it appropriate, make reports to the CE under
clause 48 or recommendations to the LEAs under clause 50.
79.
The same system covers the retrieval of devices after the expiry
of a prescribed authorization.
The LEAs should report to the
Commissioner all instances where they have not applied for a device
retrieval warrant for devices not yet retrieved and the reasons for not
doing so. Again the Commissioner may then review the information
provided and reasons advanced by the LEAs and, if he deems it
appropriate, make reports to the CE under clause 48 or recommendations
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to the LEAs under clause 50.
Clauses 30 and 36
• To consider stipulating clearly that clause 30 only covers incidental
conduct. (raised at the meeting on 19 June 2006)
80.
We agree with the suggestion. The proposed amendments are
as follows –
“Clause 30
A prescribed authorization also authorizes the
undertaking of conduct, including the following conduct, that
is necessary for and incidental to the carrying out of what is
authorized or required to be carried out under the prescribed
authorization …”
In the same vein, amendments to clause 36 will also be introduced, as
follows –
“Clause 36
A device retrieval warrant also authorizes the
undertaking of conduct, including the following conduct, that
is necessary for and incidental to the carrying out of what is
authorized to be carried out under the warrant …”.
Clause 30A
To consider amending “ordinarily used by lawyers” as “known or
reasonably believed / expected by the law enforcement agency to be
ordinarily used by lawyers” under Clause 30A. (raised at the
meeting on 10 June 2006)
81.
While we consider that the present formulation of “ordinarily
used by a lawyer” under the proposed clause 30A(1)(a)(ii) (as proposed
in our earlier paper SB Ref: ICSB 11/06) is sufficiently clear, we have no
objection to amending it to “known or reasonably expected to be known
by the applicant to be ordinarily used by a lawyer”.
To consider extending the proposed protection to lawyers under
clause 30A to paralegals working in law firms. (raised at the meeting
on 10 June 2006)
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82.
Insofar as paralegals work in the same premises as lawyers,
including their offices and the premises used by the lawyers to give
advice, they are already protected by the proposed regime. We consider
the protection sufficient.
To consider amending the drafting of the definition of “other
relevant premises” under clause 30A in order to include some
non-exhaustive examples such as interview rooms of prison and
courts. (raised at the meeting on 10 June 2006)
83.
Under the proposed clause 30A(1), the term “other relevant
premises” is defined as “in relation to a lawyer, means any premises,
other than an office of a lawyer, that are ordinarily used by the lawyer
and by other lawyers for the purpose of providing legal advice to clients”.
Given that lawyers do provide legal advice to their clients in interview
rooms of prison and courts, these premises are already covered under the
definition. We do not consider it appropriate to include these premises
as examples in the statutory definition. However, we will include them
as examples in the code of practice to be issued under the Bill.
Clause 38
To provide a CSA to make clear that the reappointment of the
Commissioner would be made by the Chief Executive (CE) on the
Chief Justice’s recommendation. (raised at the meeting on 17 June
2006)
84.

The CSA will be as follows –
“Clause 38
(5A) A person previously appointed as the Commissioner may
from time to time be further appointed as such in accordance
with the provisions of this Ordinance that apply to the
appointment of the Commissioner.”
To reconsider whether it would be more appropriate to restrict the
pool of eligible candidates for the Commissioner post to retired
judges, and whether it is appropriate for the Commissioner to work
on a part-time basis. (raised at the meeting on 17 June 2006)

85.
To allow a wider pool of candidates, we consider it appropriate
to include both serving and retired judges as eligible judges for
appointment as the Commissioner under the Bill. As a matter of fact,
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there are many instances of serving judges appointed to statutory
positions3, and we do not consider any impropriety with the arrangements.
We also understand form the Judiciary that the pool of retired judges
resident in Hong Kong is very limited, and they may not be willing to
take on the work. And as explained separately in the staffing proposal
submitted to the Establishment Subcommittee on the creation of, inter
alia, two Court of First Instance judges posts in the Judiciary to cope with
the impact of the additional responsibilities arising from the
implementation of the new regime on the Judiciary, it has been pointed
out that given the nature and estimated volume of work of the
Commissioner, our assessment is that the duties would take up a
substantial amount of the time of the judge. We have consulted the
Judiciary on the suggestion that a serving judge appointed as the
Commissioner should not be assigned to hear any cases during the term
of his appointment as the Commissioner. The Judiciary has no objection
to this suggestion.
To consider providing in the Bill that the Commissioner should be
appointed by the CE with the endorsement of the Legislative
Council. (raised at the meeting on 25 April 2006)
86.
Under the Bill, CE would appoint the Commissioner on
recommendation of the Chief Justice. As the Commissioner would be a
former or serving judge at the High Court level or above, we consider that
the proposed arrangement under the Bill is appropriate. This is also in
line with the appointment arrangement for many other statutory offices,
e.g., the Ombudsman and the Privacy Commissioner.
• To consider establishing a committee to review the work of the
Commissioner. (raised at the meeting on 25 April 2006)
87.
As explained to the Panel of Security at its meeting on
16 February 2006 (see Annex A8 to SB Ref. : ICSB 1/06), appointing a
single person as a statutory authority is a common practice whether in
Hong Kong or overseas. For example, in Hong Kong the Ombudsman
and the Privacy Commissioner are statutory authorities. In the United
Kingdom (UK), the oversight authority for interception of
3

Examples include the chairmanship of the following : the Securities and Futures Appeals Tribunal
under Cap. 571; the Long-term Prison Sentences Review Board under Cap. 524; the Release Under
Supervision Board under Cap. 325; the Market Misconduct Tribunal under Cap. 571; the Electoral
Affairs Commission under Cap. 541; and the Clearing and Settlement Systems Appeals Tribunal
under Cap. 584.
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communications under the Regulation of Investigatory Powers Act 2000
is the Interception of Communications Commissioner. In Australia, the
Ombudsman performs the oversight function in respect of interception of
communications for the investigation of crime.
88.
The Commissioner would be provided with adequate support to
facilitate the performance of his functions under the Bill. He would also
be given wide powers under the Bill to demand information. His annual
reports would be tabled at the Legislative Council. We see little purpose
to create another committee to oversee the Commissioner’s work. There
are also no such arrangements in respect of other statutory authorities,
e.g., the Ombudsman and the Privacy Commissioner.
To consider providing that the Commissioner is appointed in his
personal capacity. (raised at the meeting on 21 June 2006)
89.
Insofar as only eligible judges may be appointed as
Commissioner, it may be misleading to provide that they are appointed
entirely in their personal capacity. We therefore do not consider it
appropriate to adopt the proposed amendment.
Clause 39
To consider expanding the purview of the Commissioner to oversee
the compliance by the Government as a whole, including officers
from departments which are not covered under the Bill. (raised at
the meeting on 19 June 2006)
To confirm in writing that the power of CE to direct the head of the
law enforcement agencies would not override the provisions of the
Bill. (raised at the meeting on 19 June 2006)
To consider explicitly providing that clause 39(a) should also cover
CE. (raised at the meeting on 19 June 2006)
90.
As explained to Members, only officers from the LEAs
specified in Schedule 1 may carry out interception of communications or
covert surveillance under the Bill. In carrying out such operations, they
must comply with the relevant requirements set out in the Bill. Officers
in other departments are prohibited from undertaking such operations,
and if they were to do so they would be acting unlawfully. The detailed
provisions of the Bill regarding application for authorization, safeguards
of products, record-keeping etc. do not apply to them. Given the
difference in applicability of the Bill to the officers of the specified LEAs
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and those of other departments, the oversight required would naturally be
different.
91.
We consider that departments not specified in Schedule 1
should be responsible for ensuring that their officers carry out their duties
in accordance with the law. Any breaches could be dealt with under as
the Personal Data (Privacy) Ordinance (Cap. 486) and the Hong Kong
Bill of Rights. We therefore remain of the view that the scope of the
Commissioner’s purview is appropriate.
92.
As we confirmed at the meeting of 19 June 2006, the power of
CE to direct the head of the LEAs would not override the provisions of
the Bill, including those imposing an obligation on the departments to
destroy products of the covert operations.
93.
We have explained the applicability of the Bill to CE in our
paper SB Ref. : ICSB 14/06. We do not propose to amend clause 39(a)
as suggested.
To reconsider whether the reference to “examine” and “review” are
appropriate, and whether to adopt a unified term (檢審 in Chinese)
for both reviews and examinations to be conducted by the
Commissioner. (raised at the meeting on 19 June 2006)
94.
We explained the meanings of “examination” and “review”
under the Bill at the meeting of 20 June 2006. In short, “reviews” are
more wide-ranging and comprehensive than “examinations” which may
only be conducted under the defined circumstances using the prescribed
principles. As we consider it preferable to adopt different terminologies
for the two sets of procedure, we consider the present expressions
appropriate.
To consider explicitly providing that the specific functions of the
Commissioner as set out in sub-clause 39(b) (in particular item (iv))
are within the scope of the general functions as set out in
sub-clause (a). (raised at the meeting on 19 June 2006)
95.
Under the present formulation in the Bill, the functions of the
Commissioner as set out under clause 39(b), including clause 39(b)(iv),
would already have to be within the scope of (a). There is no need for
amendments in this regard.
For clause 39(b)(iv), to consider changing the reference to “further
functions” to read as “further duties”. (raised at the meeting on 19
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June 2006)
96.
As explained at the meeting, “function” is, as in a number of
other ordinances, defined to include “duty” and thus the reference is
appropriate in the context.
Clauses 40 and 41
To consider whether the purview of Commissioner’s review should
include the panel judges. (raised at the meeting on 20 June 2006)
To consider stating explicitly that the Commissioner can report his
findings to the panel judges. (raised at the meeting on 20 June
2006)
97.
As explained at the meeting of 20 June 2006, under the regime
under the Bill, the role of the Commissioner is to provide an oversight of
the LEAs. However, we agree that in some cases, the findings,
determinations and recommendations of the Commissioner in the course
of carrying out his duties could have some reference value to the panel
judges. We would therefore propose CSAs to provide that the
Commissioner may report to, besides the CE and the Secretary for Justice,
the panel judges under sections 41(3), 46(3) and 50(3), as he thinks fit.
The proposed CSAs would make the clauses read as follows –
“Clause 41
(3)…… the Commissioner may…… refer the findings and any
other matters he thinks fit to the Chief Executive, the Secretary
for Justice or any panel judge or any or all of them.”
Similar changes will be made to clauses 46 and 50.
Clause 41
To consider stipulating expressly that the measures taken by the
department under Clause 41 should include any disciplinary
actions. (raised at the meeting on 20 June 2006)
98.
We agree with the suggestion. The proposed CSAs are as
follows –
“(2) On being notified of the findings of the Commissioner
under subsection (1), the head of the department shall submit to
the Commissioner a report with details of any measures taken
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by the department (including any disciplinary action taken in
respect of any officer) to address any issues identified in the
findings, as soon as reasonably practicable after the
notification or, where the Commissioner has specified any
period for submission of the report when giving the notification,
within that period.”
Similar amendments will also be made to similar provisions in clauses
46(2) and 50(2) respectively.
Clause 42
To consider changing the threshold for application to “suspect”
instead of “believe”. (raised at the meeting on 20 June 2006)
99.
We agree to the suggestion. A CSA to that effect will be
introduced.
Clause 43
For clause 43(1)(a), to consider extending the scope of the
operations to be examined beyond alleged operations to include
operations not reported but revealed during the examination.
(raised at the meeting on 20 June 2006)
To advise who counts as the subject of the operation to whom the
notification / compensation mechanism would be applicable.
(raised at the meeting on 20 June 2006)
To consider whether the Commissioner should be given the power
to order destruction of information obtained from lawful operations,
after affording LEAs a chance to make representation. (raised at
the meeting on 20 June 2006)
100.
We have proposed to adopt a notification mechanism in our
paper SB Ref: ICSB 14/06. Under the mechanism, if the Commissioner
notices a “wrongful” operation, notification would also be made.
101.
In the vast majority of cases, the subject of an operation is the
person named or otherwise identified in the authorizaton. In other cases,
the subject of the operation may not be the person named in the
authorization or may not be readily identifiable for the authorization. In
these cases, the Commissioner will identify the person most directly
affected, if any. In the case of an application for examination under
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clause 42, however, the Commissioner may find in the applicant’s favour
whether or not he is the “subject” as long as it can be established that he
has been subject to an operation not covered by a properly authorized
operation.
102.
Under clause 46, the Commissioner shall notify the head of the
department of his determination when he finds in favour of an applicant
for examination. On being so notified, the head of department has to
submit to the Commissioner a report with details of any measures taken
by the department to address any issues arising from the determination.
We envisage that such measures shall include the handling of any product
that has been obtained from the interception or covert surveillance. The
Commisioner, if he thinks fit, may make recommendations to the head of
department or refer the matter to the CE, Secretary of Justice or panel
judges.
Clause 45
To consider making it clear that the examination under clause
45(1)(b) may be carried out on the basis of information obtained
under clause 51. (raised at the meeting on 20 June 2006)
103.
The Commissioner may invoke clause 51 for the purpose of
performing any of his functions under the Bill. Since carrying out an
examination is one of the Commissioner’s functions, it is clear that he
may invoke clause 51 in relation to examinations as well. We therefore
do not consider the suggested amendment necessary.
To consider the introduction of a special advocate system. (raised at
the meeting on 20 June 2006)
104.
Under the proposed regime, the Commissioner is established as
an independent oversight authority with wide powers to look into
compliance by the LEAs with the relevant requirements. He would
surely take into account the rights of the subject of the operations in
carrying out his functions under the Bill, including during examinations
of applications. The safeguards provided in the Bill are already very
strong. No comparable jurisdictions have the same level of protection
and checks and balances at the various stages of authorization,
implementation, and review and redress in the post-implementation
period. As such we do not consider it necessary to introduce a further
layer by way of a special advocate system.
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Clause 47
To include in the list of information for the Commissioner’s annual
report the following –
(a) breakdown by the types of surveillance (Type 1 / Type 2);
(b) breakdown by crime / public security cases and / or major
categories of public security cases;
(c) the duration of renewals;
(d) number of positive notification cases;
(e) number of cases involving information subject to legal
professional privilege; and
(f) number of oral applications and authorizations.
(raised at the meeting on 20 June 2006)
To consider providing in the Commissioner’s annual report the
follow up actions taken by LEAs in relation to disciplinary actions
arising from non-compliance by LEA officers. (raised at the
meeting on 20 June 2006)
105.
Having regard to Members’ suggestion, we agree that the list of
information should be expanded to include the following new items –
breakdown by the types of surveillance (Type 1 / Type 2); number of
positive notification cases; and number of oral applications and
authorizations. For renewals, apart from the number of renewal
applications, we will also provide the number of cases that have been
renewed for more than 5 times. We also agree that the number of cases
involving information subject to legal professional privilege (LPP)
reported to the Commissioner should be provided. For reasons
explained previously in papers SB Ref. : ICSB 5/06 and ICSB 12/06, it is
difficult to provide a breakdown by crime and public security cases.
Similar difficulties apply to providing the major categories of public
security cases.
106.
Under clause 47(d), one of the items to be provided for in the
annual reports of the Commissioner is the summary of reviews conducted
by the Commissioner under clause 40. We have separately suggested to
include a CSA to make clear that such reviews would include those
conducted on the various reports submitted by head of departments under
the law. We envisage that any actions undertaken by LEAs in relation
to disciplinary actions arising from non-compliance by LEA officers
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would be included in such reports. Nonetheless, in view of Members’
suggestion, we have no objection to providing for this expressly.
107.
The CSAs in respect of clause 47 to reflect the changes
proposed above are as follows –
“Clause 47(2)(a)
(a) a list showing –
(i)

the respective numbers of judge’s authorizations,
executive
authorizations
and
emergency
authorizations issued under this Ordinance during
the report period, and the average duration of the
respective prescribed authorizations;

(similar amendments in respect of items (ii), (iii) and (iv))
(iia) the respective numbers of judge’s authorizations,
executive
authorizations
and
emergency
authorizations issued as a result of an oral
application under this Ordinance during the report
period, and the average duration of the respective
prescribed authorizations;
(iib) the respective numbers of judge’s authorizations
and executive authorizations renewed as a result of
an oral application under this Ordinance during the
report period, and the average duration of the
respective renewals;
(iic) the respective numbers of judge’s authorizations
and executive authorizations that have been
renewed under this Ordinance during the report
period further to 5 or more previous renewals;
...
(iva) the respective numbers of oral applications for the
issue of judge’s authorizations, executive
authorizations and emergency authorizations made
under this Ordinance that have been refused during
the report period; and
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(ivb) the respective numbers of oral applications for the
renewal of judge’s authorizations and executive
authorizations made under this Ordinance that have
been refused during the report period;”
“Clause 47(2)(d)
(d) a list showing –
...
(iva) the number of cases in which a notice has been
given by the Commissioner under section 46A
during the report period;
...
(va) the number of cases in which information subject to
legal professional privilege has been obtained in
consequence of any interception or covert
surveillance carried out pursuant to a prescribed
authorization; and
(vb) the broad nature of any disciplinary action which
has been taken in respect of any officer of a
department according to any report submitted to the
Commissioner under section 41, 46 or 50; and
...”
To consider providing information on the expenditure on covert
operations in the context of the 2007-08 Estimates. (raised at the
meeting on 20 June 2006)
108.
During the examination of the annual Estimates of Expenditure
there have been suggestions for the Administration to provide various
types of information quantifying our interception of telecommunications
operations, and we have said that we would consider providing such
information in the context of our proposed legislation. In the current
Bill, the Commissioner will be providing many types of such information
in his annual report which will be tabled at the Legislative Council. We
will consider how to reflect such information in the 2007/08 Estimates.
To advise the types of information included in reports in other
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comparable jurisdictions similar to the Commissioner’s annual
report. (raised at the meeting on 20 June 2006)
109.
The approach in different jurisdictions varies. In the UK, the
Regulation of Investigatory Powers Act 2000 does not list out the
information to be included in the report of the Commissioners. It
merely requires that the Commissioner must make an annual report to the
Prime Minister with respect to the carrying out of his functions.
110.
In the United States (US), the Federal Wiretap Act provides that
the Administrative Office of the US Courts should submit to the Congress
an annual report concerning the number of applications for orders
authorizing or approving the interception, and the number of orders and
extensions granted or denied during the year, and a summary and analysis
of the data.
111.
In Australia, the annual reports prepared by the Minister under
the Telecommunications (Interception) Act 1979 set out statistics about
applications for warrants, telephone applications, renewal applications,
categories of serious offences, particulars about duration of warrants,
information about effectiveness of warrants, etc..
112.
In Canada, for criminal cases under the Criminal Code, the
annual report prepared by the Solicitor General of Canada has to set out
the number of applications made for authorizations and renewals that
were granted or refused, average period for which authorizations or
renewals were granted, number of notifications, statistics on offences for
which authorization were given, number of persons arrested, number of
proceedings in which communications obtained by interception were
adduced in evidence, number of convictions, number of investigations in
which information obtained from interception was used, a general
assessment of the importance of interception in the investigation,
detection, prevention and prosecution of offences, etc..
113.
We believe that the list of information proposed to be included
in the Commissioner’s annual report is at least comparable to, if not more
comprehensive than, that in these other jurisdictions.
To consider establishing a mechanism to keep the Legislative
Council informed of any disagreement between the Commissioner
and the Chief Executive on matters to be excluded from the copy of
the Commissioner’s annual report to be laid on the table of the
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Legislative Council under clause 47(5) of the Bill. (raised at the
meeting on 25 April 2006)
114.
We see no objection to providing that where CE has exercised
his power to exclude certain matters from the Commissioner’s report for
tabling at LegCo, a reference to this may be made. To this effect, we
shall move a CSA to amend clause 47(4) to read as follows –
“The Chief Executive shall cause to be laid on the table of the
Legislative Council a copy of the report, together with a
statement as to whether any matter has been excluded from that
copy under subsection (5) without the agreement of the
Commissioner.”
Clause 49
Under clause 49(2), where the Commissioner makes any
recommendation to Secretary for Security for revision of the code,
is the Secretary obliged to implement them or would the Secretary
be only required to notify the Commissioner if he implements them?
(raised by the Assistant Legal Advisor in her letter of 24 April 2006)
115.
As stipulated in clause 59(1) of the Bill, the power to issue to
the code of practice rests with Secretary for Security. While there is no
express provision that Secretary for Security is obliged under the Bill to
do so, Secretary for Security would no doubt take into account the
Commissioner’s recommendations regarding the code.
We also
envisage that if Secretary for Security does not adopt the Commissioner’s
recommendations, he would explain the reasons to the Commissioner.
If the Commissioner is not satisfied, he may report to CE and / or include
the fact in his annual report.
Clause 51
To consider providing explicitly that the Commissioner has the
power to administer his support staff. (raised at the meeting on
20 June 2006)
116.
It is implicit in the Commissioner’s functions under the Bill that
he may administer any staff to assist him to perform his functions.
Nonetheless, we shall make this clear to the Commissioner on his
appointment.
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Clause 52
To consider making it explicit that the LEAs will report to the
Commissioner not only on non-compliance but also on mistakes.
(raised at the meeting on 20 June 2006)
117.
A mistake by, for example, providing the wrong information,
constitutes non-compliance already. Nonetheless, in view of Members’
suggestion, we have no objection to making this clear by referring to
“irregularities or errors” in clause 47(2)(d). We shall introduce a CSA
to amend item (ii) under clause 47(2)(d), as follows –
“(ii) the number and broad nature of any cases of
irregularities or errors identified in the reviews during the
report period;”
Clause 55A
To consider adding a clause near clause 55 to the effect that “any
authorization shall cease to be in effect if there are significant
changes, including changes in the likelihood of LPP or target’s right
of silence being infringed”. (raised at the meeting on 10 June 2006)
118.
In view of Members’ suggestion, we propose to introduce an
additional clause after clause 55 to require an assessment of the effect of
an arrest on the likelihood that any information which may be subject to
LPP by continuing the interception or covert surveillance. The
assessment should be submitted to the relevant authorizing authority as
soon as reasonably practicable after the arrest. The authority shall
revoke the authorization if he is satisfied that the conditions for the
continuance of the operation are not longer met. The necessary CSAs
are as follows –
“55A. Reports to relevant authority following arrests
(1)
Where, further to the issue or renewal of a prescribed
authorization under this Ordinance, the officer of the
department concerned who is for the time being in charge of the
interception or covert surveillance concerned becomes aware
that the subject of the interception or covert surveillance has
been arrested, the officer shall, as soon as reasonably
practicable after he becomes aware of the matter, cause to be
provided to the relevant authority by whom the prescribed
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authorization has been issued or renewed a report assessing the
effect of the arrest on the likelihood that any information which
may be subject to legal professional privilege will be obtained
by continuing the interception or covert surveillance.
(2)
Where the relevant authority receives a report under
subsection (1), he shall revoke the prescribed authorization if
he considers that the conditions for the continuance of the
prescribed authorization under section 3 are not met.
(3)
Where the prescribed authorization is revoked under
subsection (2), the prescribed authorization is, notwithstanding
the relevant duration provision, to cease to have effect from the
time of the revocation.
(4)
If, at the time of the provision of a report to the relevant
authority under subsection (1), the relevant authority is no
longer holding his office or performing the relevant functions of
his office (a) without prejudice to section 54 of the
Interpretation and General Clauses Ordinance
(Cap. 1), the reference to relevant authority in that
subsection includes the person for the time being
appointed as a panel judge or authorizing officer
(as the case may be) lawfully performing the
relevant functions of the office of that relevant
authority; and
(b) the provisions of this section are to apply
accordingly.
In this section, “relevant duration provision” (有關時限
條文) means section 10(b), 13(b), 16(b), 19(b) or 22(1)(b) (as
the case may be).”
(5)

119.
Separately, with the CSA to delete clause 2(7) previously
proposed, we will introduce CSAs similar to sub-clause 55A(4) above to
clauses 26 and 55.
Clause 59
To clarify the status of the code of practice having regard to the
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fact that “relevant requirement” as defined in Clause 2 includes
any applicable requirement under the code of practice, and the
compliance of “relevant requirement” by the LEAs is subject to the
review and examination regime under the Commissioner. (raised by
the Assistant Legal Advisor in her letter of 24 April 2006)
To advise whether the Administration would make any distinction
between a breach of a provision in the Bill, a breach of the code of
practice and a condition in a prescribed authorization or device
retrieval warrant. (raised by the Assistant Legal Advisor in her
letter of 24 April 2006)
120.
As explained to Members previously (see SB Ref: ICSB 3/06),
LEA officers who fail to comply with the new legislation, as well as the
code of practice or conditions set out in the authorization concerned,
would be subject to disciplinary action or, depending on the cases, the
common law offence of misconduct in public office, in addition to
continuing to be subject to the full range of existing law. The
seriousness of any breach of the above-mentioned requirements, and
hence the level of disciplinary actions (or criminal action) called for,
would depend on the actual circumstances of the case, having regard to
the severity of the breach rather than the type of relevant requirement (i.e.
the Bill, the code or the authorization) that has been breached.
To explain how the code would be published and made public?
There is no express provision in Clause 59. Clause 59(3) provides
for revision of the whole or part by the Secretary for Security in a
manner consistent with his power to issue the Code, but the manner
has not been specified in Clause 59(1). (raised by the Assistant
Legal Advisor in her letter of 24 April 2006)
121.
As pointed out in the paper presented to the Security Panel for
discussion at its meeting on 16 February 2006, it is our intention that the
code would be published and hence subject to public scrutiny. In
accordance with the general practice of the Administration, this could be
done through either physical or electronic means or both.
122.
The reference to in a manner consistent with his power to issue
the code under this section refers to the fact that Secretary for Security
should only issue a code for the purpose of providing practical guidance
to LEA officers. In other words, he cannot issue a code under the Bill
for an unrelated purpose.
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To consider providing the latest draft of the code of practice before
the resumption of the Second Reading of the Bill. (raised at the
meeting on 10 June 2006)
123.
The drafting of the code of practice has to take into account
changes to the Bill, and may therefore be finalized only after all the
changes have been decided. Nonetheless, we will endeavour to provide
the latest draft of the code to Members prior to the resumption of the
second reading of the Bill.
Clause 62
To consider subjecting regulations to be made under clause 62 of
the Bill in respect of the inclusion of new types of surveillance
devices to the positive vetting procedure. (raised at the meeting on
1 June 2006)
124.
The making of all subsidiary legislation is subject to the
scrutiny of the Legislative Council. However, given the concerns of
some Members, we agree that the regulations made under clause 62
should be subject to the positive vetting procedure. The necessary CSA
to clause 62 is as follows –
To add “, subject to the approval of the Legislative Council,” to
the clause so that it would read “The Chief Executive in
Council may, subject to the approval of the Legislative Council,
make regulation for –…”
We will make similar amendments to clause 63, as follows To add “, subject to the approval of the Legislative Council,” to
the clause so that it would read “The Chief Executive in
Council may, subject to the approval of the Legislative Council,
amend Schedules 1, 2, 3 and 4 by notice published in the
Gazette, …”.
Schedule 2
To consider expressly providing that LEAs would not resubmit an
application on the basis of exactly the same information if such
application has already been turned down by a panel judge. (raised
at the meeting on 6 June 2006)
125.
As explained previously, we do not envisage that the LEAs will
submit exactly the same application for authorization after it has been
refused. However, after a previous application has been refused, they
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may make a fresh application for entirely legitimate reasons, e.g., the
circumstances may have changed or new information is available. Since
the LEAs will have to provide information about their previous
applications in making an application, the panel judge will take that into
account. We will also make clear in the code of practice to be issued
under the Bill that a refused application should not be re-submitted unless
there are new circumstances or additional information.
To provide examples of other legislation with reference to the term
“in private” (clause 1(1) of Schedule 2). (raised at the meeting on 6
June 2006)
126.
The expression “in private” appears generally in the Laws of
Hong Kong as the equivalent of “in camera”. For example, it appears in
Order 46 rule 5, Order 52 rule 6 of the Rules of High Court (Cap. 4
sub.leg.A), section 18 of the Labour Tribunal Ordinance (Cap. 25) and
rule 4 of the Adoption Rules (Cap. 290 sub.leg.A). The expression is
also used in reports issued by the Judiciary, such as Mr. Justice Nazareth,
Report of the Working Party on Civil Proceedings Conducted in Private
(Hong Kong Judiciary, 1997). We believe that it is sufficiently clear.
To consider adopting a more direct drafting approach for clause 3(6)
of Schedule 2. (raised at the meeting on 8 June 2006)
127.
Having reviewed the provisions, we prefer the present
formulation for better consistency within the Bill.
To consider whether parties other than LEAs should also be covered
in clause 3(5) of Schedule 2 so that copies of the relevant documents
could also be provided to them. (raised at the meeting on 8 June
2006)
128.
Under the regime proposed in the Bill, the documents to be kept
by the panel judges are solely for purposes related to their functions as
the authorizing authority. The sealed packets are not meant to be
opened for other unrelated purposes. The arrangements provided for in
the Bill already allow for a copy of the documents arising from
authorizations to be kept by the respective LEAs so that any other party
could approach them for the documents if necessary. We do not
consider it necessary to amend clause 3(5) of the Schedule to provide that
parties other than LEAs and (after CSAs separately proposed) the
Commissioner should be provided with copies of the relevant documents.
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To consider moving clauses 1, 2 and 4 of schedule 2 to the main
legislation. (raised at the meeting on 6 June 2006)
129.
The present drafting approach seeks to provide for procedures
and ancillary matters in the Schedules. In view of the suggestion of
Members, we have no objection to moving the substance of clause 4 to
the main body of the Bill as they deal with the broader issues of the status
and powers of the panel judges. On the other hand, we consider it more
appropriate for clauses 1, 2 and 3 to remain in Schedule 2, because they
concern administrative procedures.
130.
The CSAs that we will move to effect the above changes for
clause 6 are as follows –
“(3A) In performing any of his functions under this
Ordinance, a panel judge –
(a) is not regarded as a court or a member of a court; but
(b) has the same powers, protection and immunities as a
judge of the Court of First Instance has in relation to
proceedings in that Court.”
To explain the “powers, protection and immunities” of the panel
judges as provided for in clause 4 of Schedule 2. (raised at the
meeting on 6 June 2006)
131.
Clause 4 of Schedule 2 to the Bill provides that in performing
any of his functions under the Bill, a panel judge would have the same
powers, protection and immunities as a judge of the Court or First
Instance has in relation to proceedings in that Court. A judge of the
Court of First Instance has both statutory and common law powers. His
statutory powers are those set out in the High Court Ordinance and the
Rules of the High Court.
132.
The protection and privilege of the judges and proceedings of
the Court of First Instance are common law ones. Court of First
Instance judges enjoy protection from all liability from all civil action for
anything done or said by them in the course of performing their functions.
That protection extends to analogous tribunals other than courts of law.4
133.
4

Apart from moving the provision to the body of the Bill, we

Halsbury's Laws Vol 1(1) paras 197-202
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have also deleted the reference to “act judicially”. As explained to
Members, this reference is intended to clarify that a panel judge is not
regarded as a court when he performs functions under the Bill. In view
of the concern of some Members, we agree that this reference is not
strictly necessary.
To consider providing explicitly in the Bill that the Commissioner
has the power to ask the panel judges to open sealed packets for the
Commissioner’s examination. (raised at the meeting on 8 June
2006)
To consider providing that the Commissioner, in addition to the
panel judges, may open and seal the packets sealed under clause 3
of schedule 2. (raised at the meeting on 8 June 2006)
134.
Clause 57 of the Bill imposes a duty on the LEAs to keep a
proper record in respect of specified matters, including matters relating to
applications for the issue or renewal of prescribed authorizations or
device retrieval warrants, and other matters provided for in the Bill. The
purpose of this arrangement, inter alia, is to enable the Commissioner to
obtain the necessary information in order to properly conduct his reviews
on the LEAs’ compliance with the Bill, and the requirements under the
Code of Practice and any prescribed authorization. Given that copies of
the documents and records relating to judge’s authorizations kept by the
LEAs would be certified by the panel judges under clause 3(2)(a) of
Schedule 2, the authenticity of the documents kept by the LEAs should
not be in doubt. More importantly, the LEAs will have to keep other
documents and records to facilitate the Commissioner’s performance of
his duties. The need for the Commissioner to access the sealed packets
kept by the panel judges should therefore be minimal. In the rare
circumstances that the Commissioner finds it necessary to access the
documents kept by the panel judges, the Commissioner may approach the
panel judges for the documents. In view of Members’ concern, we
propose to include an express provision that a panel judge shall, upon
request by the Commissioner, provide him with access to the documents
kept by him. The corresponding CSA is as follows –
“Clause 51
(1A) For the purpose of performing any of his functions under
this Ordinance, the Commissioner may request a panel judge to
provide him with access to any documents or records kept
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under section 3 of Schedule 2.”
135.
Correspondingly, the following should be appended to clause
3(3)(b) of Schedule 2 “(including those related to the compliance by him with any
request made by the Commissioner under section 51(1A)).”
To explain the significance of a panel judge affixing his seal to a
packet sealed by his order, and whether every panel judge has his
own seal. (raised by the Assistant Legal Advisor in her letter of 24
April 2006)
136.
The two requirements of a panel judge to cause a copy of each
of the documents or records to be certified by affixing his seal to it and
signing on it (clause 3(2)(a) of Schedule 2), and cause the documents to
be kept in a packet sealed by his order (clause 3(1) and 3(4)(b) of
Schedule 2) is proposed in the Bill as an additional security safeguard.
Schedule 3
To advise if Parts 1 and 2 of Schedule 3 already reflect the various
conditions for authorization as provided for in clause 3. (raised at
the meeting on 8 June 2006)
To consider requiring that the applying officer should confirm in the
affidavit that the facts as presented therein are to the best of his
knowledge correct. (raised at the meeting on 8 June 2006)
To consider requiring the applicant to provide information, if known,
on previous applications to / refusals by panel judges in the affidavit.
(raised at the meeting on 10 June 2006)
To consider stating which directorate officer has approved the
application in the affidavit. (raised at the meeting on 10 June 2006)
To consider stating the grounds for reasonable suspicion in the
affidavit. (raised at the meeting on 10 June 2006)
To consider requiring an assessment of the likelihood of any
journalistic material being obtained in the affidavit. (raised at the
meeting on 10 June 2006)
To consider the suggestions of the LRC for the types of information
required to be included in the affidavit. (raised at the meeting on 10
June 2006)
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To consider the following - (a) changing “if known” under Part
1(b)(ii) and (iii) to “to the best of the knowledge / information”; (b)
changing “other persons” under item (vii) to “the person or other
persons”; (c) under Part 1(c), including the position of the officer
(besides his name and rank). (raised at the meeting on 10 June
2006)
To explain whether there is a duty to make full disclosure in
applications to panel judges. (raised at the meeting on 10 June 2006)
To consider amending Part 4 (a)(iii) of Schedule 3 to ensure full
disclosure, e.g. by substituting “value” with “assessment”. (raised at
the meeting on 13 June 2006)
To consider amending sub-clause (b)(iii) of Part 1 of Schedule 3 to
tally with the wording of clause 29(1)(b)(ii) (i.e. “using or is likely to
use”). (raised at the meeting on 19 June 2006)
137.
We have reviewed Parts 1, 2 and 3 of Schedule 3, and consider
that they already reflect the various conditions for authorization as
provided for in clause 3 as drafted.
138.
We agree that there is a duty on the part of the applicant to
disclose matters relevant to the factors that the panel judge should take
into account when reaching his decision. It is our intention that the
LEAs should indicate in an application all relevant previous applications
and we agree to make this requirement explicit in Schedule 3. We
propose to tie this with the minimum duration that the record of
authorizations would have to be kept by the LEAs under the Bill (two
years). We also have no problem with Members’ suggestion to amend
Part 4 (a)(iii) of Schedule 3 (regarding application for renewal) by
substituting “value” with “assessment”.
139.
As regards journalistic material, we believe that an assessment
of intrusion would necessarily take all factors into account. Nonetheless,
we have no objection to providing expressly that there be an assessment
of the likelihood of journalistic material being obtained.
140.
Clause 3, to be amended as separately proposed, will expressly
refer to reasonable suspicion already. There is no need to separately
provide for this in Schedule 3 of the Bill. Similarly, we believe that the
current formulations “if known” and “other persons” to be sufficiently
clear, and do not propose amendments to them.
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141.
We have examined the information proposed in the LRC report
on “Privacy : The Regulation of Covert Surveillance” published in March
2006 for inclusion in applications for covert surveillance. The items are
broadly similar to those in Schedule 3.
142.
Having regard to discussions at the Bills Committee, we will
introduce CSAs to these parts of Schedule 3 to provide that the following
additional information should be provided –
(a) information on previous applications made;
(b) the post of the officer making the application;
(c) an assessment of the likelihood of journalistic material
being obtained; and
(d) the identity of the directorate officer having approved the
making of the application for interception or Type 1
surveillance authorization.
143.
The changes required to Part 1 of Schedule 3 to reflect the
above proposal at paragraph 141(a) will be along the following lines –
“(x)

if known, whether, during the preceding 2 years, there
has been any application for the issue or renewal of a
prescribed authorization in which the person referred to
in subparagraph (ii) has been identified as the subject of
the interception or covert surveillance concerned, and if
so, particulars of such application;”

144.
The changes required for Part 1 of Schedule 3 to reflect the
above proposal at paragraph 141(b) and (d) will be along the following
lines –
“(c)

identify by name, rank and post the applicant and any
officer of the department concerned approving the
making of the application.”

145.
The changes required for Part 1 of Schedule 3 to reflect the
above proposal at paragraph 141(c) will be along the following lines –
“(viii) the likelihood that any information which may be subject
to legal professional privilege, or may be journalistic
material, will be obtained by carrying out the
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interception;”
Similar amendments will be made to relevant provisions in Schedules 3
and 4.
146.
By making the affidavit/statement in support of the application
for authorization, the applying officer is necessarily confirming that the
facts as presented therein are to the best of his knowledge correct.
147.
We will also amend Part 4 (a)(iii) of Schedule 3 along the
following lines :
“(iii) an assessment of the value of the information so far
obtained pursuant to the judge’s authorization or
executive authorization;”
To illustrate, using past cases, the type of information in Schedule 3
to the Bill that would be provided to a panel judge when an
application was made for judicial authorization of interception of
communications or surveillance. (raised at the meeting on 25 April
2006)
To explain in detail, by way of mock-ups, the types of information to
be provided in the affidavits. (raised at the meeting on 8 June 2006)
To provide a sample of application under the Bill. (raised at the
meeting on 10 June 2006)
148.
Two examples of application under the Bill are provided at
Annex B.

Security Bureau
June 2006

Annex B

AFFIDAVIT / AFFIRMATION
s. 8(1) Application for an Authorization

ICSO No.

of

INTERCEPTION OF COMMUNICATIONS AND
SURVEILLANCE ORDINANCE
(Chapter XXX)
(Section 8(1))
APPLICATION FOR AN AUTHORIZATION FOR
INTERCEPTION / TYPE 1 SURVEILLANCE*

AFFIDAVIT / AFFIRMATION* OF AAA

I, [AAA, Chief Inspector of Police] of the Hong Kong Police Force, make oath and
say / do solemnly and sincerely affirm* as follows :
2.

I am an officer of the Hong Kong Police Force, namely a [Chief Inspector of

Police] attached to the [Criminal Intelligence Bureau of the Hong Kong Police], and by
virtue of such am eligible to apply for an authorization for Type 1 surveillance pursuant to the
Interception of Communications and Surveillance Ordinance, Cap. XXX (“the Ordinance”).
I swear / affirm* this Affidavit / Affirmation* in support of an application for an authorization
pursuant to section 8(1) of the Ordinance.

The making of this application has been approved

by [Chief Superintendent of Criminal Intelligence Bureau], a directorate officer of the Hong
Kong Police Force.

The contents of this affidavit/affirmation are true to the best of my

knowledge, information and belief in that the facts and matters deposed to in it are either
within my personal knowledge or are based upon information supplied to me by colleagues
who are involved in this investigation and which I verily believe to be true.
*

Delete as appropriate.

The Purpose of the Application and the Investigation to Which it Relates
3.

The purpose of this application for Type 1 surveillance is for preventing or detecting

serious crime / protecting public security*. By reason of the foregoing facts and other
information, I have reasonable grounds to suspect that BBB as well as other office bearers of
CCC are going to commit the offences of ‘Attending a Meeting of a Triad Society’ and
‘Managing a Triad Society’ contravening Section 20(2) and 19(2), Cap. 151 Society
Ordinance with maximum penalty of 3 years and 15 years imprisonment respectively.
4.

This application relates to [BBB 陳大文 HKIC No. 123456(7)] in respect of Ho

Ho Restaurant at Flat A, 2/F., Chung King Mansion, 36-44 Nathan Road, Kowloon.

This is

the second application made under the Ordinance on [BBB], the last application was endorsed
by Chief Superintendent of Criminal Intelligence Bureau on 2006-01-01 covering the period
2006-01-02 to 2006-03-31.
5.

It is based on the following facts and grounds.

6.

Information has been received that BBB is the Dragon Head of CCC Triad Society

and he will hold a number of triad meetings with other top office bearers to discuss matters in
relation to the upcoming election of his successor between 2006-06-01 and 2006-06-06.
There is evidence to indicate CCC Triad Society has been very active in international drug
trafficking and human smuggling activities.

The Form, Location and Duration of the Type 1 Surveillance
7.

The form of Type 1 surveillance intended to be used is optical and listening devices

to enable the identification of the subject triad members and the monitoring of their
conversation inside private room of the restaurant believed to be the meeting place.
According to intelligence, the meeting is going to take place between 1st June 2006 and 6th
June 2006. I have considered that the purpose sought to be furthered cannot be achieved by
other less intrusive means.

*

Delete as appropriate.

The Benefits Likely to be Obtained by Carrying Out the Type 1 Surveillance
8.

I believe that Type 1 surveillance is likely to provide identifications of all top office

bearers who would attend the triad meeting and the details of their conversations relating to
the upcoming election and their organized drug trafficking and human smuggling activities to
assist in the investigation of the case in which BBB and his accomplices are involved.

The Impact of the Type 1 Surveillance on the Privacy of Persons Affected by it
9.

The likelihood of the privacy of the subject and any other person or persons affected

by Type 1 surveillance has been minimized to the extent necessary to obtain evidence and
information in respect of the investigation. It is unlikely that the information obtained may
be subject to legal professional privilege or involve any journalistic material.

The Availability of Less Intrusive Means to Further the Investigation
10.

The type of conduct in which the suspects are engaged takes place in secret and

normal less intrusive methods of investigation are unable to penetrate the wall of secrecy that
the participants create in order to protect themselves from law enforcement investigation.
The participants are very alert.
11.

I therefore make this Affidavit / Affirmation* in support of my application for an

authorization for Type 1 surveillance under section 8(1) of the Ordinance.

Sworn / Affirmed* at the Court of First Instance )
Hong Kong SAR

)

On the 27th day of May 2006

)

_____

Signed____________

[AAA , CIP Criminal Intelligence Bureau]
Hong Kong Police

*

Delete as appropriate.

before me

______________________
( Commissioner for Oaths )
JUDICIARY

AFFIDAVIT / AFFIRMATION
s. 8(1) Application for an Authorization

ICSO No.

of

INTERCEPTION OF COMMUNICATIONS AND
SURVEILLANCE ORDINANCE
(Chapter XXX)
(Section 8(1))
APPLICATION FOR AN AUTHORIZATION FOR
INTERCEPTION / TYPE 1 SURVEILLANCE*

AFFIDAVIT / AFFIRMATION* OF AAA

I, [AAA, Principal Investigator] of the Independent Commission Against
Corruption (ICAC), make oath and say / do solemnly and sincerely affirm* as follows:
2.

I am an officer of the ICAC, namely a Principal Investigator of the ICAC, and by

virtue of such am eligible to apply for an authorization for Interception pursuant to the
Interception of Communications and Surveillance Ordinance, Cap. XXX (“the Ordinance”).
I swear / affirm* this Affidavit / Affirmation* in support of an application for an authorization
pursuant to section 8(1) of the Ordinance.

The making of this application has been approved

by [Mr XXX], an Assistant Director of the Operations Department, a directorate officer of the
ICAC.

The contents of this affidavit/affirmation are true to the best of my knowledge,

information and belief in that the facts and matters deposed to in it are either within my

*

Delete as appropriate.

personal knowledge or are based upon information supplied to me by colleagues who are
involved in this investigation and which I verily believe to be true.

The Purpose of the Application and the Investigation to Which it Relates
3.

The purpose of this application for Interception is for preventing or detecting

serious crime / protecting public security*, namely offences of accepting or offering an
advantage suspected to have been committed by a senior executive of a listed company and
financial analysts of two fund houses, contrary to section 9 of the Prevention of Bribery
Ordinance (POBO).
4.

It is based on the following facts and grounds.

5.

The subject of the investigation is Mr X, Hong Kong Identity Card No. [

],

who is a senior executive of ABC Pty Ltd, a company listed on the Hong Kong Stock
Exchange. The ICAC has information which provides a reasonable suspicion that Mr X is
intending to bribe or has already offered to bribe two financial analysts of two fund houses
based in Hong Kong as a reward for their writing favourable reports on the profitability of the
stock of the listed company.

Intelligence reveals that the amount of the bribes is in the

region of several millions payable in cash and under the disguise of share options. Initial
enquiries reveal that the listed company is contemplating raising funds through a share
placement and in order to make the placement attractive to the market it is essential that the
price of the stock remain above a certain level. The financial analysts, whose identities are
not yet known, have agreed to cooperate in this share price manipulation fraud but wish to
meet with the senior executive to discuss the scheme.

There are strong reasons to believe

that they will meet with each other in the next two weeks but the details of the place and time
of their meeting are not known.

This application for a prescribed authorization for

interception is in respect of the communications of the senior executive of the listed company.
6.

I am not aware of any previous application having been made in respect of the

subject or any of the persons mentioned in this my application.

*
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The Duration of the Interception and the Communications to be Intercepted
7.

Interception is sought of the following communication services used by the senior

executive:
(i)

office phone number [

] located at [

(ii)

mobile phone number [

].

] premises

The criminal conduct of the participants must occur before the placement of the shares which
is expected to occur on [

].

The authorization is therefore sought for the period up

to and one week beyond the date of the share placement.

The Benefits Likely to be Obtained by Carrying Out the Interception
8.

It is likely that from the interception intelligence on the suspects’ corrupt activities

will be obtained.

This should include the revelation of the identity of all those involved in

the fraud, the details of the role of each participant and the payment to be received from the
senior executive in return for their corrupt cooperation.

The Impact of the Interception on Persons Affected by it
9.

The telephone line is solely used by the senior executive. The facility is known

to be used by the subject for the conduct of his business but may also be used for personal
matters.

It is likely that apart from between the senior executive and the suspected financial

analysts, other communications between the subject and his business contacts, whose
identities are not known, may be intercepted.
10.

I have no reason to believe that obtaining information subject to LPP through the

covert operations is likely.
11.

I have no reason to believe that obtaining journalistic material through the covert

operations is likely.

The Availability of Less Intrusive Means to Further the Investigation
12.

Initial enquiries have commenced and failed to produce further leads to establish

when and where the senior executive is going to meet with the financial analysts and the

identities of those analysts.

There is no other less intrusive means available to the

investigator to further the purposes sought.
I therefore make this Affidavit / Affirmation* in support of my application for an

13.

authorization for Interception under section 8(1) of the Ordinance.

Sworn / Affirmed* at the Court of First Instance )
Hong Kong SAR

)

On the [14th ]day of [June] [2006]

)

Signed
[XXX], Principal Investigator
ICAC
before me

______________________
( Commissioner for Oaths )
JUDICIARY

*

Delete as appropriate.

