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From Wikipedia, the frec encyclopedia

v

[ USA PATRIOT Act Titles
The USA PATRIOT Act was passed by the United States Congress in Titie I: Enhancing Domestic Security against

Terrorism

2001 as a response to the September 11, 2001 attacks. It has ten titles, Title {1 Enbanced Surveillance Procedares
i ; i . i Title II: Tntemational Money Laondering

each containing numt_:rous sections. Title II: E?hauced Su:jveﬂlance n T acororis: Finsncing Act of
Procedures granted increzsed powers of surveillance to various 2001

. : : fo : 3 Title I'V: Protecting the border
govarnmcx?t agencies and bodies. ?h.ls title has 25 sec;‘cmnsz with one T e - Removing obstacles o investigating
of the sections {section 224) containing a sunset clause which sets an terrorism

P - e ol Tide VT: Providing for victims of \errorism,
cx]?lratxon date, 31 De.cember 2005, for most of the title's provisions. euiblic safoty officers and theirfamilis
This was extended twice: on 22 December 2005 the sunset clause Titte VII: Incrensed information sharing for

ot . itical infrastru tecti
expiration date was extended to 3 February 2006 and on 2 February of | Siasymr Sm:g}:;"i’n"g viminal laws

the same year it was again extended, this time to March 10. RIS taToTism ,
Tele IX: Improved intsliigence
Title X: Miscclianepus

Titie II contains many of the most contentious provisions of the act.
Supporters of the Patriot Act claim that these provisions are necessary
in fighting the War on Terrorism, while its detractors argue that many of the sections of Title 11 infringe upon
individual and civil rights,

The sections of Title II amend the Foreign Intelligence Surveillance Act of 1978 and its provisions in 18
U.S.C., dealing with "Crimes and Criminal Procedure". It also amends the Electronic Communications
Privacy Act of 1986. In general, the Title expands federal agencies' powers in intercepting, sharing, and using
private telecommunications, especially electronic cormmunications, along with a focus on criminal
investigaticns by updating the rules that govern computer crime investigations. It also sets out procedures and
limitations for individuals who feel their rights have been violated to seek redress, including against the
United States government, However, it also includes a scction that deals with trade sanctions against countries
whose govermment supports terrorism, which is not directly related to surveillance issues.

Contents

= 1 Overview
= 1,1 Scope of allowed surveillance
s 1.2 Disclosure
m 1.3 Surveillance orders
a 1.4 Liability due to unauthorised surveillance
m 1.5 Sunset
s 2 Commentary
s 2.1 American Bar Association
2.1.1 Section 203
2.1.2 Section 206
2.1.3 Section 209, 212 and 220
2.1.4 Section 213
2.1.5 Section 214 and 215
n 2.1.6 Sections 218
2.2 Electronic Privacy Information Center
2.3 American Civil Liberties Union
2.4 Electroric Frontier Foundation
2.5 American Library Association
m 2.6 United States Government
s 3 Notes and references
» 4 Further reading
' a S External links

Lol M S el ILENTRA DATRIOT ActdB20 Th :
13-JuL-2886 17:3% 2179 5190 et%2C. Title II L% 721,291/3006




2006 Jul 13 S5:33PH Ms.

'

Margaret Ng 0Office 2178 5180

USA PATRIOT Act, Title 1 - Wikipedia, the free encyclopedia Page2-ofd—

Overview

Title 11 covers all aspects of the surveillance of suspected terrorists, those suspected of engaging in computer
fraud or abuse, and agents of a foreign power wha are engaged in clandestine activities (in other words,
spying)- In particular, the title allows government agencies to gather "foreign intelligence information” from
both U.S. and non-U.S. citizens, which is defined in section 203 of the title. Section 218 changed the reason
changed FISA to make "[the] significant purpose of the surveillance is to obtain foreign intelligence
information” (change in itatics). The change in definition was meant to remove a legal "wall" between
criminal investigations and surveillance for the purposes of gathering foreign intelligence, which hampered
investigations when ctiminal and foreign surveillance overlapped. However, that this wall even existed was
found by the Federal Surveillance Court of Review to have actually been a long-held misinterpretation by
government agencies. Section 203 also gave authorities the ability to share information gathered before &
federal grand jury with other agencies.

Though not related to surveillance, the title also covers trade sanctions against the Taliban — which were
determined by the Secretary of State to have repeatedly provided support for acts of internaticnal terrorism —
and the export of agricultural commodities, medicine, or medical devices is now pursuant to one-year licenses
issued and reviewed by the United States Government. It also excluded export of agricultural commeodities,
medicine, or medical devices to the Government of Syria and to the Government of North Korea.

Scope of allowed surveillance

The title allows surveillance to intercept communications via pen register or trap and trace devices. It does not
allow these surveillance measures to be used in violation cf the First Amendment rights of U.S. citizens. To
assist in an investigaticn undertaken to protect against international terrorism or clandestine intelligence
activities, the title aliows for the seizure of communications records (section 215) and any records of session
times, durations of electronic commurication as well as any identifying numbets or addresses of the
equipment that was being used (section 210). Such crders may be granted ex parte, and once they are granted
— in order to not jeopardize the investigation — the order may not disclose the reasons behind why the order
was granted. Section 209 madc it easier for authorities 1o gain access to voicemasil: they no longer must apply
for a wiretap order, and instead just apply for a normal search warrant.

All ordets granted under section 215 must be disclosed to the Permanent Select Committee on Intelligence of
the House of Representatives and the Select Committee on Intelligence of the Senate. Every six months, the
Attorney General must also provide a report to the Comumnitiees on the Judiciary of the House of
Representatives and the Senate which details the total number of applications made for orders approving

requests for the production of tangible things and the total number of such orders either granted, modified, or
denied.

Under section 211, the United States Code was amended to allow the government to have access ta the
records of cable customers, with the notable exclusion of access to records revealing cable subscriber
selection of video programming from a cable operator.

Disclosure

Section 212 stopped a communications provider from disclosing the contents of communications with another
party. However, if the provider "reasonably” (not defined) believes that an cmergency involving immediate
danger of death or serious physical injuty to any person is imminent, then the communications provider can
now disclose this information without fear of legal liability. The provider may also disclose communications
at the request of a government agency, if the customer allows it to be disclosed, or in cases where they must
do so to protect their rights or property. Scction 212 was later repealed by the Homeland Security Act of 2002
and was replaced with a new and permanent emergency disclosure provision.

e el IGA PATRIOT Act%2C Title IT 7/12/2006
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Surveillance orders

In order for surveillance to be carried out, the United States Attorney General or his subordinates (so
designated under section 201) may authorise & Federel judge to grant a surveillance order to the FBI or other
Federal agency. Each of the orders granted must be reviewed by one of eleven District Court judges, of which
at any one time three must live within 20 miles of the District of Columbia (sce section 208).

Title Il amended the US Code to allow a magistrate judge to issue a warrant outside of their district for any
orders that relate to terrorism {section 219). Section 220 of the title also gave a Federal court judge the power
to issue nationwide service of search warrants for electronic surveillance.

Under FISA, any agency may require a common carrier, landlord, custodian, or other person provide them
with all information, facilities, or technical assistance necessary to accomplish orgoing electronic
surveillance. They must also protect the secrecy of and cause as little disruption to the ongoing surveillance
effort as possible. This was further tighted in section 206. Section 222 further limited the sort of assistance an
agency may require, and provided for compensation of any person who rendeved surveillance assistance to the
apvernment agency. Section 225 allows for legal immunity to any provider of a wire or electronic
commuaication service, landlord, custodian, or other person that provides any information, facilities, or
technical assistance in accordance with a court order or request for emergency assistance

Liability due to unauthorised surveillance

Section 223 aliows any party who has had their rights violated due to the illegal interception of
communications to take civil action against those who undertock the illegal surveilfance.

Sunset

This article or section needs to be updated.
w, Parts of this article or section have been identified as no longer being up to date.

Please update the article to reflect recent events, and remove this template when finished.

Section 224 (Sunsef) is a sunset clause. Titie IT and the arnendments made e
by the title-originally would have ceased to have effect on December 31,
2005, with the exception of the below sections. However, on December
22, 2005, the sunset clause expiration date was extended to February 3,
2006, and then on February 2, 2006 it was further extended to March 10:

Title I sections that will not expire on March 10, 2006
Section Section title

203(a) |Authority to share criminal investigation information :
Authority to share Grand Jury information

203(c) |Authority to share criminal investigation information :
Procedures

President George W. Bush
addresses an audience :
Wednesday, July 20, 2005 at the ;
Part of Baltimore in Baltimore, |
Md., encouraging the renewal of -
provisions of the Patriot Act. ¢

205 Employment of translators by the Federal Bureau of
: Investigation

1‘:208 " |Designation of judges

210 Scope of subpoenas for records of electronic coramunications

211 Clarification of scope

1213 Authority for delaying notice of the execution of a warrant

|
!216 Modification of authorities relating to use of pen registers and
| « e FCLEATO A D AT ' i
I : B LR S TRINT A~OA20C Title
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wap and trace devices

2179 5190

219

Single-jurisdiction search warrants for terrorism

1221

Trade sanctions

1222

Assistance to law enforcement agencies

Wq‘

Further, any particular foreign intelligence investigations that are ongoing will cortinue to be run under the
expired sections.

Tttt Ham vrilrinadia araleniTIRA P ATR‘OT Act%2C Title I .
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USA PATRIOT Act

F_'?k RIOT Act several of the 'surinliahce portions originally

Under §224 of the USA P A
expired on December 31, 2005 °, diese have since been renewed, but has expired on
March 10, 2006. The USA PATRIOT Act is setto sunset the following provisions:

§201 Wiretapping for terrorism vases .
§202 Wirstapping for compirter i) 1d, and abuse
§203(b)and () Sharing of wirstap and forcign ingellige
§8204, 206, 207; 214; 215, 218, aid 225 Foreigd b
related sections including roving wiretaps:

§209 Warranied:seizues of vejcemail messages

§217 Cotnputer trespesser communications’ :
§220 Nationwide service or wartants.for lectronic evidence
§223 Privacy viofation civil ligbility

s ® &8 B
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1 [FRC spp.

~(G) when the Linited States is megnged [n armed hos-
tilitian or has besn attacked by o forsign country or foraign
pationaly, confisente any property, subject to the jarisdic-
fun of the United Dtates, of any foreign parson, foreign
arganization, or foréigh esuntey that he tnhrminu has
pianned, authorised, wided, or sagaged in much hostilities
or attacke ngeinak the United States; and ll right, title,
and interest in any proparty so confiscated shall veat, when,
g4, and upon the teTmy Girected by the President, in auch
agency or parion as the President may dsaignate from
tima o time, and upun guch terma and conditions as the
Pregident may preacyibo, such interest or property ahall
be held, ueed, administared, liquidated, 20ld, or otherwins
dealt with io the intsrost of and for tho benefit of the
Opitad Stateg, end such dasigmted aguncy of peFvon may
perform any and all acts ipeidant to the accomplishment
or furtherance of these p\ﬂ'&?:m."; and
(2) by inserting at the end the foMowing:

() CLABSIFIED INPORMATION.—In any judiclal review of =
deternination made under this ssction, If the determination was
based on clansified information (as defmed in gectiox 1(s) of the
Classified Information Procsdurss Act) suth information ma be
submitted to the revinwing court ex porie and in camara. This
subsection dons not confer or imply any right to jndfcial review.”,

TITLE II-——-ENHANCED SURVEILLANCE
PROCEDURES

BEC. J0L. AUTHORITY TO INTERCEPT WIRK, ORAL, AND ELECTRONIC
COMMIINICATIONS BELATING TO TRRILORISM
Gecticn 2L1R(1) of titls 18, United Gtates Cods, la amended—

{1} b nduig:l:ting. ugraph (p), aa a0 redesignaled by
nnction 434(2) of the Antiterrerism uv.s Effective Death Pﬂnl’.tﬁ
ggt o!!‘dlﬂﬂﬁ (Publiz Law 104-13%; 110 Stet. 1274}, ws yaraguap

; &

3) by insecting after paragraph {p), ad so redexignated
by section 201(3) of ihw Dlegal Immigration Reform and
Immigrant B.aafamihﬂi:y Act of 1986 (divisien C of Publie

Taw 104-208; 110 Stat. 3009-G65), the follewing naw para-

aph:

’Tq) any criminal violatlon of sceton 229 {relating to chemics]
weaponsh; or sectiops 2832, 2332s, 2339b, 23924, 23384, or 23358
of this titla {relating ko terroriam); or®,
2EC. 301. ADTHORITY TO IM'EECEPT WIRE, ORAL, AND BLECTRONIC

COMMUNICATIONS RELATING TO COMPLTER FRAUD
AND AHUSE OFFENERA,

Soction 2516(1Xe) of title 18, Unitsd Btates Cods, is amended
by atriklng *and section 1341 (uhﬁrf to mafl frand},” and inserting
eectinm 1341 (relating to mall frand), o felony violation of section
1030 (relating o computer fraud and abuse)”.

BEC. ¥03. AUTHORITY TO BHARE CRIMINAL TOVENTIGATIVE INFORMA-
TION.

(8) AUTHORITY ''0 SHARE GRAND JURY INJORMATION —

PUBLIC LAW 107-56—OCT. 26. 2001 116 STAT, 272

{1} IN GENERAL~—FRule 8(e)(3}C) nf the Fedaral Roles of
Criminal Procedure is amended to Tead as fallows:

“(C)1) Disclosure otharwise prohibited by this rule of

matters pocnrving beford the grand jury moy also be made—
“Iy when o directed by u court preliminarily to

ne in connection with a judicial proceeding;
~IN) whon parmittsd by s court at the request
of tha dafendant, upon a showing that gromnds mey
exist for m motion to dismiss tha indictment becauss

of mattars ocourring before the grand‘L i

“11]) when the disclosure is ma: mgy an atiorney
for the guvernmant L ansther Federal g:mi Jarr

1V} when permitted by a court at requeet
of an attorney for the government, upon a ghowing
that soch matters may discloss a violdtion of State
criminal lew, to an appropriate ffieinl of 2 Stits ur
subdivivon of & State for the purpasc of enforsing
such Jaw; or

*(V) when the mattéers involve foreign intelligenee
ot countsrintelligence (s defined in sectlon 8 of the

National Security Art of 1947 (50 UAC. 401a)), er

foreign intelligence informatim (ar dafined in clause

{iv) of this eubparagraph), to eny Paderal law enforce-

ment, iotelligence, protective, Jmmigration, oational

defence, or national security efficial In order to asxist
the official Tocelving that information in the perfarm-
amee of hiy official duties.

“(11) I tho court orders disclasure of matiars cecuwrring
befors the prand jury, the daclesure shall be made in
gich menne, at such Hime, and under such conditiona
a2 the eourt direct,

“(f§i} Any Federa] official to whom information 18 din-
closed purwannt to clauss ((XV) of this subparsgraph may
use that information only ap v in the canduet of
that parmon's officisl duties subjert fo auny limitatione oo
the unauthorized disclogurs of such fnformation. Within
o reanonshle Lime after mueh disclogure, an attorney for
the guvermment shall Gle under sesl a notice with the
court stating the fact that such informetion was diselused
and the departments, agencies, or ontitien % which tha
disclosure was made.

“(iv) In clause GXV) of this subparagraph, the term
‘forelpn intelligencs infarmation’ means-=

{nformation, whether or mot coneerning =

Uniled States person, that relstes to the ahilily of

the United Biatey to protect agpinst—

Apa} actual or potential attack or cther grave
hogtile nits of & foreign power or an ageat of
& foraign power;

“(bb) sebotage or internatiensl tcrroriem by
n forcign power or an agent of e forsign power;

or

") clandestine intelligencs activities by an
sntelligence service or netwark of & foreign power
or by an agent of foreign power; or

AR

12954
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<UD informatien, whathar or not cancerning &
Unitad States perdpn, with mg'ed e a farsign power

or foreign besritary that relates )
as) the metional defonso or the security of

the United Btates; ar
“(bh} the cemduct of the forsign affairy of the
United States.”.

(2) CONFORMING AMENDMENT. —Rulo 8(eX3XD) af the Fed-
pral Rulen of Criminal Proeedure is amended by striking
Ha)AXCNLY" and mmerting “[eNIHCIINIY
(b} AuTHORITY TO SHARR ELECTRONIC, WIRE, AND ORAL INTER-

CEPTION INPORMATION.—

|1) LAW ENFORCEMENT.—Section 2517 of title 18, United
States Cade, is amended by inserting at the ead the fallowing:
76} Any investigative o7 Iaw enforcement offleer, or attorncy

for the Governmant, wha by any means authorised by this cheptar,
has abtained knowledge of tha contents of any wire, orul, or elec
tropic eommaniestion, o7 evidence derived thorefrom, may disclose
mch enntents to any other Federal law anforrement, Intelilganoe,
protoctive, iamigration, national defense, or national sacurity offi-
cial to the extent that such contentd include forefgn intelligence
or counteciatel] {as defined In seetlon 3 of the National Eec\b
rity Act of 1947 (50 US.C. 4018, ot foreign intalligence infrrmation
(as defined i subsection (18} of sertion 2510 of this title), to
-nggist the officiel who in (v receive that information in the perform-
anco of his officie] dutien. Federa! official who receives informa-
tien pursuact to this gn tray use thal bLifarmation only
an mocessary in the conduct of that porson's official dutles wubjert
to any limjtations on the unauthorized disclosure of such informa-

sion,”.
(2) DRFINFTION.—Bection 2510 of titla 18, United States

Coda, is amanded by—
(A) in paragraph (17}, hy striking “yud* after the comni-

eolon;

() in prrageaph (18), by striking the perlod and
{nacrting “; and”; am

() by inverting st the end the foilewing:
¥ 19) "fareipn i nee information’ means—

“A} information, whether or not mnm!n&: United

States paraen, thut relates to the abllity of United
Staten to protect aguinit—

'?5 getua) or potentind attack or ather grave hortile

ecta of a foreign pawer or Bn AZent uf a foreign power;

“(ii) sabuisge or international feryoripm by a for-
sign powes or 30 agent of & foreign pawer; or
it elandustine intsllipenoe aptivilizs by an intel-
figenco mervice or nebwork of n foreign power or by
an agant of u foreign power; ot
~B) informstion, whather or not cuncerning o Uzlwd
Btates parson, with reapsct to s faroign power o foreigm
tevritory that relabea to—
“{) thu national defense or the seturity of the
Unitsd States; or
s “(ki} the eonduct of the fersign affairs of the United
tator.”.
(¢) PeocEDLUES.—The Attoroey General ahall eatnhligh proce-
dures for the disclosure of Infornution pursuant to asction 2517(6)

PUBLIC LAW 107-66—0CT. 26, 2001 115 8TAT. 281

and Rule 6LeX9HCHV) of the Faderal Hules of Criminal Frocedurs
that identifiea s Unlited States pstaon, as deficed in seetion 101
a}:guthﬁ Fuorsign Intelligencs Surveillanca Act of 1878 (60 U.S.C.
.
{d) FDREIGN IRTELLIGENCE INFORMATION,—
(1) In Gnm&.;ﬂommlundimany_ombr prvision of
Jow, it shall be lowful for foreign e ox eountarintel
ligance {us defined in sectlon ,fnof the Nativna) Security Act
of 1047 (50 11.8.C. 401a)) or forsign intelligence information
chtained an part of a criminal inyestigetion to be discloaed
to any Faderp! law enforcement, intelligones, protective,
immigratior, netianal defansa, or national security official ic
otder to amiist the officinl recciving that mformation in the
performance of hi official duties. Any Federal offciel who
receives imformation purspant to this provision may use that
information only as y in tha vonduct of that pernaon’s
official dutes eubject (o any limitatons o tbe wnsuthorized
diaclopure of such information.
(%) DEVINTTION.—~In this subsection, the term “foreign intel-
figence inforraation” meany— .
{A) information, whether ar not concerning & United
Btates parsom, that relstes to the ability of the United
States to protect againd—
(3: ac%\n.'l or potential attack vr ;rldm;_ grave bostile
acta of A foreign powet OF AN 4| a foreign power;
(i) abotage or intemationa) teyroriam by o Edgn
power or en sgpnt of u forelgn pawer; o7
i) clandesting intelligence ectivities by ao istel-
ligauce service or metwork of u fureign powor or by
mngnn!ofninmtgnpwu;nz
(B) information, whather or not concsrning 4 Unitad
Stpins pernan, with pespuct to a fareign power or furaign
territory that relates to—
(i) the natimnal defense or the security of the
United States; o7
[i) the canduet of the forelgn affairs of tha United
Statos.
#EC. 1, CLARIFICATION OF INTELLIGENCE EXCEFTIONS TROM
LIMITATIONS ON INTERCHPTION AND DISCLOEURE OF
WIRE, DHAL, ANB RLECTRONIC COMMUNICATIONS.

Section 26110300 of title 18, United States Gode, is amended—
11} by atriking “this chaptes or chapter 131" and inserting
“thiy chapter or chapter 121 or 206 of thiz title™; and
(2) by striking “wive and oral® ond inperting “wire, arsl
and slactronie”.
SuC. 105, EMPLOYMENT OF TRAANBLATOHRS BY TEX FEDERAL DUREAD
OF INVESTIGATION.

(a) AUTHORFTY,.—The Dirsctor of the Federal Buresu of loves-
tigutiom in authorized to expedita the smployment of personnel
a4 branslators to support countezierrarism invantigations and oper-
atians without rogard to spplicable Faderal personnel reqoiraments
axnd limitationa,

(b} SECURITY REQUIREM®NTL—The Directar uf the Federal
Bureay of bwsuﬁunn ghal] establish auch ssucity recuirements
as are necespary for the personnel employed s translaters uodar
gubsection [a).

w0 730 4049-5d.

8 GBC 033 note
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ttorney Genarsl sholl report to the Commit-

(c) ReroRT.—The A
diciary of the Hourzs of Repressntatives acd the

tees an the J

Senats an—
(1) the number of iranslatom employed by the FBI and

ather minponeoss of the Department of Justice:

(4) auy legsl or pructical impcdimenta to using tranaletors
:mp!:(od other Foderal, State, or local agencies, on 3 full,
part-time, or hared besis; an
(@) the neads of the FBI for specific translation services

in :z‘hin languogen, and recommendationg for masting those

neods,
SEBC. 308, ROVINA GURVETLLANCE AUTHORTTY UNDER THE FORTIGN
INTELLIGENCE SURVEILLANCE ACT OF 1075

wrtion 105(CY2XD} of the Farsign [ntellizance Survetliance

L }
© Act of 1978 {80 U.S.C. 1A0S(X2XBY ir amended by inserting *,
here the C

or In grcumstances wl ourt finds £hat actions of

the target of the applivation may havo the effect of thwarting

the identification of A specified persan, such other pervons” after

*gpecified person®,

axc, 207, DIRATION OF FlSA SURVETLLANUE OF NON.ONITHD STATES
PEREONE WHD ARE AGENTS OF A FORRIGN FOWER.

{2} DURATION.—
(1) SumvELLANCE.—Soction 106{e)1) of the Foreign Intel-

liganee Surveillance Act of 1878 (60 U.B.C. 180B{e{l}) in
amended bg—
(AY insarting “(AY" after “cxcept that; and
(B) inporting bafore the perind the following: =, and
(B) &n arder under this Act for n purvaillance targetad
nﬁdmt an agent of a foralgn pows:, B8 dafired in section
101(bI(1XA) muy be far the pericd specifiad in the applice-
m oc bor 120 days, whichever is laas",
{2) PHYSICAL SEARCH.—Segtion S04(d){1) of the Foraim lalel.
ligenee Surveillanes Act of 1978 (60 1U.3.C. 1824(d¥1) {n amanded

by—

(A) siriking “forty-five” and inserting “o";

(B) inperting “(A}" after “except Ehat™; and

(C) in¥epring before ¢he pariod the fallowing: “, and (B)
an order under this section for A physical search targeted
agminst an agent of s foreign power @ defined in section
16)(bY1¥A) may be for the Fnriod wpecified in the applicatisn
ar fur 130 days, whichever is lass".

{b) RXTENBION.—

(1) I OENERAL.—3ection I05(4M2) of thw Forei Intel-
Mgence Surveillanee Act of 1978 (50 Us.C 18058‘)(2)} n
smended by—

(A} neerting “(A)" after "gucept that®; and
{8} inserting hafore the period the following: *, and

{B) su extansion of an order under this Act for & surveil-

lanec targeted agninat sa mEENG of a forvign power ad

daficed in section 101(XINA) roay ba for 8 peciod not

1o axceed 1 year”.

(%) DEFINED TERM.—Section 304{d%2) of the Fored Tutel-
Hgence Survelltance Act of 1978 (50 U.8.C, 1824(d}2)
pruended by inacrting after “not u United States persen,” the
following: “or aguinst sn agenl of a foreign power as defined
in section 101N LINAY"

PUBLIC LAW 107=56—0CT. 26, 3001

% BEC. 308. DERIGNATION OF JUDGES,
Section 103(a} of the Fnrcis: Intelligence Surveillance Act of
1978 (S0 U.5.C. ‘1803(a)} J& arne: by
1) striking “seven district court judgea” znd inserting “11

district court judges”; and
{3) inanrfing “of whom no fewer then 8 ghall zoside within

20 miles o the District of Columbin®” after “circnits”.
SEC. »ib. SKIZURE OF VOICE-MAIL NISBAGES PURSUANT TD WAR-

Titls 18, United States Code, i3 amended— .

[1}in section 2510—

(A} in paragraph (1), by striking beginning with “and
sudi” acd all that follows throogh sammunication”; and

{B) in pn.n;nph [(14), by ieerting “wire or” aftar
“traramaissicn of ; and
(2) in subaections (a) and (b} uf section Z708—

by wiriking “COMTENTS OF ELECTRONIC" snd

inserting “CONTENTS OF WINE OR ELBCTROGIC cach plese

it lp&:m;
) by atriking “contenis of an slectropic” and insarting
:Ef;tmu of u wire ar electronic™ cach place ib appears;

{C) by styiking “any electronic” and inserting “any wire
or electrenlc” each place it appears.
UEC, At4. SMOFR OF BUBIDERAS FOR REGUNDS OF ELECTROMNE
COMMUNICATIONE, :
Bection 2_7082(03(21)391' l.it'lg EB, United States Code, as redesig-
1! 2.

nated by 13,

(1} by steildng “entity the name, address, local and long
distance telephone toll billi mma.. talepbone number oF
other aubperiber mumber or identity, nad lungth of service of
[ lu‘h{tglher" and inserting the following: “entity tha—

“(A} name;

“(B) addrens;
"} Incel and long distupce telephone connsctlon secords,
Homa;

or records of ssssicn Limes a aral ;
D) length of service (inclnding start date) and types of
service utilized;

“(E) talephone or lustrument nwmber or other gubscriber
number or identity, including any temporarily aznigned network
address; and

“F! means eand source of payment fur such swrvicc
(ineluding uny credit eard or bank acconnt number),

of o subseriber”; and

{2) by striking “and the types of services the subscriber

or customer utilized,”. )

HEC. 311, OLARIFICATION OF BCOFE
Section 631 of the Commurmications Act of 1934 (47 U8
861} is amanded-—
£1) in subrsction ({2}
(A} b= subyeragraph (B), by striking Yor";
(B) in suiplugnph {C. by striking the period st
tha end aud inserting = or™; and
(C) by inserting st the ena the following:

11R STAT. 233
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(D} o a goveriunant entity As autharlzed aader chaptera
115, 121, o 208 of title 18, Uintted States Code, exccpt that
such disclysure ahall nob inslude racards revealing cable sub-
scriber gelection of video programming from = cabls operatar.”;

mnd
(2} in wubssction (hl, by sbrikicg “& io‘v.nunmt-l eatity”
and inserting “Ereept as provided in wubsection (cX2XD), n
governmenkal enlity”.
gre. 31 FMERGENCY DIBCLOSURE OF ELECTRONIC COMMUNTICA
TIONS TO PROTRCT $-IVE AND LIME.
ta) DiscLosurs 0F CONTENTE.—
(1) Iv cENERAL —Section 2702 of tifle 18, United States

Code, is amendad--
{A) by striking the section heading aod inserting the
a4

{o!

=pa703. Voluntary disclosure of cust communicadvas
or records”;

(B){n gubsection (a}—
(1) in paregraph (3XA), by atriling “and® ot the

{#) in ‘par-graph (2B}, by striking ths period and

insecting % nnd’; and

(1) by inscrting mftox paragraph (2) the following:
) a provider of romote conputing sevvice or electronir

communication aervios to the publie shall nat knnwingly divulgs

a tecord or other information pertal to a subscriber ta
or comomer 0f surh service (ot incl the contents of
eommunications coverad by paragraph (1) o ) o any govern-
mantal antity.”:

(C) §v. pubsaction (b), by ftriking "EXCTFTIOND. ~A per
won, ar entity” and [nserting “EXCEPTIONS FOR DISCLOSUKE
?1; COMMUNICATIONE — A provider deseribad in subsection
al;

(D) in subssction (B}E}—~

(1) in snbperagraph (ALY, striking “or";

{ii) in sabparagraph (B), by striking the peried
and ingertmg “; oc*;, and

(i) by edding after subparegrupk (B) tha fal-

lowing:

“.0y if the providar ressanably believes that an emes
gency jovolving immediate denger of death or seriony phys-
ical infary to any person Toquires disclosurc of the inforoa-
tinn withoat dulay.”; and

(E) by ingerting after subssetion (b) the following:

*(r} EXCEPTICNS FOR ISOLOSURE OF CUSTOMER RECORDA—
A provider depcribed in mubssction (a) muy divulge = recocd or
other Information p:ﬂ.uininf to a submeriber to or customer aof
nuch service (ot inchuding the contenty of communicationa covered
by subssction {aX1) or (aX2))}—
(1) as athcrwice suthorized in aection 2708;
%9) with the lawful consent of the castomer er anbecribar;
«3) ga may be nctwasarily incldeat to the renditimm of
the servica U7 to the protectian of the rights oF propecty of
the pravidar of that service;

PUBLIC LAW 107-56—OCT. 28, 2041 115 STAL. 285

“4) ta & governmental entity, if the provider reasonsbly
believes that an emergency iavolviog immadiaie dnnstr of
deosth or serious physical injury to any peroon justifies dinclo-
gure of the inforanation; or

s(5} to any person uther than a geveramental mﬂt{.".

{2) TECHNICAL AND COWFORMIHNG AMENDMENT.—The table
of aecticns for chapter 121 of title 18, United States Code
is smended bfv striking the jtem relating to zection 2702 and
ineerting the following:

s3702, Valwuotary dtwcineuzs of cuntamer cenmualowtions or reasrde.”.
(b} REQUIDRMENTA POR GOVERNMENT ACCISE.—

(1) IN GENEMAL~Scction 2709 of title 18, Unitad States
Code, is amanded-—

. (A) by siriking the section hoading and Inserting the

[l ~

132708, Reguired disclosure of customer communications or
rosoxds’;
(B} in aubcaction (c) by redenlenating paragroph (1)
as paragraph (3%
(0} in subpection (X 11—

() by otriking “(A) Except as provided in subpara-
gragh (B), & provider ‘of slecizonic communication
sarvice or remote computing serviee may" ms ']
“A govarnmental enlily may require 2 provider of elas-
tronde communicalive service or remote comnphting

sorvice €07 R
(i} by striking #oaveyed by sahsection (6) o ()
of this soction} to any person gther than s govern-

mantal entity. .

“R) A prowidor of elsctronic pommunication service
or ramote computing service shall digclose = racord ar other
information. pertaining to = subsiber to or customer of
such service (not including the contants of compraumicationg
cuvered by subsectlon (a) or (b) of thig gection) to & govern-
mental antity” and inzersing )%

G} by redesignating subparagraph () as parn-

graph (2)
{iv) by radsipnﬁn%elnuua ), Gy, (4i), ond Gv)
a1 nuhpm'sgrathl (A), (B, {C), and (), regpactivaly;
puragraph (D) {88 redeaignated)

nﬂunﬁ tho pariod spd inserting * or"; and

(vi) by inserting afler subparagraph (D) (rs

redesiguatad) the following:

“(16) seaks infermation under garsgraph (2).7; and

(D) in paragraph (2) (an redeaignated) by wiriking
"nul::?lragrnph (R’ and insert “peragraph ()"
{2) TECANICAL AND CONFORWING AMENDMENT —The table
of sections for chapter 121 of title 18, United Btates Code,
19 amended b] atrik the itam relating to weeHon 2708 aod
inserting the following-

“F709. Roquired disch of featiune or Tecords”.
SEC. 113, AUTTHORITY FOR DEIAYING NOTICE DY THE EXECUTION OF
A WARBANT.

Geotion 3103a of title 18, United Htates Cods, is wuended—

11
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(1) by insarting "(a) IN GENERAL—" before *In addition”

and
(2) by adding At ths snd the following:

“(h) DELAY —With rcapsct to the issuance of any Warrant of
court apder unday this seciion, or any othor rule of law, to search
for and scizc any proparty er material that congtitutes evidence
of a criminal offense in violation of the lawa of the Unitad States,
any notice required, or that may be required, to be giren toay
be delayed if—

“1) the court finds repsanable cause to helave that pro-
“ﬁ‘"ﬁ immediate notification of the execation of the warrant
may hase an adverse result (as defined in secting 27683

“(2) the warrant prebibits the actsure of any te jhte prop-
erty, any wire or alsctronid commuunication (as defined in section

w&10) or, mivept as. arpresly provided in chapter 121, any

stored wire or alsetronic information, exeadt where tha courk

finds reasonable neceasity for the acisure; and

4(3) thg warzant provides Gr the giving of sach natice
within a reasonable period of ite sxecution, whick perind may
thereafter he extendsd by the court for good cause ahown.”.

SEC. S14, FEN REGIETER AND THAP AND TRACR AUTHORFY UNDRER
FIEA

{a) APFLICATIONE AND ORbDERS,~—Bection 402 of the Forelgn
Intelligonos Barveillance Ast of 1078 (50 US.C. 1822} 8 amended-—
(1} tn gubsection (aX1), by strikin Hor any investigation

to foreign inteliigence information or information con-
cerning international terroriem” and ineerting “for any inves-
tigatinn to_obtain foreign inteligeace informnation not esn-
earning o United States person or to protect against inter-
natonal terrorism or clandeating intelligence ockivities, pro-
vided thet such invastipation of & United Jiares peevatt is
not canducted wolely u{g: 'Ehs bosis of sctivities protected hy

deaent to entinn™

tho firmt '

{2) by amending subsection (cX2) to rend s follows:

{3) s certification hy tha applhant that the information
likely to be obtained in Greign intelligence jnformation not
amnrni.nLe United States person or fs relevant to an ongaing
investigatlon to protect apuinot in 1 perrarism of Slan-
desting intelligence activities, provided that such inveatigation
of & United States person is not condocted dolsly upon the
bagis of ectivities protected by the first amondment te the
Congtituticon.”;

{8 by striking swbsection (c)(3); and

{4 15{ amanding subasction (AX2)(A} to read a8 fallaws:

A} ubll epecify—

“i) the identity, if kngow, of the pereon who s
the suhject of the inveatigation;

“E) the identity; if Znown, of the person to whom
i lsuged or in whose name i listed the telephone
line or other fecility to which the pen ragister or trap
and troce device ia to be attached ar ppplied;

“(iii) the atoributes of the communicatione to which
the ordor :‘p lica, such ax the numbar or other ident-
fier, and, own, the location of the telephane line
or other faclity to which the &? register or lrar
and trace deviee i to be attached or applied snd,

PUBLIC LAW 107-56—CCT. 26, 2001 116 STAT. 287

in the case ¢f a trap and traee device, the geograptc
limits of the teap and trece order.”.

(b} AurHORIZATION DUiie EMERGRNCLES.—Dection 403 of the
Fareij; Intelfigence Survaillaoce hAct of 1078 (50 U.S.C. 1843) is
amanded—

{1) in gubscction (a), hy striling “foreiem intelligence
information of jnformation ¢oncerning intornational terrorism”
and inserting “foraign intelligenve information not poncerning
8 Unitad States pereon or inf tian to protect mgainst Inter-
notianal terrorlgm or clandsstins intalligence sctivities, pro-
vidad that such investigation of a Unitad States person it
aat conducted solely upen the bagla of activities protected by
the first arsendmeat to the Coustitution®; and

(2) in eubsection (bX1), by striking “fereign intalligence
information ox iaformation comnﬁﬁ:nhmntiunal Lerroriem”®
and ioperling “foreign intelligenee informalion net enncerning
a United Stetey pervun or information to protect against intar
national terroricm or clandestine inteligenes activites, pro-
vided that such investigation of a United States piricon in
not ronducted molely upsn the beels of Aciivities protected by
the Erat amendment to the Constitution”,

aEC. 215, ACCESS TO RECORDS ANT OTERR ITEMS ONDER THE FOR-
EIGH INTRLLIGENCYE SURVRYLLANCE ACT.

Title V of tha Fureign Lotelligencs Survoillancs Act of 1878,

(50 U.5.C. 1861 at seq,} is nmended by striring sectione 501 through
P reAlagtas, 4 vi= -t

~8rQ, 5ol ACCKSS TO ORATAIN AUKINESS RECOBDY ¥FOR FONEIGN
ANTRLLICENCE AND INTERNATIONAL TERRORTWM INVES-
TIGATIONE.

a(aX1) Tho Dircctor of the Pederal Burssu of Investigntion
or a designee of the Directer (whoue rank shall bs no lower than
Assintant Specitl Agent in Charge) may make ant application for
an ordsr recuiring soduction of any tengible things {including
baoks, records, papere, documents, and othar itemd) for an investiga-
tisn to prutect ageinat international errorism or flandeating intal-
Ngance nctivitisns, provided that such investfgutiun of a Unitcd
Siates person s not conducted solely wpon the basts of activitias
protectsd by the first amendment 1o the Coustitution.
~(2) An investigation conduoted under thip rection shall—

“(A) be conductsd umder puidelines s proved by ths
Attarney Qeneral undar Executive Order 1233 (or & SusoarMT
order); snd

(R} not e conducted of & United Statca patson salely
upon the hasis of activitiss protectad by the first amendment
to the Coustitution of the United Statas,

“h) Each agpplicativu vuder this seetion-~

“1) ahali ba mads to—

“(A) a judge uf the coort satabliched by gection 103a);

“{B) & United Statza Mogistrera Judge under ;-Jusr.r
43 of title 28, Unitad Stutes Code, who in publicly -
gi“‘hd by the Chief Justice of the Linited States to have

e power to hesr applicotione and grant orders for the
productinn of tangible hings under thiv section oo behalf
of & judge of that erurt; and

B LIBC 1465,

ol
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42} shall epecify that the records concernad s7a wought
for &n authorized investigation ennducted in accordance wath
aubssetion {a)3) to obtatn furetm intelligence information not
eoncerning @ Uniied Stotea porson v to protest agwinet inter
aationat terroriam or clundestina intelligence activities,
2c)(1) Unon un application mods puramanc o thin secton, the

Tudge shall cotey an ox pavia ordsr af teg ted, or dified,
spproving the release of records if the {udge finds Ehat the applica-
an meots Lthe requirementa of this section.
"3) An order under this subsection shall not discfose that
1115 fssund for purposes of an inveatigation deseribad in subsection

[a).

«d) Mo person shall disclocs to any other pereon {other than
thooe persons necespary o produce the tangible things under thia
section) that the Faderal Bureau of InvesUgasion Las msought or

pbtained tanglble .hinﬁ: under this gection.
“{e) A person who, in good feith, produces tan ibly things

under sn order purfmant to this sectlon chall oot be liable to
any other persm for auch production. Such production gonll not
be deemed to comabitute m welver of amy privilege in any nther
proceeding or cuntest.
wSEC. §03. CONGREBEIONAL OVERSIQET.

=(a) On & pemiangus) baels the Attorney Gensral shell fully

inform the Permanent Salect ttoe on Intclligenea of the
House of Repragentatives and the Ssleet Corpmittas on Tutetligence
of the Senate coucerning all reguests for the 9 Juction of tangible

thingy nnder Eartion 40L.

On & semianaual basis, the Attorney Qenoral shall provide
ba the Committets on the Judisiary of the Housa of Representatives
s the Senste a report sotting forth with respect to presading
E-maoanth parind—

1) the total number of applisations made for ovders
approving requeats for the production of tangible things wnder
wection 402; and

“2) the tota) nwuber of sach orders ithar granted, modi-

fed, ar denicd.” .
HEC. 3185. MODIFICATION OF AUTHORITIES RELATING TO UBE OF PEN
RPGISTERY AND TRAP AND TRACE DEVICES.

{a) GRNERAL LIMTPATIONS.—Sectinn 3121(c) of Litle 18, Uniled

Staten Cods, is smended—
{1) by insarting “or trap and truce devite” altar “pen reg-

inter”;

(i] by inserting ¥, ryutiog, pddroasing,” after “dialing™ and

(3] by striking “call proceming” an {nesrting “the pro¢-
eesing ond transmitting of wire ox clectronic comruunications
as s not to include coatents of any wire or electronic
communications”.

(b} Is6UARCE OF ORDERE,—

(1) IN GENERAL —Section 1129(a} of tisle 18, United States
Code, is amended to rcad as follows: .
{a} IN GENTEAL.—

“(1) ATTORNXY FOR THE GOVERNMENT—1Upon Bn applica-
tion mads under section 3132(aX1). the court shall enter an
e parta order authorising the installation ond use of a pen
register ar trap sud (Tace device anywhare within the United
Etatea, if tha eourt finde that the sttormey for the Governmant

PUBLIC LAW 107-56—0CT. 24, 2001 1315 STAT. 288

has certified to the ennrt that the iuformation likcly to e
obipined by such lngtallatinn and uae i» ralevent to an ongoing
criminal invostigation. The erder, upon garvive of thas order,
shall apply to any parson or entity previding wire or electranic
commurication service in iho United States whoie wsistonce
ﬂ fecilitats the saecution of the grder, Whanever mugh 11
order i served on any poraca or entity not apacifically nemed
in the erder, upoen roquest of gueh pargan or antity, thc attormey
for the Uovernment or luw enforeement of invastigetive officer
that is serving the order shall provide writcen or elestyonic
certification that the arder applies to the parssn or antity
baing sarved,

“%9) OTATE INVESTIOATIVE OR LAW ENTORGEMENT OFFICER.—
Upep an spplication raade under scetion 8122(aXD), the coult
shall enter an ¢z perts opder authorixing the ingtallation and
use of m pen ro I or trap ond traos device within the
jurisdietion of the court, if the eourt finds that the State law
enforcemant or mvestigative officer has certified to the court
thot the Information Lkely to be phtained by such inatallation
and usgo is relevant £ en angoing criminal investdgntion,

~2yrAY Where e law soforceshest agen implamenting
an ex perte order under thie substction eeeks to do so by
instaling and using s own regietar ar trap and irace
device on @ packet-switthed dala network of & provider of
elactroniz sommunicatlon service to the public, the agency shell
gnsurs thai a resord will be muintained whish will idencify=—

43 amy officer oy officers who inatalled the device
1nd any officer or officers who accessed tha davice to ohtain
information from the netwoark;

“4{) the dete and time the device wes installed, the
duta nnd time the device was vningtalled, ood the date,
time, and Guration of each time the devics is secessnd
o obtait information;

“iii} tha configuration of the device nt the time of
itn instaliation and any subeegquent modificetion thereof;

il
4 “[1v) sny informetion which has been colletted Yy the
evicE.
To the extent that the pen register or brg) and trace devitk
can be set sutomatically to recard this infrmation wlectroni-
cally, the record chall be maintained slectronically througheut
the Inetallation and ues of such device.

“(H) The record maintained under subparagraph {A) shall
be provided ex parte and undar soal to the tourt which entered
the ax purte order authorizing the instalintion and om of the
device within 30 days after tarruination of the order (including
any extensiens theraaf).”,

19) CONTENTS OF ORDER.-—Section 2123(hN1) of title 18,
Uritcd States Code, is amended—

[A} Ju subipayagraph (A)—
(i} by inserting "or other facility” sfier "teleplions
line"; and
{ii} by inserting befpre the mamicolsn et the end
"or applied”; and
(B) by striking subparagrapb () and inserting the
foltowing:

13
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() the attributes of the communications to which
the order applics, including the numbar of other identifier
and, ¥ known, the lecation of the talcphene Wae or othar
facility tp which the pen register or trép and trace device
ig to be atteched ar appled, and, in the care of ag ovder
suthorixing insta)lation and use nf a trap aod troee davice
nna:r ‘subsection, (aX2), the geographie limita of the order;

{3) NonntecLosURE REqUIREMENTS —Bection B128(d)12) of

titte 18, United States Code, is amended—
(A) by inserting “or other fecility” aftas "the lina";

and
(B) by striking “, or who has beas ordersd by the
ﬁuﬂ, and jnserting "o applied, or who is obligated by
b ordar”,

{e) URFINTTIONS, —
(1) CoUR? OF COMPETENT '.rumsmnrmn.—suﬁn 21271

uf titte 18, United Btatos Code, is amended by striking subpara-
geaph (A) and Inserting the following:
*(A) any dlatrict court of the Unlted States (inchuding
s magistrate judge of suzh & court) or United States
court of lpxuk Taving juriediction over the offense being
inveatipgated; o'
(3) PEx arctaren—3Jsction 4127(3) of title 13, United
Stabes Codo, s amanded— 7
(A) by striking “electronic ar sthar impalses™ and eIl
that fullows through “iv uttached” and insarting “disling,
routing, addressing, of ggneling information transmitted
by an ingtrument or facility from which & wire or electranit
communication, {s trapemitted, provided, however, that
such infocmatien shall not ischuls the contents of s=y
enmmunication”; and
(M) hy inseftine “or process” ofter “device” enrh place
It &; ..
{3)?18;.:! AND TRACE DRVICE—Section B127(4) of title 18,
United States Code, jo prended—
(A) by mlkinf " mn instrament” and af) that follows
through the sericolon wad insertin “or uther dialing,
souting, sddressing, wnd signaliog in ormation ruwmhfy
likcly to idantd aource of & wire or electronic commu-
nicatlon, prov bowevet, that such infermation shall
not include the contents of any comrausicetion,”; and
(B) by inserting “ar procssd” alter Ha devies”.
_(4) CONFORMING AMENDMENT.—Section 3127(1) of titls 13,
Unitad States Code, 18 amended—
. (A) by striking “and”; and
{B) by Lnwexling *, and ‘contanty’” after “slectromic
communication gervias”,
(5) THCHNWICAL AMENDMENT.—Soction 3124(d) of title 18,

United States Code, s amended by strixing “thc terms of",

{8) CONFORMING AMENDMENT,—Bection 3124(b} of titls 18,
Unitad States Coda, i& smended by inserting “ar pther focility®
after “the eppropriste Hos”,

SEC. M7, INTERCEFTION OF COMPUTER TRESPASSLN COMMUNICA-
TIONE.

Chapter 119 of title 18, United States Code, is amended—

PURLIC LAW 107-56—OCT. 26, 2001

{1} in Bection 2510—
(A} in peragraph (18, by striking “and" at the md;
(B} in parzgraph (18), by striking the period and
iil:lm-.l‘tcl'> & samicolon; o h (19 the fal
( inserting after poragrap owing:
“(20} 'pm{ected computer’ hax the meaning set fw{h“:'n
section 1030; und
“(21) ‘computer krespasser'—
“A) theann & persdn who g puter
without authoriration and thus hus no reasenable capecla-
ticn of privacy in any commuaicalion trenemitied 10,
ﬂlmﬁ,h, ¢r From the protected camputer; wad
tB) does pst jaclude & pereon kmewn by the awnér
or operater of the protected computer to have an existing
contractus] relationship with tha owner or gperzior of the
protected computer for ascest to all or part of the d

tomputar,”; end

(3} in sartlon 25112), by inserting at the end the fullowing:
(i) It shall nat be unlawfizl ooder this chapter for a pefint

acling uader salor of law to inbarcept the wirp or electronie comxia-
nlcatione of & corepuber trespassar angmitted ta, thragh, or from
tho protected compniar, f—

“([) the pwner or operator of the protected enmputer puthor-
icee the interception of the camputer tresppeser's cammunica-
tione on the protected computer;

“I) the persen schng under color of law i Lawfolly
engaged {n an mvestigation; -

*TT) the perwan u:lmﬁ‘:ndur enlur of law haa repsonable
grounds 1 believe that contents of the computer Wos-
passer’s communications will be relevant to the investigation;

el t

and
“(IV) suth interception does mot acguire communicatiotie
other than thuse trapamitted to or from the computer treg-
passes.”. :
BBC. $18. FORKIGN DNTELLIGENCE INFORMATION.

Sectiona  104@ITHD) and westinn  303(aXTNB) (50 .8.C.
1804(aX7¥B) and 1824{s)7NAB)) of the Foregn Intalligeare Surveil-
lsace Act of 1978 arc cach amanded by -atriking “the porpess”
aud ingezting “a migniGcant purpose”,

SEC. 138, AINGLE-URIEDICTION FEAECH WAHRANTS FOR TERRONISM,

Rulo 4l(a) of the Federal Holeg of Criminal Procedurs is
am=ndad by ing afver “executed” the following: “and (3) in

n mvumizsa:inn of domestic terroriem or tnternativual terrorizm
{ap defi in seeton 3351 of titls 18, United States Code), b;
& Pederal magirirate judgo in any distriet in which activitien relat
to the terrmrism may hove occurzed, for & scarch of property ar
for a person within or cutside the istriet’.

GEc. 290, NATIUNWIDE SERVICE OF SEARCE WARRANTS ¥R ELEC.
TRONIC EVIDENCE.
ta) Iv GBNZRAAL —Chapter 121 of it 18, United States Code,

{9 smpnded—

{1} iz scetion 2703, by striking “uader the Federal Rules
of Criminal Procadure” every place It appesrs and inserting
“aging the procedures described i the Federal Rules of

116 STAT. 281
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18 VHC 2184
o,

Criminal Procedure by & court with jurisdiction over the offense
under investigation”; and
{2Y{n gection 27T11—
{A) in peragraph (1), by striking “and";
(B) in paragreph (1), by striking the period and
ingerling “, and’; GO
(0) By insarting ot tha end the fnllnwh:i:l
=r3) the term ‘court of competent jurindietion’ has the
menming amsigmed by section 127, and includes any Federal
cort within tbat definition, without geographic Lmitades."
(b} CoNpurMmNE AMENDMENT.—Ssction 2703(d) of title 18,
United States Code, ic amended by striking "dexcribed in secticn
2127(2HA)".

HEU, T2L. TRADE SANUITONE,

(8) IN GENEBAL—The Trade Sanctions Beform eud Export
Eohancsment Act of 2000 (Public Law 106-187; 114 Stat. 1549A—
67 in amendad—

(1) by amending section S04(2)(C) to rend as follows:

%C) waed to fecilitats tho design, development, or
produrtivn of chemieal oe biclogical weapons, missiles, or
weapans of mase destruction.”;

{3} in anction $06(a)(1)—

(A by inuuth * the Taliban or the territory of

nlstan vaatrolicd by the Taliban,® aftor “Cuba™; end

{R) by inserting *, ar in the territory of Afghanisten
controlled by the aifbar,” sftar “within sueh cwnwy’

pad
(3) in pection S06(sX2), by inserting ¢, of to &ny other
antity ia Syvia or North Koves® alter “orss”,

(b) APPLICATION OF THE TRADE SAMCTIONY RRroRM AND EXPORT
ENHAMCEMENT AcT.—HNothing in the Trade Sapetions Haform
Export Enhapcement Act o 0000 ahgll limit the application or
scope of any Lxw utahl.lahl;ﬁ crimins! or cvil pecalties, ‘Ml‘“lmcﬁ
any Pxooutive ordsr or ro ation promulgated pursuant to =
Inws (or aimilur ur muccessor lawsh for the unlawfnl expert of
any agricultural wmmodity.madiclne.armr.dicnldlvkew—

Y (1) u forcign organiration, % or person designated

pursuant ta Haecutive Order Ne. T of Jaouary 25, 1995,

as amended;

(2) o Poreign Terrorist Orpunization pursuant to the
Antiterroriem and Bffective Death Penalty Act of 1696 (Public
Law 104-132%

(3} s forelgn eganimation, group, of pcrscn degignated
pursuant to Execotive %ﬁl‘ No. 132 (September 23, 2001}

(4) any mmrcotics cloing mﬁ? designated pureuant
ta Brecutiva Order Ne. 12878 (Qctober 1945) or thd Foreign
Narcotico Kingpin Dadgnation Act ¢ Law 106-120% or

{5} any fureign crganitation, group, o PErEOns subject to
any restriction for ita involvemest in weapons of raeas dedtrve-
#iom or missile proliferation
EC. 333, ASSISTANCE TO LAY RNFORCEMENT AQRNCIREL

Nothiog in this Act shell impuse any additianal bechniral ohliga-
tion or vequirement cn & provider of & wire or electronic communica-
Hin mervice ot other persen to furnish facibities or technical assist-
ance. A provider of & wire o electronic camumucication scrvice,

PUBLIC LAW 107-56—0CT. 26, 2001 116 STAT. 293

landlerd, custodign, or cther person who furnishes facilitien or fech-
nlcal aysistance snant (o section 216 shall be ressonably com-
pendated for such reasonable expenditures incurred in providing
sach factiitice or aseistance.

SURBA.
{n) Section 2520 of title 18, United States Oode, is amendod—
(1} it subsection (o), sfar "entity”, by inRerting *, other
than the United States.”
(2) by edding at the end the fotlowing:

“f) ADMINISTRATIVE DISCIPLINE.—If a court or appropriste
department or agency determines that ¢the United States or any
of its dapartatents or agezeies has viglated suy_grovivion of tl;g_
chapter, and the court or epprop eparichent OF RFEACY OO

~fligE ENErivcumsatances surrounding the viclation raise verions guei.

% HEC. &1, CIVIL LIABILITY FOR OFRTAIN TMAUTHORIZED BIBCLO-

tlons ubeut whether or nol an ofhear of smployes of the Uiited
Statss acted willfully tlonally with reapeds o the wielakion

the de}mrtmeru. oF Agency A {ipon receipt of A true and correet
eopy of the decision mﬂna;m u? the eourt or sppropriate depart-
ment or agency promp initlats a proceading to determine whethar
diecipli action sgelost the officer or em \oyee is warrantad.
It the head of the department or agency {nvy vad determines that
dlscipliary setion {9 oot warranted, he or sha shall notify the
Inspector Censral with jurisdiction over the department or Bguncy
coacerned ani shall provide the Inspecter Ganoral with the TEARODE
for ruch deteyminatinn.™; sand
(3) by adding a new subsectinn |g), ox followe:

“(z) Ipkover DISCLOSUSE Io VIOLATION.—Ang willfl disclo-
sure or use by an inveskigative or law enforeement officer or guyem-
mental sentity of infarmation beyond the extent parmitted by section
2617 in a violation of this chapter fnl'msn:rpnlel of section 2520(a)..

Th) Section 2707 af title 15. United Statas Coxde, is amendad—

(1) in subsectlon (n), after =entity”, by Inanrting °, other
thaa the United States,”,
(2) by striking subsection (d) and insertlag the following

“d) ADMIMIFTAATIVE DISCIFLINE—Lf w court or & propriste
depertment or agancy datermines that the Unitad Statex or aiy
of Ity dspercments or agsncies hss viclated any provigion of thia
chapter, and the court or appropricto depariment or agenty finds
that the circumstances svrro the viblation ruise serions ques-
tione ahaut whethar or nol an ofBcer or employes of the United
Btates actod willully or intestionally with respect to the viplatian,
the department or m‘zn'h'"' npan recelpt of a troe and cOrTec
copy of the decigton and findings n‘?ﬂte court or pppropriate depast-
yoent or BFENCY pmrnpﬂ’ initintp & procesding ts dstermine whether
disciplinary aetion agmnet the officar o umrluy:e in warrapted,
if the head uf the deparpment or sgraey invalved detsrmines that
diselpli action in not warranted, he o she s the
Tnspector (Genernl with jurisdiction ovar tha departuent or sgency

conceroed and shall provide the Inepsctur Genoral with the ressans
for suck detsrmination.’; and
{8) by adding a naw tubsectiou (g), ns follows:
“{g) IMPacrER DIBCLOSURE. —ANY W) disclosurs of n ‘record’,
i that term in dafined jn ection 5562a(a) of title 5, United Statea
Cods, obtaincd by an investigative or law enforcement officer, or
3 governmantsl entily, purauant to section 2703 of thiv Gtle, or

(Y
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from a devics installed purmuant to suction 3123 or 3125 of thia
titls, that is not & disclosure made u ths proper performance
of th ofEcial functiona of the offieer or governmental eatity makin,
the disclosurs, ia » violation of this chapter. This d';ovuinn_ %

pot apply te information Qrevioun]y lawfally dis

the ommencament of any civil or administrative procesding un

this chapter) ta the public by a Pederal, State, ¢r aeal governmental

entity or by the plaintiff in a civil aclin under this chapter.”
C{I&ptﬂr 121 of titis 18, United Sintes Code, 15 amendad

(eX1)
by xdding st the end the following:

9@\ v§2712. Civil actions sgaingt the United Stutes
) YN GENERAL—ADY peissn wha is l.gé‘v&wd b
It

nn&fﬂ?%g rhu%r or nhn%u' 119 ?,
108(m, 5a), ar 400(a) of the Fermgn In

in United Btoten District Comrt

the Court may assess as dama

1 —
. (1) actuel damuged, E:t not lese than $10,000, whichever

amount te greater; an
12 ation costa, reasoably imcurred

. “b) ProcEDURES.—(1) Any actim: againet the United Btates
under this aeetion be commanced oxly after o claim i3
ot tpr'npmu artment oF sgency nnder the

of the Federa! Tart Claima Act, an sat forth in title

Btates Code.

“(2) Any sption agminsi the United Staies under this section
ahall bo forever harred unless it fs preseated in writing to the
appropriste Federsl agency within 3 years aftar such claim accrues
the date of muiling,
!éy eortifivd o3 registered mai}, of naotice of finol deninl of the

aim by the ageacy to which it was presentsd. The claim shall
Becrus on the gate upun which the coimant frst has o reascnable

or unless action is bagun within 6 months eftar

opportunity to discever tha vielation.

(%) Any acton under this eectina shall b tried to the court

without

tions mny he revivwed,

“(6) Ao mnu.nmud to any award againsi the United States
be radmburwed b department or

concerned bo the fund dessribed in gection 1304 of ttle 81,
Stptee Codn, oub of sny sppropriatiom, fund, or other aceonnd
(ex:!udimLany Lﬁm of such appropriatiorn, fund, or aceount thet
ble for the enforcoment of any Federal law) thal ¥ pvailable

oy eoncersad
“(g) ADMINISTRATIVE DISCIPLINE.—If a eoutl or appropri
dapartment oy ncy dsturmiyes that the United States or any
of its departrmenis or gencies hoa victatad any provision of this
shapler, and the cuurt or appropriote departroent ov agency finds
that the circumstances surrcunding the violatlon ratse serious qus-
tiems sbout whether or pot an offtcer or emplayre of the United

onder this sscfion £

ia nwails
for the operating axpanses of the department of ageD

¥ Ay
$itle or.of
genee Su
Act of 1B78 (50 UBC. 1801 ot weq) maa commenca an netion

aguinat the United States to recover
reopey damiges. In any auch action, if a porson whe is sger
succegufully satablishen such s violation of this chapter or
119 of this titla or of tha shove spocific provisioan ©

a jury.
“{&) N‘nr.withmnd.in.g any other provinion of law, the procedures
set forth in pection 106(f), 30G{g), or 406(H) ef the Foreign Intel-
ligunce Surveillanes Act of 1378 (60 U.S.C. 1801 et seq.) thall
be the exclunive means by which materiale governed by thoae sec-

PUBLIC LAW 107-56—0CT. 26, 2001 1156 STAT. 296

States acted willfully or intentlonally with respect @ the vlolation,
tha dzrn.rtmcnb or dgoocy shall, spon receipt of & true and cotrect
capy of the deeision and Gindings of the court or appropriate depart
mant or agancy premyptly initiale o roceeding Lo determins wheiher
diseiplinary action sgeinst the uﬂgacr or employee 1 warranted,
1f the head of the department or ag involved d i
duclpiirma‘éeutinn i5 not warrsated, he ar she shall notly the
Inepertor Genurul with jurisdiction over the department o agwncy
cuncernod and shall provide the Inapector General with the reesons
far such deterymination.

rd) BxcrusivE REMEDY,—Any aetind agninat the Unitod Gtetcs
under this subssctivn shall be the sucluwve mud{ pguinst the
United States fox eny daims within the gurview of this sestion.

g} BTAY OF PROPTEDINGS.—(1) Upon the motion of the United
Gtates, the court ahall etey any action aonamenced undsr this scction
if the court detérmines that cvil discovery will adveresly affect
the ohility of the Government ta condun o relatad investigstion
or ths progecution of a related criminal case. Quch a atey shall
toll the imitations perinds of paragranh (2) of subsection k).

() In this sulmection, the ievms ‘rainted eriminal capt’” and
related investigation' toean en actual presecution or invecatigation
in progrsus at the time at which the request for the elay or any
subscquent tmotion to Nl the atay iv mads. In determining whether
an investigation or o wriwminal caac is related b0 an action com-
sceaced under thia gectivn, the court ghall conaider the degree
of similarity betweenm tha pariies, witmesaos, factd, and cir-
enmatances invelved 1o the 2 prococdings, without requiving that
wny one ox GFE foctars be identi :

“3) In requesting a ntay under paragraphy (1), the Govarnment
way, in sppropriste eases, submit evidence ex parie in order to
gvoid digclosing any matier that may .dnr“tl!u effect a related
invantigntion or a related erimingl case, If the Government makes
such an cx parte submission, the &Lninr.iﬂ' shall be given an vgpor-
tunity to make & submiselon to court, not ox , and ths
ur::{t may, in its discretion, request further information from aither
party..

72) The tnbla of scctions at the bepinning of chapter 121 is
smendad to resd as fallows:

*2711. Civil action egainss the United Staben

HEC. 834, BUNBET.

ts) I¥ OENERAL—Except as provided in subsection th), this
title sand the smendments made by this tille (other than scetions
203(a), 208¢c), 205, 208, 210, 211, 318, 216, 210 271, end 222,
and the amendments mede by thoxe ssctions} shall conse to have
effect tn December 31, 3005,

() ExczerioN—With respect to any garl.lr.nhr foreign intel-
ligence Lnvestigation that began bekra the date on which the provl-
sions referrod to in subsaction (k) tesse ia have effect, or with
respect 1o nn?mu‘ war offense or potential offanse that beyan
ar oeturred before the date en which such provieicos ceate tn
Tave affect, such provisiona shall continue in effect.

SEC, 198, TMM UNITY FOR COMPLIANCE WITR FIAA WIAKTAF,

Section 105 of the Foreign Intelligence Survaillance Act of
1078 (60 T.8.6. 1806) is amended by inmerting after subgection
{g) the lollowing:

18 UAC 2510
nols.
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Irtmmatianal
Monay
Loundering
Abatemmt el
Pinmaiel Antiz
Terrurinm Act of

O0L
H1USC ARl
nota.

gLLISC Sarl
naks,

“th} Na cause of aetion shull lie in wny cowt against an
provider of B wire or alectronic c_nmmun:iual.ion wervice, lan .
cuptodien, or other parvon (indoding wu' emplogee, sgont,
or other specified pareon therect) that lahcs any inforrmation,
fasilitien, or technical nasistence in areordance with s ourt erder
or requcyt for @EAETERNLLY apsistance under this Act.”

TITLE IN—INTERNATIONAL MONEY
LAlHﬂDERﬂNGnABAﬂTﬂJENT‘AbﬂDJANTT-
TERRORIST FINANCING ACT OF 2001

ARC_sm, FAOET TITLE.
This title may ba cited as tho Tntanational Maney Laundaring
Abptement and Financlal Anti-Terroriam Act of 2001™

¥EC, 303, FINDINGE AND YURPOEES,
(a) FovpmN09.—The Congrese Finds that—

(1) meney laundering, cstimated by the International Mone-
tery Fund to smount fo between 2 und 5 percont of global

s domestic product, which is et \east $600,000,000,000
annwelly, provides the Anancisl fus! that permity trenemati
criminal enterprises to tonduct and expand their operatione
%o the drtriment of the uafety nod socurity of American atzens;

(2) monoy Jaundering, and the daefects in financisl Yrans-
E:mnq on which money lsunderery rely, an: tritieal 1o the

anting of gleba) terrorism and the provislon of funds for
terrorist atlacks;

(@) opney lanndarers subvert lugitimate finaucial mechs-
nisme End banking ralationships by using them as protective
covering for the movement of criminal proceeds and the
financing of crime and terrorism, and, by so doing, can threaten

the n-f;lz of United States citizena and undermine the ntegrity

(4) certain jurlsdictions outaide of the United Staten that

offer “affihore” bunking ond related faeilitles desipned to pro-
vids anonymity, cenpled with week [inancial uupeﬂimry nad
enforcemant regimes, 1;mvid= essentiol topla to disguise owner-
ship and wpvement o eriroinal fands, derived from, or used
to commi, offenses renging from narcotics trefficking, ter-
rovism, armae smuggling, ani trafficking tn buman beings, to
finaneiu] frauds that prey on lnw-lbidh\ﬁtiz_np; .
(5} transactions wvalving such, oifshore furisdictions make
it difMeull for 1aw enforceent officials and reguleiars ta follow
\he. treil of money enrned by criminals, ergasized internstional
eximinal enterprises, sad ghobal termrist arganisations;

(6) eorrespondent banking facllities are one of the banking
mechanisms susceptibla in some cie o ipulaticn
bg.ﬁzreizn hanks to permit tho Isundering of funds by hiding
this identity of raa] parties in Intarest to financial tyansactions;

(T private b ‘servicas ean ha surcepiible to manipuls-
\ion by rogney lsunderers, for example cornupe forwign govern-
rent biicialy, particulacly if thesa wervices includs tha creatisn
of offshore arconnts and fecilities for lazge pertonal funds trans-
fers to channel funds into accounts around theglobe;

Gl

17

9F

2179 51909

17:48

13-JUL-2@86



2179 5190 p.18

Margaret Ng Office

:A7PM Ms.

13 5§

20086 Jul

16

Power ta obialn informetion and docoments Schedula &

3JZQP Matters to which documents must relate

A document to bo produced under & notice under sectios 3ZQN or
3ZQ0 must relate te ons or more of the following matiers:

(2) detenmining whether o sccount is held by o specified person
with 8 specified financial institstion, sod details rebating to
the avcount (inchuding details of any vefated sceaunte};

(b) determining whether & specified person is & signatory to an
account with 2 specified financial institution, and derails
relsting to the nceount {inchiding deuils of any related
ancounts); ‘

(c)- detrrmining whether a trancastion has beep conducted by &
spesified finsncial tnginutivn oo behalf of a specified persan,
and details refating to the trmsaction (including detuils
relating to other partie to the transection);

(d) doiermining whelber » specifiod persos travelfed or will
wavel benwean epecified datea or specified locations, 2nd
datails relating to the travel {including detaila rclating to
‘otber persons travelling with the spesified person;

(c) determining whethet assety have boen transforred o or fom e
specifind pecson botween specified dates, and details relating
@ the transfers (itoluding dettils relatiag to the names of ony
othez petaons to or fram whom the Besefs wors tragsforred);

{N determining whether sn account is held by a specifed person
im respect af & specified utility (such B gas, water or
electricity), and details reirting Lo the aecount (inchiding the -
nwuss of any cther persons who alin bold the sccount);

(g) detcomining wha holds an sccount in respect of 8 epecified

 wility {such as gas, warer or electricity) ata specified place,
mmd deteils relatiag lo the sccount;

(&) dewrminiog whother a telephone aceount ix held by ¢
wpocificd person, end delails relaring to the accoum
(including:

() detaila in respact of calla made 1o or fram the rolevant
telephone number; or .
{fi) the rimey at which such calls were made or received; ar
(iii} the lengtha of such calls; or
{iv) tha telephone numbers to which such cails ware made
and from which such enlla were teceived),

Anti-Terroriom Act (Va. 2) 2005 Na. 144, 3001 18

Sohedule 6 Power 1 Obtain itfucmation and doQuneots

P.18

(i) determining whe holds s specifiad talephone account, and
datails relating to the account (including details mentionad in
paragraph (h));

(i) determining whether a specified person resides at e spexified
placc;

() determiniog who resides at e specified place,

1ZQQ Powers conferred on Federal Magistrates in their personal
capacity
{1} A power conferted on a Federnl Magistrate by section 12Q0is
conferred on the Megistrate in 2 personal capacity and ootssa
cowrt or 2 member of a court.
{2) A Pedere! Magisirare nocd not acccpt the power conferred. u\>;
(3) A Federal Magistrate cxercising 2 power conferred by o
section 3200 has the same protecting and immunity as if he or ahe
were exercising that power 25, 0f a5 8 member of, Ge court af
which the Magistrate is 8 member.

IZQOR Docuntients nzust be prodoced

{1) A peraan iy not excused fram producing » document under
section 3Z0ON or 3Z2Q0 on the pround tht to do so:

{2) would contravene dny other law; or

(b} might tend ra meriminato the perton or otharwise expose the
peTion 1o & penalty ar other liahility; or

(<) wouid discloge material that is protected] ageinst disclosnme
by 1egal professlonal priviiege orany other duty of
confidence; ar

() would be otherwise contrary to the public intereat.

(2) llowover, neither:
(a} the production of the document; oor
(1) any information, docurwent or thing cbwined 23 o dircot or
indlrect consegquence of producing the document;
is ndmissivle in evidence againgt the person in praceedingn other
then proceedings for zn pffence agaiost section 137.1,137.2 or
149.1 of the Criminal Code that relames to this Act.

2179 5198
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Fower o obtain information and documenty Schedule §

{3) A persop iz not lisbls to any penalty by reason of bus orher
producing a decument when required to do s0 under section JZQN
or 3ZQ0.

(4) The fact that & person is not excused under subasction (1) fram
producing a documert does not otherwiss affect a claim of Jegal
profcssiona! privilege that anyane rany make in relation to that
dogument.

3ZQS Offence for fallore to comply wilh notice under section 3ZQN
or ATQ00

A peraon enmmite an offence if:
(a) the persan is piven a notice under pection IZON or 37Q0;
and
(b} the person faila to comply with the notice,

Penalty: 30 penaity umirs.

370QT Offence for disclosing existence or nature of notice

(1) A person comaies an offence if:
{#) the person ix given & notice under section IZON or 3ZQ0;
and
(b) the notice specifies that informatian about the nofice must
not be disclosed; and
(¢} the persoa disciaser the cxistense or navare of the natice,

Pepaity: |20 poualty uniis or imprisonment for 2 years, erboth.

{2) Subsection (1) does not upply if:

(1) the person discloses the infotmazion to 2nother person in
deder 1o obtain o document that ic reguired by the natice in
order tn comply with it, and thet other peson is directed not
to inform the persom fo whom the document relates sbout the
metter; or

{t) the disclosure is made to obtain legal advice ar legal
representerlos in relation o the ootice; or

{c) the disclosure is made for the purposes of, or in the course of,
lega! proceedings,

Note: A defondaot hears an evidaytial burden in retation to the maners in
subcootion (2} (see subsection {3,303} of the Crimingl Cade).

Anri-Terroriem Act (No. 2) 2005 No. M4, 2005 Hz
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Reporting and Review

100. The Attorney General must prepare an annual report on
the operation of laws relating to detention and control orders
and table it in Pardiament.

1C1. The Law Council suggests that yearly reports are

inadequate. Regular reports on a guarterly or half yearly basis

should be tabled in the Australian Parliament by the

Attomey-General in reiétion to the application of the law,

including the places and circumstances of detention.

information in the Annual Report should include the number of

young persons aged 16-18 years and foreign nationals subject

to orders made. The annual report shouid aiso indicate the

) number (and proportion) of persons subject to orders who were

subsequently charged and convicted of terrorist related
offences. '

102 Further, as annual reporting is inadequate as a system of
review, the Law Council believes that the operation of the Bill
should be subjected to periodic statutory reviews of at least
every 2 years (instead of 5 years).

103.  The Security Legistation Amendment (Terrorism) Act 2002
("SLAT Act™ and the review pursuant to the Australian Crime
Comrmission Act 2002 are required tc occur after three years.
The Law Council believes that a similar timeframe for such
extreme laws as are found in the Bill is necessary.

104. The Law Council also notes that, as the sunset clause
takes effect after 10 years, a review after 5 years appears
inadequate in correcting problems and implementing change,
where appropriate. The Law Council suggests that the review
should be referred by Parliament to a suitably qualified berscn
such as a former judge to conduct the inquiry and report.
Altemnatively, regular reviews which are similar to that provided
under the SLAT Act are also appropriate. lLaw Councif
nominees should be appointed to any such review.

Operation of the Sunset Clause

105. According to the Bill, sunset clauses operate in relation to
contral orders and preventative detention orders and the
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powers to stop, question and search persons in refation to
terrorist acts in which these provisions cease to have effect
after 10 years from the date of commencement {proposed
5104.32 and s105.53) and in retation to certain police powers
under the Crimes Act (proposed s3UK).

1C8. Should the recommendation made by the Law Council In
relation to financing terrorism and sedition be ignored, the Law
Council believes that the sunset clause should be extended to
these provisians due to the over reach of the proposed law. .
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FAQ Anti-Terror Bili: Judiciary Compromised
For the Media

" The version of the Antl-Terrorism Bill cuirently in the public domain contains major
g“'.‘:;::;‘ ::d constitutional and procedural flaws which compromise the rote of the Australian judiciary,
ul said the Law Councl! ioday.

Publications

National Practice “In pur constitutional system the separation of powers is paramount - the judiciary must

Submissions remain indepandent of the Executive. Federal courts can only be askad to exercise judicial
functions,” said John North, President of the Law Council,

Sections

Conferences "Federal judges, even when not sitling in court, can't be asked to perform funclions

Schotarships and incompatible with judicial functions, These measures should not be allowed to pass into law.”

Awards he said.

Traineeships

The pawer to make control arders is te be given to federal courts and is cleatly non-judicial,

Positions Vacant Judicial power requires a fair procedure, including notice of the proceedings and disclosure

Links of the basis upon which arders are sought and made. None of this occurs in relation fo
—— control orders.

Search this Site

She Map The power to make delention orders is given to federal judicial officers in their personal

Contacting Us capacity. To require them to make detention orders runs the grave risk of asking them to do

tasks incompatible with their office.
Members' Page

Privacy Policy Federal judicial officers are asked to make continued preventative detention orders following
an initial order made by an AFP officer.

*Judicial officers will be exercising what is cbvicusly a palice function” a function of the
Executive - and this will run the risk af prejudicing public confidence in the independence of
the judiciary. State and Territory courts musi ensure that their independence is preserved in
any local legistation” Mr North concluded.
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Director Public Affairs - 02 6245 1716/0419 269 855
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“It is an impossible position and will lead, needlessly, to demands by the authorities to
identify sources and turn aver notes and documents received in confidence from their sources.

“If this happens, the ability of journalists to do their jobs cvaporates and the ability of the
press to fulfil its responsibilities in the public interest disappears.™

The Australian Security Intelligence Organisation Act (ASIO Act) also has application to
persons not involved in terrorism. However, crucially the ASIO Act incorporates protections
that are not mirrored in this Bill.

Further, it is noted that the Joint Standing Committee on ASIO, ASIS and DSD is not duc to
table its report following its review of the operation and effectiveness and implications of
Division 3 Part ITl of the ASIO Act 1979 until 22 January 2006.° Consequently, it is likely to
be premature to enact néw anti-terror legislation before the assessment of existing powers has
been completed.

The Alliance is of the view that consideration of new anti-terror legislation should also await
the outcome of the Independent Committee review of the use of the Security Legislation
Amendment (Terrorism) Act 2002, the Suppression of Financing of Terrorism Act 2002, the
Criminal Code Amendment (Suppression of Terrorist Bombings) Act, the Border Security
Legislation Amendment Act 2002 and the Telecommunications Interception Legisiation
Amendment Aet 2002 announced by the Attorney-General on 12 October 2005. That
Cammitice is not due to report until the middle of 2006.

In any event, the provisions of Division 105 of the Bill have the potential to compromise the
ability of journalists to work professionally and for the media to work in the public interest.

Power to obtain information and documents and disclosure offences
In Schedule 6 the Bill adds new sections to the Crimes Act that cause considerable concem.

Section 3ZQN zliows the Australian Federal Police to require a person to produce documents
if an officer “considers on reasonable grounds that a person has documents (including in

electronic form) that are relevant to, and will assist, the investigation of a serious terrorism
offence”.

Section 3ZQO encompasses “the investigation of a serdous offence™, It is hard to know why,
m the context of legislation regarding acts of terrorism, the scope of the Bill has been
broadened to capture other offences. '

Section 3ZQR does not excuse a person from producing documents under sections 3ZQN or
3ZQO on prounds that to do so “would conravene any other law; or might tend to incriminate
the person or otherwise expose the person to a penalty or other liability; or would disclose
ruaterizl that is protected against disclosure by legal professional privilege or any other duty
of confidence; or would be otherwise contrary to the public interest.”

3 Publishers lobby for changes to rerror law, Matk Day, The Australian, 10 November 2005, page 17.
® The Alliance submission can be found at .

http://worw. aph_gov.an/house/committec/pjcaad/asio_ques_detention/subs/sub63 pdf.

? Independent Committee to Review Security Legislation, Media Releavei35/2005, The Attorney-
‘ General, Fhilip Ruddock MP, 12 October 2005, available onliné at

hitp:/iwww.ag, gov.aviagd/ WIWW/MinisterRuddockHome.nsffPage/Media_Releases_2005_Fourih_Qua
rter_I2_Oetober_2005_-_Independent_committee_to_review_security_legisiation_-_1852005
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The Explanatory Memorandum notes: “Care has been taken to ¢psure sensitive material can
not be obtained under the new notice to produce regime. Sensitive material held by health
professionals, layers, counsellors and journalists is clearly not caught by the regime. Such
sensitive material might be able to be obtained for the purposes of an investigation through a
search warrant™ It may have been the intention that journalists not be captured in the new
notice to produce regime but that intention is not reflected in the Bill itself.

Section i05.41(6) makes it a criminal offence — penalty: imprisonment for five years — 1o
disclose the fact that a preventative detention order has been rnade in respect of a detainee or
disclose any information relayed by that detainee.

The ASIO Act contains secrecy provisions in respect of questioning, production and detention
warrants which are also of concern to the Alliance. However, unlike this Bill, the secrecy
provisions in the ASIO Act include a provision — section 34VAA(12) - which says: “This
section does not apply to the extent (if any) that it would infringe any constitutionzl dactrine
of imglied freedom of political communication.”

This Bill strikes at the basis of news reporting and the principles of freedom of the press, The
Alliance can see no demonstrable benefit to be gained by the provisions that will have the
effect of stifling freedom of the press and infringing on freedom of political communication.

Appropriately, Section 105.33 of the Bill affords persons detained under the legislation the
right “4o be treated with bumanity and respect for human dignity” and states that such persons
“must not be subjected to cruel, inhuman or degrading treatment.” Yet, in the event the rights
of such a person are violated, the Bill deni¢s the opportunities for such a violation to be
reported in the media. Just as astonishing is the fact that the penalty for an officer who
commits an offence under this section is two yeers’ imprisonment, compared with the five
years® sentence a journalist could face for disclosing the fact of a preventative detention,

The Alliance recommends that, at the very least, section 3ZQR be amended io read as
follows:

“3ZQR Documents mus! be produced

(D A person is not excused from producing a document under section 3ZQN or
3ZQ0 on the ground that to do so:
(a) would contravene any other law; or
(b) might tend to incrimipate the person or otherwise expose the person
to a penalty or other liability; or
(c) would disclose material that is protected against disclosure by legal
professional privilege or any other duty of confidence; or
(d) wauld be otherwise contrary to the public interest.
(2) However, neither:
(a) The production of the docwment; nor
&) Any information, document or thicg obtained as a direct or indirect
consequence of producing the document;
is admissable in evidence against the person in proceedings other than
proceedings for an offence against section 137.1, 137.2 or 149.1 of the
Criminal Code that relates to this Act.
(3 Despite subsections (1) and (2), a person shall be excused from producing a
document under section 3ZQN or 32QO on the ground that the production

would disclose material that is protected egainst disclosure by legal

professional privilege or any other duty of confidence, including in the case
of a journalist, the disclosure of the identity of 2 confidential source.

1'7:42 2179 5198 95%

.74



2006 Jul

13-JUL-2085

13 5:38PH Ms. Margaret Ng (Office 2178 5190

e A person is not liable to any penalty by reason of his or her producing &
document when required to do so under section 3ZQN or 3ZQO"

The Alliance further recommends that, unless otherwise more favourably amended, section
3ZQO be amended by adding a new subsection (5) as follows:

(5) “If the notice specifies that information about the notice must not be disclosed ~
set out the effect of section 3ZQT (offence for disclosing existence or nature ofa
notice), provided that any such restriction on disclosure shall not extend beyond
28 days without furthter order of the Court.”

Sedition

The Alliance cansiders that sedition laws are outdated and unnecessary in the 21* century.
Throughout their history they have been used more to curb freedom of speech than to deter
acts of terrorism.

That the provisions on sedition contained in Schedule 7 are revisiting arcane lJaws has been
acknowledged by members of the Govenment. The Attorney-General is sufficiently
concerned about the provisions to announce they would be reviewed after the legislation has
been enacted and some Government members, including George Brandis MP and Malcolm
Turnbull MP, have called for sedition laws to be abolished.

The Alliance agrees with those Government memnbers opposing the sedition provisions and
helieves the most appropriate course of action would be to delete Schedule 7 in its entirety
and to repeal sedition legislation. To review the provisions after they have been legislated
rather than before is an odd way to approach a flawed Bill.

The sedition provisions are also unnecessary as all matters contemplated that might be dealt
with under the proposed provisions can be dealt with under other legislation, including the
Crimes Act and anti-vilification legislation.

During the twentieth century, in western developed countries sedition laws fell all but into
disuse with some stand-out cxccptions — exceptions that demonstrate why sedition laws
should be abolished.

The most obvious example is the use of sedition laws to attack the American arts community
and Hollywood in particular during McCarthy period in the 1940s and 1950s.

Tn 1947, the House Committee on Un-American Activites charped ten writers, directors and
producers with conterapt of Congress for refusing to answer questions posed by the
Committee. To become known as the “Hollywood Ten”, the most well-known was novelist
and screenwriter, Dalton Trumbo. Convicted, he served eleven months in prison and was
blacklisted by the industry. Moving io Mexico, he wrote 30 scripts using a pscudonym
including the Oscar winning script for The Brave One (writing as Robert Rich). It was the use
of a pseudonym that enabled The Bridge Over the River Kwai to teach the sereens. By the end
of the notorious MeCarthy era somewhere between 325 and 500 actors, directors, producers
and writers were forced to seek work elsewhere. For some, it was the end of their career.
Some, like Axthur Miller, were able to continue working, Miller writing scripts in New York
(where theatre producers ignored the studios” blacklists). Others, like Charlie Chaplin, left the
country and never worked in America again. It was not unti] 1959 that the first crack in the
blacklist came with Otto Preminget's decision to hire Dalten Trumbo to write Exodus,
following which Kirk Douglas announced he would give Trumbo full credit for Spartacus.

However, as Trumbo himself said, “the blacklist was a time of such evil, no ane survived
untouched.”
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