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Regulation of surveillance and the interception of communications

Purpose

This paper summarises the discussions so far held by Members on the
regulation of surveillance and interception of communications.
Background

Existing provisions reqgulating surveillance and interception of communications

2. Interception of communications is currently regulated under the
Telecommunications Ordinance (Cap. 106) and Post Office Ordinance (Cap.
98). Under section 33 of the Telecommunications Ordinance, the Chief
Executive (CE) may, if he considers that the public interest so requires, order
that any message brought for transmission shall not be transmitted, or that any
message brought for transmission, or transmitted, or received or being
transmitted, shall be intercepted or disclosed to the Government. Under
section 13 of the Post Office Ordinance, the Chief Secretary for Administration
may grant a warrant authorising the Postmaster General or any officer of the
Post Office to open and delay any postal packet.

The Law Reform Commission’s report on requlating the interception of
communications

3. In April 1996, the Law Reform Commission (LRC) published a
consultation paper entitled “Privacy: Regulating Surveillance and the



Interception of Communications” for public consultation for two months. In
December 1996, LRC published a report entitled “Privacy: Regulating the
Interception of Communications” (the Report).

4. In its Report, LRC concluded that the existing provisions of the
Telecommunication Ordinance and Post Office Ordinance in relation to
interception of communications did not accord with the requirements of Article
17 of the International Covenant on Civil and Political Rights. Article 17 of
the Covenant provides that —

(@  no one shall be subjected to arbitrary or unlawful interference with
his privacy, family, home or correspondence, nor to unlawful
attacks on his honour and reputation; and

(b)  everyone has the right to the protection of the law against such
interference or attacks.

The provisions in Article 17 are replicated in Article 14 of the Hong Kong Bill
of Rights.

5. LRC’s main recommendations on regulating interception of
communications contained in the Report are as follows —

Proposed offence

(@) it should be an offence intentionally to intercept or interfere with a
telecommunication, a sealed postal packet, or a transmission by
radio on frequencies which are not licensed for broadcast;

(b)  anyone who contravenes the proposed offence should be liable to a
fine or a term of imprisonment not exceeding five years or both;

Requlatory framework

(c) a warrant should be required to authorise all interceptions of
communications falling within the scope of the proposed offence
prohibiting these activities;

(d) all applications for warrants for interception of communications
should be made to a judge of the High Court;

() a warrant may be issued if the interception is for the purpose of
preventing or detecting serious crime, or safeguarding public
security of Hong Kong;



()  a warrant should be issued for an initial period not exceeding 90
days and renewals may be granted for such further periods of the
same duration where it is shown (according to the same criteria
applied to the initial application) to continue to be necessary;

() where it is impracticable for the Administration or its law
enforcement agency to obtain prior authorisation from the court
because of the urgency of the situation, the officer proposing to
make an interception should, before initiating the interception,
obtain authorisation from an officer at the directorate level who is
designated for the purpose of giving authorisation in urgent
situations;

(h)  where an interception is made without the authority of a warrant,
an application for a warrant ex post facto should be made within 48
hours after the decision to intercept has been made;

Supervisory authority

(i)  a supervisory authority should be created to keep the warrant
system under review;

) a sitting or former judge of the Court of Appeal should be
appointed by the Governor, on the recommendation of the Chief
Justice, as the supervisory authority;

(k)  an aggrieved person who believes that his communications have
been unlawfully intercepted may request the supervisory authority
to investigate whether there has been a contravention of the
statutory requirements relating to the issue of warrants; and

M the supervisory authority should furnish annually a public report to
the Legislative Council (LegCo).

6. A summary of LRC’s recommendations on regulating interception of
communications is in Appendix I.

White Bill on Interception of Communications Bill

7. In February 1997, the Administration published a White Bill entitled
“Interception of Communications Bill” for a one-month consultation. The
White Bill sought to regulate and prohibit the interception of communications
and to provide for related matters. In its Consultation Paper on the
Interception of Communications Bill, the Administration advised that it had
accepted the key recommendation of LRC that a judicial warrant system should
be introduced to regulate interception of communications. The
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Administration had also accepted the recommendation of setting up a
Supervisory Authority to review the issue of warrants and to receive complaints
from persons regarding unlawful interception by law enforcement agencies.

8.  The Administration has so far not introduced the relevant Bill into LegCo.
A copy of the Consultation Paper is in Appendix Il.

The Interception of Communications Ordinance

9. On 28 June 1997, the Interception of Communications Bill, a Member’s
bill introduced by Hon James TO, was enacted as the Interception of
Communications Ordinance (Cap. 532) (I0CO). 10CO provides laws on and
in connection with the interception of communications transmitted by post or
by means of a telecommunication system and to repeal section 33 of the
Telecommunication Ordinance. A copy of 10CO is in Appendix Il for
Members’ reference. Section 1(2) of I0CO provides that the Ordinance shall
come into operation on a day to be appointed by CE. So far CE has not
appointed the commencement date.

Implementation of the Interception of Communications Ordinance and
review of interception of communications

Council questions raised by Members relating to interception of
communications

Council meeting on 30 September 1998

10. At the Council meeting on 30 September 1998, Hon James TO asked an
oral question on the commencement date of I0CO. In response, the
Administration stated that -

(@  when the Interception of Communications Bill was debated in
LegCo in June 1997, the Administration had indicated that it was
strongly opposed to the passage of the Bill. The legislative
proposals were drawn up without prior consultation with the law
enforcement agencies. The implementation of 10CO could
seriously jeopardise law enforcement agencies' capability to
combat serious crimes and safeguard the security of Hong Kong.
The Administration was assessing the impact that IOCO could
bring to law enforcement work and therefore had not appointed a
commencement date for I0CO;

(b)  the Administration was pressing ahead with a thorough review of
the whole issue of regulation of interception of communications
taking into account comments received from the public



(©)

consultation on the White Bill on Interception of Communications,
the changes introduced by IOCO and the law enforcement
problems arising from 10CO. As the issue was still under review,
the Administration did not yet have any plan to promulgate the
commencement date of IOCO; and

the key principle adopted by the Administration was that an
ordinance would be brought into operation when it was in the
interest of the community to do so.

11. The question and the reply are available at http://www.legco.gov.hk/
yr98-99/english/counmtg/hansard/980930fe.htm.

Council meeting on 10 November 1999

12. At the Council meeting on 10 November 1999, Hon James TO asked an
oral question on the implementation of IOCO and the recommendations in the
report entitled “Privacy : Regulating the Interception of Communications”
published by LRC in December 1996.

13. Inresponse, the Administration made the following points -

()

(b)

(©)

since the Bill was passed by LegCo, the Administration had been
conducting a comprehensive review on interception of
communications. The review included researching and evaluating
the legislation and operational practices of other countries in this
area, assessing public views received from the public consultation
on the White Bill on Interception of Communications as well as
changes introduced by IOCO and the enforcement problems arising
from it;

as issues relating to interception of communications were highly
complicated, it was difficult to commit a firm timetable for
completing the review at that point in time but it would endeavour
to proceed with the task as quickly as practicable; and

the review of interception of communications would include
consideration of the recommendations of LRC. Until the review
had been completed, the Administration could not confirm the
elements of the future system regulating the interception of
communications. While the Administration did not rule out the
adoption of any of the LRC’s recommendations, it was premature
to confirm whether any particular recommendation would be
adopted.



14. The question and the reply are available at http://www.legco.gov.hk/
yr99-00/english/ counmtg/hansard/991110fe.pdf.

Deliberations of the Panel on Security

15. At its meetings on 2 April and 10 June 2004, the Panel on Security
discussed the review undertaken by the Administration on interception of
communications. Members expressed concern that IOCO had not yet been
brought into operation.

16. The Administration responded that the implementation of 10CO in its
current form would pose serious operational difficulties to law enforcement
agencies and prejudice the security of Hong Kong. In view of this, the Chief
Executive in Council decided on 8 July 1997 that IOCO should not be brought
into operation pending a review. The Administration had set up an
interdepartmental working group in late 1999 to undertake a comprehensive
review of the existing law, regulatory regime and related matters in relation to
interception of communications. As part of the review, the working group
examined the relevant legislation and regulatory framework in other
jurisdictions.  The working group would also take into account the significant
legislative amendments that had been introduced in other jurisdictions since the
"911" incident in the United States. The Administration assured Members that
the Panel would be consulted on the way forward after the review was
completed.

17. The Panel had asked the Administration to explain the difficulties
encountered in the review of IOCO and to provide the timetable for completion
of the review. The Administration assured members that it has no intention to
delay indefinitely the review of the matter. The Administration advised the
Panel that the review had taken longer than anticipated as it covered highly
technical and complex issues. In addition, the rapid development of
communications technologies had compounded the complexity of the task. In
drawing up its recommendations, the working group would strike a balance
between the need to provide sufficient powers to law enforcement agencies and
to protect the rights of individuals and their personal privacy. The
Administration would make every effort to submit its policy recommendations
to the Panel during the 2004-05 session.

18. At the Panel meeting on 15 August 2005, some Members queried why the
Administration had not introduced legislation regulating interception of
communications, nor brought IOCO into operation. The Administration
responded that it was still conducting a review on interception of
communications, and would inform the Panel of its way forward within the
2005-06 session.



Research study on the regulation of interception of communications

19. The Panel had asked the Research and Library Services Division of the
LegCo Secretariat to conduct a research study on the regulation of interception
of communications in overseas jurisdictions. The research report, which
studies the statutory regulatory regimes of interception of communications in
the United Kingdom (UK), the United States (US) and Australia, was presented
to the Panel at its meeting on 1 March 2005. The report (RP02/04-05) also
provides a comparison of the warrant systems for interception of
communications in the Hong Kong Special Administrative Region, UK, US
and Australia. The relevant extract from the report is in Appendix IV for
Members’ easy reference.

Regulation of surveillance

District Court rulings

20. In Criminal Case No. DCCC689 of 2004, the District Court was ruling on
admissibility of recordings obtained by covert surveillance into evidence. The
judge found that there was no legislative framework in Hong Kong to regulate
covert surveillance, and thus the minimum degree of legal protection to which
Hong Kong citizens are entitled under Article 30 of the Basic Law (BL30) was
lacking. The judge concluded that the system of covertly intercepting private
communications as practised by ICAC in the case was not “in accordance with
legal procedures”, and the recordings were made in breach of BL 30 and so
were unlawfully made. The judge remarked, however, that a defendant is not
entitled to have the unlawfully obtained evidence excluded simply because it
has been so obtained. What he is entitled to is an opportunity to challenge its
use and admission into evidence, and a judicial assessment of the effect of the
admission upon the fairness of the trial. As the judge could not find any
unfairness in admitting the recordings into evidence despite they are unlawfully
obtained, he admitted them into evidence.

21. In Criminal Case No. DCCC687 of 2004, the District Court again
considered covert surveillance by ICAC in an application for permanent stay of
the proceedings. The judge found that ICAC deliberately and intentionally
recorded a conversation knowing that legal advice would almost certainly be
given. The judge also found that it was not a situation where ICAC came into
possession of privileged material by mistake or accident or only where
privileged conversations might have taken place. That was held to be a
breach of a fundamental condition upon which the administration of justice as a
whole rests. The judge thus ordered a permanent stay.

22. At its meeting on 22 July 2005, the Panel on Security discussed the
circumstances surrounding the resignation of the Director of Investigation
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(Government Sector) of the Operations Department of ICAC. Some Members
referred to the District Court’s ruling in paragraph 20 above and queried
whether ICAC had frequently monitored communication between suspects and
their lawyers. ICAC responded that —

(@)  covert surveillance had regularly been used in the past in ICAC’s
investigation of corruption. Evidence gathered through such
means had been produced in prosecutions and accepted as evidence
by the court; and

(b) there was no question of ICAC frequently monitoring
communication between suspects and their lawyers. Only in very
exceptional circumstances where there were strong reasons to
suspect that a lawyer was a party to corruption or related crime
would ICAC consider monitoring the communication between a
suspect and his lawyer. At all such times, such action would be
taken in accordance with the law.

Review of requlation of surveillance

23. The two District Court rulings have given rise to wide public concern
about how law enforcement agencies carry out covert surveillance in the course
of their work. In its paper entitled “Surveillance by Law Enforcement
Agencies” for the Panel on Security (issued to Members on 18 July 2005), the
Administration informed the Panel that it has been reviewing the matter with a
view to formulating a way forward, and is actively considering what should be
done to provide a clearer legal basis for surveillance operations by law
enforcement agencies.

24. According to the Administration, LRC has set up a Privacy
Sub-committee to look into wvarious privacy-related issues, including
surveillance by both public entities (law enforcement agencies) as well as
private parties (such as the media and private detectives). LRC is still
continuing its deliberations on the subject.

Law Enforcement (Covert Surveillance Procedures) Order

25. Made by the Chief Executive on 30 July 2005 under Article 48(4) of the
Basic Law, the Law Enforcement (Covert Surveillance Procedures) Order (the
Order) was published in the Gazette on 5 August 2005. The Order, which
regulates covert surveillance activities undertaken by law enforcement agencies,
came into operation on 6 August 2005.

26. A comparison of provisions governing authorisation to carry out
interception of communications or covert surveillance in the
Telecommunications Ordinance, I0CO and the Order prepared by the Legal
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Service Division is in LC Paper No. LS103/04-05.

27. The Panel on Security discussed the Order with the Administration at its
meetings on 15 August and 4 October 2005. Members raised various
concerns and queries about the Order. A Member considered that there was a
need for the issuance of the Order. Some other Members, however, queried
whether the Order was constitutional and lawful.  Another Member was of the
view that the issuance of the Order would set a precedent for the issuance of
executive orders in place of legislation in future and bypassing LegCo.
Members urged the Administration to introduce legislation to regulate covert
surveillance by the Government.

28. The major concerns and queries raised by Members included the
following-

(@)  why the Executive Council had not been consulted on the Order;

(b)  whether the Order could create the legal procedures required under
BL30;

(c)  why a judicial authorisation system and legal professional privilege
were not provided for in the Order;

(d)  how authorisation for covert surveillance could be monitored; and

()  why no provisions regarding the scope of authorisation, safeguards
for the materials obtained, the disposal of materials obtained by
covert surveillance, and remedies for unauthorised surveillance or
disclosure, were made in the Order.

29. A summary of the concerns and queries raised by Members and the
Administration’s response to them prepared by the LegCo Secretariat is in LC
Paper No. CB(2)971/05-06(02).

30. At its meeting on 1 November 2005, the Panel on Security discussed with
the Administration the Police’s internal guidelines on covert surveillance under
the Order. A Member commented that the content of the guidelines were
mostly reproduced from the Order, and were relatively less detailed in
comparison with other internal guidelines of the Police. The Member
expressed doubt whether the guidelines were the Police’s only internal
guidelines on covert surveillance. Another Member expressed concern that
without detailed guidelines, it would be difficult for law enforcement officers
to know whether the covert surveillance which they were instructed to
undertake was lawful.



31. Some other Members, however, considered that it was not possible to set
out all scenarios in the guidelines. The guidelines could be improved
whenever necessary.

32. The Administration responded that the internal guidelines were drawn up
for the reference of Police officers who had received the relevant professional
training.  Police officers who had undergone such training were aware of how
they should carry out their duties in accordance with the law, the Order and the
Police internal guidelines. It was not possible to set out all scenarios in the
guidelines.  The Administration also stressed that under the existing
mechanism, law enforcement officers who had a need to conduct covert
surveillance had to seek approval from an authorising officer. Therefore,
there was no question of an authorising officer instructing a law enforcement
officer to carry out unlawful covert surveillance.

33. The Administration assured Members that it would constantly review the
guidelines and where necessary, introduce improvements.

Relevant papers

34. For details of the discussions, Members may wish to refer to the following
documents —

Minutes

(@  minutes of the meeting of the Panel on Security on 2 April 2004
(LC Paper No. CB(2)2276/03-04) issued vide LC Paper No.
CB(2)2277/03-04 on 11 May 2004;

(b)  minutes of the meeting of the Panel on Security on 10 June 2004
(LC Paper No. CB(2)3183/03-04) issued vide LC Paper No.
CB(2)3184/03-04 on 30 July 2004;

(c)  minutes of the meeting of the Panel on Security on 1 March 2005
(LC Paper No. CB(2)1392/04-05) issued vide LC Paper No.
CB(2)1393/04-05 on 27 April 2005;

(d  minutes of the meeting of the Panel on Security on 15 August 2005
(LC Paper No. CB(2)2653/04-05) issued vide LC Paper No.
CB(2)2654/04-05 on 30 September 2005;

()  minutes of the meeting of the Panel on Security on 4 October 2005

(LC Paper No. CB(2) 639/05-06) issued vide LC Paper No.
CB(2)640/05-06 on 8 December 2005;
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(f)

Papers
(9)

(h)

()

(k)

0

(m)

(n)

(0)

minutes of the meeting of the Panel on Security on 1 November
2005 (LC Paper No. CB(2) 755/05-06) issued vide LC Paper No.
CB(2)756/05-06 on 23 December 2005;

Administration’s paper entitled “Review on Interception of
Communications” for the meeting of the Panel on Security on
2 April 2004 (LC Paper No. CB(2)1873/03-04(04)) issued vide LC
Paper No. CB(2)1899/03-04 on 30 March 2004;

Secretary for Security’s speaking note regarding progress of review
of interception of communication at the meeting of the Panel on
Security on 10 June 2004 (LC Paper No. CB(2)2749/03-04(01))
issued vide LC Paper No. CB(2)2749/03-04 on 11 June 2004

research report entitled “Regulation of Interception of
Communications in Selected Jurisdictions” (RP02/04-05) prepared
by the Research and Library Services Division of the LegCo
Secretariat issued vide LC Paper No. CB(2)836/04-05 on
7 February 2005;

judgment delivered by the District Court on 22 April 2005 issued
vide LC Paper CB(2)1420/04-05 on 29 April 2005;

judgment delivered by the District Court on 5 July 2005 issued
vide LC Paper CB(2)2280/04-05 on 14 July 2005;

Administration’s paper entitled “Surveillance by Law Enforcement
Agencies” (LC Paper No. CB(2)2315/04-05(01)) issued vide LC
Paper No. CB(2)2315/04-05 on 18 July 2005.

Administration’s paper on the Law Enforcement (Covert
Surveillance  Procedures) Order (LC Paper No. CB(2)
2419/04-05(01)) issued vide LC Paper No. CB(2) 2419/04-05 on 5
August 2005;

supplementary paper on the on the Law Enforcement (Covert
Surveillance Procedures) Order provided by the Administration
(LC Paper CB(2)2436/04-05(01)) issued vide LC Paper No.
CB(2)2436/04-05 on 13 August 2005;

Administration’s paper enclosing the Police’s internal guidelines
under the Order and a comparison of the protection provided under
the internal guidelines, section 33 of the Telecommunication
Ordinance and the Interception of Communications Ordinance (LC
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(P)

Paper No. CB(2)2639/04-05(01)) issued vide LC Paper No.
CB(2)2639/04-05 on 28 September 2005; and

Administration’s response to issues raised at the special meeting on
15 August 2005 and issues subsequently raised by Hon LAU
Kong-wah and Hon Audrey EU (LC Paper No.
CB(2)2632/04-05(01)) issued vide LC Paper No. CB(2)2632/04-05
on 28 September 2005.

35. The above papers are available on the website of LegCo
(http://www.legco.gov.hk).

Council Business Division 2
Legislative Council Secretariat

26 January 2006
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Appendix |

The Law Reform Commission’s recommendations
on regulating the interception of communications

The proposed offence

1. It should be an offence intentionally to intercept or interfere with -
(@) atelecommunication;
(b)  asealed postal packet; or

(c)  atransmission by radio on frequencies which are not licensed for
broadcast,

while the telecommunication, postal packet or radio transmission is in the
course of transmission.

2. “Interference” for the purposes of the proposed offence should include
destruction, corruption or diversion.

3. Anyone who contravenes the proposed offence should be liable to a fine
or a term of imprisonment not exceeding five years or both.

4. A person should not be guilty of the proposed offence if -

(@) one of the parties to the communication has consented to the
interception;

(b)  the communication is intercepted for purposes connected with the
prevention or detection of radio interference or for ensuring
compliance with a licence issued under the Telecommunication
Ordinance; or

(c)  the communication is intercepted for purposes connected with the
provision of telecommunication service or with the enforcement
of any enactment relating to the use of that service.



5. The Telecommunications Authority should specify in the licences
granted under the Telecommunication Ordinance the circumstances under
which and the extent to which interceptions for operational purposes may be
carried out. Such terms and conditions should also be made available to the
public for inspection.

The requlatory framework

(A)  The warrant system

6. A warrant should be required to authorise all interceptions of
communications falling within the scope of the proposed offence prohibiting
these activities.

7. All applications for warrants for interception of communications should
be made to a judge of the High Court.

8. The Postmaster General should have a power to delay a postal packet for
such time as may reasonably be necessary for the purpose of obtaining a
warrant authorising him to intercept postal packets.

(B)  Grounds on which a warrant may be issued
9. A warrant may be issued if the interception is for the purpose of —

(@)  preventing or detecting serious crime; “serious crime” should be
defined by virtue of the maximum sentence applicable to the
offence. The appropriate level of sentence should be determined
by the Administration, but account should be taken of the need to
provide a lower sentencing threshold for offences involving an
element of bribery or corruption;

(b)  safeguarding public security in respect of Hong Kong.
(C)  No application by the private sector
10.  Only the Administration and its law enforcement agencies may apply for
a warrant authorising interception of communications. The application should
be made by a senior officer but it should be a matter for the Administration to
decide which of its post-holders should be authorised to apply for a warrant.

(D) Form of application

11.  An application for a warrant authorising interception of communications
should be made in writing.



(E)  Matters on which judge must be satisfied

12. A warrant authorising interception of communications should be issued
only if the judge is satisfied that -

(@)  there is reasonable suspicion that an individual is committing, has
committed or is about to commit a serious crime, or, as the case
may be, the information to be obtained is likely to be of
substantial value in safeguarding public security in respect of
Hong Kong;

(b)  there is reasonable relief that information relevant to the
investigation will be obtained through the interception; and

(c)  the information to be obtained cannot reasonably be obtained by
less intrusive means.

13.  In reaching a conclusion on the appropriateness of issuing a warrant, the
judge should have regard to the following factors —

(@  the immediacy and gravity of the crime or the threat to public
security in respect of Hong Kong, as the case may be;

(b) the likelihood of the crime or threat occurring; and

(c)  the likelihood of obtaining the relevant information by the
proposed interception.

(F) Information to be provided on application for a warrant
14.  An application for a warrant authorising interception of communications
should be accompanied by an affidavit. The information to be provided in the

affidavit should include —

(@)  the name, identity card number and rank or post of the person
making the application;

(b)  the facts relied upon to justify the belief that a warrant should be
issued, including the particulars of the serious crime or the threat
to public security in respect of Hong Kong;

(c)  the identity of the person, if known, whose communications are
to be intercepted,;

(d) a general description of the form of communications to be
intercepted and the manner of interception proposed to be used;
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(€)

(f)

(9)

(h)

the nature and location of the facilities from which the
communication is to be intercepted, if applicable;

the nature and location of the place, if known, at which
communications are to be intercepted,;

the number of instances, if any, on which an application has been
made in relation to the same subject matter or the same person
and whether that previous application was rejected or withdrawn;

the period for which the authorisation is requested; and

whether other less intrusive means have been tried and failed or
why they reasonably appear to be unlikely to succeed if tried or
whether the matter is so urgent that less intrusive means cannot
be tried.

(G) Duration and renewal of warrant

15. A warrant should be issued for an initial period not exceeding 90 days
and renewals may be granted for such further periods of the same duration
where it is shown (according to the same criteria applied to the initial
application) to continue to be necessary.

16.  An application for renewal of a warrant should be accompanied by an
affidavit which includes the following matters —

(a)
(b)

the reason and period for which the renewal is required;

particulars about the interceptions already made under the
warrant and an indication of the nature of information obtained
by such interceptions; and

(i)  the number of instances on which an application for
renewal had been made in relation to the same warrant or
the same target and whether the previous application was
withdrawn, denied or approved,

(i) the date on which each application was made, and

(iii)  the name of the judge to whom each such application was
made.



(H) Entry on to premises to effect interceptions

17.  An application for a warrant authorising interception of communications
may include a request that the warrant authorise entry on to premises for the
purposes of the interception but not otherwise.

()  Content of warrant

18.  The warrant authorising interception of communications should be
specific as to —

(@)  the object or objects of the proposed interception;
(b)  the type of communications to be intercepted; and
(c)  the method by which the communications are to be intercepted.

19.  The authorising judge may impose such other restrictions or conditions
as he may consider appropriate.

(J)  Expost facto applications

20.  The court may issue a warrant ex post facto where there is reasonable
cause to believe that —

(@ a warrant would have been granted if the making of an
application prior to interception had not been rendered
impracticable because of the urgency of the situation; and

(b)  a pressing and imminent opportunity to secure information of a
significant nature arises in circumstances where the urgency of
the situation is such that an application for a warrant prior to
interception would be likely to frustrate -

(i)  the prevention of serious crime;

(i)  the apprehension of those reasonably suspected to be
responsible for a serious crime; or

(iii)  the obtaining of information which is likely to be of
substantial value in safeguarding public security in respect
of Hong Kong.

21.  Where an interception is made without the authority of a warrant, an

application for subsequent ratification should be made to the court within 48
hours after the decision to intercept has been made.
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22.  Where it is impracticable for the Administration or its law enforcement
agency to obtain prior authorisation from the court because of the urgency of
the situation, the officer proposing to make an interception should, before
Initiating the interception, obtain authorisation from an officer at the directorate
level who is designated for the purpose of giving authorisations in urgent
situations.

23.  Where the directorate officer reasonably believes that the criteria for the
issue of a warrant are satisfied and the urgency of the situation necessitates the
interception of communications before making an application to the court, he
may, on such terms and conditions as he thinks fit, give authorisation to
intercept a communication for a period not exceeding 48 hours.

24.  An officer who proposes to make an interception without prior
authorisation of the court should apply for permission from a directorate officer
on every occasion he proposes to do the same. The permission to make an
interception must be recorded in writing. Further, its terms and conditions
must be specific.

25.  In applying for a warrant ex post facto, the officer should serve on the
court —

(@ an affidavit which includes particulars of the urgent situation
because of which the applicant reasonably believed that it was
impracticable for him to obtain prior authorisation from the court;
and

(b) a copy of the authorisation given by a directorate officer
authorising the interception of communications prior to making
an application to the court.

26.  Where an interception is made without the prior authorisation of the
court, the interception should terminate as soon as the purpose is achieved or
when the application is denied by the court, whichever is the earlier.

27. Where the ex post facto application is denied by the court, the
interception should be treated as unauthorised and the material obtained as a
result of the interception should be destroyed immediately.

28.  Where an ex post facto application is denied by a judge, the directorate
officer authorising the interception of communications in an urgent situation, or
the officer making an interception on authority of a directorate officer, should
not be guilty of unlawful interception if the court is satisfied that the officer
concerned acted in good faith when authorising or making the interception.



29.  An application should be allowed to be made ex post facto to ratify an
interception which was not covered by an existing warrant because of an honest
error committed by the applicant, provided that —

(@)  the application is made within 48 hours of the applicant having
notice of the error; and

(b)  the interception would have been authorised if the applicant had
applied for it at the time he made the original application.

The application should be accompanied by an affidavit which includes the
particulars of the error committed by the applicant and how and when the error
was discovered.

Material obtained from interception of communications

30. On an application for a warrant authorising interception of
telecommunications, the authorising judge shall make such arrangements as he
considers necessary to ensure that —

(@)  the extent to which the intercepted material is disclosed,;

(b)  the number of persons to whom any of the intercepted material is
disclosed,;

(c)  the extent to which the intercepted material is copied; and
(d)  the number of copies made of any of the intercepted material

IS limited to the minimum that is necessary for the purpose for which the
application was made. A transcript shall be treated as a copy of the
intercepted material. This requirement will be satisfied if each copy made of
any of the intercepted material is destroyed as soon as its retention is no longer
necessary for the specified purpose.

31.  Material obtained through an interception of telecommunications carried
out pursuant to a warrant shall be inadmissible as evidence regardless of its
relevance. For the purposes of this recommendation, “telecommunications”
means communications by electromagnetic means. This prohibition should
cover not only the fruit of interception but also the manner in which the
interception was made.

32.  No evidence shall be adduced and no question shall be asked in
cross-examination which tends to suggest that an offence in relation to an
interception of telecommunications has been committed or that a warrant
authorising an interception of telecommunications has been issued.

7



33.  There should be no discretion for the judge to admit material obtained
through an interception of telecommunications carried out pursuant to a
warrant.

34. Material obtained through an interception of communications
transmitted other than by electromagnetic means which was carried out
pursuant to a warrant shall be admissible as evidence and may be retained for
so long as may reasonably be necessary for the purpose of any criminal
proceedings.

35. Material obtained through an  unlawful interception of
telecommunications shall be inadmissible as evidence regardless of its
relevance. This prohibition should cover not only the fruit of interception but
also the manner in which the interception was made.

36.  Material obtained through an unlawful interception of communications
transmitted other than by electromagnetic means shall be admissible as
evidence.

37.  Material obtained through an interception of communications whether
carried out with or without lawful authority shall be admissible in evidence in
relation to proceedings for the offence prohibiting interception of
communications.

38.  Consideration should be given by law enforcement agencies to the
destruction of material obtained by an unlawful interception of
telecommunications, whether in whole or in part, as soon as the material is not
reasonably necessary for the purpose of any investigation or criminal
proceedings.

39. It is not necessary to require that the person whose communications
have been intercepted be notified of that fact.

Compliance enforcement : supervisory authority and remedies

40. (a) A supervisory authority should be created to keep the warrant
system under review.

(b) A sitting or former judge of the Court of Appeal should be
appointed by the Governor, on the recommendation of the Chief
Justice, as the supervisory authority.

(c)  The person appointed as the supervisory authority should hold

office for a period of three years and should be eligible for
reappointment for a further period of three years.

8



41.

42.

(a)

(b)

(©)

(a)

(b)

(©

(d)

(€)

The supervisory authority should have power to examine on his
own initiative whether a warrant has been properly issued and
whether the terms of a warrant have been properly complied with.

The supervisory authority may -

0] summon before him any person who is able to give any
information relating to his review and examine that person
for the purposes of such review;

(i)  administer an oath for the purposes of the examination
under (i) above; and

(iii)  require any person to furnish to him any information (on
oath if necessary) and to produce any document or thing
which relates to his review.

The supervisory authority shall apply the principles applied by a
court on an application for judicial review in reviewing the issue
of warrants.

An aggrieved person who believes that his communications have
been unlawfully intercepted may request the supervisory
authority to investigate whether there has been a contravention of
the statutory requirements relating to the issue of warrants.

Where the supervisory authority ascertains that there is a warrant
affecting the aggrieved person which is still effective, he shall
refer the case to the High Court.

On referral of the case from the supervisory authority, a judge of
the High Court (preferably the one who originally issued the
warrant) shall review the case and decide whether the warrant has
been properly issued and complied with.

The review shall be conducted ex parte and the judge may
examine any person and require him to furnish any information,
document or thing that is relevant to the case.

Where the reviewing judge is satisfied that the warrant has been
properly issued and complied with, he shall affirm the warrant
and notify the supervisory authority accordingly.



43.

44,

()

(@)

(h)

(i)

@)
(@)

(b)

(©)

()

Where the judge concludes that the warrant has been improperly
issued or complied with, he shall -

Q) set the warrant aside; and

(i) unless the intercepted material may be required for the
purposes of establishing the illegality of the interception,
order the destruction of the intercepted material.

After setting the warrant aside, the judge shall refer the case back
to the supervisory authority.

The decision of the judge who reviews the case on referral by the
supervisory authority shall be final.

Where the warrant affecting the aggrieved person has expired, the
supervisory authority shall review whether the warrant had been
properly issued and complied with and will have the same power
as a judge in dealing with the intercepted material.

Any decision of the supervisory authority shall be final.

Where the reviewing judge has set aside a warrant or the
supervisory authority concludes that the warrant had not been
properly issued or complied with, the supervisory authority shall
notify the aggrieved person that there has been a contravention of
the statutory requirements relating to the issue of warrants.

In any other case, the supervisory authority shall refrain from
making any comments other than informing the aggrieved person
that there has been no contravention of the statutory requirements
relating to the issue of warrants.

The supervisory authority should have power to delay
notification if he is satisfied that this would seriously hinder
existing or future investigation of serious crime or prejudice the
security of Hong Kong.

The supervisory authority should have power to pay
compensation to the aggrieved person out of public funds if the
authority concludes that the warrant has been improperly issued
or complied with, or if the warrant has been set aside by the
reviewing judge.
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(b)  The aggrieved person should not be allowed to claim damages in
court if he has already been awarded compensation by the
supervisory authority.

45.  Where there is evidence suggesting that a crime has been committed by
the applicant in obtaining the warrant or by the person executing the same, the
supervisory authority may refer the matter to the Attorney General to consider
whether to bring criminal proceedings against the offender.

46.  The supervisory authority should furnish annually a public report to the
Legislative Council.

47.  There should be a statutory requirement that the following matters be
covered by the report to be furnished by the supervisory authority —

(@  the number of warrants applied for, withdrawn, rejected, granted
as requested and granted subject to modifications;

(b)  the average length of warrants and their extensions;

(c)  the classes of location of the place at which communications
were to be intercepted, e.g. domestic, business etc.;

(d) the types of interception involved, e.g. interception of
telecommunications, interception of mail etc.;

(e)  the major categories of serious crime involved;

() statistics relating to the effectiveness of interception in leading to
the arrest and prosecution of those charged with serious crime;

(o)  the number of reviews conducted by the supervisory authority in
response to a request by an aggrieved person and an overview of
such reviews; and

(n)  the findings and conclusions of the review conducted by the
supervisory authority in respect of the application of the warrant
system.

48.  The supervisory authority should furnish annually a confidential report

to the Governor. The report should cover such matters as are required by the
Governor, or considered relevant by the supervisory authority.
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49.  All licensed telecommunications carriers should be required to furnish
quarterly reports to the Telecommunications Authority for onward transmission
to the supervisory authority. The quarterly reports should provide information
relating to the following matters —

(@ acts done by employees of the licensed carriers to assist the
interception of telecommunications under a warrant;

(b)  the number of warrants acted on during the reporting period; and

(c) the average length of time during which telecommunications
were intercepted under warrants which have expired within the
reporting period.

50. The Post Office, the Customs and Excise Service and the courier
companies should furnish quarterly reports to the supervisory authority
containing the following matters —

(@)  acts done by their employees to assist the interception of postal
mail under a warrant;

(b)  the number of warrants acted on during the reporting period; and
(c) the total number of items intercepted.

51.  Any person who intercepts a communication unlawfully should be liable
to pay compensation to the person who suffers damage by reason of the
unlawful interception unless the latter has been awarded compensation by the
supervisory authority. Damage should be defined as including injury to
feelings.

52. The remedy to be granted by a court in a civil action for unlawful

interception may include an order requiring the defendant to pay punitive
damages to the aggrieved party.
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SECTION 1

EXPLANATORY NOTES ON THE

INTERCEPTION OF COMMUNICATIONS BILL




EXPLANATORY NOTES ON THE

INTERCEPTION OF COMMUNICATIONS BILL

INTRODUCTION

Members of the public are invited to comment on the Interception of

Communications Bill in Appendix A by 4 April 1997.
2, Submissions should be addressed to -
Secretary for Security

Govermnment Secretariat

6th Floor, Central Government Offices (Main Wing)

Lower Albert Road
Hong Kong
BACKGROUND
3. In December 1996, the Law Reform Commission (LRC) published a

report entitled “Privacy: Regulating the Interception of Communications” (the
Report). The key recommendation is that a judicial warrant system should be
introduced to regulate interception of communications and replace the current
arrangement of executive warrants under Section 33 of the Telecommunication

Ordinance and Section 13 of the Post Office Ordinance (Appendix B).
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4. The LRC considers that the existing provisions under both
Ordinances are not clear enough on the conditions on which interceptions may be
authorized. They do not provide sufficient protection against unlawful or
arbitrary interference with the individual’s right to privacy and freedom of
communication as provided in Article 17 of the International Covenant on Civil
and Political Rights (ICCPR). It should be noted also that Article 30 of the Basic
Law (BL) provides that the freedom and privacy of communication of Hong
Kong residents shall be protected by law, and that there should be no
infringement except in accordance with legal procedures to ineet the needs of

public security or of investigation into criminal offences.

5. We have accepted the key recommendation of a judicial warrant
system, and propose that the grounds for applying a warrant should be the
prevention and detection of serious crime or safeguarding the security of Hong
Kong. We have also accepted the recommendation of setting up a Supel_fvisory

Authority to receive complaints from persons regarding unlawful interception by

law enforcement agencies.

6. However, given the complexities of the issue and its wide-ranging
umplications, we believe that there is a need to consult interested parties of the
community. We consider the publication of a White Bill is the best means to
gauge public opinion over this issue. A careful assessment of public opinion,
obtained through consultation and analysis, should help the Government

understand the likely reaction of the community to any proposed course of action

or change 1n policy.



Scope of our Proposals

7. We have examined the 64 recommendations in the Report. We
accept 14 in full, 22 in principle or with adaptations to suit law enforcement
practice, and rejected 8. The remaining 20 are either not directly relevant to our

proposed regulatory framework or require further consideration.

8. In our proposals, communications by post refers to those sent via
the Post Office and do not include couriers which are not covered by Section 13
of the Post Office Ordinance. We feel that it would be too complicated to bring
couriers, which are not well defined in the law, under our proposed regime. As
regards communications by telecommunication, they cover all forms of
telecommunications including telephone calls (via fixed and mobile phones),
facsimile messages, telegrams, pagers and radiocommunication messages in real

time transmission, i.e. “in the course of its sending”.

9. Communications transmitted via the computer network are not
covered in this Bill. Section 27A of the Telecommunication Ordinance was
enacted to form part of the Computer Crimes Ordinance in 1993 to prohibit
unauthorised access to computer by teiecommunication. We therefore consider

that this area of communication has been sufficiently protected.

10. We propose that -
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Offences and Exemptions (clauses 3 and 4)

(2)

(b)

it should be an offence, punishable by imprisonment of two years

and a fine at level 5 ($50,000), to intefcept a commumnication

intentionally in the course of its sending by post or by

telecommunication, unless such action i1s pursuant to a judicial

warrant or exempted in the Bill,

the following should be exempted from the offence provision

described in (a):-

iif)

interception by law  enforcement agencies  of
radiocommunications for which it is impossible to specify the
target and the radio spectrum used by criminals, for example,

smugglers using unlicensed telecommunication equipment;

activities which may  constitute  interception  of
communications but are already govemed by existing
legislation, for example, examination of postal packet under

the Import and Export Ordinance to detect contraband,

interception involving one-party consent, for example, In a
kidnapping case, the victim’s family may consent 1o

mnterception by Police; and

assistance and support provided by carriers to Government to

effect a warrant;




Warrant System (clauses 5-9)

(c)

(d)

©

"an authorized public officer may apply to one of three designated

High Court judges for the issue of a warrant authorizing interception
of communications where the information required cannot -

reasonably be obtained by other means and is for the purpose of -

1) preventing, investigating or detecting serious crime 1.€.

offences carrying a maximum imprisonment term of not less

than seven years; or
ii)  the security of Hong Kong;

where it is impracticable to obtain a warrant because of the urgency
of the situation, for example, life is at risk, it should be permissible

to apply ex post facto for a warrant not later than two working days

after the interception;

a warrant should be issued for an initia! period not exceeding six
months, and there should be no upper limit on the number of

renewals made;

Safeguards (clause 10)

®

authorized public officers should be required to devise

administrative arrangements to limit:
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1) the extent to which intercepted material is disclosed,

i)  the number of persons to whom any of the intercepted

material is disclosed;

1)  the extent to which the intercepted material is copied; and

iv)  the number of copies made of any of the material.

The intercepted material and any copies made of it should be

destroyed as soon as their retention is no longer necessary for any of

the specified purposes;

Non-admissibility of Intercepted Materials in Evidence (clause 11)

(8)

intercepted materials should not be admissible as evidence in the
court to avoid revealing our law enforcement capabiities.
Exception should be made where the intercepted materials are 'sed
to prove an illegal interception. In line with existing pract ce,
intercepted materials which are physical items and which can be
used to prove a criminal offence, for example, a postal article

should also be admissible as evidence;

Supervisory Authority (clauses 12-14)

(b)

a Justice of Appeal should be appointed by the Governor, from
amongst nominations submitted to him by the Chief Justice, as a

“Supervisory Authority” to review the issue of and compliance with
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warrants and the adequacy of arrangements made under (f) above.
The Authority will also be empowered to receive and examine
complaints from persons who believe that their communications
have been intercepted and award compensation out of public funds
if a contravention is found to have occurred. To promote
accountability, it should furnish annually a report to the Governor
and the Legislative Council covering the number of warrants

authorized and their average length and extensions.
The White Bill

11 Clause 3 prohibits the interception of communications and sets ouf
exemptions. It also makes provisions requiring carriers and the Postmaster
General to provide assistance in connection with the interception of
telecommunications and postal articles respectively pursuant to the Governor’s

written direction.

12. Clause 4 prohibits the disclosure of intercepted messages and
information on the use of telecommunication services subject to certain

exceptions.

13. Clauses 5 and 6 provide for the issue of warrants by designated
judges to authorized public officers for interception of communications on
specified grounds, where the information sought cannot reasonably be acquired
by other means. For postal articles, the judge may authorize their seizure if 1t 1S
of value to the investigation of serious crime, and such articles should be

admissible in evidence.



14. Clause 7 permits an authorized public officer to carry out an
interception without a warrant under certain conditions, but requires an
application for a warrant be made within 2 working days of the interception and

the destruction of the intercepted material if the application is refused.

15. Clause 8 specifies that a warrant can be issued only for a maximum

peniod of 6 months, and permits successive renewals of the warrant for the same

duration.

16. Clause 9 empowers the Chief Justice to designate not more than
three High Court Judges at any time for the issue of warrants.

17. Clause 10 requires authorized public officers to make safeguards

arrangements in relation to intercepted materials.

18. Clause 11 provides that intercepted materials under clauses 6 and 7
(other then a postal article expressly authorized to be seized), and materials
obtained by unlawful interception, should be inadmissible in evidence and should
not be made available to any party in any proceeding, except for the proof of

certain specified offences concerning unlawful interception.

19. Clauses 12, 13 and 14 provide for the establishment of a

Supervisory Authority and set out its functions and powers.
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20. Clause 15 and Schedule 1 provide for procedural matters before a
judge regarding the application and renewal of warrants, and those before the

supervisory authority in the case of complaints.

21. Clause 16 provides for consequential amendments to, in particular,

the Post Office Ordinance and the Telecommunication Ordinance.
PUBLIC VIEWS SOUGHT

22. Members of the public are invited to comment on all aspects of the

Bill, particularly -

(a) whether it should be introduced to regulate the interception of

communications in Hong Kong;
- (b)  whether the proposed warrant system in Part III is supported,
(c)  whether the offences and exemptions in Part Il are appro_priate;
(d)  whether the proposed safeguards in Part I'V are supported,

(e)  whether the appointment and functions of the Supervisory Authority
in Part V are supported; and

(f)  the miscellaneous and procedural matters in Part VI.
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A BILL
To

Regulate and prohibit the interception of communications and to provide for
related matters.

Enacted by the Governor of Hong Kong, with the advice and consent of
the Legislative Council thereof.

PART I

PRELIMINARY

1. Short title and commencement

(1) This Ordinance may be cited as the Interception of Communications
Ordinance.

(2) This Ordinance shall come into operation on a day to be appointed
by the Secretary for Security by notice in the Gazette.

2. Interpretation

In this Ordinance, unless the context otherwise requires—

“application” (Fi#) means an application in writing;

“Authority” (%) means the Supervisory Authority established under section
12(1); '

“authorized public officer” (EHE M LA 8) means a public officer authorized
under section 5;

“carrier” (#3%%#) means a provider of a telecommunication service and
includes the agents of the carrier;

“communication” (#3) means the contents of a communication sent from a
sender to a receiver by post or by telecommunication, but does not include
the telephone number dialled, the address of the communication, any
record maintained by the operator of the system by which the
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communication was sent or a communication sent through a computer
network;

“copy” (¥7), in relation to intercepted material, means a copy, extract or
summary of the material, whether or not in documentary form;

“designated judge” (8% E) means a judge designated under section 9;

“Intercept” (EEX) means the act of interception by a person other than the
person to whom the communication is addressed or that last-mentioned
person’s agent, and includes—

(@) for a postal article, to inspect it prior to its delivery at the
address specified on or in relation to the postal article; and

() for a communication sent by telecommunication, to record,
listen to, view or monitor the communication during its sending;

“intercepted material” (FEHAH ) means the communication intercepted
pursuant to a warrant and includes any copies, transcripts or records
made of the communication;

“judge” (¥ B) means a designated judge;

“serious crime” (BXEFE{T) means any offence punishable by a maximum
period of 1mprlsonment of not less than 7 years;

“telecommunication service” (B ARH) means the provision of facilities for use
by members of the public or by any person for the sending or reception of
messages by telecommunication;

“warrant” (F%) means a warrant issued under section 6 or 7.

PART II

PROHIBITION ON INTERCEPTION AND DISCLOSURE

3. Interception

(1) A person who intentionally intercepts a communication in the course
of its sending by post or by telecommunication commits an offence and is
liable on conviction to a fine at level 5 and to imprisonment for 2 years.

(2) Subsection (1) shall not apply to the interception of a
communication—

(@) pursuant to a warrant;

(b) that is sent by radiocommunication (other than the radio-
communication part of a fixed telecommunication network
licensed or exempted under the Telecommunication Ordinance
(Cap. 106)) and that 1s intercepted by a law enforcement agency
of the Government for the purpose of preventing, investigating
or detecting crime or for the security of Hong Kong;

(c) permitted under section 7;
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(d) for a purpose connected with the establishment, maintenance
or provision of postal or telecommunication services under the
Post Office Ordinance (Cap. 98) or the Telecommunication
Ordinance (Cap. 106) or with the enforcement under, or of the
provisions of, an enactment relating to those. services;

(¢) being the examination of any postal packet under section

' 20(1)(f) or 35(3) of the Import and Export Ordinance (Cap. 60);

(f) being the re-direction, sending or delivery of any matter
pursuant to an order under section 28 of the Bankruptcy
Ordinance (Cap. 6);

(g) being any interception to which a party to the communication
has consented or to which the person who intercepts reasonably
believes that such a party has consented;

(h) being assistance or support provided by a carrier or an employee
of a carrier to the Government in connection with an
interception authorized under this Ordinance; or

(i) being any interception made pursuant to an Aviation Security
Programme drawn up under section 27(1) of the Aviation
Security Ordinance (52 of 1996). '

(3) The Postmaster General and his agents shall give such assistance in
connection with the interception of postal articles under this Ordinance as the
Governor directs in writing.

(4) A carrier shall give such assistance in comnection with the
interception of telecommunications under this Ordinance as the Governor
directs in writing.

(5) A carrier who fails to comply with a direction of the Governor under
subsection (4) commits an offence and is liable on conviction to a fine at
level 5.

(6) The time limited for making a complaint in respect of an offence
against subsection (1) or (5) is 3 years from the time when the matter of the
complaint arose.

4. Prohibition on disclosure of
intercepted messages

(1) A specified person who otherwise than in the course of his duty
discloses to any person—
(a) the contents of any message which has been intercepted; or
(b) any information obtained in connection with an interception
concerning details of the use made of telecommunication services
provided for any other person by a carrier without the consent
of the other person, '




E44 INTERCEPTION OF COMMUNICATIONS BILL

commits an offence and is liable on conviction to a fine at level 5 and to
imprisonment for 2 years.

(2) A person (other than a specified person) who-—

(a) discloses to any person—
() the contents of any message which has been intercepted; or
(ii) any information obtained in connection with an
interception concerning details of the use made of
telecommunication services provided for any other person
by a carrier without the consent of the other person; and
(b) knows or has reasonable grounds to believe that—
(1) where paragraph (2)(i) is applicable, the message has been
intercepted;
(1) where paragraph (a)(ii) is applicable, the information has
been obtained in connection with an interception,
commits an offence and is liable on conviction to a fine at level 5 and to
imprisonment for 2 years.

(3) Subsection (1) or (2) shall not apply to a disclosure—

(@) which is made for preventing, investigating or detecting crime;

(b) which falls within subsection (1)(a) or (2)(a) and which is made
in relation to the execution of a warrant; or

(¢) which falls within subsection {1)(b) or (2)(b) and which is made
in the interests of the security of Hong Kong or pursuant to an
order of court.

(4) In this section, “specified person” (¥§§ A L) means—

(a) a carrier;

() an employee of a carrier; or

(¢) a person belonging to a class of persons declared under
subsection (5) to be a class of persons for the purposes of this
definition.

(5) The Secretary for Security may, by notice in the Gazette, declare a
class of persons specified in the notice to be a class of persons for the purposes
of the definition of “specified person”.

(6) A notice under subsection (5) is subsidiary legislation.

PART III

WARRANTS

5. Authorized public officers

The Governor may authorize a public officer of not less than directorate
rank or equivalent to apply to a judge for a warrant.
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6. Warrants for interception

(1) A judge may issue a warrant authorizing the interception of—

(@) such communications as are sent to or from one or more
addresses specified in the warrant, being an address or addresses
likely to be used for the transmission of communications to or
from—

(i) one particular person specified or described in the warrant;
or
(i) one particular set of premises so specified or described; and

(b) such other communications (if any) as it is necessary to intercept
in order to intercept communications falling within paragraph (a).

(2) A warrant may be issued only on application by an authorized public
officer and only for a purpose specified in subsection (4).

(3) A judge shall not issue a warrant unless he is satisfied that the
information which is sought to be acquired by executing the warrant cannot
reasonably be acquired by other means.

(4) A judge may issue a warrant for one or more of the following
purposes, but no other—

(a) for preventing, investigating or detecting serious crime where
there is reasonable cause to believe that the interception is likely
to uncover useful information leading (whether by itself or
together with anything clse) to a suspect or an arrest in respect of
serious crime; or

(b) for the security of Hong Kong where the interception of
communication is likely to be of substantial value in furthering
the purpose. :

(5) In issuing a warrant for a postal article, a judge may authorize the
seizure of the postal article, on the application of an authorized public officer,
on being satisfied, on the basis of information provided by the authorized
public officer, that there is a reasonable cause to believe that the postal article
is of value to the investigation of serious crime that has been committed or that

is reasonably suspected of having been or is about to be or is intended to be
committed.

7. Application for warrant after interception

(1) Where an authorized public officer—
(a) is unable to apply under section 6 for a warrant, because of the
urgency of the situation; and
(b) believes on reasonable grounds that an interception s

immediately necessary to detect or investigate serious crime oOr
prevent its occurrence,
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he may authorize in writing a person to carry out the interception without a
warrant or carry out the interception himself.

(2) Where an interception takes place under subsection (1), an
authorized public officer shall within 2 working days of the interception, apply
to a judge for a warrant for the interception.

(3) If an application under subsection (2) is refused, the authorized
public officer concerned shall as soon as practicable stop the interception and
destroy the intercepted material (if any).

8. Duration and renewal of warrants

(1) A warrant ceases to have effect at the expiry of 6 months from its
issue.

(2) An authorized public officer may apply to a judge for the renewal
of an initial warrant or a warrant renewed under this section, before its
expiration.

(3) The judge may renew the warrant for a further period not exceeding
6 months if he is satisfied that the grounds on which it was issued still exist.

PART IV

SAFEGUARDS FOR INTERCEPTED MATERIAL

9. Designated judges

(1) The Chief Justice may designate a High Court judge to issue
warrants.

(2) The number of designated judges shall not exceed 3 at any time.

(3) A warrant may be issued only by a designated judge.

- 10. Safeguards

An authorized public officer shall make arrangements (o ensure that the
following requirements are satisfied—
(@) that the following are limited to the minimum that is necessary
having regard to the purposes specified in section 6(4)—
(i) the extent to which the intercepted material is disclosed;
(ii) the number of persons to whom any of the intercepted
material is disclosed,;
(iii) the extent to which the intercepted material is copied; and
(iv) the number of copies made of any of the intercepted
material; and
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(b) the intercepted material is destroyed (or, in the case of a postal
article, otherwise disposed of) as soon as its retention 1s not
necessary for any of those purposes, including any criminal
proceedings arising from any of those purposes.

11. Non-admissibility of intercepted material

(1) Intercepted material and information obtained by interception under
section 6 or 7 or unlawful interception (other than a postal article expressly
authorized under section 6(5) to be seized under a warrant) shall not be
admissible in evidence in any proceedings before a court or tribunal other
than to prove that an offence under section 3(1) or 4(1)a) or 2Xa)(1), or
section 24(c) or (d) of the Telecommunication Ordinance (Cap. 106), has been
committed. '

(2) Any intercepted material and any particulars as to an interception
(other than a postal article expressly authorized under section 6(5) to be seized
under a warrant) shall not be made available to any party to any proceedings,
including the prosecution in any criminal proceedings.

(3) In any proceedings before any court or tribunal--

(a) evidence which tends to suggest that a warrant has been or is to
be issued to an authorized public officer (other than a warrant
expressly authorizing a postal article to be seized under section
6(5)) shall not be adduced; and

(b) a question which tends to suggest that a warrant (other than a
warrant expressly authorizing a postal article to be seized under

: section 6(5)) has been issued shall not be asked.

(4) This section shall not be construed to preclude the admissibility in
evidence of any intercepted material which is—

(a) an item the possession, custody or control of which is an offence;
or

(b) a postal article seized under a warrant issued on an application
under section 6(5).

PART V

APPOINTMENT AND FUNCTIONS OF
SUPERVISORY AUTHORITY

12. Supervisory Authority

(1) There is hereby established an authority, to be known as the
Supervisory Authority, for the purposes of this Ordinance.
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(2) The Governor shall appoint a Justice of Appeal, from amongst
nominations submitted to him by the Chief Justice, to be the Authority for 3
years or such lesser period as is specified in the appointment.

(3) The Authority shall—

(a) keep under review the issue of warrants and their proper
execution;

(b) review the adequacy of arrangements made for the purposes of
section 10;

(¢) perform such other functions as are imposed on him under this
Ordinance.

(4) A Justice of Appeal whose appointment as the Authority has expired
may be reappointed to be the Authority.

13. Examinations by Authority

(1) A person who believes that any communication sent to or by him has
been intercepted in the course of its sending by means of the post or
telecommunication may apply to the Authority for an examination under this
section.

(2) Where the Authority receives an application, he shall, subject to
section 15(3), ascertain whether or not—

(a) a warrant has been 1ssued in relation to the interception (if any);
and

(b) any provision of this Ordinance relating to the warrant has been
contravened. :

(3) If on an examination the Authority, applying the principles
applicable by a court on an application for judicial review, concludes that a
public officer in the purported exercise of his duties or a Department or other
agency of the Government has contravened a provision of this Ordinance,
he—

(a) shall give notice to the applicant stating that conclusion; and
(b) may, if he thinks fit, make an order for one or more of the
following purposes—
(1) quashing the relevant warrant;

(1) directing the destruction of copies of the mtercepted
material;

(i) ordering the payment by the Government to the applicant
of such sum as is specified in the order, by way of
compensation.

(4) A sum ordered as compensation under subsection (3)(b)(111) may
include compensation for injury to feelings.

(5) The Authority may award as compensation an amount that he, in his
discretion, considers to be approprate.
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(6) Where on an examination, the Authority comes to a conclusion other
than that referred to in subsection (3), he shall give notice to the applicant that
there has not been any contravention of any provision of this Ordinance.

(7) The Authority, to perform his functions under this Ordinance-—

(@) has the power to examine any matter in which a warrant has
been issued; and

(b) has access to any official document relating to the warrant or the
application for the warrant, including the material intercepted.

(8) An examination by the Authority shall be carried out in private and
counsel and solicitors do not have any right of audience before the Authority,
but may appear before him if he thinks fit.

(9) A public officer shall disclose or give to the Authority the documents
or information the Authority requires to perform the Authority’s functions
under this Ordinance.

(10) The Authority—

(a) shall perform his functions (except his functions under section
14) in such a way as to secure that no document or information
which is disclosed or given to the Authority is disclosed or given
to any person (including an applicant under subsection (1)) or
an authorized public officer, without the consent of the person
who disclosed or gave it to the Authority;

(p) shall not give reasons for any decision made by him; and

(¢) subject to section 15(2), may determine the procedure to be
adopted in performing his functions.

(11) The decision of the Authority (including any decision as to its
jurisdiction) is not subject to appeal or liable to be questioned in any court.

14. Reports by Authority

(1) The Authority shall report to the Governor as to the number of
warrants issued and the duration of a warrant, on an average, and the number
of extensions granted during the period reported on.

(2) The report shall be submitted within 3 months of the expiry of each
12 months period occurring after the commencement of this section.

(3) The Governor shall cause a report furnished to him under this section
to be laid on the table of the Legislative Council.
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PART VI

MISCELLANEOQUS

15. Procedural matters, etc.

(1) The provisions of Part 1 of Schedule 1 shall be applicable to and in
relation to applications under Part 111 for—
(a) the issue of warrants; and
(b) the renewal of initial warrants and warrants renewed under Part
I1I.
(2) The provisions of Part 2 of Schedule 1 shall be applicable to and in
relation to applications under section 13 for examinations under that section.
(3) The Authority may refuse to carry out an examination under section
13 in relation to any application under that section which falls within a ground
specified in Part 3 of Schedule 1.
(4) The Governor In Council may, by notice in the Gazette, amend
Schedule 1. :
(5) Without prejudice to the generality of subsection (4), the power
under that subsection shall extend generally to regulating procedure before a
judge and the Authority.

16. Consequential amendments

The enactments specified 1n Schedule 2 are amended as set out in that
Schedule.

SCHEDULE 1 [s. 15]

PROCEDURE BEFORE JUDGE AND AUTHORITY AND GROUNDS
ON WHICH EXAMINATION MAY BE REFUSED

PART 1

PROCEDURE BEFORE JUDGE
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PART 2

PROCEDURE BEFORE AUTHORITY

PART 3

GROUNDS ON WHICH AUTHORITY MAY REFUSE TO CARRY OUT
EXAMINATION UNDER SECTION 13 oF THIS ORDINANCE

SCHEDULE 2 [s. 16]

CONSEQUENTIAL AMENDMENTS
Post Office Ordinance

I.  Warrant of Chief Secretary for opening
and delaying postal packets

Section 13 of the Post Office Ordinance (Cap. 98) is repealed.

2. Disposal of postal packets opened
under section 10 or 12

Section 14 is amended by repealing “, 12 or 13” and substituting “or 12”.

3.  Extension of sections 12 and 14 to articles
not transmissible by post

Section 15 is amended by repealing “, 137,
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Post Office Regulations

4. Regulation amended

Regulation 10 of the Post Office Regulations (Cap. 98 sub. leg.) is amended by repealing “, 12,
or 13” and substituting “or 127.

Telecommunication Ordinance

5. Penalty for contravention of order
under section 33

Section 30 of the Telecommunication Ordinance (Cap. 106) is repealed.

6. Power of Governor to prohibit
transmission of messages, etc.

Section 33 is repealed.

Emergency Powers (Extension and Amendment
Incorporation) Ordinance

7. Compensation (Defence) Regulations

Regulation 2(1) of the Compensation (Defence) Regulations in the First Schedule to the
Emergency Powers (Extension and Amendment Incorporation) Ordinance (Cap. 251) is amended,
in the definition of “emergency powers —

(a) in paragraph (a), by adding “or” at the end;
(b) in paragraph (b), by repealing “; or” and substituting a comma,
(¢) by repealing paragraph (c).

Explanatory Memorandum

The object of this Bill is to regulate the interception of communications
(which is defined for the purposes of the Bill) by prohibiting interception other
than in the circumstances specified m the Bill.

7 Clause 1 enables the Secretary for Security to bring the Bill into force on
a date or dates appointed by him.

3 Clause 2 contains the definitions with reference to which the provisions
of the Bill are to be interpreted. Under this clause, for the purposes of the Bill—
communication is defined as a message sent by post or by
telecommunication;
intercept means the act of interception and includes inspection of postal
articles and listening, —monitoring, viewing and recording
telecommunication messages;
sending by telecommunication does not include sending by computer
network. '
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4. Clause 3 prohibits the interception of any communication while it is
being sent, except in the circumstances provided for in the Bill. The
prohibition does not apply where the interception is under a warrant under
the Bill or for purposes connected with the provision of postal or telecom-
munication services, examining postal packets pursuant to the Import and
Export Ordinance (Cap. 60) or an order under the Bankruptcy Ordinance

(Cap. 6) or where a party to the communication has consented to the
interception.

5. Clause 4 prohibits a person from disclosing the contents of an intercepted
message or information concerning details of the use of the services provided
for any other person.

6. Clause 5 empowers the Governor to authorize public officers of not
less than directorate rank to apply for warrants under the Bill. Clause
6 empowers a judge designated by the Chief Justice to issue a warrant
authorizing interception. It also sets out the only purpose for which a warrant
may be issued, being for preventing, investigating or detecting serious crime
or for the security of Hong Kong. A judge may issue a warrant only if he
is satisfied that the information sought to be acquired cannot reasonably
be acquired by other means. For postal articles, the judge may authorize
their seizure if the postal article is of value to the investigation of serious crime.

7. Clause 7 permits an authorized public officer to carry out an interception
without a warrant if he is unable to apply for a warrant because of the urgency
of the situation and he has reasonable grounds to believe that the interception
is immediately necessary to, inter alia, prevent serious crime. However, he has
to make an application for a warrant within 2 working days of the interception
and destroy the intercepted material if the application is refused.

8. Clause 8 states that a warrant can be issued only for a maximum period of

"6 months and permits successive renewals of the initial warrant, each for a

period not exceeding 6 months.

9. Clause 9 empowers the Chief Justice to designate not more than 3 judges
at any time for the purpose of issuing warrants.

10: Clause 10 requires authorized public officers to devise safeguards to
ensure that the extent to which and the number of people to whom the
intercepted material is disclosed, the number of copies made of it is limited to
the minimum that is necessary having regard to the purposes specified in clause
6(4). The intercepted material and copies of it are required to be destroyed or

otherwise disposed of as soon as their retention is not necessary for those
purposes.
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11. Clause 11 provides that any intercepted material or copies of it are
inadmissible in proceedings other than to prove the offence of unlawful
interception (other than a postal article expressly authorized under clause
6(5) to be seized under a warrant). No intercepted material or record or copy
is to be provided to the parties to any proceedings. No evidence may be
adduced in any proceedings which suggests that a warrant has been issued to a
public officer. However, this clause does not prevent, inter alia, the

admissibility of evidence of any intercepted material where the possession of it
is an offence.

12. Clause 12 provides for the establishment of the office of a Supervisory
Authority (who is to be a Justice of Appeal appointed by the Governor from
amongst nominations submitted by the Chicf Justice) to review the issue of
warrants and the adequacy of the safeguards required under clause 10. Under
clause 13 the Authority is given power to examine any complaint by a person
that his communications have been intercepted. The Authority has power after
examining a complaint to quash the relevant warrant, direct the destruction of
the material and order compensation to the complainant. Under this clause
the Authority has access to the material and documents relevant to the

examination and public officers are placed under a duty to provide him with
information.

13. Clause 14 requires the Authority to furnish to the Governor a report
containing information on the issue of warrants and their renewal, for every
period of 12 months after the commencement of the clause. The Governor is to
table the reports in the Legislative Council.

14. Clause 15 and Schedule 1 provide for procedural matters before a judge
(in the case of warrants) and the Authorty (in the case of complaints). It
should also be noted that Part 3 of that Schedule sets out the grounds on which
the Authority may refuse to carry out an examination under clause 13.

15. Clause 16 and Schedule 2 provide for consequential amendments to,
inter alia, the Post Office Ordinance (Cap. 98), the Telecommunication
Ordinance (Cap. 106) and the Emergency Powers (Extension and Amendment
Incorporation) Ordinance (Cap. 251).




Appendix B

Telecommunication Ordinance {Cap 106)

33. ~Power of Governor to prohibit
transmission of messages, etc.

Whenever he considers that the public interest so requires, the Governor,
or any public officer authorized in that behalf by the Governor either generally
or for any particular occasion, may order that any message or any class of
messages brought for transmission by telecommunication , shall not be
transmitted or that any message or any class of messages brought for trans-
mission, or transmitted or received or being transmitled, by telecommuni-
cation shall be intercepted or detained or disclosed to the Government
or to the public officer specified in the order.

Post Office Ordinance {(Cap 98)

13. Warrant of Chief Secretary for opening
and delaying postal packets

(1) Tt shall be lawful for the Chief Secretary to grant a warrant
authorizing the Postmaster General, or authorizing any or all the officers of the
Post Office, to open and delay any specified postal packet or all postal packets
of any specified class or all postal packets whatsoever.

(2) 1t shall be lawful for the Postmaster General to delay any postal

packet for such time as may reasonably be necessary for the purpose of
oblaining a warrant under this section.
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HONG KONG
ORDINANCE No. 109 oF 1997
I assent.
Christopher PATTEN,
Governor.

29 June 1997

An Ordinance to provide laws on and in connection with the interception of
communications transmitted by post or by means of a telecommunication
system and to repeal section 33 of the Telecommunication Ordinance.

[ ]

Enacted by the Governor of Hong Kong, with the advice and consent of
the Legislative Council thereof.

PART I

PRELIMINARY

1. Sheort title and commencement

(1) This Ordinance may be cited as the Interception of Communications
Ordinance.

(2) This Ordinance shall come into operation on a day to be appointed
by the Governor by notice in the Gazette.

2. Interpretation

In this Ordinance, unless the context otherwise requires—

“authorized officer” (#{%# A 8) means an officer who has been authorized by
a court order to intercept a communication in the course of its
transmission by post or by means of telecommunication system through
the use of any electro-magnetic, acoustic, mechanical or other device;

“communication” (#if) means postal or telecommunication;

“electro-magnetic, acoustic, mechanical or other device” (ERE - 5 - #HmxE
fti4€ &) means any device or apparatus that is used or is capable of being
used to intercept a telecommunication, but does not include a hearing aid
used to correct subnormal hearing of the user to not better than normal

hearing,;
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“intercept” (#HR) means the aural or other acquisition of the contents of any
postal communication, telecommunication, or telecommunication
through the use of any eleciro-magnetic, acoustic, mechanical or other
device;

“intercepted material” (HEIAIHH) means the contents of any postal
communication or telecommunication that has been obtained through
interception;

“law enforcement officer” (¥ AR) means any police officer and any officer
appointed—

{a) under the Customs and Excise Service Ordinance (Cap. 342);

{(5) under section 8 of the Independent Commission Against
Corruption Ordinance (Cap. 204);

{¢) by the Immigration Department; or

() by the Correctional Services Department;

“person” (A} includes any organization and any association or combination of
PErsons;

“serious crime” (B EETT) means any offence punishable by a maximum
period of imprisonment of not less than 7 years;

“telecommunication” (&) has the same meanings as in section 2 of the
Telecommunication Ordinance (Cap. 106).

PART 11

PROHIBITION ON INTERCEPTION OF COMMUNICATIONS

3. Prohibition on interception

(1) Subject to the provisions of this section, a person who intentionally
intercepts a communication in the course of its transmission by post or by
means of telecommunication system shali be guilty of an offence and liable on
summary conviction to a fine at level 4 and to imprisonment for 2 years.

{2) A person shall not be guilty of an offence under this section if—

(z) the communication is intercepted pursuant to a court order
given under section 4; or

(b) that person has reasonable grounds for believing that the person
to whom, or by whom the communication is made, has
consented to the interception.

(3) A person shall not be guilty of an offence under this section if—

(¢) the communication is intercepted in accordance with the Post
Office Ordinance (Cap. 98), or

() the communication is intercepted in accordance with the
Telecommunication Ordinance (Cap. 106).
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(4) Inany proceedings against a person for an offence under this section,
it shall be a defence to the accused to prove that the interception was
conducted in good faith for the purpose of revealing a serious threat to public
order or to the health and safety of the public.

PART III

AUTHORIZATION FOR INTERCEPTION OF COMMUNICATIONS

4.  Authorization for interception

(1} Subject to the provisions of this section, a judge of the High Court
may make a court order authorizing a person named in the court order to
intercept, in the course of its transmission by post or by means of a
telecommunication system, such communications as are described in the order.

(2) An order shall not be made under this section unless it is necessary—

(a) for the purpose of preventing or detecting a serious crime; or
(b) in the interest of the security of Hong Kong.

(3) In deciding whether it is necessary to make an order, the judge shall
determine that—

(@) there are reasonable grounds to believe that an offence is being
committed, has been committed or is about to be committed;

() there are reasonable grounds to believe that information
concerning the offence referred to in paragraph (a) will be
obtained through the interception sought;

(¢) all other methods of investigation have been tried and have
failed, or are unlikely to succeed; and

(<) there is good reason to believe that the interception sought will
result in a conviction.

5. Application for authorization

(1) An application to the High Court for an order authorizing the
interception of communications under section 4 may only be made by—

(a) any officer of the Royal Hong Kong Police Force of or above
the level of superintendent;

(b) any senior officer of the Customs and Excise Service as defined
in section 2 of the Customs and Excise Service Ordinance (Cap.
342);

(c) any investigating officer authorized by the Commissioner of the
Independent Commission Against Corruption and who is
appointed under section 8 of the Independent Commission
Against Corruption Ordinance (Cap. 204);
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(d) any senior officer of the Immigration Department; or

(e) any senior officer of the Correctional Services Department.

(2) An application for authorization shall be made ex parte and in
writing to a judge of the High Court in Chambers and shall be accompanied by
a sworn affidavit deposing to the following matters—

(a) the name and rank of the officer making the application;

(b) particulars of the offence or offences under investigation;

{c) the name and address of the person who is believed to have
committed, is committing or is about to commit the offence or
offences under paragraph () and whose communications are to
be intercepted for the purpose of investigating that offence;

(d) a description of the nature and location of the facilities from
which or the place where the communication is to be intercepted;

(e) the type of communication sought to be intercepted and the
method of interception to be used;

(/) whether he wishes for a person authorized under the Post Office
Ordinance (Cap. 98) or the Telecommunication Ordinance (Cap.
106) to assist him with the interception;

(g} what other investigative methods have been used and why they
have failed or are unlikely to succeed;

(h) the duration of the interception; and

(/) particulars of any previous application involving the same
person.

(3) Where a serious threat of death or bodily harm to a person exists and
it is impracticable to make an application for an order authorizing the
interception of communications in accordance with subsection (2}, an officer
listed in subsection (1), with the written permission of—

(a) the Commissioner of Police, where the officer involved is an
officer of the Royal Hong Kong Police Force;

() the Commissioner for Customs and Excise Service, where the
officer involved is a senior officer of the Customs and Excise
Service;

{(c) the Commissioner of the Independent Commission Against
Corruption, where the officer is an officer of the Independent
Commission Against Corruption;

{d) the Director of Immigration, where the officer is an officer of the
Immigration Department; or

{e) the Commissioner of Correctional Services, where the officer is
an officer of the Correctional Services Department,

may intercept a communication without prior authorization.
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(4) Where an interception under subsection (3) occurs, unless the officer
conducting the interception makes an application for authorization in
accordance with subsections (1) and (2) within 48 hours from the beginning of
the interception giving—

(@) the reasons for not making an application prior to interception;
and
(b) a copy of the written permission given by—
(1) the Commissioner of Police, where the officer involved is an
officer of the Royal Hong Kong Police Force;

(i) the Commissioner for Customs and Excise Service, where
the officer involved is an officer of the Customs and Excise
Service;

(i) the Commissioner of the Independent Commission Against
Corruption, where the officer involved is an officer of the
Independent Commission Against Corruption;

{(iv) the Director of Immigration, where the officer is an officer
of the Immigration Department; or

(v) the Commissioner of Correctional Services, where the
officer is an officer of the Correctional Services
Department,

the interception shall be deemed unlawful under section 3.

(5) Any interception which is conducted pursuant to subsection (3) shall
immediately terminate when the communication sought is obtained or when an
application for authorization is denied, whichever is earlier.

(6) Where an application for authorization under subsection (4) is
denied, the intercepted material shall be destroyed immediately.

PART IV

THE COURT ORDER

6.  Scope of the court order

(1) A court order authorizing the interception of communications, oral
or otherwise, pursuant to section 4 shall specify—
(@) the name and rank of the authorized officer;
(b) the offence or offences in respect of which communications may
be intercepted:
(¢) the name and address of the person whose communications are
to be intercepted;
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(d) the type of communication that may be intercepted and the
method of interception used;

(e) whether or not the authorized officer can engage a person
authorized under the Post Office Ordinance (Cap. 98) or the
Telecommunication Ordinance (Cap. 106) in the course of his
duty to assist in the interception;

(/) the nature and location of the facilities from which or the place
where the communication is to be intercepted;

(g) the duration for which the interception is authorized; and

() subject to section 9, to whom the intercepted material may be
disclosed to.

(2) For the purposes of subsection (1)(4), a judge shall only authorize
that the intercepted material be disclosed to those other law enforcement
officers who are involved in the investigation of that offence or those offences
specified in subsection (1)(b).

(3) Any interception that does not comply with the terms of the court
order shall be unlawful under section 3.

(4) Any authorization under a court order to intercept a communication
shall be valid only for as long as it is necessary to achieve the purpose of the
interception or, in any event, for a period not exceeding 90 days, after which,
the said interception shall be deemed unlawful in accordance with section 3
unless its renewal is authorized under subsection (6).

{5) An application for renewal of a court order by the authorized officer
shall be made ex parte and in writing to a judge of the High Court in
Chambers and shall be accompanied by a sworn affidavit stating—

(@) the reason and period for which the renewal is required;

(b) details of the times, dates and the type of interception conducted
under the court order, and of such information obtained from
the said interceptions; and

{c} particulars of any previous applications involving the same
person.

(6) The judge may renew a court order only once for a period not
exceeding 90 days, after which time, any continued interception shall be
deemed unlawful under section 3.

7. Termination of court order

(1} Where a court order has been terminated by the judge or has expired
and has not been renewed, all intercepted material obtained under that court
order shall be placed in a packet and sealed by the authorized officer, and that
packet shall be kept away from public access.
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(2) Where a charge is laid against the person named in the court order,
the authorized officer shall notify the judge who may order the release of the
intercepted material to the prosecutor where the latter intends to tender the
intercepted material as evidence in criminal proceedings.

(3) Where the prosecutor intends to tender the intercepted material as
evidence in criminal proceedings, he shall notify the accused of this intention at
least 10 days before the trial date and furnish him with—

(@) a copy of the application made under section 5;
(b} a copy of the court order;
(¢) a copy of the application for renewal of the court order, if any.

(4) Any information obtained by an interception that, but for the
interception, would have been privileged remains privileged and inadmissible
as evidence without the consent of the person enjoying the privilege.

(5) Where no charge is laid against the person named in the court order
within 90 days of the termination of a couri order, the court shall inform the
authorized officer of its intention to—

(a) destroy the intercepted material in the sealed packet; and
(by notify the person named in the order that his communications
have been intercepted,
and shall give the authorized officer 5 days to inform the court whether or not
he wishes to challenge the court’s intentions.

(6) Where the authorized officer wishes to challenge the court’s
intentions stated in subsection (5)(a) or (b), he shall in writing provide the
judge with his reasons for opposing the court’s said intentions and it shall
remain within the judge’s discretion whether or not to accept these reasons.

(7) Where—

(@) the authorized officer does not inform the court of his intention
to challenge the court’s intentions stated in subsection (5)(a) or
() within 5 days; or
() after considering the authorized officer’s reasons for preventing
the court from carrying out its intentions, the court decides not
to accept his reasons,
the court shall order that all intercepted material in the sealed packet be
destroyed immediately and shall notify the person named in the order that his
communications have been intercepted, providing in the notice details on—
(i) the type of communication that was intercepted;
{ii) the time and date of each interception; and
{ii) the reasons for conducting the interception.

(8) Where the judge exercises his discretion not to order the destruction
of intercepted material, he may make an order to specify the period for which
the intercepted material will remain undestroyed.
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PART V

SAFEGUARDS FOR INTERCEPTED MATERIAL

8. Safeguards

An authorized officer shall make arrangements to ensure that the
following requirements are satisfied— '
(@) that the following are limited to the minimum that is necessary
having regard to the purposes specified in section 4(2)—
(1) the extent to which the intercepted material is disclosed:;
(i) the number of persons to whom any of the intercepted
material is disclosed;
(iii) the extent to which the intercepted material is copied; and
{iv) the number of copies made of any of the intercepted
material; and
{(£) the intercepted material is destroyed as soon as its retention is
not necessary for any of those purposes, including any criminal
proceedings arising from any of those purposes or an order is
made under section 7(7).

PART VI

DISCLOSURE AND ADMISSIBILITY OF EVIDENCE

9. Disclosure and admissibility of evidence

(I} A person who intentionally discloses to any other person any
intercepted material knowing or having reason to believe that the material was
obtained through the interception of a communication in violation of section 3
shall be guilty of an offence and liable on summary conviction to a fine at level
4 and to imprisonment for a term not exceeding 2 years,

(2) In any proceedings, if it is represented to the court that the
intercepted material relied on by the prosecution as evidence against the
accused was or may have been obtained in violation of section 3, the court
shall not allow the material to be given as evidence against the accused unless
the prosecution proves beyond reasonable doubt that the material was not
obtained as aforesaid.
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(3} The court can of its own motion require the prosecution to prove that
the intercepted material was not obtained in violation of section 3.

(4) A person who is authorized under section 4 to intercept a
communication, oral or otherwise, shall not disclose the intercepted material to
any other person or persons save those named in the court order under section
6(1)(h).

(5) A person who receives any intercepted material under section 6(1)(#)
and intentionally discloses the material to any other person who is not named
in section 6(1)(k) shall be guilty of an offence and liable to a fine at level 4 or
to imprisonment for 2 years or both.

(6) A person who intercepts a communication in accordance with the
Post Office Ordinance (Cap. 98) or the Telecommunication Ordinance (Cap.
106) who otherwise than in the course of duty, or in assisting an authorized
officer under a court order, intentionally discloses to any person any of the
intercepted material shall be guilty of an offence.

(7) Subsections (1), (#), (5) and (6) do not apply to a person who
discloses the intercepted material for the purposes of giving evidence in any
proceedings.

(8) In any proceedings, the court may refuse to admit intercepted
material as evidence against the accused if it appears to the court that having
regarded to all the circumstances, including the grounds upon which the
interception was authorized and the application procedure for the
authorization, the admission of the evidence would have such an adverse effect
on the fairness of the proceedings that the court ought not to admit it.

PART VII

REMEDIES

10. Remedies

(1) This Part applies to an interception of a communication in the course
of its transmission by post or by means of telecommunication system through
the use of any electro-magnetic, acoustic, mechanical or other device in
contravention of section 3.

(2) For the purposes of this Part, a person is an aggrieved person if and
only if—

{a) the person was a party to the communication; or
(b} the communication was made on the person’s behalf.
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(3) If a person (“the defendant”)—

{a) intercepted 2 communication in contravention of section 3; or

(b) disclosed intercepted material to another person in
contravention of section 9(1) or (5),

a court may, on the application of an aggrieved person, grant the aggrieved

person remedial relief in respect of the interception or the disclosure of

intercepted material by making such orders against the defendant as the court

considers appropriate. '

(4) If a court convicts a person (“the defendant”) of —

{(a) an offence under section 3: or

(b) an offence under section 9(1) or (5),
the court may, on the application of an aggrieved person, grant the aggrieved
person remedial relief in respect of the interception or the disclosure of the
intercepted material by making such orders against the defendant as the court
considers appropriate.

(5) Without limiting the orders that may be made under this section
against a person (“the defendant™), a court may make an order of one or more
of the following kinds—

(@} an order declaring the interception or the disclosure of
intercepted material, as the case requires, to have been unlawful;

(b) an order that the defendant pay to the aggrieved person such
damages, including punitive damages, as the court considers
appropriate; or

{¢) an order in the nature of an injunction.

(6) Without limiting the orders that may be made by a court under this
section, an order may—

(@) include such provisions as the court considers necessary for the
purposes of the order; and

(b} be made either unconditionally or subject to such terms and
conditions as the court determines.

(7) A court may revoke or vary an order in the nature of an Injunction
made by the court under this section.

{8} An application under subsection (3) for the grant of remedial relief is
to be made within 6 years from the date on which the aggrieved person
discovered the interception, or the disclosure of the intercepted material, as the
case may be,

(9) An application under subsection (4) for the grant of remedial relief is
not subject to any limitation period, but must be made as soon as practicable
after the conviction concerned.
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PART VHI

PoweR TO OBTAIN INFORMATION

Ii. Power to obtain information

The Legislative Council may at any time require the Secretary for Security
to provide, for any specified period, the following information, namely—

(@) the number of interceptions authorized and denied;

(b} the nature and location of the facilities from which and the place
where the communications have been intercepted,;

(¢) the major offences for which interception has been used as an
investigatory method;

(d) the types of interception methods used;

(e) the number of persons arrested and convicted as a result of
interceptions;

{f) the average duration of each interception; and

{g) the number of renewals sought and denied.

Consequential Amendments

Post Office Ordinance

12. ‘Warrant of Chief Secretary for opening
and delaying postal packets

Section 13 of the Post Office Ordinance (Cap. 98) is repealed.

13. Disposal of postal packets opened
under section 10 or 12

Section 14 is amended by repealing “section 10, 12 or 13” and substituting
“section 10 or 127,

14. Extension of sections 12 and 14 to
articles not transmissible by post

Section 15 is amended by repealing “sections 12, 13 and 14" and
substituting “sections 12 and 147,
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Post Office Regulations

15. Regulatioﬁ amended

Regulation 10 of the Post Office Regulations {Cap. 98 sub. leg.) is
amended by repealing “, 12, or 13” and substituting “or 12”.

Telecommunication Ordinance

16. Penalty for contravention of
order under section 33

Section 30 of the Telecommunication Ordinance (Cap. 106) is repealed.

17. Power of Governor to prohibit
transmission of messages, etc.

Section 33 is repealed.
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Legislative Council Secretariat

Regulation of Interception of Communications
in Selected Jurisdictions

Appendix IV

A comparison of the warrant systems for interception of communications in the HKSAR, the UK, the US and Australia

Types of warrants

Issuing authorities

HKSAR

No special classification of warrants.

Under the Telecommunication Ordinance, all interceptions
are ordered by the head of government; and

Both IOCO and the White Bill propose that all
interception orders are issued by High Court Judges.

UK

Normal warrants specify a person or a single set of
premises; and

Certificated warrants apply solely to
communications outside the UK.

external

All warrants are issued by the Home Secretary.

us

Title 111 court orders authorize interception of contents of
communications for law enforcement purposes;

FISA court orders authorize interception of contents of
communications of foreign powers and their agents within
the US for national security purposes; and

Pen/Trap court orders are issued to intercept non-content
information of communications.

Title 111 and Pen/Trap orders are issued by Judges of US
District Courts or US Court of Appeals; and

FISA orders are issued by the FISA Court.

Australia

Law enforcement warrants are issued for law enforcement
purposes; and

National security warrants are issued for national security
purposes.

National security warrants are issued by the
Commonwealth Attorney-General or the Director-General
of Security; and

Law enforcement warrants are issued by eligible Judges or
nominated Administrative Appeals Tribunal members.

Research and Library Services Division
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Legislative Council Secretariat

Regulation of Interception of Communications

in Selected Jurisdictions

Appendix 1V (cont'd)

Application procedures

Major grounds on which warrants are issued

HKSAR

Under the Telecommunication Ordinance, only the head of
government can order, or authorize any public officer to
order, interception;

I0CO proposes that applications must be made by senior
law enforcement officers; and

The White Bill proposes that only public officers of not
lower than directorate rank or equivalent authorized by the
head of government can apply for warrants.

Under the Telecommunication Ordinance, whenever the
head of government considers that the public interest
requires;

IOCO proposes that court orders are required for
preventing or detecting serious crimes or in the interest of
the security of the HKSAR; and

The White Bill proposes that a warrant can be issued only
for the purpose of preventing, investigating or detecting
serious crimes, or the security of the HKSAR.

UK

Applications must be made by the heads of law
enforcement or security agencies.

Warrant applications must meet the "necessity” and
"proportionality" tests.

U

Title Il and FISA applications must be authorized by
high-level judicial officials. Pen/Trap applications can be
made by any attorney for the federal government.

Title 11l and FISA applications must meet the "probable
cause" test, while Pen/Trap applications are not required
to do so.

Australia

Applications for law enforcement warrants must be made
by eligible authorities. Applications for national security
warrant can be made only by the Director-General of
Security.

Law enforcement warrants can be issued only for the
investigation of specified offences. National security
warrants can be issued when the interception subjects may
engage in activities prejudicial to national security or the
information to be obtained is important to the national
security of Australia.
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Legislative Council Secretariat

Regulation of Interception of Communications

in Selected Jurisdictions

Appendix 1V (cont'd)

Duration and renewal of warrants

Disclosure and admissibility of evidence

HKSAR

The Telecommunication Ordinance has no provisions
about these topics;

I0CO proposes that new court orders are valid for up to
90 days, and they can be renewed once for a period of up
to 90 days; and

The White Bill proposes that new warrants are valid for
up to six months, and there is no upper limit on the
number of renewals made.

The Telecommunication Ordinance has no provisions
about these topics;

IOCO proposes that lawfully intercepted materials are
admissible as evidence in court; and

The White Bill proposes that intercepted materials are not
admissible as evidence in court, unless they are used to
prove an illegal interception.

UK

New warrants are valid for up to three months; and

Warrants can be renewed successively. Each renewal on
serious crime grounds is valid for up to three months.
Each renewal on national security or national economic
well-being grounds is valid for six months.

Intercepted materials are not admissible as evidence in
court, except in limited circumstances.

U

New Title 111 orders, new FISA orders and new Pen/Trap
orders are valid for up to 30 days, 90 days, and 60 days
respectively; and

All the three types of orders can be renewed successively
for the same duration as their original orders.

Lawfully intercepted materials are admissible as evidence
in court.

Australia

New law enforcement warrants are valid for up to 90 days
and new national security warrants up to six months; and

Each type of warrants can be renewed successively for the
same duration as their original orders.

Lawfully intercepted materials are admissible as evidence
in specified proceedings or circumstances.
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Legislative Council Secretariat

Regulation of Interception of Communications

in Selected Jurisdictions

Appendix 1V (cont'd)

Monitoring by executive authorities

Monitoring by judiciary

HKSAR

No statutory mechanism for monitoring by the
executive authorities is provided by the
Telecommunication Ordinance, I0CO or the White
Bill.

The White Bill proposes to set up a Supervisory Authority, who
is a Justice of Appeal and appointed by the head of government.

UK

No statutory mechanism for monitoring by the
executive authorities is provided by RIPA.

The use of interception powers by intercepting agencies is
monitored by the Interception of Communications
Commissioner who is appointed by the Prime Minister and is a
serving or retired Judge.

us

No statutory mechanism for monitoring by the
executive authorities is provided by the three
interception statutes.

Under Title 11, the Judge who issues or denies a court order
must report to the Administrative Office of the US Courts (the
Administrative Office). Prosecutors must also submit annual
reports to the Administrative Office providing information on
their applications for court orders during the previous year;

Under FISA, the Attorney General must submit annual reports to
the Administrative Office providing brief information on the
issue of FISA warrants; and

Under the Pen/Trap statute, if a Pen/Trap device is used with any
wiretap devices, such use must be reported to the Administrative
Office.

Australia

The Ombudsman is required to inspect at least twice
every year the records of warrants maintained by the
Australian Federal Police and the Australian Crime
Commission, and report to the Attorney-General on
the results of the inspections.

No statutory mechanism for monitoring by the judiciary is
provided by the Interception Act.
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Appendix 1V (cont'd)

Monitoring by legislature Monitoring by public

HKSAR The Telecommunication Ordinance does not provide for any mechanism for No statutory mechanism for
monitoring by the legislature; monitoring by the public is
IOCO proposes that the Legislative Council can require the Secretary for Security to provided by the
provide information on interceptions conducted by the Government; and Telecommunication Ordinance,
The White Bill proposes that the head of government tables annual reports 10CO or the White Bill.
concerning the issue of interception warrants in the Legislative Council.

UK The expenditure, administration and policies relating to interception of Members of the public who are
communications conducted by security agencies are monitored by a statutory aggrieved by interception
parliamentary committee known as the Intelligence and Security Committee. The activities can lodge complaints
Committee reports annually to the Prime Minister who tables the report in with the Investigatory Powers
Parliament; and Tribunal, which can hear and
The Interception of Communications Commissioner must submit annual reports to the determine complaints, award
Prime Minister who then tables the reports in Parliament. compensation ~ and  quash

warrants.

us The Administrative Office must submit annual reports to Congress providing No statutory mechanism for
information on the particulars of Title 111 warrants; monitoring by the public is
The Attorney General must submit annual FISA reports to Congress, and fully inform provided by Title 111, FISA or
the House Permanent Select Committee on Intelligence and the Senate Select the Pen/Trap statute.
Committee on Intelligence concerning surveillance under FISA twice every year; and
The Attorney General must submit annual reports on the particulars of Pen/Trap
warrants to Congress.

Australia The Joint Statutory Committee on the Australian Crime Commission has duties to No statutory mechanism for
examine the annual reports of the Australian Crime Commission (ACC), which can monitoring by the public is
apply for interception warrants for law enforcement purposes, and to report to the provided by the Interception
Australian Parliament on the performance by ACC; and Act.

The Parliamentary Joint Committee on ASIO, ASIS and DSD monitors the
interceptions conducted by intelligence and security agencies.
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