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Legislative Council Panel on Security
Law Enforcement (Covert Surveillance Procedures) Order
Internal Guidelines
Introduction
At the special meeting of the Panel on 15 August 2005 and as
subsequently raised by Hon Lau Kong-wah and Hon Audrey Eu, Members
have indicated interest in the internal guidelines of the law enforcement
agencies under the Law Enforcement (Covert Surveillance Procedures) Order
(the Order). This paper provides the internal guidelines of the Police Force
and relevant documents, on a confidential basis.
Internal guidelines on covert surveillance
2.
The latest version of the internal guidelines of the Police on covert
surveillance is provided at Annex A. Such guidelines are not published. As
provided by the Order, regular reviews are conducted on the operation of the
Order within each law enforcement department to ensure compliance with the
guidelines.
3.
A table on the protection provided under the Law Enforcement (Covert
Surveillance Procedures) Order, when read with the internal guidelines of the
Police on that Order, in the format of the comparison table prepared by the
Legal Service Division of the LegCo Secretariat on 12 August 2005 (LC Paper
No. LS103/04-05), is provided at Annex B.
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Annex B
Protection provided under the Law Enforcement (Covert Surveillance Procedures) Order
and the internal guidelines of the Police

Topic

Information Provided by the Legal Service Division of the LegCo Secretariat
(as contained in LC Paper No. LS 103/04-05) (in italics)
Section 33 of the
Telecommunications Ordinance (TO)

Safeguards for
materials
obtained

There is no provision on whether the
information intercepted pursuant to an
order of interception made under
section 33 of the TO can be disclosed to
other people.

Interception of Communications
Ordinance (IOCO)
Sections 6, 8 and 9 of the IOCO impose
restrictions on the disclosure of the intercepted
communications.
(a) Section 6(1) provides that a court order
authorizing the interception of
communications shall specify, among others,
the person(s) to whom the intercepted
material may be disclosed.
(b) Under section 6(2), a judge shall only
authorize that the intercepted materials be
disclosed to those other law enforcement
officers who are involved in the investigation
of the offence or offence(s) in respect of
which communications may be intercepted.
(c)

Section 8 imposes a duty on an officer
authorized by a court order to intercept a
postal communication or telecommunication
communication to make arrangements to
ensure that the extent to which the intercepted
material is disclosed and the number of
persons to whom disclosure is made are
limited to the minimum that is necessary for
the purpose of preventing or detecting a

Law Enforcement (Covert
Surveillance Procedures) Order
("the Order") together with
the guidelines of the Police
Details of covert surveillance operations
are made known only to those specified
in the authorization or those authorized
by the authorizing officer on a strictly
"need to know" basis (para. 45).
All surveillance products shall be
properly graded according to the
sensitivity of the product (para. 46).

-

2

-

Information Provided by the Legal Service Division of the LegCo Secretariat
(as contained in LC Paper No. LS 103/04-05) (in italics)

Topic

Section 33 of the
Telecommunications Ordinance (TO)

Interception of Communications
Ordinance (IOCO)

Law Enforcement (Covert
Surveillance Procedures) Order
("the Order") together with
the guidelines of the Police

serious crime or in the interest of the security
of Hong Kong. Moreover, the relevant
authorized officer is required to ensure that
the intercepted material is destroyed as soon
as its retention is not necessary for any of the
above purposes.
(d) Section 9(4) prohibits a person who is
authorized under a court order to intercept a
communication to disclose the intercepted
material to any other person or persons save
for those allowed by the court.
Disposal of
material

There is no provision governing the
disposal of intercepted material.

Section 7 of the IOCO provides that where a court
order authorizing interception has been terminated
by the judge or has expired and has not been
renewed, all intercepted materials obtained under
the court order shall be placed in a packet and
sealed by the authorized officer, and that packet
shall be kept away from public access. Where no
charge is laid against the person named in the
court order within 90 days of the termination of a
courtorder, the court may under specified
circumstances order the intercepted materials in
the sealed packet to be destroyed.

All surveillance products must be
securely destroyed in compliance with
Security Regulations as soon as they are
no longer needed for any of the
authorized purposes after the
completion of surveillance operation to
protect a person's rights to privacy,
unless expected to be required for the
purpose of court proceedings. (paras.
46-47)

Remedies for
unauthorized

Nil

Section 10 of the IOCO provides that the court
may on application of an aggrieved person grant

Depending upon the circumstances, if
covert surveillance is conducted without

-

Topic

-

Information Provided by the Legal Service Division of the LegCo Secretariat
(as contained in LC Paper No. LS 103/04-05) (in italics)
Section 33 of the
Telecommunications Ordinance (TO)

interception or
disclosure

Other
safeguards

3

Interception of Communications
Ordinance (IOCO)

Law Enforcement (Covert
Surveillance Procedures) Order
("the Order") together with
the guidelines of the Police

authorization, an aggrieved person
remedial relief in respect of unauthorized
interception or disclosure when certain criteria are might have a civil remedy under the
Hong Kong Bill of Rights Ordinance or
met.
under the Personal Data (Privacy)
Ordinance.
-

-

All applications for covert surveillance
must include an assessment of how
likely it is that confidential information,
in particular information consisting of
matters which may be subject to legal
privilege or confidential journalistic
material, will be acquired, and whether
the purpose of covert surveillance is to
obtain confidential information. (para.
52)
Regular reviews by officer senior to the
authorizing officer of covert
surveillance authorizations are
conducted. The reviewing results are
recorded and brought up to the attention
of the Major Formation Commander.
The operations are also subject to
housekeeping inspection by the Major
Formation Commander. (para. 42-43)
Special reminders to officers are given
emphasizing that special care must be

-

Topic

4

-

Information Provided by the Legal Service Division of the LegCo Secretariat
(as contained in LC Paper No. LS 103/04-05) (in italics)
Section 33 of the
Telecommunications Ordinance (TO)

Interception of Communications
Ordinance (IOCO)

Law Enforcement (Covert
Surveillance Procedures) Order
("the Order") together with
the guidelines of the Police
taken in the handling of confidential
information, in particular, information
which may consist of matters subject to
legal professional privilege or
confidential journalistic materials.
(paras. 48-53)

