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Background 
 
 At the Panel meeting held on 15 January 2007, the Office of the 
Telecommunications Authority (“OFTA”) briefed Members on the impact 
of the earthquake which occurred in the Luzon Strait on 26 and 27 
December 2006 (the “Incident”) on the external telecommunications 
services of Hong Kong.  OFTA further briefed Members at the Panel 
meeting held on 17 April 2007 on the actions taken by OFTA in the 
aftermath of the Incident.  At that meeting, Members asked for further 
information on: 
 

(a) OFTA’s contingency plan in response to such emergency 
incidents and the dissemination of information to the public in 
the event of disruptions to IDD and Internet services, etc; 

(b) the damages and losses suffered by the Small and Medium 
Enterprises (“SMEs”) as a result of the Incident; and 

(c) any specific measures which would be taken by the 
Administration to help SMEs impacted by the Internet outage 
during the Incident and in future. 

 
2. This paper addresses the specific questions raised by Members, 
and briefs Members on the latest development of the telecommunications 
and Internet infrastructure of Hong Kong and the additional measures that 
have been implemented to further improve the preparedness of Hong 
Kong to cope with similar incidents in future. 

 1

LC Paper No. CB(1)1200/07-08(03) 



 
Enhanced Network Outage Reporting Mechanism 
 
3. To facilitate the coordination of contingency actions with the 
telecommunications operators in respect of major incidents or disasters 
that may adversely affect the normal operation of the telecommunications 
services, it is important for OFTA to obtain accurate and timely 
information from the operators so as to assess the impact of such 
incidents or disasters.  OFTA has long established an Emergency 
Response System under which an emergency response team will stand by 
round the clock and 365 days a year (including public holiday) which will 
keep in close contact with its counterparts (including operators, relevant 
Government agencies and overseas administrations) to obtain first hand 
information about emergency incidents.  Operators are also required to 
report outage of the public telephone networks.  In the light of the 
Incident, OFTA issued a new set of guidelines (Annex A) on 28 February 
2007 with a view to enhancing the reporting mechanism by requiring the 
concerned operators to report outages of submarine cable systems, 
external telecommunications services and Internet services within the 
prescribed timeframe.   
 
4. As reported in the Panel Paper No. CB(1)1298/06-07(10) 
submitted on 17 April 2007, in the event of outage of the major 
submarine cable systems, etc, the concerned operators are required to 
report to OFTA within 2 hours from the confirmation of the incident or 
within 4 hours from the happening of the incident.  In the event of a 
major outage of the public telephone network, the operator concerned is 
required to report to OFTA within one hour after the reporting criteria are 
met1. 
 
5. Since the promulgation of the guidelines, OFTA issued nine 
alerts related to earthquakes to the operators (Annex B).  Three network 
fault reports due to damage of submarine cable system by an earthquake 

                                                 
1 “Guidelines for Fixed and Mobile Network Operators for Reporting Network Outage”. 
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near Taiwan in September 2007 were received.  In this incident, the 
concerned operators were able to duly comply with the guidelines by 
reporting the network outage within the prescribed timeframe, thus 
proving that the enhanced reporting mechanism works and functions 
smoothly.  In addition, by re-routing the communications traffic through 
contingency routes, IDD and Internet services of Hong Kong were not 
affected.  It proved that the contingency plans and measures of the 
operators are generally effective to maintain Hong Kong’s external 
telecommunications services during such emergency incidents. 
 
6.  Separately, OFTA receives and handles enquiries and 
complaints from the general public about telecommunications services in 
Hong Kong.  If a large number of enquiries/complaints are received 
within a short period of time against a particular operator, there may be 
ground to believe that faults have developed in the network of the 
concerned operator.  In such case, OFTA will proactively contact the 
operator concerned to confirm whether a fault has indeed occurred. 
Although normally such faults would be confined to the network of a 
single operator, OFTA will nonetheless closely monitor the situation in 
respect of other operators.  
 
Issuance of Public Alert 
 
7. OFTA fully appreciates Members’ concern about the need for 
the provision of timely information to the general public in relation to 
telecommunications network congestion or disruption.  Therefore, if the 
Director-General of Telecommunications (Director-General) is of the 
view that a critical incident such as serious network congestion or outage 
has severely affected or has the potential of severely affecting the public 
telecommunications services2, the Director-General will alert the public 
through making public warning messages on TV and radio within one 

                                                 
2  Examples of critical incidents that may severely affect the public telecommunications services are 

complete failure of critical network facilities (such as public telephone exchange and mobile 
switching centre), or simultaneous failure of more than half of all the major submarine cables. 
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hour or so after receipt of the report submitted by the operator between 
0900 and 1700 on a weekday (except for public holiday).  For reports 
received outside this window, while more time may be needed to confirm 
details and arrange for the appropriate announcement to alert the public, 
OFTA will seek to follow the foregoing arrangement as far as practical.  
After such warning is issued, OFTA will keep the public informed of the 
latest status of the incident and the progress on the recovery of the 
affected services until the incident is cleared. 
 
Impact on SMEs Caused by the Incident  
 
8. The Incident had reduced the usable capacity of the submarine 
cable systems passing through the Luzon Strait to only 10% of its normal 
level.  The public Internet service was seriously affected and businesses 
that relied on the public Internet for external communications were 
adversely affected.  Following the implementation of contingency 
measures by the telecommunications service operators (including using 
satellites and overland cables passing through the Mainland and Europe 
to re-route the traffic), the communication and Internet services between 
Hong Kong and other places resumed within a short period of time.  
IDD and roaming services to all countries/territories (except Taiwan and 
South Korea) also resumed within two days after the earthquake, while 
about 80% of the international connection capacity of the Internet service 
was recovered by 2 January 2007, the first business day after the 
Christmas and New Year holidays following the Incident. During the 
normal business hours on 2 January 2007, the quality of the Internet 
services for business users was basically in order.   
 
9. As reported in the Panel Paper No. CB(1)1298/06-07(10), 
OFTA attended the industry forum organized by the Professional 
Information Security Association in January 2007 and the meeting of the 
Small and Medium Enterprises Committee (“SMEC”) held by the Trade 
and Industry Department in February 2007 to discuss matters concerning 
the Incident and the impact on SMEs.  While representatives of SMEs 
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had not provided specific information in respect of the impact on them 
arising from the Incident, they requested OFTA to:  
 

(a) draw up guidelines on contingency plans for the operators 
concerned to follow; 

(b) advise the submarine cable operators to avoid laying cables in 
the earthquake regions; and  

(c) request the Internet Service Providers to provide SMEs with 
backup and diversity services. 

 
Actions required in respect of (a) had already been completed and were 
reported in the Panel Paper No. CB(1)1298/06-07(10).  Details 
regarding (b) and (c) are provided in paragraphs 10 to 12 below. 
 
Updates on Hong Kong’s Telecommunications and Internet 
Infrastructure 
 
10. Hong Kong needs a reliable telecommunications infrastructure 
to ensure that it can withstand future incidents that may be caused by 
failure of multiple submarine/overland cable systems on a scale similar to 
the Incident. After the Incident, the operators concerned have taken 
various initiatives to enhance their capacity.  The total activated capacity 
of external facilities has increased from 698 Gbps in December 2006 to 
1 323 Gbps in December 2007, an increase of almost 90%.  The capacity 
of submarine cable and land cable over the Mainland of China has 
increased by 464 Gbps and 161 Gbps respectively (which represent an 
increase of 99.7% and 70.2% respectively).  All these have been 
achieved through commercial initiatives.  The availability of additional 
overland cable capacity means that more cable capacity is now available 
on land for diversion of traffic in case we encounter another major 
disruption to the submarine cable systems. The enhanced capacity of 
external facilities as a whole has boosted Hong Kong’s position as a 
telecommunications hub in the region. 
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1 Introduction 
 
1.1 Public telecommunications networks and services form a critical part 
of the information infrastructure in Hong Kong.  The information on public 
telecommunications network and service outages is essential to maintain and 
improve the infrastructure reliability as it provides the basis for the Office of the 
Telecommunications Authority (“OFTA”) to determine whether the patterns of 
outages justify government interventions or industry cooperation initiatives to 
prevent the recurrence of similar outages.  The critical need for rapid and 
accurate information is also recognized in times of outages to assess their 
impacts and to determine whether immediate responses are required to contain 
or minimise the impacts. 
 
1.2 Under their respective licences, public telecommunications operators 
are obliged to provide their services in a manner satisfactory to the 
Telecommunications Authority (“TA”) at all times.  To fulfill his functions and 
responsibilities in respect of overseeing the operators’ compliance with the 
licensing condition, the TA issues this document entitled “Guidelines for 
Cable-based External Fixed Telecommunications Network Services Operators 
and Internet Service Providers for Reporting Network and Service Outages” 
(“the Guidelines”). 
 
1.3 The Guidelines should be observed by the cable-based external fixed 
telecommunications network services operators and Internet service providers 
(collectively called the operators).  In the event of network or service outages, 
the operators should report the outages to OFTA in accordance with the criteria 
and timeframes set out in the Guidelines. 
 
1.4 Both the operators and OFTA should play their respective roles in 
advising the users and the public.  The operators, having the first-hand 
information about the operational status of their networks and services, should 
be responsible for providing prompt information and advice to their customers 
on outages or degradation.  Where the outage or degradation falls within the 
reporting criteria, the operator concerned should, in addition to providing 
information and advice to its customers, report to OFTA within the specified 
timeframe.  OFTA, upon receiving such information, should promptly inform 
the public and provide guidance where necessary if the outage or degradation is 
assessed to have significant and territory-wide implications. 
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1.5 The commercial sensitive information contained in the outage reports 
submitted by the operators should be treated as confidential and should not be 
disclosed without consent from the operators concerned. 
 
1.6 The Guidelines should be subject to continuous review to keep pace 
with the technological and market changes in order to safeguard the public 
interest. 
 
 
2 Reportable Outage 
 
2.1 An outage is defined as a loss of or a significant degradation in the 
ability of the customer to establish and/or maintain a channel of communication 
as a result of failure or degradation in the performance of an operator’s network 
or service. 
 
2.2 In addition to incidents of software or hardware outage, significant 
degradation occurs when traffic produces excessive demands on available 
system resources, resulting in switch congestion or system overload. 
 
2.3 The criteria for determining whether an outage event is reportable and 
the reporting procedures are given in Appendices A, B and C for submarine 
cable system outage, external telecommunications services (“ETS”) outage and 
Internet service outage respectively.  Submarine cable system operators 1 , 
cable-based external fixed telecommunications network services operators other 
than submarine cable system operators, and Internet service providers are 
required to comply with Appendices A, B and C respectively. 
 
2.4 The reportable events given in the Appendices A, B and C are by no 
means exhaustive.  Operators should, whenever necessary, report to OFTA on 
other events that may have significant impact on their network operation or 
services. 
 
 
 
                                                 
1  For the purpose of the Guidelines, the term “submarine cable system operators” refers to the cable-based 

external fixed telecommunications network services operators who operate submarine cable systems. 
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3 Information to be Provided by the Operator when Reporting an 
Outage 

 
3.1 When reporting an outage to OFTA, the operator concerned should 
provide OFTA with the following information, whenever possible :- 
 

(a) name of operator; 
(b) description of incident; 
(c) date and time of onset of the incident; 
(d)  types and estimated number of customers/end-users affected; 
(e) affected areas; 
(f) actions taken; and 
(g) contact information: name of contact person as well as the person’s 

fixed and mobile telephone numbers and email address. 
 
 
4 Updates on Network and Service Status 
 
4.1 During the recovery stage, the operator concerned should inform 
OFTA of the status of the affected network/service.  Under critical 
circumstances, OFTA may specify the update frequency and the information to 
be provided by the operator concerned to facilitate the assessment on the impact 
of the outage and the progress of recovery of the affected network/service. 
 
 
5 Incident Report 
 
5.1 A preliminary report should be submitted to OFTA within 3 working 
days from the happening of the incident.  The preliminary report should give a 
detailed account of the incident, the events which lead to the occurrence of the 
outage and the remedial actions taken. 
 
5.2 Where requested by OFTA, a full report should be submitted to OFTA 
within 14 working days from the happening of the incident or other deadline as 
specified by OFTA.  The full report should give a detailed account of the 
measures which have been taken (or will be taken) in order to prevent similar 
incidents from happening again. 
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6 Contact Points 
 
6.1 OFTA’s contact points for reporting outage are as follows :- 
 
[Intentionally Left Blank] 
 
6.2 Each operator is required to provide OFTA with the contact 
information of its focal point responsible for reporting outage to OFTA, 
including the names, fixed and mobile telephone numbers and email addresses 
of the first and second contact persons.  Whenever, there is any update on the 
contact information, the operator should inform OFTA of the change at least 5 
days before the effective date. 
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Appendix A 
 
 

Submarine Cable System Outage 
 
 
The reporting criteria are given in Section A1.  In the event of a submarine 
cable system outage, the submarine cable system operator should report the 
outage to OFTA within the timeframe set out in Section A2.  Sections A3 and 
A4 show the examples of submarine cable system outage and the main steps for 
reporting the outage respectively. 

 
 

Section A1 Events of Submarine Cable System Outage 
 

 Event Duration of outage 
(minutes) 

Fishbone/linear 
submarine cable 
systems 

Dual failures in two 
fishbone/linear submarine 
cable systems causing 
Hong Kong to be unable to 
communicate with other 
places by means of these 
two systems 

> 30 

Ring or other types of 
submarine cable 
systems 

Failure in a ring or other 
type of submarine cable 
system causing Hong 
Kong to be unable to 
communicate with other 
places by means of that 
system 

> 30 

Backhauls A loss of more than 50 % 
of the backhaul capacity of 
a submarine cable system 
within Hong Kong 

> 30 
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Section A2 Timeframe for Reporting Submarine Cable System Outage 
 

Occurrence Time Initial Report System Normalization 
Between 00:00 and 
24:00 of each day 

The operator concerned 
should report the 
submarine cable system 
outage to OFTA within 2 
hours from the 
confirmation of the 
outage or within 4 hours 
from the happening of 
the outage, whichever is 
earlier.  Under critical 
circumstances, OFTA 
may request the operator 
concerned to submit the 
initial report within a 
shorter period of time. 

The operator concerned 
should report to OFTA 
within 1 day from the 
completion of system 
normalization.  Under 
critical circumstances, 
OFTA may request the 
operator concerned to 
report to OFTA within a 
shorter period of time. 

 
 
Section A3 Examples of Submarine Cable System Outage 
 
� Incidents of submarine cables such as submarine cables being damaged by 

anchors dropped from ships, dredging fishing nets, earthquakes or other 
unknown reasons. 

 
� Multiple failures in the backhaul links leading to a loss of more than 50 % of 

the backhaul capacity of a submarine cable system within Hong Kong. 
 
 
Note:  The list above is by no means exhaustive.  Operators should report 

other submarine cable system outage that is not covered in the list, if 
deemed necessary. 

 
 
 
 
 



Issue 2 
29 January 2008  

7

Section A4 Flowchart Showing the Main Steps for Reporting Submarine 
Cable System Outage 

 
 

 
Start 

In the event of a submarine cable 
system outage, the operator 

concerned should report the outage 
to OFTA within the timeframe set 

out in Section A2 

Is system 
normalisation 
completed? 

The operator concerned 
should inform OFTA of 
the status of the affected 

network/service

The operator concerned should report 
to OFTA within the timeframe set out 

in Section A2

The operator concerned should submit preliminary 
report to OFTA within 3 working days from the 

happening of the incident

The operator concerned should 
submit full report to OFTA within 

14 working days from the 
happening of the incident or other 

deadline as specified by OFTA

Is requested to 
submit full report?

End 

Yes 

Yes 

No 

No 
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Appendix B 
 
 

External Telecommunications Services Outage 
 

The reporting criteria are given in Section B1.  In the event of an ETS outage, 
the cable-based external fixed telecommunications network services operator 
(other than submarine cable system operator) should report the outage to OFTA 
within the timeframe set out in Section B2.  Sections B3 and B4 show the 
examples of ETS outage and the main steps for reporting the outage 
respectively. 

 
 

Section B1 Event of ETS Outage 
 

Event Duration of outage 
(minutes) 

A loss of more than 50% of the activated capacity 
between Hong Kong and another place 

> 30 

 
 
Section B2 Timeframe for Reporting ETS Outage 
 

Occurrence Time Initial Report Restoration of Service 
Between 00:00 and 
24:00 of each day 

The operator concerned 
should report the ETS 
outage to OFTA within 2 
hours from the 
confirmation of the 
outage or within 4 hours 
from the happening of 
the outage, whichever is 
earlier.  Under critical 
circumstances, OFTA 
may request the operator 
concerned to submit the 
initial report within a 
shorter period of time. 

The operator concerned 
should report to OFTA 
within 1 day from the 
restoration of 
network/service.  Under 
critical circumstances, 
OFTA may request the 
operator concerned to 
report to OFTA within a 
shorter period of time. 
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Section B3 Examples of ETS Outage 
 
� Failure(s) in submarine cable system(s) or overland cable system(s) leading 

to a loss of more than 50 % of activated capacity between Hong Kong and 
another place. 

 
� Multiple failures in the backhaul links leading to a loss of more than 50 % of 

backhaul capacity. 
 
� Total failure in the main switch and the standby switch. 
 
 
Note:  The list above is by no means exhaustive.  Operators should report 

other ETS outage that is not covered in the list, if deemed necessary. 
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Section B4 Flowchart Showing the Main Steps for Reporting ETS Outage 
 
 

Start 

In the event of an ETS outage, the 
operator concerned should report 

the outage to OFTA within the 
timeframe set out in Section B2 

Is network/service 
restoration 
completed? 

The operator concerned 
should inform OFTA of 
the status of the affected 

network/service

The operator concerned should report 
to OFTA within the timeframe set out 

in Section B2

The operator concerned should submit preliminary 
report to OFTA within 3 working days from the 

happening of the incident

The operator concerned should 
submit full report to OFTA within 

14 working days from the 
happening of the incident or other 

deadline as specified by OFTA

Is requested to 
submit full report?

End 

Yes 

Yes 

No 

No 
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Appendix C 
 
 

Internet Service Outage 
 

The reporting criteria are given in Section C1.  In the event of an Internet 
service outage, the Internet service provider should report the outage to OFTA 
within the timeframe set out in Section C2.  Sections C3 and C4 show the 
examples of Internet service outage and the main steps for reporting the outage 
respectively. 

 
 
Section C1 Events of Internet Service Outage 
 

 Event Duration of 
outage 

(minutes) 
A loss of 50 % or more of the total 
bandwidth to HKIX 

> 30 

A loss of 50 % or more of the total 
bandwidth to local peers 

> 30 

External 
Connectivity 

A loss of 50 % or more of the total 
bandwidth to any one of the following 
destinations :- 
 

• USA/North America 
• Mainland China 
• Asia Pacific countries 
• UK/Europe 

> 30 

 Total bandwidth utilization to any one of 
the following destinations reaching or 
exceeding 95 % :- 
 

• HKIX 
• Local Peers 
• USA/North America 
• Mainland China 
• Asia Pacific countries 
• UK/Europe 

 
or 

> 30 
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 Event Duration of 
outage 

(minutes) 
External 
Connectivity 
 
 
 
 
 
 
 
 
 

Total bandwidth utilization to any one of 
the following destinations dropping to 50 % 
or below (with reference to the date/time of 
the previous week) :- 
 

• HKIX 
• Local Peers 
• USA/North America 
• Mainland China 
• Asia Pacific countries 
• UK/Europe 

> 30 

Core 
Network 

Degradation of service or failure of critical 
components including, but not limited to, 
DNS, routers or switches that would 
affect/potentially affect 10,000 or more 
users 

> 30 

User 
Connectivity 

Degradation of service or failure of critical 
components including, but not limited to, 
DHCP, or authentication servers that would 
affect 10,000 or more users 

> 45 
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Section C2 Timeframe for Reporting Internet Service Outage 
 

Occurrence Time Initial Report Restoration of Service 
Time Zone 1  
(Between 08:30 and 
01:00 of next day) 

The operator concerned 
should report the 
Internet service outage 
to OFTA within 1 hour 
from the happening of 
the outage 

The operator concerned 
should report to OFTA 
within 2 hours from the 
restoration of the 
network/service 

Time Zone 2 
(Between 01:00 and 
08:30) 

The operator concerned 
should report the 
Internet service outage 
to OFTA within 1 hour 
from the happening of 
the outage or by 08:30, 
whichever is later 

The operator concerned 
should report to OFTA 
within 2 hours from the 
restoration of the 
network/service or by 
08:30, whichever is later
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Section C3 Examples of Internet Service Outage 
 
� A loss of 50 % or more of the total connection bandwidth to HKIX. 
 
� A loss of 50 % or more of the total bandwidth to any one of the following 

destinations :- 
 
¾ Mainland China 
¾ US 
¾ UK/Europe 
¾ Asia Pacific countries. 
 

� 95 % or more of the total bandwidth utilization of connections to HKIX is 
constantly reached for 30 minutes. 

 
� 10,000 or more users are unable to connect to the Internet. 
 
� Failure of core routers/switches causing 10,000 or more users to be unable to 

access to the Internet. 
 
 
Note:  The list above is by no means exhaustive.  Operators should report 

other Internet service outage that is not covered in the list, if deemed 
necessary. 
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Section C4 Flowchart Showing the Main Steps for Reporting Internet 
Service Outage 

 
 
 

 
 
 

Start 

In the event of an Internet service
outage, the operator concerned 

should report the outage to OFTA 
within the timeframe set out in 

Section C2 

Is network/service 
restoration 
completed? 

The operator should 
inform OFTA of the 
status of the affected 

network/service

The operator concerned should report 
to OFTA within the timeframe set out 

in Section C2

The operator concerned should submit preliminary 
report to OFTA within 3 working days from the 

happening of the incident

Is requested to 
submit full report?

End 

Yes 

Yes 

No 

No 

The operator concerned should 
submit full report to OFTA within 

14 working days from the 
happening of the incident or other 

deadline as specified by OFTA



 

Annex B 
 

Alerts Related to Earthquakes Issued by OFTA and  
Impacts on Hong Kong External Telecommunications Services  

Caused by the Earthquakes 
(Since 28 February 2007) 

 

Date Location 
Impact on 
Submarine 

Cables 

Impact on Hong 
Kong External 

Telecommunications 
Services 

Outage Report 
within 

Prescribed 
Timeframe 

20.4.2007 Luzon Strait No 
 

No Not applicable

7.9.2007 Near Su-ao, 
Taiwan 

Three submarine 
cables were 

damaged 

Traffic re-routed.  
Internet and IDD 
services of Hong 
Kong were not 

affected. 

Yes 

12.9.2007 Sumatra, 
Indonesia 

No No Not applicable

18.2.2008 Near Taitung, 
Taiwan 

No No Not applicable

20.2.2008 Philippine 
Islands Region 

No No Not applicable

3.3.2008 Luzon Strait No 
 

No Not applicable

5.3.2008 Near Taitung, 
Taiwan 

No No Not applicable

29.3.2008 Philippine 
Islands Region 

No No Not applicable

1.4.2008 Luzon Strait No 
 

No Not applicable
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