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Schedule 3 National Privacy Principles

Clause 2

2 Use and disclosure

2.1 An organisation must not use or disclose personal information
about an individual for a purpose (the secondary purpose) other
than the primary purpose of collection unless:

(a) both of the following apply:

(i) the secondary purpose is related to the primary purpose
of collection and, if the personal information is sensitive
information, directly related to the primary purpose of
collection;

(ii) the individual would reasonably expect the organisation
to use or disclose the information for the secondary
purpose; or

(b) the individual has consented to the use or disclosure; or
(c¢) if the information is not sensitive information and the use of
the information is for the secondary purpose of direct
marketing:
(i) itis impracticable for the organisation to seek the
individual’s consent before that particular use; and

(ii) the organisation will not charge the individual for giving
effect to a request by the individual to the organisation
not to receive direct marketing communications; and

(iii) the individual has not made a request to the organisation
not to receive direct marketing communications; and

(iv) in each direct marketing communication with the
individual, the organisation draws to the individual’s
attention, or prominently displays a notice, that he or
she may express a wish not to receive any further direct
marketing communications; and

(v) each written direct marketing communication by the

organisation with the individual (up to and including the
communication that involves the use) sets out the
organisation’s business address and telephone number
and, if the communication with the individual is made
by fax, telex or other electronic means, a number or
address at which the organisation can be directly
contacted electronically; or

o
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National Privacy Principles Schedule 3

Clause 2

@

()

(ea)

®

(2

if the information is health information and the use or

disclosure is necessary for research, or the compilation or

analysis of statistics, relevant to public health or public

safety:

(i) it is impracticable for the organisation to seek the
individual’s consent before the use or disclosure; and
(ii) the use or disclosure is conducted in accordance with

guidelines approved by the Commissioner under
section 95A for the purposes of this subparagraph; and

(iii) in the case of disclosure—the organisation reasonably
believes that the recipient of the health information will
not disclose the health information, or personal
information derived from the health information; or

the organisation reasonably believes that the use or disclosure

is necessary to lessen or prevent:

(i) a serious and imminent threat to an individual’s life,
health or safety; or
(ii) a serious threat to public health or public safety; or

if the information is genetic information and the organisation

has obtained the genetic information in the course of

providing a health service to the individual:

(i) the organisation reasonably believes that the use or
disclosure is necessary to lessen or prevent a serious
threat to the life, health or safety (whether or not the
threat is imminent) of an individual who is a genetic
relative of the individual to whom the genetic
information relates; and

(ii) the use or disclosure is conducted in accordance with
guidelines approved by the Commissioner under
section 95AA for the purposes of this subparagraph; and

(iii) in the case of disclosure—the recipient of the genetic
information is a genetic relative of the individual; or
the organisation has reason to suspect that unlawful activity
has been, is being or may be engaged in, and uses or
discloses the personal information as a necessary part of its
investigation of the matter or in reporting its concerns to
relevant persons or authorities; or
the use or disclosure is required or authorised by or under
law; or

Privacy Act 1988 209
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Schedule 3 National Privacy Principles

Clause 2

(h) the organisation reasonably believes that the use or disclosure
is reasonably necessary for one or more of the following by
or on behalf of an enforcement body:

(i) the prevention, detection, investigation, prosecution or
punishment of criminal offences, breaches of a law
imposing a penalty or sanction or breaches of a
prescribed law;

(ii) the enforcement of laws relating to the confiscation of
the proceeds of crime;

(iii) the protection of the public revenue;

(iv) the prevention, detection, investigation or remedying of
seriously improper conduct or prescribed conduct;

(v) the preparation for, or conduct of, proceedings before
any court or tribunal, or implementation of the orders of
a court or tribunal.

Note 1: It is not intended to deter organisations from lawfully co-operating
with agencies performing law enforcement functions in the
performance of their functions.

Note 2: Subclause 2.1 does not override any existing legal obligations not to
disclose personal information. Nothing in subclause 2.1 requires an
organisation to disclose personal information; an organisation is
always entitled not to disclose personal information in the absence of
a legal obligation to disclose it.

Note 3:  An organisation is also subject to the requirements of National Privacy
Principle 9 if it transfers personal information to a person in a foreign
country.

2.2 If an organisation uses or discloses personal information under

paragraph 2.1(h), it must make a written note of the use or
disclosure.

2.3 Subclause 2.1 operates in relation to personal information that an

organisation that is a body corporate has collected from a related
body corporate as if the organisation’s primary purpose of
collection of the information were the primary purpose for which
the related body corporate collected the information.

2.4 Despite subclause 2.1, an organisation that provides a health

service to an individual may disclose health information about the
individual to a person who is responsible for the individual if:
(a) the individual:
(i) is physically or legally incapable of giving consent to
the disclosure; or

210
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Interpretation Part II

Section 6

eligible communications service means a postal, telegraphic,
telephonic or other like service, within the meaning of paragraph
51(v) of the Constitution.

eligible hearing service provider means an entity (within the
meaning of the Hearing Services Administration Act 1997):

(a) that is, or has at any time been, engaged under Part 3 of the
Hearing Services Administration Act 1997 to provide hearing
services; and

(b) that is not covered by paragraph (a), (b), (c), (d), (e), (D), (&),
(h) or (j) of the definition of agency.

employee record, in relation to an employee, means a record of
personal information relating to the employment of the employee.
Examples of personal information relating to the employment of
the employee are health information about the employee and
personal information about all or any of the following:

(a) the engagement, training, disciplining or resignation of the
employee;

(b) the termination of the employment of the employee;

(c) the terms and conditions of employment of the employee;

(d) the employee’s personal and emergency contact details;

(e) the employee’s performance or conduct;

(f) the employee’s hours of employment;

(g) the employee’s salary or wages; )

(h) the employee’s membership of a professional or trade
association;

(i) the employee’s trade union membership;

(j) the employee’s recreation, long service, sick, personal,
maternity, paternity or other leave;
(k) the employee’s taxation, banking or superannuation affairs.

enactment includes a Norfolk Island enactment.

enforcement body means:
(a) the Australian Federal Police; or
(aa) the Integrity Commissioner; or
(b) the ACC; or
(c) Customs; or
(d) the Australian Prudential Regulation Authority; or

Privacy Act 1988 11
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Part IT Interpretation

Section 6

(e) the Australian Securities and Investments Commission; or

(f) another agency, to the extent that it is responsible for
administering, or performing a function under, a law that
imposes a penalty or sanction or a prescribed law; or

(g) another agency, to the extent that it is responsible for
administering a law relating to the protection of the public
revenue; or

(h) apolice force or service of a State or a Territory; or

(i) the New South Wales Crime Commission; or

() the Independent Commission Against Corruption of New
South Wales; or

(k) the Police Integrity Commission of New South Wales; or

(ka) the Office of Police Integrity of Victoria; or
() the Crime and Misconduct Commission of Queensland; or
(m) another prescribed authority or body that is established under

a law of a State or Territory to conduct criminal
investigations or inquiries; or

(n) a State or Territory authority, to the extent that it is
responsible for administering, or performing a function
under, a law that imposes a penalty or sanction or a
prescribed law; or

(o) a State or Territory authority, to the extent that it is
responsible for administering a law relating to the protection
of the public revenue.

Federal Court means the Federal Court of Australia.

file number complaint means a complaint about an act or practice
that, if established, would be an interference with the privacy of the
complainant:
(a) because it breached a guideline issued under section 17; or
(b) because it involved an unauthorised requirement or request
for disclosure of a tax file number.

financial corporation means a financial corporation within the
meaning of paragraph 51(xx) of the Constitution.

foreign corporation means a foreign corporation within the
meaning of paragraph 51(xx) of the Constitution.

12 Privacy Act 1988
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Schedule 3 National Privacy Principles

Clause 8

7.3

(b) one or more of paragraphs 2.1(e) to 2.1(h) (inclusive) apply
to the use or disclosure; or
(c) the use or disclosure is by a prescribed organisation of a
prescribed identifier in prescribed circumstances.
Note: There are prerequisites that must be satisfied before the matters

mentioned in paragraph (c) are prescribed: see subsections 100(2)
and (3).

In this clause:

identifier includes a number assigned by an organisation to an
individual to identify uniquely the individual for the purposes of
the organisation’s operations. However, an individual’s name or
ABN (as defined in the A New Tax System (Australian Business
Number) Act 1999) is not an identifier.

8 Anonymity

Wherever it is lawful and practicable, individuals must have the
option of not identifying themselves when entering transactions
with an organisation.

9 Transborder data flows

An organisation in Australia or an external Territory may transfer
personal information about an individual to someone (other than
the organisation or the individual) who is in a foreign country only
if:

(a) the organisation reasonably believes that the recipient of the
information is subject to a law, binding scheme or contract
which effectively upholds principles for fair handling of the
information that are substantially similar to the National
Privacy Principles; or

(b) the individual consents to the transfer; or

(c) the transfer is necessary for the performance of a contract
between the individual and the organisation, or for the
implementation of pre-contractual measures taken in
response to the individual’s request; or

(d) the transfer is necessary for the conclusion or performance of
a contract concluded in the interest of the individual between
the organisation and a third party; or

216
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National Privacy Principles Schedule 3

Clause 10

(e) all of the following apply:
(i) the transfer is for the benefit of the individual;

(ii) it is impracticable to obtain the consent of the individual
to that transfer;

(iii) if it were practicable to obtain such consent, the
individual would be likely to give it; or
(f) the organisation has taken reasonable steps to ensure that the
information which it has transferred will not be held, used or
disclosed by the recipient of the information inconsistently
with the National Privacy Principles.

10 Sensitive information

10.1 An organisation must not collect sensitive information about an
individual unless:

(a) the individual has consented; or
(b) the collection is required by law; or
(c) the collection is necessary to prevent or lessen a serious and
imminent threat to the life or health of any individual, where
the individual whom the information concerns:
(i) is physically or legally incapable of giving consent to
the collection; or
(ii) physically cannot communicate consent to the
collection; or
(d) if the information is collected in the course of the activities of

a non-profit organisation—the following conditions are
satisfied:

(i) the information relates solely to the members of the
organisation or to individuals who have regular contact
with it in connection with its activities;

(ii) at or before the time of collecting the information, the
organisation undertakes to the individual whom the
information concerns that the organisation will not
disclose the information without the individual’s
consent; or

(e) the collection is necessary for the establishment, exercise or
defence of a legal or equitable claim.

Privacy Act 1988 217
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(5) Where an agency receives a request made pursuant to
subclause (1), the agency shall inform the individual
concerned of the action taken as a result of the request.

Principle 8
Accuracy, etc, of personal information to be
checked before use

An agency that holds personal information shall not use that
information without taking such steps (if any) as are, in the
circumstances, reasonable to ensure that, having regard to the
purpose for which the information is proposed to be used, the
information is accurate, up to date, complete, relevant, and not
misleading.

Principle 9
Agency not to keep personal information for
longer than necessary
An agency that holds personal information shall not keep that
information for longer than is required for the purposes for
which the information may lawfully be used.

Principle 10
Limits on use of personal information
An agency that holds personal information that was obtained
in connection with one purpose shall not use the information
for any other purpose unless the agency believes, on reason-
able grounds,—
(a) that the source of the information is a publicly
available publication; or
(b) that the use of the information for that other pur-
pose is authorised by the individual concerned; or
(c) that non-compliance is necessary—

(i) toavoid prejudice to the maintenance of the
law by any public sector agency, includ-
ing the prevention, detection, investigation,
prosecution, and punishment of offences;
or

21
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(i) for the enforcement of a law imposing a
pecuniary penalty; or
(iii) for the protection of the public revenue; or
(iv) for the conduct of proceedings before any
court or tribunal (being proceedings that
have been commenced or are reasonably in
contemplation); or
(d) that the use of the information for that other pur-
pose is necessary to prevent or lessen a serious
and imminent threat to—
(i) public health or public safety; or
(ii) the life or health of the individual con-
cerned or another individual; or
(e) that the purpose for which the information is used
is directly related to the purpose in connection
with which the information was obtained; or
(f that the information—
(i) is used in a form in which the individual
concerned is not identified; or
(i) is used for statistical or research purposes
and will not be published in a form that
could reasonably be expected to identify the
individual concerned; or
(g) that the use of the information is in accordance
with an authority granted under section 54.

Principle 11
Limits on disclosure of personal information

An agency that holds personal information shall not disclose

the information to a person or body or agency unless the

agency believes, on reasonable grounds,—

(a) that the disclosure of the information is one of the pur-
poses in connection with which the information was ob-
tained or is directly related to the purposes in connection
with which the information was obtained; or

(b) that the source of the information is a publicly available
publication; or
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(c)
(d)

©

®

®

(b)

()

that the disclosure is to the individual concerned; or

that the disclosure is authorised by the individual con-

cerned; or

that non-compliance is necessary—

(i) to avoid prejudice to the maintenance of the
law by any public sector agency, including the
prevention, detection, investigation, prosecution,
and punishment of offences; or

(ii) for the enforcement of a law imposing a pecuniary
penalty; or

(iii) for the protection of the public revenue; or

(iv) for the conduct of proceedings before any court or
tribunal (being proceedings that have been com-
menced or are reasonably in contemplation); or

that the disclosure of the information is necessary to

prevent or lessen a serious and imminent threat to—

(i)  public health or public safety; or

(i) the life or health of the individual concerned or
another individual; or

that the disclosure of the information is necessary to

facilitate the sale or other disposition of a business as

a going concern; or

that the information—

(i) is to be used in a form in which the individual
concerned is not identified; or

(ii) is to be used for statistical or research purposes
and will not be published in a form that could
reasonably be expected to identify the individual
concerned; or

that the disclosure of the information is in accordance

with an authority granted under section 54.
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(i)  aperson to whom section 15 or 16 of the Immi-
gration Act 2009 applies (except if the person has
been granted a visa or entry permission in accord-
ance with section 17 of that Act); or

(ii) a person obliged by or under that Act to leave
New Zealand immediately or within a specified
time; or

(iii) treated for the purposes of that Act as being un-
lawfully in New Zealand

personal information means information about an identifi-
able individual; and includes information relating to a death
that is maintained by the Registrar-General pursuant to the
Births, Deaths, Marriages, and Relationships Registration Act
1995, or any former Act

public register has the meaning given to it in section 58

public register privacy principle has the meaning given to it
in section 58

public sector agency—

(@) means an agency that is a Minister, a department, an
organisation, or a local authority; and

(b) includes any agency that is an unincorporated body (be-
ing a board, council, committee, or other body)—

(i)  which is established for the purpose of assisting
or advising, or performing functions connected
with, any public sector agency within the mean-
ing of paragraph (a); and

(ii) which is so established in accordance with the
provisions of any enactment or by any such pub-
lic sector agency

publicly available information means personal information
that is contained in a publicly available publication

publicly available publication means a magazine, book,
newspaper, or other publication that is or will be generally
available to members of the public; and includes a public
register

responsible Minister means the Minister of Justice
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Expiry of power to amend Schedule 5 by Order in Council
Section 113 shall expire on 1 July 1997, but the expiration of
that section shall not affect the validity of any Order in Coun-
cil that has been made under that section and that is in force
immediately before that date.

Section 114: amended, on 3 September 1996, by section 6(2) of the Privacy
Amendment Act 1996 (1996 No 142).

Part 11A
Transfer of personal information outside
New Zealand

Part 11A: inserted, on 8 September 2010, by section 8 of the Privacy (Cross-
border Information) Amendment Act 2010 (2010 No 113).

Interpretation

In this Part, unless the context otherwise requires,—

OECD Guidelines means the Organisation for Economic
Co-operation and Development Guidelines Governing the
Protection of Privacy and Transborder Flows of Personal Data

State includes any State, territory, province, or other part of a
country

transfer prohibition notice means a notice given under
section 114B prohibiting the transfer of personal information
from New Zealand to another State.

Section 114A: inserted, on 8 September 2010, by section 8 of the Privacy
(Cross-border Information) Amendment Act 2010 (2010 No 113).

Prohibition on transfer of personal information outside

New Zealand

The Commissioner may prohibit a transfer of personal infor-

mation from New Zealand to another State if the Commis-

sioner is satisfied, on reasonable grounds, that—

(a) the information has been, or will be, received in New
Zealand from another State and is likely to be trans-
ferred to a third State where it will not be subject to a
law providing comparable safeguards to this Act; and

(b) the transfer would be likely to lead to a contravention
of the basic principles of national application set out in
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Part Two of the OECD Guidelines and set out in Sched-
ule 5A.

In determining whether to prohibit a transfer of personal in-

formation, the Commissioner must also consider, in addition

to the matters set out in subsection (1) and section 14, the fol-

lowing:

(a)  whether the transfer affects, or would be likely to affect,
any individual; and

(b) the general desirability of facilitating the free flow of
information between New Zealand and other States; and

(c) any existing or developing international guidelines rele-
vant to transborder data flows, including (but not limited
to)—

(i)  the OECD Guidelines:

(i) the European Union Directive 95/46/EC on the
Protection of Individuals with Regard to the Pro-
cessing of Personal Data and on the Free Move-
ment of Such Data.

Subsection (1) does not apply if the transfer of the information,

or the information itself, is—

(a) required or authorised by or under any enactment; or

(b) required by any convention or other instrument impos-
ing international obligations on New Zealand.

Section 114B: inserted, on 8 September 2010, by section 8 of the Privacy
(Cross-border Information) Amendment Act 2010 (2010 No 113),

Commissioner’s power to obtain information

To enable the Commissioner to determine whether to prohibit
atransfer of personal information, the Commissioner may hear
or obtain information from such persons as the Commissioner
considers necessary, and for this purpose Part 9 applies as if
the Commissioner were carrying out an inquiry under section
13(1)(m).

In exercising his or her powers under subsection (1), the Com-
missioner may regulate his or her procedure in such manner as
the Commissioner thinks fit.

Section 114C: inserted, on 8 September 2010, by section 8 of the Privacy
(Cross-border Information) Amendment Act 2010 (2010 No 113).
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A prohibition under section 114B(1) is to be effected by the
service of a transfer prohibition notice on the agency propos-
ing to transfer the personal information concemned.

A transfer prohibition notice must—
(a) state the name of the agency to whom it relates; and
(b)  describe the personal information concerned; and
(c) state that the transfer of the personal information con-
cerned from New Zealand to a specified State is prohib-
ited either—
(i)  absolutely; or
(ii)  until the agency has taken the steps stated in the
notice to protect the interests of any individual or
individuals affected by the transfer; and
(d) state the time when the notice takes effect; and
(e) state the ground for the prohibition; and
(f)  state that the agency on whom the notice is served may
lodge an appeal against the notice to the Human Rights
Review Tribunal, and the time within which the appeal
must be lodged. _
The time when the notice takes effect under subsection )(d)
must not be before the end of the period within which an appeal
against the notice can be lodged.

If an appeal is brought, the notice does not take effect pending
the determination or withdrawal of the appeal.

If the Commissioner, by reason of special circumstances, con-

siders that the prohibition should take effect as a matter of ur-

gency in relation to all or any part of the notice,—

(2)  subsections (3) and (4) do not apply; and

(b)  the notice takes effect on the sixth working day after the
date on which the notice is served; and

(c) the notice must include—

()  astatement that the Commissioner considers that
the prohibition must take effect as a matter of
urgency; and

(i)  astatement of the reasons why the Commissioner
has reached that conclusion.

Compare: Data Protection Act 1988 s 11 (Ire)
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Section 114D: inserted, on 8 September 2010, by section 8 of the Privacy
(Cross-border Information) Amendment Act 2010 (2010 No 113).

Commissioner may vary or cancel notice

If, at any time, the Commissioner considers that all or any
of the provisions of a transfer prohibition notice served on an
agency need not be complied with in order to avoid a contra-
vention of basic principles of privacy or data protection, the
Commissioner may vary or cancel the transfer prohibition no-
tice by serving notice to that effect on the agency concerned.

An agency on whom a transfer prohibition notice has been
served may, at any time after the end of the period during
which an appeal under section 114G(1)(a) can be lodged,
apply in writing to the Commissioner for the notice to be
varied or cancelled under subsection (1).

The Commissioner must, within 20 working days after the date
on which an application under subsection (2) is received, no-
tify the agency of—

(a)  his or her decision; and

(b) his or her reasons, if the application is refused.

If the Commissioner exercises his or her discretion under sub-
section (1), the variation or cancellation of the transfer pro-
hibition notice takes effect on the day after the date on which
notice of the Commissioner’s decision to vary or cancel the
transfer prohibition notice is served.
Compare: Data Protection Act 1998 s 41 (UK)

Section 114E: inserted, on 8 September 2010, by section 8 of the Privacy (Cross-
border Information) Amendment Act 2010 (2010 No 113).

Offence in relation to transfer prohibition notice

Every person who, without reasonable excuse, fails or refuses
to comply with a transfer prohibition notice commits an of-
fence and is liable on summary conviction to a fine not ex-
ceeding $10,000.

Section 114F: inserted, on 8 September 2010, by section 8 of the Privacy (Cross-
border Information) Amendment Act 2010 (2010 No 113).
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An agency on whom a transfer prohibition notice is served

may appeal to the Human Rights Review Tribunal—

(a) against the whole or any part of the notice; or

(b)  if the notice contains a statement by the Commissioner
in accordance with section 114D(5)(c), against the de-
cision to include that statement in respect of all or any
part of the notice; or

(¢) against the decision of the Commissioner to vary the
notice in accordance with section 114E(1); or

(d) against the refusal of an application under sec-
tion 114E(2) to vary or cancel the notice.

An appeal under subsection (1) must be lodged,—

(a) in the case of an appeal under subsection (1)(a) or (b),
within 15 working days from the date on which the
transfer prohibition notice was served on the agency
concerned:

(b) in the case of an appeal under subsection (1)(c) or (d),
within 15 working days from the date on which notice
of the decision or refusal was served on the agency con-
cerned.

The Tribunal must allow an appeal or substitute any other de-

cision or notice that could have been made or served by the

Commissioner if it considers that—

(a) the decision or notice against which the appeal is
brought is not in accordance with the law; or

(b) to the extent that the decision or notice involved an ex-
ercise of discretion by the Commissioner, the Commis-
sioner ought to have exercised his or her discretion dif-
ferently.

The Tribunal may review any determination of fact on which

the decision or notice in question was based.

On any appeal under subsection (1)(b), the Tribunal may—

(a) direct—

(i) that the notice in question must have effect as if
it did not contain the statement that is mentioned
in the notice; or

(ii)  that the inclusion of the statement must not have
effect in relation to any part of the notice; and
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(b) make any modifications required to give effect to that
direction.
Compare: Data Protection Act 1998 ss 48, 49 (UK)

Section 114G: inserted, on 8 September 2010, by section 8 of the Privacy
(Cross-border Information) Amendment Act 2010 (2010 No 113).

Application of Human Rights Act 1993

Section 87 and Part 4 of the Human Rights Act 1993 apply,
with all necessary modifications (if any), in relation to pro-
ceedings under section 114G as if they were proceedings under
that Act.

Section 114H: inserted, on 8 September 2010, by section 8 of the Privacy
(Cross-border Information) Amendment Act 2010 (2010 No 113).

Part 12
Miscellaneous provisions

General

Protection against certain actions

Where any personal information is made available in good

faith pursuant to principle 6,—

(a) no proceedings, civil or criminal, shall lie against the
Crown or any other person in respect of the making
available of that information, or for any consequences
that follow from the making available of that informa-
tion; and

(b)  no proceedings, civil or criminal, in respect of any pub-
lication involved in, or resulting from, the making avail-
able of that information shall lie against the author of
the information or any other person by reason of that
author or other person having supplied the information
to an agency.

The making available of, or the giving of access to, any per-

sonal information in consequence of a request made under

principle 6 shall not be taken, for the purposes of the law re-
lating to defamation or breach of confidence or infringement
of copyright, to constitute an authorisation or approval of the
publication of the document or of its contents by the individual
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