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Mission Statement
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To secure the protection of privacy of
the individual with respect to personal
data through promotion, monitoring
and supervision of compliance with the
Personal Data (Privacy) Ordinance.

NERBHEFTEH

Strategies and Key Goals of the PCPD

REE Strategies

Key Goals
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Enforcement

FERALE ~ AFMERERAEIE
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Ensure equity, fairness and operational efficiency
Act independently, impartially and without fear or
favour

Partner with other regulators, leveraging their
legislative mandates, institutional tools and
enforcement powers

Partner with overseas data protection authorities for
handling cross-border privacy issues

EREEETR

Monitoring and Supervising Compliance

TR R RIS AV

BIBEMREE  BEMPRETEED - BIEM
HEEN  BITAZNER
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Proactively investigate into areas where the privacy
risks are significant

Partner with other regulators, leveraging their
legislative mandates, institutional tools and
enforcement powers

Partner with overseas data protection authorities for
handling cross-border privacy issues

AERFMER - BRER LR THARREZR
BEXRMARERMEIEEH
EMHAERAEANERIGMEF  BEAEHY
MEZERILPNRRATESHE

Complaints are investigated and resolved efficiently
in a manner that is fair to all parties concerned
Enquiries are responded to professionally and
efficiently

Meritorious applications for legal assistance are
entertained and aggrieved individuals compensated

REEBRTREBAABNNEENRMNRITH
RERLBITER

Organisational data users meet their data
protection obligations and adopt good privacy
practices
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Promotion
REM SR 2B ERELRE
BEMERELINEIREER  BRRETEHN
RFKF
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EEME - FRIZEREESA
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Be proactive in seeking the holistic engagement of
stakeholders

Promote best practices among organisational data users
on top of meeting minimum legal requirements

Maximise publicity and education impact through
publications and media exposure

Engaging the community, in particular, young people

Use lessons learnt from investigations as a means of
educating data users and data subjects

Corporate Governance

o FTEZEPEMMEMARA

o ERERLUZEBICEN - MERKUA

o KBEILFER

o RN ITIFRVESDRFIE @ EREX T BB MEBRY
Wt EEREY EREZNIF

o BV KM OMERAIER

e Adhere to the principles of transparency and
accountability

e Maximise utilisation of resources to achieve economy,
efficiency and effectiveness

e Make continuous efforts to streamline work procedures

e Apply a “selective in order to be effective” approach
in prioritising work, with an emphasis on assignments
that will have the greatest impact

e Build and maintain a loyal and professional team

NRBBALRE T ZHEREFARER - DIRAATTE
BEIRER
A RERBEIBEEO TERMEBENSE - WAFE
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BATGAA ~ LERBEHIBAENACLARMNSIE

Individuals are aware of their rights as data subjects under
the Ordinance and how to exercise them

Public and private sector organisations are aware of their
obligations as data users under the Ordinance and how to
meet them

Individuals and public and private sector organisations are
aware of the role of the PCPD and how we can assist them

}

° EHRKTHESR

¢ Achieve high standards of corporate governance
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Privacy Commissioner’s Message

BER
BAENAESE
Allan CHIANG

Privacy Commissioner
for Personal Data

LZRABEAEN

RAEEEL IR

Embrace Privacy and Data Protection as
part of Corporate Governance

(BAZER (FF2) &G ( TR6I, )

1996 & - BIAK 17 FAEEERMIRE
BT - A RRBZERDWRERER
RIZEERE  WAKRBEEENER - —
BUR - FhEREMREEEEZBNE
FXRFH - BERIFBENMUE - BREE
g ERWEETIET -
The Personal Data (Privacy) Ordinance
(“the Ordinance”) came into force
some 17 years ago, in 1996. However,
for many years thereafter, privacy and
data protection, in my view, remained a
subject that was not given the attention
that it deserved. It was traditionally
accorded a very low, if any, priority in
an organisation’s business agenda. This
is no longer a viable strategy, as times
have changed.
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Changing privacy landscape

First, while Hong Kong was the first jurisdiction in Asia to have a
dedicated piece of legislation on personal data privacy, by 2014, 11
other jurisdictions in the region had similar legislation. Globally, at
least 104 jurisdictions have enacted data protection laws. This trend
reflects the growing public recognition of privacy as a fundamental
human right.

It also underpins the challenges generated by the pervasive use of new
information and communications technologies (“ICTs”) in today’s digital
society, which has enabled the collection and use of vast amounts of
personal data with phenomenal ease and efficiency.

In the private sector, new business models built on personal data are
on the rise. No doubt, ICT innovations and applications such as the
internet, social networking, the internet of things, mobile apps, big data
and cloud computing have been of great economic and societal value,
and have enhanced the productivity and competiveness of enterprises
in ways we could never have imagined.

In the public sector, it is obvious that the government and many public
bodies are also taking advantage of ICT to accomplish their mandates
or improve their ability to deliver public services through more effective
processing of personal data. They are increasingly using the internet,
social networking sites and mobile apps to inform and engage the
public, and in so doing, they have the potential to collect personal data
via these media.

Importantly, Edward Snowden’s revelations in 2013 of mass
surveillance by the United States National Security Agency have raised
public awareness of individuals’ privacy rights and prompted worldwide
concern about the erosion of such rights by state and private sector
surveillance activities.

ik PCPD ANNUAL REPORT 2013-14
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Where do organisations in Hong Kong stand in terms of managing
privacy and data protection. To say the least, there is definite room for

improvement... Privacy concerns were addressed seriously only when
mistakes had been made and identified. Top management was seldom

involved...

FBHRBHEERB LT

HEREBENLBRENLZT  HHEHK
BERELBNERMRETE » ZARALE ?
BEDALE  MARKEREZERE °

BHEBENFFRREENKER RIS
WRIERELRIIE - A RRNRIEE -
IR EES N2 EMEIENRES » 2
RAMIER » RBERBRRILTERE > 7
SLRLEHE ZREEERI2H  F
HHEERRXRAERLRERBRABRE
MEEZHSRDEBEBNIE - EE8T
RO TRIREARTK -

NEBSEH

—ERBNE T R 2010 F8HE A
MERNN\EESM - ZRAEEN 2408
PEEENNETEIREER  ERT
BREITHZIERTE - BhlRZ AT RKEEE
AR - WEREEN D - LOFHNEAERE
B2 RABHERBEREEER KRB A
IHESE T S @RAUHE - \EBERAER
BLEES RBHFELEE  DEFMMA
HEBABRE "REEE  ERERE. -
ARRENEHZIYE - REATRATN
EEARBBENE BEN\EEEETETY
PR Z A BY B FIFT XI5 RS WHEM
BASRERLUNAETR BB -

Minimalist approach to managing privacy and data
protection no longer viable

Against this fast-evolving privacy landscape, where do organisations
in Hong Kong stand in terms of managing privacy and data
protection. To say the least, there is definite room for improvement.

My regulatory experience in the past four years has witnessed that
many organisations tended to adopt a rather passive approach to
privacy protection. They were reactive instead of proactive, and
remedial instead of preventative. Privacy concerns were addressed
seriously only when mistakes had been made and identified. Top
management was seldom involved, if at all. The subject was delegated
to the organisation’s legal and compliance staff. More often than not,
this led to the adoption of a minimalist approach, which was concerned
just with meeting the legal requirements set out in the Ordinance.

Octopus incident

One prominent example was the infamous Octopus incident of 2010. In
running its customer-loyalty programme with a database of 2.4 million
subscribers, the company committed a number of contraventions
under the Ordinance. In particular, without its customers’ consent,
it transferred their personal data to a number of partner companies
for use in the marketing of the latter’s products and services, and
received monetary gains in return. Not surprisingly, this led to a public
outcry. In its concluding remarks to the case, promulgated widely in
media advertisements, Octopus maintained that its sale of personal
data was legal, but admitted it had failed to meet the aspirations of
the community. | certainly disagree with Octopus’s legal defence. But
| am glad that Octopus learnt that its customers’ privacy expectations
should be instrumental in formulating its business strategy and
declared that it would not engage further in such malpractices.
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“MoneyBack Programme” by PARKnSHOP

Another notable example was the “MoneyBack Programme” operated
by PARKNSHOP, another customer loyalty programme with about
1.6 million members. It repeated the Octopus mistake of collecting its
customers’ partial identity card numbers for member authentication,
when other contact information already sufficed for that purpose.
Further, it continued to use the same vague terms that Octopus
once adopted to define the third parties to whom the data would be

»oow [ ” o«

transferred, such as “subsidiaries”, “partners”, “affiliates”, “third parties”
and “any other persons under a duty of confidentiality to us”. These
terms gave no clue to its customers as to the nature of the business of
the third parties, and therefore did not allow them to make an informed

choice on whether or not to accept such data transfers.

Throughout the investigation, it appeared to us that only the
company'’s legal staff was involved. Despite the blatancy of the
privacy contraventions, the company did not see the need to take
prompt remedial action to remedy the situation. Upon receipt of our
determination that they had contravened the law, their immediate
reaction was to file an appeal with the Administrative Appeals Board.
Only when the investigation report was published in October 2012
and the case was put in the glare of the public spotlight was there
a change in the company’s attitude. Their senior management, who
seemed to have been alerted to the incident for the first time, issued a
media statement sending a positive message that they “definitely want
to be proactive in protecting (their) customers’ data ...” They dropped
their appeal soon afterwards.

Privacy intrusion by paparazzi

A further example concerns a determination | made in March
2012 regarding complaints by three TV artistes against two gossip
magazines, namely, Sudden Weekly and Face Magazine, concerning
the use of systematic surveillance and telescopic lens photography to
take clandestine photographs of the artistes’ daily lives and intimate
acts within their private residences over a period of three to four days.
These photos, including one showing one of the complainants in an
undressed state, were published in the magazines.

| ruled that in the circumstances, taking the photos surreptitiously
amounted to unfair collection of personal data, and directed the
magazines to delete the photos from their databases and websites,
and to establish privacy guidelines for compliance by their staff on the
systematic monitoring of the collection of personal data by covert means

ik PCPD ANNUAL REPORT 2013-14 ﬂ
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and/or long-distance photograph shooting. This determination has been
vehemently challenged by the two magazines. They lodged an appeal
with the Administrative Appeal Boards and failed. They are now seeking
a judicial review of the decision of the Administrative Appeals Board.

Their arguments are all legalistic, concerning the interpretation of the
law on, for example, whether | have the legal authority to require them
to formulate privacy guidelines for compliance by their staff. But again,
should the matter be managed by the magazines as a purely legal
issue? Should they not be more concerned about whether they have
been acting morally and ethically? Should they be concerned about
respecting individuals’ privacy rights? Irrespective of whether | have
the legal authority to require them to formulate privacy guidelines for
compliance by their staff, as responsible employers and editors, should
they not do it anyway?

HKE2013- 14 FEMNBELIFZ2—  MEREKEBFEAREINERAR -
FERZPREN RS LRVEEE: - MIBERF ZEMELURBEAR -

As a priority promotion task in 2013-14, | advocated that organisations,
as responsible corporate citizens, should adopt a paradigm shift from

compliance to accountability.
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Privacy is more than a legal compliance issue

My thesis is that it is not enough for organisations to treat privacy and
data protection merely as a legal compliance issue, doing the least
possible to comply with the legal requirements, but with little or no
regard to customers’ privacy expectations.

As a priority promotion task in 2013-14 therefore, | advocated that
organisations, as responsible corporate citizens, should adopt a
paradigm shift from compliance to accountability. Top management
should provide the drive and embrace personal data privacy protection
as part of their corporate governance responsibilities and apply it as
a top-down business imperative throughout the organisation. This
calls for the formulation and maintenance of comprehensive privacy
management programmes.
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Privacy management programmes

Privacy management programmes provide strategic tools to proactively
manage privacy and data protection as a multi-disciplinary issue, (not
merely as a legal compliance issue), with a special focus on respect
for customers’ or clients’ needs, wants, rights and expectations.
They establish privacy policies, procedures and practices; ensure that
privacy is built by design into all initiatives, programmes or services;
and incorporate internal oversight and review mechanisms. In addition
to ensuring legal compliance, the programmes demonstrate an
organisation’s commitment to good corporate governance and are
conducive to building trustful relationships with customers or citizens,
as well as employees.

BERE—REILRIBEEREFLREHE  ERIBEEE - B8 RATRIER
mRIEEZEFE=RMAE

The privacy-assuring culture that these organisations are going to build

and foster will lead to a win-win-win outcome for the organisations

management, their staff and the citizens or customers that they serve.
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| am very pleased to report that we have been able to secure the
buy-in of the most important data users in Hong Kong. By February
2014, the HKSAR government, 25 companies from the insurance
sector, nine companies from the telecommunications sector and five
major organisations from other sectors (including Octopus) have all
pledged to implement holistic and encompassing privacy management
programmes in their respective organisations, as a strategic means
to achieve accountability. Also, the Hong Kong Association of Banks
indicated that the banking industry supported the accountability
concept and that individual banks would take the necessary steps to
implement the principles of privacy management programmes.

All'in all, this is a milestone achievement. The privacy-assuring culture
that these organisations are going to build and foster will lead to a
win-win-win outcome for the organisations’ management, their staff
and the citizens or customers that they serve. | hope that many other
organisations will follow their example.
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Public domain personal data protected under the
Ordinance

During the year, we completed an investigation into the operation
of a smartphone application “Do No Evil” and took the opportunity
to state our view in the investigation report that personal data in the
public domain is still subject to protection under the Ordinance. This
aroused a great deal of controversies in the ICT sector. We re-affirmed
our position through public statements and a series of meetings with
different stakeholders.

BAARTERUBFENALFZMEAEZN (HIFREMNEEAERN
EMEAEH) F METLIBHER - BERMREESKEHCEREERRE -
We trust we have dispelled the common misunderstanding that personal
data collected from the public domain, not from the data subjects direct,

is open to unrestricted use.
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The case involved a smartphone application which enabled subscribers
to search bankruptcy and litigation records of individuals by name and
view the combined data in one go. Such data was compiled based
on data available in the public domain but there was no guarantee as
regards the reliability and validity of the data when used for purposes
other than that for which it was originally made public. For example,
the target persons could be harmed unknowingly if the data was used,
for example, for checking their employability or credit-worthiness.

This landmark case highlighted the privacy risk that personal data
in the public domain, if used and re-used indiscriminately and
without appropriate safeguards, would result in loss of control over
the accuracy, retention and security of the data, thus jeopardising
the interests of the data subjects. The risk would be aggravated by
technological advances which support aggregation, matching and
further processing of data in the public domain. Data of an individual
collected from one public source could be combined with data of the
same individual obtained from other public sources at phenomenal
ease and efficiency to profile the individual and generate new uses of
the data that far exceed the individual’s privacy expectation.
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We trust we have dispelled the common misunderstanding that
personal data collected from the public domain, not from the data
subjects direct, is open to unrestricted use. The test here is whether a
reasonable person in the data subject's situation would find the re-use
of the data unexpected, inappropriate or otherwise objectionable. Each
case will have to be determined on its own merits, taking into account
all relevant factors. In this regard, a guidance note for the use of public
domain data was issued.

Closing remarks

In closing, | wish to acknowledge the support of the Personal
Data (Privacy) Advisory Committee, the Standing Committee on
Technological Developments, and many other stakeholders in the
privacy and data protection community. My special thanks go to my
team, which handled with amazing efficiency and the utmost dedication
a record high volume of complaints and enquiries in 2013-14 (a 53%
increase and a 18% increase respectively compared with the workload
of 2012-13).

Allan CHIANG

Privacy Commissioner for Personal Data
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One Year at A Glance
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Started to implement New Direct
Marketing Regulatory Regime and
provide Legal Assistance

A
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Protect Personal Data Cautiously
Prevent Misuse in Direct Marketing

{mA
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MRRSRE AR AR
www popd org.hic B 2327 7827

A 2913 Fox it

. poped v o call HE7 43

B RN EEER  TEBERE
BAER BrIERFEE
Broadcast TV API on New Direct
Marketing Regulatory Regime

B ERBEFRBEARERERS
Published an Inspection Report on
the MTR’s CCTV System

B %3k Facebook AR FAE B HMRE
fER - MENRTIR (TEHRfRIE YRR
FE— IR A T
Announced results of a privacy
awareness survey on Facebook
and published a new version of
"Protecting Online Privacy — Be
Smart on Social Networks" leaflet
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B EXREFBRDHEEMERRREER
BREEEESANE MW ETREAER
HERAERSE

Published an investigation report on
wrongful collection of personal data
from the public in a joint telemarketing
programme by Hong Kong Preventive
Association and Aegon Direct Marketing
Services Insurance Broker

BT R AEMBR "HXEH 0 B
REE | IRERERERSIERE | | B
Published an infographic “To Receive
or Not to Receive Direct Marketing
Messages, It’s Your Call — You have
the Right to Opt-Out at all times” in
newspapers, magazines and the PCPD's
website

& LRRESR
Think PRIVACY Be SMART Online

B THRERREERR, RE FAE
TS LR CREHERE R
EY —FRIMEN#HERR - EX
REEEN "R EARERR,
Launched a campaign “Be Smart
Online” comprising bus advertising,
newspapers and online promotion,
as well as a series of educational
videos. A thematic website “Think
Privacy! Be Smart Online” was
activated

B—F—EN TEIEER, BE
The annual Privacy Awareness Week
was launched

B REFLEBEL KFEETE 2013 BhE
ARINEEENE LB RS
Held the award presentation ceremony
of the Student Ambassador Privacy
Protection Programme 2013 —
LLearning Project Competition

B REERTIEHSIFS
Data Protection Officers’ Club: New
Members Welcome Reception

B EREER TR ERIEMERG
NES1TE)  EMHMEAMRARNE
BEFHEARAREBER
Announced to join the first Global
Enforcement Network Privacy
Sweep and assess the privacy policy
of local smartphone apps

B EXREEOFEEMY - RBAEMN
ZERE— NI RERLEER
A thematic website “Youth Privacy”
was launched to provide students
and teachers one-stop tips and
resources on privacy protection
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Launched the “Driving Retalil
Excellence through Privacy
Assurance” campaign with the
Hong Kong Retail Management
Association
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EHNEEER)

Published the investigation report
on smartphone application “Do No
Evil” which enabled search for target
individuals’ litigation and bankruptcy
data
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BB (EREAHKEERENEAE

BHESD

Issued a Guidance
on Use of Personal
Data Obtained from
the Public Domain

Guidance

R (BRREEASHZHLALRER BEATERBERBRERESE "ALE

REWRESD

Issued a Guidance on Preparing Personal
Information Collection Statement and
Privacy Policy Statement

EHERE B ARWEERNIDRZRER
AN ) RRERS
Made submission in response to

LERREAERES
Presentation of the first Privacy
Commissioner Prize in Privacy &
Data Protection Law scholarship,
jointly set up by the PCPD and
Faculty of Law of The University of
Hong Kong

Public Consultation on Improvement of B ZRAEFTFIR LT HIERRZRMN

Corporate Insolvency Law Legislative
Proposals

N EBEEREEER R EAEERR
Broadcast TV API on “Think Privacy! Be
Smart Online

RNEREEBRE70131

MRBRMERE

Published results of a survey on
privacy policy of local smartphone
applications

WA ELA 18 18 B R A BB BA RS

F MR AR BEERENER
Announced the results from the first
GPEN Privacy Sweep conducted
by 18 global privacy enforcement
authorities

B =EHRENAUREREDFIE
)

[ ]
%
FEREEREAER (TR %=
EENE
Three new members appointed and
five incumbent members re-appointed
to the Personal Data (Privacy) Advisory
Committee

GaE)
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B A\ HFAERETE California Fitness [A)
RHEASHESEWEBTEENE
AER  BEZTZEREBESMDE
BA  RIREREAERILE
Released an investigation report
which revealed that California Fitness
breached data privacy by collecting
excessive personal data, including
some 200,000 copies of Hong Kong
Identity Card from persons who
applied for or renewed membership

B RREABTBEBRERTEMEL
B RS
Published an investigation report on
Hong Kong Police Force’s loss of
police notebook

L EREERAEREHER ALK

IR » BRFEWRE u #ﬁ%ﬁ F2014 1% 21 EREERRE lﬁ’\/%jﬁﬁﬂ?‘t@limgﬁﬁﬁ%/\mﬂ%?&
Published an investigation report NREH ) RRERE )=

on Hospital Authority’s improper Made submission in response to Commenced public education
disposal of hospital waste containing Public Consultation on 2014 Digital roadshow covering seven different
the personal data of patients 21 Strategy locations in the territory

B M REEEBEB RS R Foxy W 7E 2013 FHEEF -~ BITE  RERE

HERHERINDRMREAERNSE
o BERFAEHRE

Published an investigation report
on two data breach incidents in the
Hong Kong Police Force caused by
Foxy

BEHESRG P ELEEEHEM
FEFEENER

The Commissioner launched his
blog to share his insights into hot
privacy topics

BEFARBRELEEE  RAE 0
BIRBEF R BB N G EhiEs BN 18
CEAER (RLFE ) BB
Launched a University Privacy
Campaign and promoted personal
data privacy protection in ten
local universities through talks and
interactive games

NERERTLRER  SRERA
IRHEITRLREEERR SEBNR
RABME 12 BTN CEO HERE
25 ARBT0RITHESZNSE
TBRAEHE » EREETHAIDE
=99=1

Throughout 2013, a series of
discussion meetings were held with
the Government, banks, insurance
companies and telecommunication
service providers to seek their buy-in
of Privacy Management Programme.
The programme highlight was a CEO
breakfast meeting held in December
which was well attended by some
70 CEOs and senior executives from
these sectors and members of the
Executive Council and Legislative
Council
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Released 2013 year ender which
revealed that a record high of 1,792
complaints were received in 2013

B ALREERNBNBSRBRRNEFE
RENMLEEERR

The Commissioner briefed Bureaux
and Department Heads of the
HKSAR Government on Privacy
Management Programme

EEE T REMREEARER
RREEE

Made submission in response to
Public Consultation on RESCUE
Drug Testing Scheme

B EBREATREBTE 39 MRERF

B2t ~ BN EAMITEMN BB RS
ETLREERR

The HKSAR Government and 39
organisations from the insurance,
telecommunications and other
sectors pledged to implement
Privacy Management Programme

BRELR (RREBRRRETES

HIESID
Released the Privacy Management
Programme: A Best Practice Guide
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B8 250 RBUFTTIRA B KA

EERTIREXAE  2HEHANESR
WV RETL B XEREF SR

The International Conference on Data
Privacy in Corporate Governance was
organised by PCPD and attended by
over 250 government administrators
as well as legal and compliance
professionals from the private sector

BT EHFEESERE (BRA—E) N
(FACE) Wy EsF{EZ » WHERTLRE
EEgEREARPEAERNEOR
Administrative Appeals Board
dismissed the appeals from Sudden
Weekly and Face Magazine, and
re-affirmed the Commissioner’s
decision on their clandestine photo-
taking of artistes

B NERER4ERERNIEELE
BRI ABRI AR RERERS
Released an inspection report on
the Student Financial Assistance
Agency's personal data system for
four financial assistance schemes

NERES THERBEREN X
REEEAERS ) BEE

Launched the first seminar on
"Developing Mobile Apps with
Privacy Protection in Mind"

B BEEEAMABREERIAE

AER\E R OEGH ENEIMR
EEmH EERLREREEN
BREHER

The Commissioner hosted a meeting
between local privacy professionals
and an overseas delegation of chief
privacy officers from multinational
corporations led by the Centre for
Information Policy Leadership

B EREARERA TGS EEERN

mNEmE L MEEEETTE
HE

The Commissioner delivered
a keynote presentation at the
inaugural Asia Privacy Forum of the
International Association of Privacy
Professionals
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NEFRIE
Our Organisation

NERANEEEEE - WEEEEE2ME  The PCPD is headed by the Commissioner, who has overall
HE - BERNESERANET  RESFE  responsibilities for promoting, monitoring and supervising compliance
WARBIIRE - (FERMIER—) with the Ordinance. (See Appendix 1 for detalls)

EAERPTHER AEMNBERS A  The PCPD had a total of 81 staff at the end of the period under review
81 A ARITEL@EERFILIE o (FHERWHT) and was organised into seven divisions. (See Appendix 2 for details)

BAERFLIEES
Privacy
Commissioner for
Personal Data

BEAEHFLIEES
Deputy Privacy
Commissioner for
Personal Data

H4TER BB NBUERER EARRER
" Compliance & Policy Information

Cjpsiziiens Divfgion Division Technology Division



BREERRFHBERE
Chief Corporate

Services Manager

1TBER

Administration Division

B ERES
BF 7588 Corporate
Finance Division Communications

Division

EEEE

Senior Management Team

Bl

Chief Legal Counsel

ERER

Legal Division



AEET ABOUT US

BAZEH (TLE) BHAEEE PERSONAL DATA (PRIVACY) ADVISORY COMMITTEE

HHAEZEENRENRFLAMSEERRRE The Advisory Committee members appointed by the Secretary for
> EEMEAERLBREMGREETH Constitutional and Mainland Affairs advise the Commissioner on
HEEERLEEERHEER - matters relevant to the privacy of individuals in relation to personal data

or the implementation of the Ordinance.

STPINTET TS
i@&te of the Privaclygmissioner =l
';J . . 3 d
. Personal Datg

-k

1g Kong

3

r—

K.

i |
#HE (20131081 HE20154F9830H) Membership (from 1 October 2013 to 30 September 2015)

*FE CHAIRMAN
1. BIELR%HE, SBS 1. Mr Allan CHIANG, SBS
BAEBERNALERES Privacy Commissioner for Personal Data Q

4= MEMBERS

2. Rt 2. Ms Shirley HA Suk-ling
BIEHEES Director, DIGITALHONGKONG.COM
(B 20094 108 1 HE) (since 1 October 2009)

3. LER%LE 3. Mr Billy HUNG Hing-chuen
RAEEERARES Director, Shiu Pong Enterprises Ltd.

(B2011 4108 1 H#EL) (since 1 October 2011)

4. SpIRENRE 4. Mr Jimmy KWOK Chun-wah
KR (B8 ) BIRATESHEKE Managing Director, Rambo Chemical (Hong Kong) Ltd.
(B 20134108 1 H#E) (since 1 October 2013)

5. Bl R+ 5. Ms Susanna SHEN Shuk-ching
EEPEEFBRATENRIEIEEE Head, Information Technology, The Hong Kong and China Gas Co Ltd.
(B 201141081 H#E) (since 1 October 2011)

6. ML LE 6. Mr SIU Sai-wo
EENEEEERARITBHER Chief Executive Officer, Sing Tao News Corporation Ltd.
(B 20084 10 B 1 H#R) (since 1 October 2008)

7. REEKE 7. Mr David WAN Chuck-fan
BIRT (B8 BRATRGHREAEETEE Head, Compliance, Hong Kong Compliance Department,
(B 2013410 A 1 HE) Standard Chartered Bank (Hong Kong) Ltd.

(since 1 October 2013)

8. BRELL 8. Ms Winnie YEUNG Cheung-wah
W EBBRAT LB R ATSEIEE Director, Legal & Corporate Affairs, Microsoft Hong Kong Ltd.
(B20134F 1081 B#) (since 1 October 2013)

9. RMJALE, JP 9. Mr Gordon LEUNG, JP

BHEIEAEERRMER Deputy Secretary for Constitutional and Mainland Affairs
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BEEREFEEEY STANDING COMMITTEE ON TECHNOLOGICAL
DEVELOPMENTS

NEZIREBREEHEEDS  5ERAER  The Standing Committee was established to advise the Commissioner

EENKEMBENEREAHEAERNLE on the impact of the developments in the processing of data and

HHE  ALEEERHEER - computer technology on the privacy of individuals in relation to
personal data.

FHEMATHARYEEASR
Office of the Privacy Commissioner
for Personal Data, Hong Kong

BaER CO-CHAIRPERSONS A é
1. BIEESKE, SBS 1 Mr Allan CHIANG, SBS s.
BAEBERNALERES Privacy Commissioner for Personal Data V ( ‘
2. RUNFA%R+ 2. Ms Lavinia CHANG o
BIBEAERALEES Deputy Privacy Commissioner for Personal Data
mE MEMBERS
3. AREHR 3. Professor John BACON-SHONE
BEARARELGRIBRFEROIRE Director, Social Sciences Research Centre, The University of Hong Kong
4. BiERHiEL 4. Dr K P CHOW
EBRETTEMRNERBIZIR Associate Professor, Department of Computer Science,
The University of Hong Kong
5. {i{hEEELE, MH, JP 5. Dr Ho Ching-ping, MH, JP
BEREEGENRREESTRE Chairman, Information Technology Committee
Hong Kong Medical Association
6. EEREL, P 6. Dr Samson TAM Wai-ho, JP

B () BRARERE Chairman, Group Sense (International) Ltd.
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Promaoting Privacy Protection
as Corporate Governance

EFREASME
From Compliance to Accountability

BB NEERAAR ERNED ERHEAEZER LTS REIMN
RE  TREBBLEIREASEE  EERMREMARDE
BENEE—R-

The Compliance and Policy Division monitors and promotes
compliance with the provisions of the Ordinance. We
encourage organisations to take a step forward, making the
shift from compliance to accountability, and to embrace
personal data protection as an integral part of their corporate
governance.
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BB R HRER
m Compliance & Policy Division
e

B EEED

Information Technology Division
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PRIVACY MANAGEMENT PROGRAMME

In response to rising public expectations for privacy protection, along
with increased privacy risks brought about by the era of Big Data,
the Commissioner has been advocating that organisations should
make personal data protection part of their corporate governance
responsibilities and implement it throughout their organisations
using a top-down approach. This calls for a paradigm shift from
compliance to accountability, and the formulation and maintenance of
a comprehensive privacy management programme (“PMP”).

On matters of privacy and data protection, it is not uncommon for
top management to be seldom involved, if at all. The issue is often
relegated to the legal and compliance staff. This often leads to the
adoption of a minimalist approach focused on just meeting the basic
legal requirements set out in the Ordinance. The Commissioner
submits that organisations, as responsible corporate citizens, should
consider privacy from a broader management perspective and take
into account factors such as corporate reputation and respect for the
basic rights of their customers or clients.

Over the past year, the PCPD has been working with the
HKSAR Government, the Hong Kong Federation of Insurers,
the Communications Association of Hong Kong, and the Hong
Kong Association of Banks to advocate the implementation of
an accountability-based PMP in the sectors concerned. As at 18
February 2014, the following organisations (figure 2.1) had pledged
to implement a PMP: the HKSAR Government (including all bureaux
and departments), 25 insurance companies, nine telecommunications
companies and five organisations from other sectors. The
Commissioner looks forward to these organisations fulfilling their
pledges, thus setting an example of responsible privacy management
for other data users to follow.

Although the Hong Kong Association of Banks did not join the pledge,
it has indicated to the PCPD that the banking industry supported the
voluntary PMP and that individual banks would take the necessary
steps, having regard to their own privacy protection frameworks, to
implement the PMP principles.
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2.1 Figure 2.1

REWHITIEEIERFEAUHSE (323 Organisations which have made the pledge to implement
X BBIEFHER) - a PMP (listed in alphabetical order):

EERHIITHRERE
FrE R R MBI

RERSR

REAEFRRERAT

K3BRER (BIER) BIRAT
ZEERR (BRE) BRAF
RERBRBRAR
REIARFRER (F58) BRAR
EARBARBRERAT
EARBRAZSRREBRAT
RFERER (1976) BRAHF
BERRERAF

BHASRR (BRE) BRAH
SE&Rk (M) BRAR
MBI RRERAT
EEBBERRIMNERAT
RZMERBRERAREEDIATE

RRBRERAT

R BB RAT
EXMFR (B%) BRAF
EIMERRRERAR
Ermmiafk (M) BRAT
RGA ZEIBRRAR
EXRRBHERBRERAT
BERXBSHERAT
WTBREERAR (FB2AF)
R L AR (F8) BRAT
PRASERE

-tk S
PEBESERFRAR
BaEE (F8) BRAT
EREBEEMERAT
EEENERAH

M EM (FE) BRAT
M ESREIRAR

B EBNARAT
BANHBZERBRAF
NEBHERAT

HithiT5
BEKBRAT
ERTERRERAF
BEBREERAR
BREER
NEEERERAT

Hong Kong Special Administrative Region Government
All bureaux and departments

Insurance sector

ACE Life Insurance Company Limited

AlA International Limited

AXA China Region Insurance Company (Bermuda) Limited

AXA General Insurance Hong Kong Limited

China Taiping Insurance (HK) Company Limited

Cigna Worldwide General Insurance Company Limited

Cigna Worldwide Life Insurance Company Limited

Dah Sing Insurance Company (1976) Limited

FWD General Insurance Company Limited

FWD Life Insurance Company (Bermuda) Limited

Hong Leong Insurance (Asia) Limited

Liberty International Insurance Limited

MassMutual Asia Limited

Minan Property And Casualty Insurance Company Limited,
Hong Kong Branch

Prudential Hong Kong Limited

Prudential General Insurance Hong Kong Limited

QBE General Insurance (Hong Kong) Limited

QBE Hongkong & Shanghai Insurance Limited

QBE Mortgage Insurance (Asia) Limited

RGA Reinsurance Company

Royal & Sun Alliance Insurance plc

Sun Life Hong Kong Limited

Swiss Reinsurance Company Limited, Hong Kong Branch

The Tokio Marine & Fire Insurance Company (HK) Limited

Transamerica Life (Bermuda) Limited

Telecommunications sector

China Mobile Hong Kong Company Limited

China Motion Telecom (HK) Limited

CSL Limited

Hong Kong Telecommunications (HKT) Limited
Hutchison Telecommunications (Hong Kong) Limited
New World Mobility Limited

SmarTone Mobile Communications Limited

Telecom Digital Holdings Limited

Wharf T&T Limited

Other sectors

CLP Holdings Limited

The Hong Kong and China Gas Company Limited
The Hongkong Electric Company, Limited
Hospital Authority

Octopus Holdings Limited
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The HKSAR Government and 39 organisations from the insurance, telecommunications and other sectors pledged to implement PMP
at the Pledge Ceremony held on 18 February 2014.
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What is PMP?

PMP is not a legal requirement under the Personal Data (Privacy)
Ordinance (“the Ordinance”). At the minimum, PMP serves as
a strategic framework to assist an organisation in complying
with legal requirements of the Ordinance, as well as privacy risk
management. In a broader sense, PMP should be a robust privacy
infrastructure that:—-

* has top management commitment and is integrated into the
organisation’s governance structure;

e treats privacy and data protection as a multi-disciplinary issue, with
a special focus on respect for customer or client needs, wants,
rights and expectations;

e establishes policies, procedures and practices giving effect to the
legal requirements under the Ordinance;

e provides for appropriate safeguards based on privacy risk
assessment;

e ensures that privacy is built into all initiatives, programmes and
services;

* includes contingency plans for responding to breaches and other
incidents;

e includes internal oversight and review mechanisms;

* is kept current and relevant, and remains practical and effective in
a rapidly changing privacy eco-system; and

* is appropriately resourced and managed by dedicated staff.
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PMP: A Best Practice Guide

In February 2014, the PCPD released a guide entitled Privacy
Management Programme: A Best Practice Guide ("the Guide"). The
Guide outlines the building blocks of a PMP. It provides guidance to
organisations for developing and improving their own programmes
according to their specific circumstances, such as organisation size,
nature of business, and the amount and sensitivity of the personal data
they collect and manage.

The Guide outlines what the Commissioner advocates as good
approaches for developing a sound PMP, emphasising the importance
of elements such as organisational commitment and programme
controls. It also discusses how to maintain and improve a PMP on an
ongoing basis. A PMP should never be considered a finished product;
it requires ongoing assessment and revision in order to be effective and
relevant. The components should be regularly monitored, assessed
and updated as necessary to keep pace with changes both within and
outside the organisation. This may encompass changes in such areas
as technology, business models, law and best practices.

Privacy
/anagement

Programme
A Best Practice Guide

Contents
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Building blocks of PMP
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Organisational Commitment
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RIREEIE
Programme Controls

R BRI
Buy-in from
the top
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Data
protection
officer/office
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Reporting

REEAERMNER  REERFTETE
Policies on data Risk-assessment
protection tools
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Personal data
inventory
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Training and Breach Data-
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requirements management
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Ongoing Assessment and Revision

BB RIS
Oversight and review plan
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Access and revise programme controls where necessary

Constructing a PMP within an organisation takes careful planning
and consideration across all disciplines and job functions. Employees
should be aware of and understand the applicable parts of the
organisation’s PMP. Customers and business partners should likewise
be made aware of and given assurance, where appropriate, about
the relevant aspects of the PMP. Privacy-related obligations and risks
should be correctly identified and appropriately taken into account
when developing business models, related technologies and business
practices before new products or services are launched. Risks of data
breaches should be minimised and the effects of any data breaches
should be mitigated.
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A PMP can create a competitive edge

Privacy and data protection cannot be managed effectively if they
are treated merely as a legal compliance issue. A more effective
response in this era of Big Data and rising public expectations for
privacy protection is to be proactive and preventative, rather than
reactive and remedial. Organisations should embrace personal
data privacy protection as part of their corporate governance
responsibilities and apply it as a top-down business imperative
throughout the organisation. A strategic shift from compliance to
accountability is required.

To achieve accountability, it is of paramount importance for
organisations to adopt a holistic and encompassing PMP that
ensures robust privacy policies and procedures are in place and
implemented for all business practices, operational processes,
product and service design, physical architecture and networked
infrastructure. At the minimum, the outcome of this holistic approach
should be a demonstrable capacity to comply with the legal
requirements of the Ordinance. But it is more than that. It helps
foster a privacy respectful culture throughout an organisation. When
executed well, a PMP is conducive to building trustful relationships
with customers or citizens, employees, shareholders and regulators,
creating a competitive edge in the industry.

Indeed, building and maintaining customers’ trust is the cornerstone
of a business’ competitive advantage. People are waking up to
the value of their personal data, and organisations which fail to
handle people’s personal information properly will lose their trust
and even their business. For this reason, many leading companies
are proactively adopting privacy-friendly business practices. When
an organisation “walks the talk” by implementing a robust PMP,
enhanced trust from stakeholders, including customers, to engage
with that organisation should follow. An organisation that has a
strong PMP should enjoy an enhanced reputation that gives it a
competitive edge.

There may be times when mistakes are made. However, with a
solid PMP, organisations will be able to identify their weaknesses,
strengthen their good practices, demonstrate due diligence, and
potentially raise the protection of personal data that they hold to
a higher level than the bare minimum needed to meet the legal
requirements.
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The Commissioner appeals to make Privacy Management Programmes the buzz word in all organisations.
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Conversely, without strong personal data protection, trust may
erode to an organisation’s detriment. Personal data breaches can
be expensive for organisations — both in terms of “clean up” and
reputation repair. Breaches may also prove expensive for the affected
individuals.

Given the vast amounts of personal data held by organisations
and institutions, the increasing economic value of the data, and
the heightened attention and concern regarding privacy breaches,
it makes business sense for organisations to take steps to put in
place and maintain a PMP to minimise the risks of such breaches,
maximise the organisation’s ability to address any underlying
problems, and minimise the damage arising from breaches.

PRivacy

IS the 2013 Word of the Year
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Feedback

FE A it iss| (AREERMREITENNES ) MANEERERLERE (BAEH (TLR) &)
RIRRTE - BEXIE5IM T RIGHNREEHSERETRRMNER -

RIESIBEETRABRLNESTEEREEAZHIIXIE -
“Whilst it is not a legal requirement under the Personal Data (Privacy) Ordinance (PDPO) to
comply with the recommendations and advice set out in the Guide (PMP: A Best Practice

Guide), it provides useful recommendations for understanding how data protection obligations
arise under the PDPO.

The release of the Guide is a clear signal of the PCPD's determination to change the corporate
culture on personal data protection.”

Ms Michelle CHAN, Ms Clarice YUE and Mr Wilfred NG
Partner, Senior Associate and Associate respectively at Herbert Smith Freehills

8 Quote: Privacy This Week, Cecile Park Publishing Ltd. (2014.03.03)

TAEERERBARILAREERMIEFRRBMERE  BESASSE - |

“It is particularly encouraging that the PCPD is promoting the adoption of
PMPs within organisations as a strategic framework.”

=TI, P, BEEKEFRIER (1T
Ir Stephen LAU, JP, Vice President (Executive), Hong Kong Computer Society

B8 Quote: Computer World (2014.02.24)

M- RBHREE  EREWRBBNBR - RABRBHRIEHNLEBEE - ELHER
BTEit (BARH (TLR) &F) EEEERMNEERIAR -

“With... an activist regulator, a policy of "naming and shaming" those who fail to
comply, and growing public interest in data privacy issues, it is clear that PDPO
compliance has to be a priority for Hong Kong businesses.”

Hogan Lovells

'HE (AF) REZEMLBERRREES"Fil - HERHRASHATRENEESERER
HEn (LERKRE) FRl - AEEREEMES| A ERETEMHE  AREFENRE -2
e EHERMBIIE -

“Congratulations on your (PCPD's) comprehensive privacy program guidance... Six years ago
accountability was a mostly forgotten OECD (privacy protection) principle. It now has real
traction... That is the Foundation’s challenge, as well as (that) in Hong Kong. Thanks so much for
the work... done in Hong Kong.”

Mr Martin ABRAMS, Executive Director and Chief Strategist, Information Accountability Foundation
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CONSULTATION

During the year, the Transport Department sought our view on the
proposed installation of additional front cameras beside the traffic
lamps to record the images of vehicles and the faces of drivers
jumping red lights (“the System”), which was designed to address the
recommendation of the Director of Audit to improve the effectiveness

of the present enforcement camera system.

First and foremost, the PCPD advised the Transport Department to
conduct a Privacy Impact Assessment on the proposed System to
identify and reduce any actual and potential privacy impact on personal

data protection.

The PCPD recommended the Transport Department to consider
the following issues in light of the Data Protection Principles (“DPP”)
in Schedule 1 of the Ordinance, in dealing with the collection,
accuracy, retention, use and security of personal data, as well as the

transparency of the System, in both policy and practice.

DPP1: It appeared that the System would affect all drivers and even
other road users. The capturing of the images of other individuals, such
as front seat passengers inside the relevant vehicle or even other road
users, would be considered excessive collection of personal data. The
Transport Department was advised to consider and explore other less

privacy intrusive alternatives to achieve the same or similar purpose.

DPP2: All practicable steps must be taken to ensure data accuracy,
since such data would be used for the purpose of assisting criminal
prosecution against the individuals. A data-retention policy should be
devised to ensure the timely erasure of personal data after the purpose

of collection has been fulfilled.
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DPP3: A clear policy and guidelines should be devised to govern
access to and use of the personal data collected by the System to
prevent “function creep”, i.e. the personal data collected may be used
to track the activities of individuals for purposes other than the traffic

offence.

DPP4: A privacy-by-design approach should be adopted in developing
the System. Access to personal data must be on a need-to-know
basis and a proper audit trail must be kept to monitor compliance with

internal policies, guidelines and procedures.

DPP5: To make the personal data policy and practice of the System
as transparent as possible, a Privacy Policy Statement should be
published on the relevant Government website(s) or otherwise be
made available to the public. A media briefing and other publicity work
would be necessary to address any privacy concerns the public might

have during the initial stage of implementation of the System.
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BN HANDLING ENQUIRIES

NBIEREEILFRIE 23,459 REAMBE » th A total of 23,459 enquiry cases were handled during the year, up 18 %
TEEEIN 18 % FHEEIEREE 95 from the number of the previous year. On average, 95 enquiry cases
=EH (B 2.2) - were handled per working day (Figure 2.2).
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22 2FEHAEXE Figure 2.2: Annual enquiry caseload
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2.3 BEREERNIUHE Figure 2.3: Nature of enquiry cases
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KRED (84.5%) BRAMKHBABNEFEMR (2827 2827) 24 (Bl 2.4) -
The majority of the enquiries (84.5%) were made via the PCPD hotline (2827 2827). (Figure 2.4)

B2.4 : REEZHER Figure 2.4: Means by which enquiries were made
HEEH
Walk-in
B 1.6%
\Written (373 =Rcases)
13.9%

(3,256 %cases)

Hotline

84.5%
(19,830 cases)
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ZIRBSE - AR ABNRRERE > EREABRIES  RATHEBERBRERRTE
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My duties are to handle enquiries from the general public and conduct compliance checks against organisations.
The enquirers generally would be very eager to have their various privacy-related problems solved with the help
of the PCPD, and my colleagues and | would strive to
meet their expectations. We are greatly encouraged
should we receive enquirers’ compliments. Although
| have joined this office only for a short period of time,
| am thankful for the opportunities offered to broaden
my work experience through job rotation from
Operations Division to Compliance & Policy Division.
| am looking forward to contribute more to this office.

EEFR mABEREE
Phoebe FOK Personal Data Assistant

Vv
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COMPLIANCE CHECKS

The Commissioner conducts compliance checks into practices that
appear to be inconsistent with the requirements under the Ordinance.
Upon completion of a compliance check, the Commissioner alerts the
organisation in writing, pointing out the apparent inconsistencies or
deficiencies, and advising the organisation to take remedial action to
correct the suspected breach and prevent further breaches.

During the year, the Commissioner carried out 181 compliance checks.
Of these, 49% were conducted on private sector organisations, while
the remaining 51% were on public sector organisations, including
government departments, statutory bodies, non-government
organisations and government-funded educational institutions.

Below are highlights of some of the compliance checks conducted
during the year.

CCTV installation in bus compartments

It was brought to PCPD’s attention that a video clip captured by
a closed-circuit television (“CCTV”) camera installed inside a bus
compartment of a bus company (the “Bus Company”) was found to
be publicly accessible through a video-sharing website. The PCPD
then initiated a compliance check on the Bus Company to look into the

matter.

In response to the incident, the Bus Company explained that the video
clip in question had been taken and uploaded by a bus captain who
had installed the CCTV camera inside the bus compartment without
authorisation. After the incident, the Bus Company took disciplinary
action against the bus captain for having contravened the company’s
policy. Further, a notice was issued to all bus captains reminding
them of the company’s policy prohibiting the unauthorised installation
of any recording equipment inside bus compartments. Also, terminus
supervisors and inspectors were required to check regularly on board
the buses to monitor the situation.
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During the course of our inquiries, it was revealed that the Bus
Company had officially installed CCTV cameras in some of their bus
compartments for security and incident investigations. To ascertain
whether the installation of the CCTV was in compliance with the
requirements under the Ordinance, the PCPD conducted an inspection
at the depot of the Bus Company and noticed that:-

(@) CCTV cameras had been installed showing the driver’s forward
view, the entrance door, the steering wheel, the exit door, and the
upper deck;

(b) A monitor screen had been installed above the driver seat providing
the bus captain with real time images;

(c) The Bus Company had policy and procedures governing the
access to and retention of the images captured by the CCTV
cameras;

(d) The CCTV would operate only when the engine was on, and the
CCTV was locked in a cabinet inside the bus. Only authorised
persons had access to it, so the bus captains were unable to alter
any of its settings or retrieve any of the recordings; and

(e) Notices were posted in the bus compartment informing the
passengers that they were under CCTV surveillance, but there
was no mention of a contact person with whom matters relating to
personal data privacy issues could be raised.

The compliance check concluded that although the Bus Company
could reasonably justify that the installation of the CCTV was
for security and incident investigations, it should strengthen
communication with passengers and employees to eliminate any doubt
or concerns relating to the use of the CCTV surveillance recordings. In
this regard, the Bus Company took the PCPD’s advice and made the
following improvements:-

(@) It indicated explicitly its policy that the CCTV system was installed
for security and incident investigation purposes, not for employee
monitoring; and

(o) It revised the CCTV notices to include a customer service hotline
that passengers could call for matters relating to personal data
privacy.
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Websites containing personal data of 64,786 individuals
hacked

An environmental protection organisation (the “Organisation”) reported
to the PCPD that its websites were found to have been hacked, and
as a result, the personal data of approximately 64,786 donors and
participants of its campaign was suspected to have been leaked. The
personal data involved names, Hong Kong identity card numbers,
gender, telephone numbers, addresses, email addresses, date of birth,
passwords, carbon footprint data, donation/sponsorship amount and
family members’ information.

In response to PCPD’s enquiries, the Organisation explained that the
incident had been caused by a hacker’s exploitation of vulnerabilities
in their web server and web application programmes, which allowed
the hacker to gain control over their database containing the personal
data. The Organisation added that there was no evidence showing that
personal data contained in their website had been compromised.

Immediately after the incident, the Organisation took various steps to
strengthen its systems, which included server hardening, password
reset, software upgrade, server patching and vulnerability scanning.

The Organisation also subsequently implemented a series of remedial
actions, both technically and administratively, to prevent recurrence of
similar incidents in the future, which included:-

(1) Separating its database server from the web server by implementing
firewall protection to strengthen the security of the personal data
stored therein;

(2) Deploying vulnerability scanning software to identify and fix the
security vulnerabilities of its systems periodically; and

(8) Disseminating a policy to all staff members to enhance their privacy
awareness related to website building and digital applications.
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Data leakage via email involving 371 customers of a
hotel

A hotel (the “Hotel”) reported to the PCPD that a staff member had
inadvertently attached an Excel file (the “Excel File”) containing the
data of 371 customers in an email to 333 customers reminding them
to collect mooncakes they had ordered. The Excel File was neither
encrypted nor password protected. The personal data leaked in the
incident included customers’ names, addresses, email addresses,
telephone numbers, mobile telephone numbers, facsimile numbers,
payment methods, partial credit card numbers and payment amounts
(the “Data”).

In response to the PCPD’s enquiries, the Hotel explained that an
employee had exported the Data from their sales ordering software
(the “Software”) into an Excel spreadsheet and passed this by email to
a contract staff member for sending a reminder email to customers to
collect their mooncakes. When sending the reminder to the customers
on the list, the contract staff member inadvertently attached the Excel
File. As a result, the Data was wrongfully disclosed to the customers.

The Hotel subsequently took the following remedial action to prevent
similar incidents in the future:-

(@) It reviewed the access right to its customers’ data, denied access
to all contract or part-time staff, and granted access to managerial
staff only;

(b) It allowed only two senior staff members to have the user right to
extract/export customer data from the Software;

(c) It encrypted all customer data files and added passwords to protect
the customer data files stored in the common drive;

(d) It set up a data privacy team to define policies and procedures,
monitor training progress and compliance issues, recommend best
practices, etc.; and

(e) It provided compulsory data privacy protection training for all staff
members.
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PCPD-INITIATED INVESTIGATIONS

Data Protection Principle 4 ("DPP4") requires data users to take alll
reasonably practicable steps to ensure personal data is protected
against unauthorised or accidental access, l0ss or use.

The potential harm to individuals arising from the misuse of their
personal data, whether accidentally lost, leaked or purposely stolen,
could be significant, particularly in the cases described below which
involve patients’ medical records and police documents.

Data Protection Principle 4 ‘ﬂ

fE A & Bl | iF S

Security of personal data

Hospital Authority — Improper disposal of hospital waste
containing patient records

Hospital waste containing patients' data, namely a used printer
ribbon and shredded strips of medical appointment slips, were found
abandoned outside the shredding factory of Confidential Materials
Destruction Service Limited ("CMDS"), the waste disposal service
provider of the Hospital Authority (“HA”), appointed under a contract (the
“Contract”).

Based on the investigation findings, the Commissioner determined that
HA had contravened DPP4 for the following reasons:

Contractual omission in the treatment of printer ribbons — Security
measures (such as the use of a serialised sealing safety device or
specifying the maximum width of shredding) were found in the Contract
in relation to paper waste containing patients' personal data, but not in
relation to printer ribbon waste, which also contains patients’ personal
data. There was no contractual requirement that the number of bags
of printer ribbon waste be checked (during transit from the hospitals
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to the shredding factory) to prevent accidental loss; and no guarantee
that the waste would be shredded to the extent that the personal data
contained therein could not be readily recognised or recovered; and

Inadequate supervision of CMDS — Under the Contract, the HA and
its hospitals were entitled to inspect the shredding process at the
CMDS factory. If the inspections were coordinated well, conducted
thoroughly, and followed up properly, they would be an effective tool
to check the performance of the shredding contractor and identify
irregular practices for prompt rectification. However, the HA Head
Office denied responsibility for centrally monitoring the inspections
carried out by hospitals. There were no guidelines or coordination
between the HA and its hospitals to define the frequency, scope or
reporting requirement for such inspections. Furthermore, the HA did
not carry out the audits it is entitled to under the Contract to review or
verify if CMDS had complied with its obligations under the Contract
and the requirements under the Ordinance.

The Commissioner therefore served an Enforcement Notice on the HA,
directing it to: (i) make a reasonable endeavour to retrieve and destroy
the abandoned hospital waste identified in the two incidents; and (ii)
review and revise the hospital waste-disposal process, and implement

improvement measures.

The Commissioner stressed that the breach illustrated the importance
of keeping personal data secure at all times. An organisation’s
responsibility to keep personal data secure does not end when
it is taken out of the building or outsourced. The unsatisfactory
performance of CMDS, as the HA’'s contractor, in the treatment of
hospital waste containing personal data was unacceptable, and the
HA's oversight of its contractor’s performance, in terms of contractual
and procedural rigour, as well as physical supervision, was also far
from satisfactory.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/investigation_
reports/files/R13_6740_e.pdf
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Hong Kong Police Force — The use of Foxy culminated
in data leakage which got out of control

Upon the conclusion of a 2008-09 investigation of the Hong Kong
Police Force (the “HKPF”) for data leakage via Foxy, the then
Commissioner served an enforcement notice on the HKPF which led to
the adoption in August 2009 of a series of improvement measures to
safeguard personal data, which included: (i) configuring the USB ports
of the HKPF's computers to accept only approved USB thumb drives;
(i) the formulation of information security instructions and guidelines;
(i) the strengthening of security measures and support; and (iv) the
enhancement of police officers' knowledge of information security.

The Commissioner initiated an investigation into two incidents of alleged
leakage of internal documents by the HKPF via Foxy after they were
reported in the press in August 2011 and September 2012 respectively.

Incident 1: A reply slip containing the name and identity card number
of an applicant for a position in the HKPF, together with other police
documents covered by the 2008-09 investigation, was searchable by
the general public via Foxy. It was found that Foxy was installed in the
applicant’s personal computer, which led to the leakage of the reply
slip. The HKPF was not responsible for the leakage in this case.

Incident 2: A number of police documents, including witness
statements, internal memoranda, forms and correspondence, were
leaked on the internet via Foxy. It was revealed that a police officer,
without the HKPF’s approval, had occasionally transferred documents
from the HKPF’s computer system to his own computer via his private
USB thumb drive for work purposes since 2007. Given that the police
officer had not used his computer to connect to the internet, and
that the HKPF had not installed any file-sharing software, including
Foxy, in its computer system, the HKPF concluded that the leaked
documents could have been recovered from the hard disk after the
sale of the computer, and that the data was subsequently leaked.
The Commissioner determined that this incident was attributed to the
unauthorised downloading of Police documents by the police officer
and his failure to use approved software to erase the data before sale
of his computer. He found no contravention on the part of the HKPF
as DPP4 does not impose an absolute obligation on data users to
safeguard personal data.
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Considering the importance and sensitivity of the personal data
contained in the police documents, the Commissioner urged the
HKPF to take preventative measures to () promote the use of HKPF’s
computer programme by police officers to check and delete personal
data/confidential data on their personal computers; (i) set up an
enquiry hotline so that police officers could seek assistance on IT-
related matters on an anonymous basis; and (i) promote case- and
experience-sharing among police officers to enhance their awareness
of personal data protection and the potentially serious consequences
of data leakage on the Internet.

The Commissioner warned the public that there was practically no
effective recovery means once a data file was leaked through the
Foxy network. Though the developer of Foxy has ceased business,
Foxy is still operating on 400,000 or more computers around the
world. Whoever wants to download this software for use will have
to resort to unofficial channels and may thus obtain a copy which
contains malware or which has been altered, thus running the risk of
uncontrollable data sharing.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/investigation_
reports/files/R13_15218_e.pdf
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The work in the Information Technology (IT) Department of
the PCPD is different from my past jobs. The daily routine
in my department relates to IT. In addition to enhancing my
IT knowledge, my work enables me to understand that IT
has a close relationship with personal data privacy, e.g. after
installation of an app, the data in the smartphone may be
accessed without the user’s knowledge. | have learnt of the
importance of protecting personal data privacy from my work.

FRESRE BaNRHEER 1TEIBNEE
Karmen CHAN

Administrative Assistant, Information Technology Division
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Hong Kong Police Force — Repeated incidents of loss of
notebooks containing sensitive personal data

The Commissioner initiated this investigation upon noticing 11 data-
breach incidents concerning the loss of police notebooks or fixed
penalty tickets by different police officers. The lost items contained
the personal data of a total of 285 persons, including crime victims,
witnesses and suspects.

The HKPF was found to have breached DPP4 in these two types of
incidents. The HKPF failed to take all practicable steps, including
putting in place a set of comprehensive procedures, as well as
ensuring the effective implementation of its supervision and monitoring
system, to safeguard the security of police documents containing
personal data.

The Commissioner accordingly served an enforcement notice on the
HKPF directing it to: (i) establish supplementary security procedures
to plug the loopholes which were identified; and (ii) tighten up its
supervision.

The incidents also revealed: (i) the need to review the police equipment
and uniform design; and (i) a general lack of awareness of the
security risks associated with personal data among the police officers
concerned. The Commissioner therefore advised the HKPF: (i) to
undertake a general review of the HKPF's equipment and uniform used
for holding or conveying police notebooks and fixed penalty tickets
in order to safeguard personal data from unauthorised access or
accidental loss; and (ji) to step up its training, incentive and disciplinary
programmes to promote compliance with the HKPF's policies and
procedures in relation to privacy and data protection.

The Commissioner added: “Admittedly, many security breaches are
simply the result of human error, which cannot be totally eliminated.
Recklessness or simple carelessness of a single employee can
undermine sound privacy policies and robust security practices. This
underlies the importance for organisations to institute comprehensive
internal training and awareness programmes for their staff. To ensure
an organisation-wide commitment, the building of a privacy-respectful
and data-secure culture is imperative.”

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/investigation_
reports/files/R13_0407_e.pdf
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INSPECTION

The PCPD conducted an inspection of the personal data system of
the Student Financial Assistance Agency ("SFAA") in respect of four of
its financial assistance schemes for primary and secondary students,
pursuant to section 36 of the Ordinance, in the period from April to
August 2013.

The SFAA is the government agency responsible for the execution of
the Hong Kong Government's policies on student financial assistance.
It received on average some 956,000 applications for various financial
assistance schemes in each of the three academic years from 2010 to
2013.

The SFAA collects, holds and uses a wide range of personal data,
including the name, Hong Kong Identity Card (HKID Card) number,
date of birth, contact information, employment details, annual income,
bank account details and education background of applicants and
their family members for the purpose of processing applications.

The inspection concluded that the data protection measures in the
personal data system inspected were reasonably satisfactory. However,
certain areas such as the following required review and improvement:

(1) The SFAA retained permanently 35 types of data, including
personally identifiable data, such as the name, HKID Card number
and date of birth of all applicants and their family members.
The Commissioner recommended a review of this practice and
anonymisation of the retained data, where appropriate.

(2) The SFAA provided no written guidelines for its staff as to
which personal data in applications may be disclosed to callers
representing themselves as applicants. Callers needed only to
provide their full names and HKID Card Numbers for verification
of their identity as applicants. The Commissioner recommended
the promulgation of clear guidelines and implementation of a more
stringent identity-verification procedure.

(8) Backup tapes of all IT systems were regularly transported from
one SFAA office to another for safe-keeping. However, the data on
the tapes were not encrypted. The Commissioner recommended
encryption of the data on all backup tapes required to be
transported to offsite storage.

)

Staff attended IT security-awareness training on a voluntary
basis. The Commissioner recommended that the SFAA provide
mandatory IT security training for SFAA staff of designated posts.
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(5) The SFAA engaged a contractor to transcribe the data provided
in the application forms onto CDs. The SFAA conducted two
inspections of the contractor's premises in the period from March
2010 to March 2013, without the involvement of staff from its IT
technical support department. Moreover, the inspection results
were not documented, and no check was conducted on whether
the contractor had completely erased the electronic data after the
transcription process. The Commissioner recommended: (i) that
the SFAA involves IT technical support staff in future inspections;
(i) that the SFAA documents the inspection results; (iii) that it
performs random checks to ensure data is not retained longer
than necessary; (iv) that it establishes a policy on the frequency of
inspections; and (v) that it requires a review of the inspection results
by management staff of sufficient seniority.

Inspection Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
inspection_reports/files/R14_3771_e.pdf

DATA BREACH NOTIFICATION

A data breach is generally understood to mean a suspected breach
of security of personal data held by a data user, which results in
exposing the data to the risk of unauthorised or accidental access,
processing, erasure, loss or use. The breach may amount to a
contravention of Data Protection Principle 4. After a data breach
occurs, data users are strongly advised to give formal data breach
notification (“DBN”) to the affected data subjects, the Commissioner,
and any other relevant parties.

Upon receipt of a DBN from a data user (which can be submitted
using the designated DBN form), the PCPD assesses the information
provided in the DBN and decides whether a compliance check is
warranted. For DBN cases where the Commissioner decides to
conduct compliance checks, the Commissioner alerts the data users in
writing, pointing out the apparent deficiency and inviting them, where
appropriate, to take remedial action to prevent a recurrence of the
incident or a similar one.

HAEE  AEHEE 10 =Ersnsinas (D4 =kansis ; 22 =k oS
# =5 114,275 AvEAES - ABHHSREER 10 BEREsTH - )

During the year, the PCPD received 76 Data-Breach Notifications (54 from the public
sector and 22 from the private sector), affecting 114,275 individuals. In response, the
PCPD conducted 76 compliance checks.
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BEABEHNZEHERF DATA MATCHING PROCEDURE

EAEE  REZSHKIE 28 REAER During the year, the Commissioner received a total of 28 applications
RHEFRF  2MREBBRAHRFARAE for approval to carry out matching procedures. All of the applications
R o came from government departments and public sector organisations.

RERE  LEEEETERANBERTHOET Upon examination, 27 applications were approved, subject to
2T RER -EHE20144 38310 ABEREE conditions imposed by the Commissioner. As at 31 March 2014, one
EEER TN —REBE ° remaining application was under consideration by the Commissioner.

DTRABEEREETEABRZEERF  The following is some of the matching procedures approved by the
HIERMEZE Commissioner:

REERE HENEHHEFFRE

Requesting parties Details of the approved data matching procedures

HEREANE PIREHEREENFTHHSZUEZPANBEAZR  HEEBRENAEREEHR
Social Welfare Department EANER AR » DURGREAS B AR BEREE, o
Comparing the personal data collected by the Social Welfare Department from the
beneficiaries of rent allowance under the Comprehensive Social Security Assistance
Scheme with the personal data collected by the Housing Department from public
rental housing tenants, in order to prevent overpayments to welfare recipients.

EBEHRB ERBEEZRUNRREBRSEANRERELRHFAMENEAER » EREBE
Home Affairs Department Bt R ERSTWENEBAER EAELR » DEEHRBEAENRERNE
ERHRZER -

Comparing the personal data collected by the Home Affairs Department from
applicants for elector and voter registration for the Village Representative Election
with the personal data collected by the Registration and Electoral Office for voter
registration for Geographical Constituencies, in order to determine the applicants’
eligibility to vote and be nominated as candidates in the Village Representative

Election.
5EEEHE EESEEBENBFENATHREBEETZHHABAMRENBAER » Hi
Hong Kong Housing EEERUSEEM L EEFTETEIWENEAENEAELR - DUEeE NERE
Society BB -

Comparing the personal data collected by the Hong Kong Housing Society from
applicants of the scheme for Operation Building Bright Grant for Elderly Owner-
Occupiers with the personal data collected by the Urban Renewal Authority from
the applicants of various grant and interest-free loan schemes, in order to prevent
double subsidies to applicants.

BUFE R EE AT EHRFEAR B ERASTN HIRBEE T B ERBARENEAER - BHSE
Office of the Government FEHFEHSREREDTEZHANBAER EHELE - DIFEE R 3 AN ER Kk
Chief Information Officer SAFHEREER -

Comparing the personal data collected by the Office of the Government Chief
Information Officer from applicants of the Internet Learning Support Programme
with the personal data collected by the Social Welfare Department from the
beneficiaries of the Comprehensive Social Security Assistance Scheme, in order to
ascertain the eligibility of the applicants and prevent the abuse of public resources.
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INTERNET PRIVACY SWEEP EXERCISE - LOCAL
SURVEY RESULTS OF 60 SMARTPHONE APPS

The PCPD Examined Privacy Policy Transparency for
Local Smartphone Applications

In May 2013, the PCPD conducted a survey of the 60 most popular
smartphone applications ("apps") developed by Hong Kong entities
and found that their privacy policy transparency was generally
inadequate.

The 60 apps, 54 of which were free, were evenly selected from the
Apple App Store and Google Play Store and covered 16 app categories.

Inadequate transparency in privacy policy

Smartphone users often store private data on their smartphones. Even
though not all such data may come under the meaning of “personal
data” under the Ordinance, app developers are advised to adopt
the PCPD's recommended practices on preparing a Privacy Policy
Statement (“PPS”) and state how they handle personal data and/
or protect their users’ privacy. If app developers/providers collect
and/or use personal data, they should comply with the principle of
transparency and make their relevant Personal Information Collection
Statement ("PICS") available to their data subjects in a manner that is
easily accessible, readable and understandable.

In the survey, only 60% of the apps were found to have provided a PPS
on their websites, but most of these did not explain what smartphone
data they would access and the purpose of the access. Other issues
included providing an English-only PPS even for Chinese apps or
showing a 292-line PPS in an eight-line window on the website.

Issues found in PPS of smartphone apps

TARR SR E2BA L IRAO R =R

Issues in PPSs

REREENENERENNEMN

X2 E No. of apps

@8 Total : 36 (A EE %)

35 (97)

No explanation of the purpose for accessing each type of data

W IF R Z IR AR 5
Not tailored for the specific app

33 (92)

HEMRENEKANGES A RIS EE

Couched in a language different from that used for the app, or not easily readable

4 (11)
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Types of data accessed

FHBRFBRIES

Unique phone identifier

ENAIE

Location data

RAPEARRREZAINRSE

Account information stored on the phone

FHRIEEATHEREZER

List of apps running on the phone

ERFHBER RN E R

Camera/microphone function

SMS/MMS &
SMS/MMS messages
REEACH

Call logs

SR

Address book
EEHAES

Calendar details
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Potential privacy risks

The types of private data accessed by apps also varied, ranging
from one to eight different types of private data. The number of apps
accessing each type of data was as follows:

#23X8H No. of apps

#88 Total : 60 (B2 EE %)

44 (73)

34 (57)

21 (35)

13 (22)

10 (17)

8 (13)

6 (10)

6 (10)

While some smartphone users may consider access to the data
mentioned above harmless, they should be aware that bits and
pieces of private data gathered by different apps may give rise to
privacy concerns. For example, App A collects User X's unique phone
identifier (IMEI number) and location data from X's smartphone, while
App B collects the same IMEI number and X’s social network account
stored on the phone. If the data collected by the two apps is combined
and correlated using the IMEI number, the location data of X's social
network account may become trackable by parties who have access
to the data collected by both apps. This is done even if X has not
"checked in" his/her social network account.

E 5 PCPD ANNUAL REPORT 2013-14



NENER
EREARZEESAAZREN (REE
ABHALRE - REERRARARELAERT
AZEA) ERER - M RAUEERRERATH
MERER > WHERHE (KEEAENER)
REHEFENEXMRE - thMESERN
HEASOENEHESINEY g
ENPEER AERRE > DURANAET > L
BERPAREER%ENFHABRE

BeEdA P EERE R REEELRIK
Ko @ﬁﬁ%m%@ﬁﬁ*&ﬁﬁﬁfﬁ (ANEBFEN
BERRBRERIERE) @ MIBHLERNE
WAL ENER  FINEMAEER o B
TEEAZREARAEEENRZNES - U
BEERIMNENEE - ELHBREERDN
BE - JABAENEEM TRLELLEE
B 1R 1 www.pcpd.org.hk/besmartonline e

m IRIETLBREMA T EE A PROMOTING PRIVACY PROTECTION AS CORPORATE GOVERNANCE

The PCPD's recommendations

App developers should refer to “Personal Data Privacy Protection:
What Mobile Apps Developers and Their Clients Should Know” issued
by the PCPD. They should only access the types of data necessary
for the app, and ensure that their PPSs are tailored for their particular
apps. They should state clearly whether the apps would access data
on the smartphones and what types of data would be accessed, why
and how such access would be carried out so that users may make an
informed decision whether or not to use the app.

Smartphone users are recommended to read the privacy policy of an
app before installing it. They should regularly review their permission
settings, if available on their smartphone operating system, to prevent
the app from accessing unnecessary data such as location data. They
should also uninstall dubious apps and those no longer needed to
minimise the risk of data leakage. They may visit the PCPD's thematic
website www.pcpd.org.hk/besmartonline for more advice on this.
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The Operation Division, comprising the Complaint Screening
Team and the Investigation Team, formulates operational
policies and procedures to implement the provisions of the
Ordinance. We investigate and resolve complaints efficiently, in
a manner that is fair to all parties concerned, and proactively
investigate areas where privacy risks are significant.
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Apart from criminal sanction that may be imposed on a data user who
has contravened a requirement under the Ordinance, an individual
who suffers damage, including injury to feelings, by reason of such
contravention, may seek compensation from the data user through civil
proceedings. The Commissioner may, pursuant to section 66B of the
Ordinance, grant legal assistance to the aggrieved individual who
intends to institute proceedings to seek compensation.
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COMPLAINT INVESTIGATIONS

Data privacy complaints received

A total of 1,888 complaint cases were received in 2013-14, a 53%
increase over that of the previous year. The upsurge can be explained
by the substantial number of complaints related to the new provisions
of the Personal Data (Privacy) (Amendment) Ordinance 2012 governing
the use of personal data in direct marketing, which took effect on
1 April 2013. (Figure 3.1)

Figure 3.1: Number of complaint cases received
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AKEEBRLHERMBRILFLEHE 5 During the year, the majority (78%) of the complaint cases were against
1475 5R 1§ 78% ; BF 224 RERKFA private-sector organisations (1,475 cases); 12% were against public-

EHE (BIBUNERFIS AL ) (5 12%; sector organisations (224 cases), including government departments
K 189 REZEEFEA » 15 10% - (B 3.2) and public bodies; and 10% were against individuals (189 cases).
(Figure 3.2)
3.2 #IREREER Figure 3.2: Types of parties complained against
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HEREWETT  BITATEEEEERSZ  The private-sector organisations generating the most complaints
Wi EARYEETBLEBN - MetWEF  were in banking and finance, followed by property management and
B BE%EmNEFRER KEEREF  telecommunications. The majority of the complaints made
RERKZKOGEHMEEEHEMIENXNE against companies in the telecommunications and

Bt - (E33) financial sectors were related to alleged breaches of
the new direct marketing provisions of the Ordinance.
(Figure 3.3)
3.3 HFERIBRIIER Figure 3.3: Complaints against private-sector

organisations
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WFRAEHBNEZRP - KEDEK The majority of complaints made against public-sector organisations
involved allegations of:

o NKEENMEANEESZAREMER e use or disclosure of personal data beyond the scope of the

HIFEEAER (32%) collection purpose and without the consent of the individual (32%);
o BMEIANFWMEBAER (31%) e excessive or unfair collection of personal data (31%);
e REEETERMENERIKNEERER ¢ non-compliance with data access or correction requests (19%); or
(19%) ;=%
o RRREEBAERMNREE’ (12%) o * lack of security measures to protect personal data (12%).

BRER / BERE - EBRREBNIKF Hospital/health service organisations, the police force and universities
&% - ([83.4) generated the most complaints. (Figure 3.4)

3.4 HAEHIERIRER Figure 3.4: Complaints against public-sector
organisations
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The 1,888 complaint cases received in 2013-14 involved a total of 2,360
alleged breaches of the requirements under the Ordinance. Of these,
1,697 (72%) were alleged breaches of the data protection principles (not
a criminal offence) and 663 (28%) were alleged contraventions of the
provisions of the Ordinance.

With regard to the nature of complaints, the cases involved mostly the
use of personal data without the consent of the individual concerned
(705 alleged breaches), followed by complaints about the purpose and
manner of data collection (670 alleged breaches), direct marketing (5627
alleged breaches), data security (186 alleged breaches), compliance
with data access or correction requests (136 alleged breaches), and
accuracy and period of data retention (131 alleged breaches). (Figure 3.5)

Figure 3.5: Nature of complaints
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EREENRE BRFBRBAEENERZRA
RAEHERRENTEXHKER - BT
122013 £ 14 FERERMERRE
HMIRERH 527 = - B EFEEM
357 R (210%) @ FI 9B R &EHE
44 REHMEE - N REEREBERENE
BEZEHEBNHMHEE R 2013F 34
EE 4 BOBEREABEEREHRAR
F#HOAREBA  AER 20135 4ANE
BERIRCE: 100 REBEREHEAVRF - BB
EERERERENESTAHEREHTR
ERFINBHIED  ABRENRFEFTAH
2013 & 9 AFIRRRE - HRMVRFREPRE
BERBETHNEREHERE -

It is worth noting that the substantial increase in the total number of
complaints was attributable mainly to the implementation of the new
provisions governing direct marketing. A total of 527 complaints
related to direct marketing were received in 2013-14, an
increase of 357 cases (210%) over that of the previous
year. On average, 44 such cases were received per
month in 2013-14. Specifically, in April 2013 the number of complaints
related to direct marketing received hit a record 109 cases. This was
largely a response to the massive number of customer notifications sent in
late March 2013 and early April 2013 by many organisations on the use of
personal data for direct marketing as part of the transitional arrangements
to cope with the new direct marketing requirements. With enhanced
familiarisation of the new direct marketing regime by both data users
and data subjects, the number of incoming complaints began to level off
starting in September 2013. Subsequent complaints focused on the direct
marketing activities carried out by data users.

BREPIMERT R ERRE - BEEREHENRFERKE LA - FREREME  ERERFE
£ —HHBZRNENEFANTERBNGEXNRTE  FFLARECERBEEAENKS
ReMMEEHERPRESFEAERNNES - HRERBIIMAABRFEREND - ZEN
BEAREUMEST MBI TEE - MREERNE - HEBET  AFMZENEER <&

BAE L THEBE AP EE M ATR G ©

Since the amendment of the Ordinance, the number of complaint cases about direct marketing has increased sharply.
When handling complaint cases, on the one hand, | have to clearly explain the new provisions to the data subjects,
and on the other hand, | have to use the opportunity to educate the data users on the importance and methods of
protecting their customers’ personal data in direct

marketing activities. As | joined the PCPD’s Complaint
Screening team shortly after the amendments took
effect, it was really a big challenge for me to handle the
increase in workload that followed. However, through
cooperation with my colleagues, | feel the PCPD team
spirit and determination to overcome any difficulties

along the way.

DR pEEABH T

Natalie YUNG Assistant Personal Data Officer
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Of the 527 complaints related to direct marketing
in 2013-14, 289 (55%) concerned data users’ failure
to comply with opt-out requests; 178 (34%) related
to data users’ failure to take specified action before
using their data subjects’ personal data for direct
marketing, and 31 (6%) complained about data users’
providing personal data to others for use in direct
marketing without the data subjects’ written consent.

Figure 3.6 shows the breakdown of complaints by topics. In particular,
with the ubiquitous use of smartphones and the Internet nowadays,
the number of Internet-related complaints in 2013-14 soared 84%
(118 cases) over that of the previous year (64 cases). Of these Internet-
related complaints, 52 concerned disclosure or leakage of personal
data on the Internet, 37 related specifically to social networks, 24 were
about smartphone applications, three involved cyber bullying and two
related to other sub-topics.

Figure 3.6: Complaints by topics
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EAFEE ABEETY 3R RHLFES
TR L EENET  FARS
BRI 2,281 R EIELERERS - 1,952
(86%) ERFHPACKTIHE  MBETH
329 (14%) B ZE2014E 3 831 8>
H7ERIE o

FERFHE

In addition to the new complaints received, the PCPD handled 393
complaints carried forward from the previous year, bringing the total
number of complaints handled during the year to 2,281. Of these, 1,952
(86%) cases were completed during the reporting year, and 329 (14%)
cases were in progress on 31 March 2014.

Summary of complaints handled in the year

FEERNES
Complaints carried forward
BRER

Complaints received
BRI

Total complaints processed
S e

Complaints completed
RITHERVIZER

Complaints outstanding

2013-14 2012-13 2011-12 2010-11
393 381 376 240
1888 1233 1507 1225
2281 1614 1883 1465
1952 1221 1502 1089
329 393 381 376
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Outcome of complaint handling

Of the 1,952 cases completed during the reporting period, 193 (10%)
were resolved through conciliation during preliminary enquiries, with
the problems raised by the complainants remedied by the parties
complained against, and the Commissioner provided advice and/
or recommendations to 163 organisations involved in these cases;
115 (6%) were resolved after formal investigation (of which 53 (46%)
were resolved through conciliation (see below “Results of formal
investigations”) ); and 19 (1%) were transferred or reported to the Hong
Kong Police Force. (Figure 3.7)

Please refer to Figure 3.10 for the breakdown and categorisation of
remedial actions taken by the parties complained against in conciliation.

Among the other cases which were not investigated:

e 797 cases (41%) involved mostly complaints where the matter at
issue had been dealt with by relaying the complainants’ concern to
the parties complained against, or the complainants did not respond
to the Commissioner’s inquiries after being invited to provide
evidence to support the allegations;

e 262 cases (13%) were found to have no prima facie case of
contravention;

e 214 cases (11%) were withdrawn by the complainants during the
preliminary enquiries;

e 191 cases (10%) were outside the jurisdiction of the Ordinance; and

e 161 cases (8%) were found to be unsubstantiated after enquiries
with the parties complained against.

Figure 3.7: Outcome of complaint handling
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RESULTS OF INVESTIGATIONS OF COMPLAINT
CASES

Results of formal investigations

The PCPD completed 115 formal investigations during the
reporting period. In 30 cases (26%), it found a contravention of the
requirements under the Ordinance (including contravention of Data
Protection Principles and legal provisions); in eight cases (7%), either
no contravention was found or no contravention was established
due to insufficient evidence. 53 cases (46%) were resolved through
conciliation during investigation (the remedial actions taken by the
parties complained against are categorised in Figure 3.10), and the
remaining 24 cases (21%) were discontinued for various reasons, such
as the complainant having decided not to pursue the matter further
during investigation (Figure 3.8).

Of the 53 formal investigations resolved though conciliation, the
Commissioner issued warning notices to the parties complained
against in 27 cases.

Figure 3.8: Results of formal investigations
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Nature of contravention

Of the 30 cases where the requirements under the Ordinance were
found to have been contravened, a total of 34 contraventions were
involved. Among these, 24 cases involved a contravention of one or
more of the Data Protection Principles; one involved contravention of a
Data Protection Principle and provisions about compliance with data-
correction requests; and five involved contravention of the requirements
under the main body of the Ordinance relating to compliance with
data-access requests. The classification of the nature of all the
contraventions involved in these cases could be found in Figure 3.9.

Figure 3.9: Nature of contravention
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Enforcement action

The PCPD takes enforcement action in cases of contravention.

Of the 30 cases found to have contravened the requirements under
the Ordinance, the Commissioner issued enforcement notices
to the parties complained against in 18 cases to stop or prevent
contraventions. In the remaining 12 cases, the Commissioner issued
warning notices to the parties complained against after they had taken
measures to remedy the contraventions.
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Outcome of cases resolved through conciliation

During the reporting period, 246 cases were resolved through
conciliation (193 during the preliminary enquiries and 53 during formal
investigations), with the problems raised by the complainants remedied
by the parties complained against. The remedial action taken by the
parties complained against are categorised as figure 3.10 (note that
more than one type of remedial action may have been taken by the
party complained against in some cases):

e Revision of operational practices by the parties complained against
to prevent recurrence of a similar breach in the future (121);

e Proper guidance given by the parties complained against to the staff
concerned to ensure their compliance with the Ordinance (100);

e Deletion of personal data unnecessarily collected by the parties
complained against or disclosed to third parties (75);

e Undertakings made by the parties complained against to cease the
malpractice leading to the complaint (59);

e The supply of personal data by the parties complained against as
per the complainants’ data access requests, or reduction in the fee
for complying with the data access requests (26); or

e Other remedial action taken which met the complainants’
expectations (15).

Figure 3.10: Outcome of cases resolved through
conciliation
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CASE STUDY: GUIDING DATA USERS TOWARDS
COMPLIANCE

The Commissioner may decline to investigate a complaint or decide to
terminate an investigation under section 39 of the Ordinance. In such
cases, the Commissioner’s decision and recommendation can still
have a positive impact by helping data users understand in practice
how to enhance personal data protection in order to comply with the
requirements of the Ordinance.

The following cases in the reporting year illustrate how the data user
being complained against improved its data protection practices by
taking appropriate measures under the Commissioner’s guidance.

An employer should not disclose the personal
data of a domestic helper in a discussion
forum — DPP3

The Complaint

The Complainant was once a post-natal care worker for the party
complained against (“the Former Employer”), but her contract was
terminated early as the Former Employer was not satisfied with
her performance. The Complainant subsequently found that the
Former Employer had expressed views (“the Views”) in respect of her
performance in an online discussion forum (“the Discussion Forum”).
In the process, the Complainant’s name and identity card number
(“the Data”) were disclosed. The Complainant therefore lodged a
complaint against the Former Employer for disclosure of her personal
data on the internet without her consent.

In response to the PCPD’s enquiry, the Former Employer admitted
disclosure of the Data of the Complainant in the Discussion Forum.

Outcome

Generally speaking, the collection of an employee’s personal data
by an employer should be related only to employment and human
resource management. The disclosure of the Data on the internet
after the Complainant had left the job exceeded the original purpose
of the collection of the Data.

Under the recommendation of the Commissioner, the Former
Employer deleted the Views and the Data, wrote to the administrator
of the Discussion Forum to request deletion of the Data and the
Views, and made an undertaking to the PCPD that there would
be no further disclosure of the personal data of others (including
persons employed by the Former Employer).
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A travel agency should not indiscriminately
collect passport copies of its package tour
customers - DPP1(1)

The Complaint

The Complainant joined a tour organised by a travel agency. In the
course of registration, the travel agency required the Complainant
to provide a copy of the complainant’s passport. The Complainant
considered it unnecessary for the travel agency to collect a copy of his
passport, so he lodged a complaint with the PCPD.

The travel agency explained to the Commissioner that it collected
copies of travel documents (e.g. identity card, Home Visit Permit or
passport) from package tour customers to fulfil the requirements of
airlines, hotels and administrative organisations of some overseas
scenic spots.

Outcome

As the travel agency could not show how its justification applied
to the Complainant’s case, and as there was in fact no need to
indiscriminately collect copies of the travel documents of all of its
package tour customers, the Commissioner held that the travel agency
had contravened DPP1(1).

In the course of responding to the PCPD’s enquiry, the travel agency
stopped the practice of indiscriminate collection of travel document
copies of all package tour customers, except under the following
circumstances: (i) for the operation units of certain modes of transport
arranged in the tour (e.g. high-speed rail in the Mainland); (ii) for
customers who want to enjoy special discounts offered to senior
citizens by service providers (e.g. airlines); or (iii) for customers who
want to authorise the travel agency to apply for entry visas for them.
Moreover, the travel agency destroyed all travel document copies
and images collected in the past. After the enquiry, the Commissioner
decided to issue a warning to the travel agency to remind it to comply
with the Ordinance in the collection of customer data.
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A photography and video recording service
company should not display a video of a client
for promotional purposes without the client’s
consent — DPP3

The Complaint

The Complainant engaged a company (“the Company”) to provide
wedding photography and video recording services. The Complainant
subsequently learnt that an edited video (“the Video”), which contained
his images and those of his guests on his wedding day, was being
displayed publicly in the Company’s shop. The Complainant filed a
complaint with the PCPD against the Company for disclosing his
personal data through the display of the Video without his consent.

The Company explained that it had previously received a complaint
(“the Complaint”) from the Complainant in relation to the contents
of the Video taken during his wedding ceremony. Its staff (“the
Staff”) then copied the Video to a USB device (“the USB”) in order
to examine the video. However, when the analysis was complete,
the Staff forgot to remove the Video from the USB. Since this was
also the USB the Company used to display video files at its shop for
promotional purposes, the Video copied to the USB was inadvertently
displayed. The Company confirmed that after having being informed
by the Complainant of the matter, it had immediately deleted the Video
from the USB. Moreover, the Company had destroyed all copies
of the photographs and videos in its possession in relation to the
Complainant’s wedding after providing the Complainant with the final
edited photographs and videos.

Outcome

Given that the Company’s original purpose of collection of the
Complainant’s personal data contained in the Video was for handling
matters related to its services provided to the Complainant, the
Commissioner held that the subsequent public display of the Video
by the Company without the Complainant’s prior consent had
violated DPP3.

The Company accepted the Commissioner’s recommendations
and issued guidelines to its staff reminding them not to copy any
photographs or videos to USB devices for complaint-handling
purposes, and to check the contents of USBs before using /
displaying the video files therein in order to prevent the recurrence of
a similar incident.
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LESSONS LEARNT FROM FORMAL
INVESTIGATIONS INTO COMPLAINTS

Complaint Case 1

Excessive collection of personal data from job
applicants’ referees - DPP1(1)

The Complaint

In its job application form, a law enforcement agency required job
applicants to provide the names of two referees and the referees’
Hong Kong Identity Card (“HKID Card”) numbers. The HKID Card
numbers were to be used for identity verification during subsequent
interviews with the referees.

Outcome

The Commissioner took the view that the referee’s contact
information was sufficient to contact the referee for an interview, and
the agency could verify the identity of the referee by cross checking
his details in the application form with his HKID Card during the
interview. Therefore, it was not necessary for the agency to collect
the referees’ HKID Card numbers in advance to verify their identity.
The Commissioner therefore found that the law enforcement body
had contravened Data Protection Principle 1(1) of the Ordinance
by collecting excessive personal data of the referee and issued an
enforcement notice to the law enforcement body directing it to cease
the malpractice and to destroy the data previously collected.
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Complaint Case 2

Collection of callers’ date of birth when
answering public calls - DPP1(1)

The Complaint

The Complainant complained that a government department had
required him to provide his Chinese and English name and date of birth
when answering his complaint call. The Complainant alleged that the
collection of his date of birth by the department was excessive.

The department explained to the Commissioner that the date of birth
was collected to ensure that the interview with him or the statement
taken from him was in compliance with the procedural manual and
other requirements of the department; that is, if a complainant is
aged under 16, his statement should be taken in the presence
of his parents or guardian (“the Requirements”). Therefore, when
the department receives a complaint, it has to ascertain whether
the complainant is aged 16 or above. The department added that
before collecting complainants’ personal data, its staff would inform
them that the provision of personal data is voluntary. Even if the
complainant refuses to provide his date of birth, the department will
not stop handling the complaint and will not reject it immediately.

Outcome

The Commissioner opined that the purpose of the Requirements
was to ascertain whether the complainants were aged 16 or above,
and that the focus was not on the actual age and date of birth.
For complainants who were aged 16 or above, the Requirements
were not applicable. Moreover, the department could not verify the
correctness of the date of birth provided on the phone. Its staff could
briefly tell complainants on the phone that they must be aged 16,
otherwise they would have to make the complaint in the presence
of a parent or guardian. In fact, in order to ensure compliance with
the Requirements, the department could request the complainants
to present their identity cards for verification when it took statement
from them in an interview.

The Commissioner concluded that the collection of the
Complainant’s date of birth was excessive and that the department
had contravened DPP1(1). The Commissioner served an
enforcement notice on the department, directing it to cease
collecting complainants’ date of birth in hotline conversations and
to destroy the records of date of birth previously collected by such
means. The department complied with the enforcement notice.
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Complaint Case 3

A credit reference agency and a bank failed to
ensure the accuracy of a customer’s credit data and
failed to comply with his data correction request

The Complaint

The Complainant obtained a copy of his credit report (the “Report”)
from a credit reference agency (the “CRA”). He found that he was
erroneously shown as the “Principal” of a credit card account (the
“Account”) of a bank (the “Bank”) with a certain past due amount
(the “Inaccurate Data”). The Complainant and his mother were
the supplementary and principal card holders of the Account,
respectively. He alleged that he could not possibly be named as a
Principal of the Account as he was under the age of 18 when the
Account was opened. Later, he made a data correction request (the
“DCR?”) to the CRA asking it to correct the Inaccurate Data.

The Complainant was dissatisfied that (a) the CRA had failed to
ensure the accuracy of the data received from the Bank; (b) the CRA
had not supplied a copy of the corrected data to the banks (the
“Enquiring Banks”) that had previously made enquiries with the CRA
in relation to his credit applications, as required by section 23(1)(c) of
the Ordinance; and (c) the Bank had provided the Inaccurate Data to
the CRA.

Outcome

The CRA

The Commissioner considered that the primary responsibility for
ensuring accuracy in the data provided to the CRA rested with
each credit provider, i.e. the Bank in the present case. It was noted
that the credit database of the CRA was equipped with automatic
screening functions and procedures to identify abnormalities. He
therefore found that the CRA had not contravened DPP2(1)(a) and (b).

However, the Commissioner was of the view that the CRA still had
to comply with the requirements under section 23(1)(c) and DPP2(1)
(c) of the Ordinance. It was not acceptable for the CRA to have
assumed that the Enquiring Banks, in considering the Complainant’s
subsequent credit applications, would have relied solely on the
most updated credit report and wholly disregarded the results in
his previous applications. The CRA could not say it had no reason
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to believe that the Enquiring Banks had ceased using the
Inaccurate Data and thus refused to supply the Enquiring

Banks with a copy of corrected data. Hence, the CRA
contravened the requirements under section 23(1)(c) and DPP2(1)
(c). An enforcement notice was served on the CRA directing it to
supply the Enquiring Banks with a copy of the corrected data.
The CRA complied with the enforcement notice accordingly and
also upgraded its system and revised its working procedures by
giving the notification under section 23(1)(c) whenever correction to
personal data is made pursuant to a DCR.

The Bank

During the course of the investigation, the Bank submitted that
even though the Complainant was a supplementary card holder, he
would also be liable for all sums payable in respect of the transaction
instructions given by him after he ceased to be a minor. As the
Complainant was no longer a minor when the charges payable
under the payment fell due and remained unsettled, the Bank
contributed the negative credit data of the Complainant to the CRA
by choosing the most applicable code pursuant to the contribution
format prescribed by the CRA. The Bank eventually reported a code
indicating that the Account was an “Individual Account” for which
the Complainant was solely responsible, and it was translated into
“Principal” in the Report by the CRA.

The Commissioner took the view that as a supplementary card
holder, the Complainant was not solely responsible for the
outstanding amount under the Account and that the code chosen
by the Bank did not accurately describe the actual status of the
Complainant. If no code provided by the CRA could accurately
describe the status of the Complainant, the Bank should have
either liaised with the CRA to create a new code or refrained from
contributing the Complainant’s credit data to the CRA until there
was an appropriate solution. Hence, the Commissioner found that
the Bank had contravened DPP2(1)(a) and clause 2.5 of the Code
of Practice on Consumer Credit Data Code. Since the CRA had
deleted the Inaccurate Data from the Report, and according to the
current industry practice, the Bank contributed only the credit data
of the principal card holder to the CRA, the Commissioner opined
that the contravention on the part of the Bank had ceased and that
similar contraventions would be unlikely in the future. Hence, the
Commissioner decided not to serve an enforcement notice, but a
warning was issued to the Bank.
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Complaint Case 4
No indiscriminate collection of clients’ identity
card numbers by a veterinary hospital - DPP1(1)

The Complaint

The Complainant brought his cat to a veterinary hospital (“the Vet
Hospital”) for a consultation. Upon his arrival, the Complainant was
required to complete a registration form which required his Hong
Kong Identity card number (“HKID Card Number”) or no consultation
would be provided.

In response to the PCPD’s enquiry, the Vet Hospital explained that
in addition to ensuring the correct attribution of medical records
to the pet being brought for a consultation, it collected the pet
owners’ HKID card numbers to comply with the requirements under
regulations 3(1)(d) and 7 of the Dangerous Drugs Regulations (Cap
134A) (“the Regulations”), which require a registered veterinary
surgeon to keep a register specifying the name, HKID Card Number
and address of any person to whom dangerous drugs are prescribed
and delivered.

Outcome

It transpired in the course of the Commissioner’s investigation that a
registered veterinary surgeon is required under the Regulations only
to collect the HKID Card Number of a person to whom dangerous
drugs prescribed are to be delivered. However, the Vet Hospital
collected the Complainant’s HKID Card Number at the outset without
knowing whether dangerous drugs would be prescribed for his pet.
Therefore, the Vet Hospital contravened DPP1(1).

In the course of investigation, the Vet Hospital ceased the practice of
collecting pet owners’ HKID Card Numbers unless dangerous drugs
were prescribed for their pets, and it destroyed the records of HKID
Card Numbers previously collected from pet owners whose pets had
not been prescribed any dangerous drugs. In the circumstances, the
Commissioner decided to put the Vet Hospital on warning instead of
serving an enforcement notice on it.
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PUBLICATION OF INVESTIGATION REPORTS
UNDER SECTION 48(2)

Investigation Report: A smartphone application enabled
its users to search the litigation and bankruptcy records
of individuals at will, which seriously invaded the
privacy of the target persons.

The Commissioner initiated a formal investigation against Brilliant
United Investments Limited and Glorious Destiny Investments Limited
in respect of four complaints.

In 2012, Brilliant United Investments Limited (“BUI”) launched a
smartphone application known as “Do No Evil” (“the App”). The App
allowed users to search a database which claimed to have two million
records of civil and criminal litigation, as well as bankruptcy cases. Users
could search a target person’s record simply by using the person’s name
as the search criterion. The search results could reveal the target person’s
name, partial identity card number, address, court type, action number,
nature of case, and more. The App enabled users to carry out due
diligence and background checks for decisions involving offering a job to
a potential employee; signing a tenancy agreement with a potential tenant;
or signing a contract with a business partner.

FE/AEF#H PCPD ANNUAL REPORT 2013-14



m #i%{RFEE I ENFORCING DATA PROTECTION

NERETBE~ ZEANEHE—F BA
MBARTE @ REERNREEE208 -
FEL BEERWABEENE  MENESE
FERELE Glorious Destiny Investments Limited
( "GDI,y ) EN{S#28RMN - GDI WEFFA K
WEER  BUERE  BEERFEITE
NEFHEBRATETEBEENERSE
T AMEEBEDBERFHAFR - GDI
HA[ER ] T — S ERBHBEARLFIES
EFRAEENHE - REHRS  BEESER
BZENNAERBERA - 1M GDI Rl &#®
ARAHRE » BIEREME - B3R - E
ERE LARIF MEWEFR « ENAT
EEEN - RETEE -

BN BRI iCER R H GDI WA ~ IREK&ZH
B CDI EARRBEOITATIEN " ERE
BE, MEENAERAREREFHERD
A EEBMARKMNTAEN " EBE
R&E. -

BEENESE ANEAERRALEEHEA
B BUARKTERNEZAECATEEA
BRI ZERFIMERNEMEN - £
RAHKBHIMEHNEAERE  LARBAKE
PITHREEREIRAL ERER ] -
Rt - CDI R RIEHE - METEER
NTEEMATW SRR LARRBELERER
VEEAENEZZEAREBAER > WHZ
FERNARNERNRN - P21 WEEEE
ERRTBREBANEEZRRE  ZEAR
MBERAFRHANATAEREE W E
R ES - RATE RN TR EANER
HEREREEBNTEEA - Bt - BEKCHK
RURARZERE/ZE - AT ZEARE
REIEZEXNNEREERER  &FF
ERABER A BRVRS Mt AR ERCE °
EMEEREEEBEREREATHENAR
B FERREERSE 3 RA -

The PCPD’s investigation revealed that the App had had more than
40,000 downloads and more than 200,000 search requests after one
year of the launch of the App. In fact, BUI did not own the database,
but obtained the records from its business partner, Glorious Destiny
Investments Limited (“GDI”). The litigation and bankruptcy records
were collected by GDI to build a database for performing due diligence
reviews and background checks on target persons by its professional
customers in the legal and accounting industries. In order to expand its
business to include all smartphone users in Hong Kong, GDI entered
into a profit-sharing partnership agreement with BUI. According to the
agreement, BUI was responsible for developing the App and would bear
the development costs involved, whereas GDI would provide and update
the litigation, bankruptcy and company directors’ records from different
public sources, including the Judiciary, the Government Gazette, the
Official Receiver’s Office (“ORO”) and the Companies Registry.

Since the records were collected, compiled and controlled by GDI,
GDI was the “data user” in this case within the definition under the
Ordinance. BUI, on the other hand, was no more than a smartphone
application developer and administrator, and did not qualify as a “data
user” under the Ordinance.

While an individual’s personal data may be open for access or viewing
in the public domain, this does not mean that the individual has
given blanket consent for use of the information for other purposes.
Anyone who uses the information in the public domain is required to
follow the requirements of Data Protection Principle 3 (“DPP3”) [on
Data Use] under the Ordinance. Hence, the purpose of use of the
records obtained by GDI from the Judiciary, the ORO and Companies
Registry must be consistent with the original purpose of collection
of the records by these organisations, as well as their purposes
for making the records publicly available. For example, the main
purpose of ORO in publishing a the specific bankruptcy notice in the
Government Gazette is to let the public know when the named person
was adjudicated bankrupt or discharged, and that all debts due to the
bankrupt should be paid to the trustee during the bankruptcy period.
Hence, bankruptcy records can be used only for the purposes of
the specific bankruptcy cases concerned. However, the App did not
restrict the use of the bankruptcy data obtained via the App from the
relevant bankruptcy case. The App went far beyond the restriction by
letting any person freely search the bankruptcy records of an individual
for any purpose, a practice inconsistent with the purpose of disclosing
the bankrupts’ data by the ORO, thereby contravening DPP3.
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The App obviously exceeded the reasonable expectation of the data
subjects on the public disclosure of their litigation and bankruptcy data
as it brought about the following privacy risks:

* The App aggregated the litigation information from different courts
and the bankruptcy data published in the Government Gazette,
allowing users of the App to view all this multi-sourced data of a
target person in one go simply by entering the individual’'s name.
The aggregation of such fragmented information increases the
severity of the privacy intrusion.

e The App enabled users to access others’ litigation and bankruptcy
data at any time without the data subjects’ consent or knowledge.

e GDIimposed hardly any restrictions on the use of the personal data,
thus allowing the potential for misuse of the data accessed.

e Where the target person involved in litigation cases was finally
acquitted or the claim was not substantiated, the App would
not always update or clarify the situation, thus misleading users.
Moreover, the search result inevitably returned all persons in the
database with the same name, which could lead to an innocent
person being mistaken as litigants or bankrupts with the same name
as that of the innocent person.

e Under the Rehabilitation of Offenders Ordinance, an offender who is
sentenced to imprisonment not exceeding three months or to a fine
of less than $10,000 is treated as not having been convicted of the
offence, if that individual is not again convicted of an offence within
three years. However, the App used a database with no prescribed
retention period for the data and no arrangement for deletion of
invalid data. This would adversely affect the rehabilitation of some
data subjects.

Considering the large number of people affected and the severity of the
privacy intrusion risk, the Commissioner served an enforcement notice
on GDI directing it to cease disclosing to the App users the litigation
and bankruptcy data it held. GDI subsequently complied with the
enforcement notice by ceasing to disclose the data to the App users.

To help data users comply with the requirements of the Ordinance, the
Commissioner published a guidance note entitled Guidance on the
Use of Personal Data Obtained from the Public Domain concurrently
with the publication of this investigation report.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R13_9744_e.pdf
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RAEERE  EHES P OEEEBRE Investigation Report: A Fitness Centre Chain Collected
ANBEBENEAERERFLIZ(EEG]  Excessive Personal Data from Membership Applicants
HE in Contravention of the Ordinance
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FL B = 8 5t & 5F £ # ¥ California Fitness The Commissioner initiated a formal investigation in response to

(TCFy, ) REERAT  UIEEARE complaints against California Fitness (“CF”) to ascertain whether the

SRENMESRFNEBS AN BB collection of personal data including the full date of birth particulars

SFANTEHERY (BFEFAH) - 81 (year, month and date), Hong Kong Identity Card (“HKID Card”) number

B R SMERAR  EEBMERFAET  and HKID Card copy from members was necessary and not excessive

i@fﬁ ° for the purpose of membership application/renewal and other lawful
activities of CF.

KABEWERLEEMTY CF 2ERBMESI The investigation stemmed from two complaints against CF’s policies

RNEBFNES  FRKE LREAER - and procedures for membership application and renewal which

EHA—REFH  BFEAEBREESHE involved the collection of the above personal data. In one of the

BIA  CF DIEEEEIABR complaints, the complainant refused to provide his HKID Card copy, so
CF collected a copy of his Home Visit Permit instead.
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Findings of the investigation

Full Date of Birth Particulars

CF claimed that the collection of full date of birth particulars was
necessary to establish the legal age of the applicant before signing the
membership agreement. However, it should be noted that the applicant’s
age could be verified by checking the applicant’s HKID Card on the spot.

CF provided two examples to show why collecting full date of birth
particulars was necessary for designing and promoting its products
and services to its members. The first example referred to age-specific
classes. The second was a promotional offer which was provided
in the birthday month of the member. Under the circumstances, the
Commissioner considered that the collection of the members’ age
range and month of birth would suffice, and that the collection of the
member’s year and date of birth was excessive.

HKID Card Number

CF explained that it had experienced cases of unpaid fees or damage
to equipment or facilities by members in the past. Therefore, CF
inserted the members’ HKID Card numbers in the membership
contracts for contract enforcement. As members have to enter
into a formal agreement with CF which entails significant rights and
obligations, the Commissioner had no objection to collecting the
members’ HKID Card number for inclusion in the agreement.

Copies of HKID Card and Home Visit Permit

CF argued that since members were permitted to use pseudonyms
on membership cards and membership agreements, it had to retain a
copy of their HKID Card so that their legal names (the name appearing
on the HKID Card) could be ascertained, as required in certain
circumstances, such as legal proceedings. However, the Commissioner
concluded that CF could include the legal names in the membership
agreement at the outset.

Secondly, CF alleged that a HKID Card copy was required by its auditor
to verify membership income, but it did not confirm whether this was a
statutory requirement, or a standard accounting and audit practice. It
was found that alternatives for verification of membership income, such

as examination of bank statements, were equally effective.
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Thirdly, CF explained that HKID Card copies had to be collected from
members to support its staff reward for achievement of sales targets.
The system was tiered according to different levels of sales targets --
the higher the sales, the larger the bonus. As the bonus for reaching
a higher sales target could far exceed the relevant membership fee
payment, the system provides a great incentive for staff to submit
bogus membership applications. To prevent such possible fraud, CF
insisted that its sales staff had to obtain HKID Card copies from the
membership applicants as proof of transaction. The Commissioner,
however, considered that alternative measures, such as calling the
applicants to verify the authenticity of the applications, could be

equally, if not more, effective.

As Home Visit Permit copies contain personal data similar to that of
HKID Cards, the same restrictions would apply to the collection of

copies from CF members.

The Commissioner concluded that CF’s collection of members’
full date of birth particulars and copies of their HKID Cards was
unnecessary and amounted to excessive collection of personal data,

thus contravening the DPP1(1) on data collection.

Enforcement note and advice

An enforcement notice was served on CF directing it to take steps
to remedy the contravention and prevent its recurrence. In response,
CF lodged an appeal against the enforcement notice with the

Administrative Appeals Board, but subsequently withdrew the appeal.
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The Commissioner advised organisations engaged in the design or
operation of an authentication process to respect personal privacy and
ensure personal data protection at every stage of the process. This
involves limiting the collection, use, storage, transfer and disclosure of
personal data to the purposes deemed necessary for authentication.
The level of authentication (and, by definition the amount of personal
data collected for that authentication process) should be in proportion
to the nature and value of the transaction, and take into account the

sensitivity of the personal data.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R13_12828_e.pdf

TEERXRESEATARVEENER - EFEHEE - .

“It is commendable that the Commissioner has alerted the public to

things they seldom pay attention to.”

MEEREIRER

The Honourable James TO, Legislative Council

8 Quote: BAZR Ming Pao (2013.12.06)
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“The case provides important guidance to organisations which run
membership schemes. They should be aware that in processing
membership registrations and renewals, they cannot collect excessive
information and should stop thinking that more is better.”

BEBRNAE T HERERmZE A% RHE
Professor SIN Yat-ming, Leo, Department of Marketing, Faculty of Business
Administration, The Chinese University of Hong Kong

8 Quote: B3R Sky Post (2013.712.06)

4



m #i%{RFEE I ENFORCING DATA PROTECTION

ERNR > ARAEBETARBETREEZEENRANES - BAZEERERFERFLY

‘BETRAFERLBR Y BREANFRESE - AEERRERFNTFEIZABNE - SE
BIFERERBEFNHERTZON LR - KIEBRHIIETNI EEERBERREK 5 ME
%EﬁﬁﬁL EEAEHLRMEMERIIEEDRENOSR  KMSARESERBELEHRE

HEAEHLRENRISH 7

“As the public come to value personal privacy more, the daily
handling of complaints by the PCPD gets more challenging.
Each complaint case has a unique issue that needs to be
analysed and resolved. But success in the mediation of disputes
always gives me enormous satisfaction. More importantly, in
the course of mediation, organisations and individuals receive a
proper interpretation of the Ordinance. | hope that both parties
have a good understanding of the concept of personal data
privacy, so that public awareness of the right to protection of
personal data privacy is enhanced.”

BT pEEAGHESR
Austin WONG Assistant Personal Data Officer
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The Legal Division provides legal advice on all aspects of
the work of the PCPD, and reviews existing and proposed
legislation and government policies that may affect the
privacy of individuals with respect to personal data. We also
monitor developments in overseas data protection laws
that are relevant to the PCPD’s work. The Division also
administers the Legal Assistance scheme, and represents
the Commissioner in any hearings before the courts or the
Administrative Appeals Board.
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miTH LSREEEIRHA LR APPEAL LODGED WITH THE ADMINISTRATIVE
APPEALS BOARD

TR EFREEGRIRE ((THRLEFEESKED The Administrative Appeals Board (“AAB”), established under the
(5B 442F) MBIWETHEB > 8FBHM Administrative Appeals Board Ordinance (Cap 442), is the statutory
WA WIRFNER FREHLEREER body that hears and determines appeals against the Commissioner’s

EREM LR » MAEHBR - decisions by a complainant, or the relevant data user complained of.
£ 2013 £ 14 FERTE / BENT Statistics on AAB cases concluded/received in 2013-14
EEREHRIFRETER

KEEFEHG 35 REFERTHE » REE 32 A total of 35 appeal cases were concluded, and 32 new appeal cases

AR LEFER - were received during the year.
RERD LR ERGEEITHR EFREZEESR(D - Most of the appeal cases were eventually dismissed by the AAB or
A SR ARE - (& 4.1) withdrawn by the appellants. (Figure 4.1)
E4.1 - EERRYFER Figure 4.1: Results of the appeal cases
ERBE

Appeal Allowed
5.70/0 (2 ZRcases)

kit (|
Appeal Withdrawn

34.30/0 (12 ZRcases)

FAR#E]
Appeal Dismissed

60 0/0 (21 ZRcases)
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Of the 32 appeal cases received in the year, 28 were related to the
Commissioner’s decision not to carry out an investigation as there was
no prima facie evidence to support the alleged contravention, and/or
the party complained against had taken remedial action to rectify the
alleged contraventions.

Two of the cases appealed against the Commissioner’s decision not to
serve an enforcement notice after the conclusion of an investigation,
and the remaining two cases were appeals against the Commissioner’s
enforcement notice. (Figure 4.2)

Figure 4.2: Nature of the appeals

HHELBESRBEOREN LF
Appeals against the Commissioner’s
decision after conclusion of investigation

1 2.50/0 (4 =Rcases)

HEMRFESRERNETHEN LR
Appeals against the Commissioner’s
decision not to carry out an investigation

87 5 0/0 (28 ZRcases)
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£ 32 REFMEERF > 21 RF LIEBERK
BIFYER 1 AVREERHRA » TEERAY 11 =R
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NENEEERERK /
HERREZER
Non-compliance of
DAR and/or DCR

34.40/0 (171 SRcases)

Of the 32 appeal cases, 21 involved alleged breaches of the Data
Protection Principles (“DPP”) in Schedule 1 of the Ordinance, and the
remaining 11 cases involved alleged non-compliance with data-access
request (“DAR”) and/or data-correction request (“DCR”). (Figure 4.3)

Of the appeals involving DPP contraventions, 10 cases involved the
excessive and/or unfair collection of personal data; four involved the
duration of retention of personal data; nine involved the use and/or
disclosure of personal data without the data subject’s prior consent;
one involved the security of personal data; one involved the availability
of the data user’s policy; and one involved all six DPPs.

Figure 4.3: The provisions of the Ordinance involved
in the appeals

ERERRERR
Contraventions of DPPs

65.60/0 (21 ZRcases)
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Appeal Case Note 1 (AAB Appeal Nos. 5 and
6 of 2012)

Three TV artistes lodged complaints against two
media organisations for taking photographs of their
personal activities at their private residences through
systemic surveillance. These photos were published
in the media organisations’ magazines. The AAB
considered that such collection of personal data by
unfair means was not conducted in the public interest
and was therefore in breach of DPP1(2).

The Complaints
The two appeal cases arose out of complaints made by three
television artistes to the Commissioner against the Appellants. The

facts of the two cases are similar.

In AAB Appeal No. 5 of 2012, the Complainants discovered that
without their consent, photographs of their daily lives and intimate
acts at a private residence and a relevant article were published in
the Appellant’s magazine. According to the article, the photographs
were taken in two evenings and two afternoons. The Complainants
stated that the photographs could only be taken at a place outside

the residence.

In AAB Appeal No. 6 of 2012, the Complainant discovered that
without his consent, photographs of him at his home and a relevant
article were published in the Appellant’s magazine. The photographs
and the article showed and described the Complainant’s activities
inside the residence while he was naked before and after a shower.
They also showed the presence of another female artiste inside
the residence. The Complainant was of the view that other people
should not be able to see his activities inside his residence located
on high floor and other buildings are situated very far away from the

windows of his residence.

Evidence gathered in the course of investigations

The Appellants confirmed that the photographs were taken by using
telephoto lenses and magnifiers. With regard to the purpose of taking
and publication of the photographs, in AAB Appeal No. 5 of 2012,

the Appellant stated that it was to prove the Complainants were living
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together and that their previous denial of cohabitation was

not true. As for AAB Appeal No.6 of 2012, the Appellant

stated that the purpose was to prove that the Complainant

and the other female artiste whose photographs were taken were
living together. By publishing the photographs and the articles, the
Appellants hoped to show to the young people that what their idols
said might not be true. They claimed that they took and published
the photographs on the basis of public interest. They also confirmed
that there were no written codes or guidelines on the collection of
information of artistes’ personal lives and the guidance for their staff

was that no illegal acts should be committed.

All three Complainants confirmed that they had never talked to
the media on their own initiative about the cohabitation and only

responded when the media made enquires.

The Commissioner’s Decision
Having considered the evidence, the Commissioner made the

following findings:

(@) the taking of the photographs in question by the Appellants
amounted to the collection of the personal data of the

Complainants.

C

the privacy of an individual should be protected against
unjustifiable interference irrespective of his social status and
occupation and the Complainants should not be deprived of their
rights to privacy protection simply because they were television

artistes;

(c) in the circumstances of the cases, the Complainants had
reasonable expectation of their privacy at their residences and did
not reasonably expect to have their activities at the residences

being photographed by persons outside;

c

the Appellants’ acts in the cases seriously invaded the privacy of

the Complainants;

(e) the publication of the photographs in question did not involve

public interest;
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(f) it was improper for the Appellants to rely on their
employees to interpret the requirements under the

Ordinance without a specific guideline on data collection.

As a result of the above findings, the Commissioner concluded that
the Appellants had contravened DPP1(2) and issued enforcement
notices against the Appellants under section 50 of the Ordinance.
The enforcement notices directed the Appellants to (i) permanently
delete the photographs in question from the magazines’ database and
website; (i) establish privacy guidelines on the systematic monitoring
of the collection of personal data by covert and/or long-distance
photograph shooting to the satisfaction of the Commissioner; and
(iii) take all reasonable and practicable steps, e.g. proper training,
instruction and supervision (disciplinary action if necessary), to ensure
that the Appellants’ staff complies with the privacy guidelines. The
Appellants were required to comply with the enforcement notices
within 21 days.

Dissatisfied with the Commissioner’s findings and the issuance of the

enforcement notices, the Appellants appealed to the AAB.

The Appeal
The appeals were heard consecutively one after another. The issues
that required the AAB’s determination were common to both. The

AAB's findings were as follows:

(@) there was no dispute that photographic images can constitute

“data” for the purposes of the Ordinance.

(o) Public interest is one of the factors to be considered in
determining whether or not the collection of personal data in an
individual case is fair. Where there are competing considerations,
it is a question of balancing the fairness in collecting personal

data against the public interest in knowing the truth.
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(c) The two English authorities Woodward v Hutchins [1977]

1 WLR 760 and Campbell v MGN Ltd [2004] 2 AC

457 relied on by the Appellants did not advance their

cases. In the instant appeal cases, there was nothing to suggest
that any of the artistes, unlike the celebrities in the two English
cases, actively sought publicity of his/her personal relationship
at any time. Moreover, the fact that the Appellants sought to
publicly disclose about the Complainants’ private lives (namely
cohabitation) is entirely different in nature to the possession and
use of illegal drugs (in the English cases) which was a criminal

offence and a matter of serious public concern.

(d) The AAB agreed with the observation made by the Law Reform

-~

Commission of Hong Kong in its Report on Civil Liability for the
Invasion of Privacy (paragraph 7.72) that the "mere fact that a
person is an artiste or is engaged in some occupation which
brings him into public notice is not of itself enough to make his
private life a matter of public interest". Further, in reliance of
Jameel (Mohammed) and another v Wall Street Journal Europe
Sprl (No.3) [2007] 1 AC 359, the AAB considered that it was
not in the public interest for the Appellants to take and publish
photographs showing the artistes' daily life and intimate acts in

their private premises.

The contents of, and captions to, some of the published
photographs in question were inconsistent with the Appellants’
asserted purpose for taking the photographs (i.e. to expose the
falsity of the complainants’ public images, because they were
idols of young people who would be influenced by their words

and deeds).

The AAB agreed with the Commissioner that in the circumstances
of the cases, the Appellants’ collection of the personal data of
the Complainants was unfair and contravened DPP1(2). The
AAB further agreed with the Commissioner’s findings that the

contravention will continue or be repeated.
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(@) The AAB considered that section 61 of the Ordinance

does not exempt the Appellants from compiling the
privacy guidelines sought by the Commissioner under
the enforcement notices. DPP5, which provides for a data
user’s policies and practices in relation to personal data, such
as the privacy guidelines sought by the Commissioner in the

enforcement notices, is not subject to any exemption.

(h) The AAB rejected the Appellants’ argument that the

Commissioner’s powers under section 50 under the Ordinance
are only to direct a data user to take steps to address what has
happened, but not to direct how the data user should collect

personal data in the future.

(i) The AAB also rejected the Appellants’ argument that the

Commissioner has violated the principle of separation of powers
because the failure to comply with the Commissioner’s direction
to establish the privacy guidelines to his satisfaction within 21
days would attract criminal liability under section 64(7) of the
Ordinance and the Commissioner therefore has assumed the role
of a judge as to whether the Appellant has committed an offence.
The Commissioner does not have the final say on the Appellants’
criminal liability. The matter is always subject to the scrutiny of
the AAB on appeal or where appropriate, by the Court by way of

judicial review.

() The AAB did not consider 21 days to be an unreasonable time limit

for the Appellants to produce a set of privacy guidelines. It did
not believe the requirements that the Commissioner needs to be
satisfied with the privacy guidelines drafted by the Appellants to
be unreasonable or oppressive. The AAB further stated that if the
Appellants have used all reasonable endeavours to prepare the
privacy guidelines within the time limit, it was difficult to see why
the statutory defence under the Ordinance where the data user
has “exercised all due diligence to comply with the enforcement

notice concerned” would not be available to the Appellants.
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(k) The AAB found that on a proper reading of the
Commissioner’s direction against the Appellants, it
was not intended that the Appellants have to complete
all the steps to ensure that the Appellants’ staff complies with
the privacy guidelines within 21 days from the issuance of the
enforcement notices. The direction only required the Appellants
to take all those steps that could reasonably and practicably be

completed within the time limit.

() The AAB further found that the enforcement notices did not
impose an “open ended obligation” on the Appellants to ensure
compliance with the privacy guidelines but only to ensure that
the privacy guidelines to be drawn up are put in place and
followed by the Appellants. The AAB also rejected the Appellants’
argument that the implementation of the privacy guidelines to be
drawn up by the Appellants is tantamount to adding terms to the
employment contract entered into between the Appellants and
their staff. The AAB considered that the privacy guidelines are no
more than means to ensure that the legal requirements and the
principles of data collection are observed by the Appellants and
their staff.

The AAB’s Decision
The AAB affirmed the decisions of the Commissioner in both cases

and dismissed the appeals accordingly.

(Dissatisfied with the decision of the AAB, the Appellants have

applied for a judicial review in the High Court.)
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Appeal Case Note 2 (AAB Appeal No. 16 of 2012)

The Appellant’s husband commenced proceedings
against his ex-employer at the Labour Tribunal. The
AAB decided that the disclosure of the Appellant’s
personal data by the ex-employer to the Labour
Tribunal and the Legal Aid Department was not in
breach of DPP3 of the Ordinance. In dismissing the
appeal, the AAB awarded costs to the Commissioner
on the ground that the Appellant has conducted the
appeal in a frivolous and vexatious manner.

The Complaint

The Appellant’s husband made a claim (the “Claim”) against his
former employer (the “Company”) at the Labour Tribunal, but the
Claim was dismissed with costs awarded to the Company. He
applied for a stay of the costs order. The Company wrote to the
Labour Tribunal objecting to the application, quoting some of
the contents of a letter previously sent from the Appellant to the
Company in relation to the financial standing and lifestyle of the
Appellant and her husband (“Contents 17).

The Appellant’s husband then applied for legal aid in relation to his
stay application. The Company wrote to the Legal Aid Department
objecting to the application. In the letter, the Company quoted
the contents of the Appellant’s previous communications with
the Company’s staff and her letter to the Judiciary Administrator
in relation to the financial circumstances of the Appellant and her
husband, and the fact that she enjoyed playing her endless “legal
games”, which she was training her husband to play (“Contents 2”).

The Appellant complained to the Commissioner that the Company’s
use of her personal data in Contents 1 and 2 (the “Data”) was in
breach of the Ordinance.

The Commissioner’s Decision

The Commissioner took the view that Contents 1 were sent to
the Company through the Appellant’s letters to influence the legal
proceedings in the Claim. The Company’s use of Contents 1 was to
oppose the application for stay lodged by the Appellant’s husband,
which was part and parcel of the legal proceedings in the Claim.
Contents 2 were also sent through the Appellant’s communications
to influence the conduct of the legal proceedings in the Claim The
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Company’s use of Contents 2 was to oppose the application
for legal aid submitted by the Appellant’s husband, which
was also part and parcel of the same legal proceedings in
the Claim. The Commissioner therefore found Contents 1 and 2 to
be clearly used for a purpose directly related to the purpose for which
they were collected, and decided not to pursue these two complaints
further as there was no breach of DPP3 under the Ordinance.

Dissatisfied with the Commissioner’s decision, the Appellant lodged
an appeal to the AAB.

The Appeal

(1) Whether there was any breach of the Ordinance
The AAB agreed with the Commissioner that there was no breach
of DPP3 and held that the Commissioner was plainly correct in
refusing to proceed with the two complaints.

There were two further reasons for dismissal of the appeal in
relation to the complaint against the use of Contents 1. Firstly,
on a proper construction of the Ordinance, and considering
the legislative purpose of the Ordinance, the AAB opined that
section 4 and DPP3 of the Ordinance should not receive a strict
and narrow interpretation as to prevent the collected data from
being used in a court or tribunal to ensure fair proceedings
therein, when Article 10 of the Bills of Right Ordinance guarantees
the right to a fair trial.

Alternatively, the AAB was of the view that the use of Contents 1
by the Company was exempt from DPP3, as being “required
in connection with any legal proceedings in Hong Kong” under
section 60B(b) of the Ordinance. Even though the acts complained
of occurred prior to the effective date of the provision, the AAB
opined that section 60B should have retrospective effect. This
view was taken by the AAB after considering the legislative intent,
the principal of fairness and Lord Mustill’s analysis on the factors
to be considered in determining whether a new amendment or
legislation should be construed as having retrospective effect
in L'Office Cherifien des Phosphates and another v. Yamashita-
Shinnihon Steamship Co. Ltd.; The Boucraa [1994] 1 AC 486.
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(2) Whether the costs of the appeal should be awarded to
the Commissioner
Under section 22(1) of the AAB Ordinance, the AAB
shall make an award of costs against an appellant only if it is
satisfied that the appellant conducted his case in a frivolous or
vexatious manner.

(@) Vexatious manner

In this case, the AAB found that the appeal had been brought
by the Appellant with the intention of causing nuisance to
the Commissioner, the Company and those representing the
Company. The AAB found that the Appellant was using the
appeal to exert inappropriate pressure on the Commissioner
to resolve another complaint case expeditiously. In addition,
the AAB took the view that the Appellant’s application to
subpoena six individuals of the Company and one individual
from the solicitors’ firm representing the Company, along with
the unwarranted derogatory remarks about the individuals
in the Company, were strong evidence that the Appellant
was launching a personal vendetta against the Company,
its directors and officers, and those representing it. The
Appellant’s conduct was way beyond hostility in an ordinary
litigation sense. She was maliciously using the appeal to tarnish
the image of those who incurred her disliking.

(b) Frivolous manner

The Appellant made no attempt to address the reasoning of
the Commissioner, pertaining to the merits of the appeal. The
gist of her contention was that the appeal ought to be heard
after the outcome of another complaint case was known.
The AAB considered that the outcome of that other case
could not be relevant to the decision of the Commissioner nor
relevant to the merits of the appeal, and thus her contention
was wholly untenable.
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The Appellant’s absence from the appeal hearing also

shows her lack of intention to prosecute the appeal on

its merits. The Appellant initially applied to reschedule the

appeal hearing, and her application was duly approved by the AAB.
Prior to the rescheduled hearing, however, the Appellant wrote to
the AAB stating, among other things, that she was also required
to attend a hearing on another action in the High Court on the
same day. Consequently, the appeal was heard in her absence. It
subsequently transpired that the Appellant had not attended the
High Court hearing on that day either. However, the Appellant did not
provide adequate explanation to the AAB as to why she had failed to
attend both hearings.

The AAB took the view that the various applications made by the
Appellant for extensions of time in the appeal might or might not
alone be sufficient to constitute frivolous or vexatious conduct
warranting a cost order against her, but having regard to the
Appellant’s overall course of conduct, it was quite clear that she had
no genuine intention of prosecuting her appeal on its merits. The
appeal was only a means to achieve her ulterior motive of causing
nuisance to the Commissioner, the Company, its officers and its
representatives.

The AAB’s Decision

Accordingly, the AAB dismissed the appeal and ordered the
Appellant to pay the Commissioner’s costs of the appeal in the sum
of HK$22,240.30.
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Appeal Case Note 3 (AAB Appeal No. 10 of 2013)

The Appellant lodged a data access request

with a bank in relation to his foreign exchange

margin account. The AAB decided that transaction
details including cut off rates were not the personal data
of the Appellant. The Bank was bound by the secrecy
provisions under the Banking Ordinance not to disclose
information that the Bank came to know in the course of
investigation by the Hong Kong Monetary Authority.

The Complaint

The Appellant had a foreign exchange margin trading account
with a bank (“the Bank”). On 10 August 2011, the Bank executed
buy orders on behalf of the Appellant to close out his account and
informed the Appellant on the same day. The Appellant did not
think these orders were executed in good faith and suspected that
the Bank had earlier on blocked his attempt to make a deal online
to protect his position. On this matter, he lodged a complaint with
the Hong Kong Monetary Authority (‘HKMA”). He also made a data
access request to the Bank, which he later withdrew. Subsequently,
the Appellant made another data access request to the Bank for: (1)
all telephone conversation records between the Appellant and the
Bank’s FX Trading Hotline on various dates and the identities of those
staff; (2) the Bank’s FX Margin trading rates, margin call percentage
and details of calculations; and (3) copies of all related information
about the Appellant’s FX Margin Trading account, which the Bank
had provided to the HKMA and the Commissioner. The Bank did not
provide him with all the data he requested. The Appellant therefore
made a complaint to the Commissioner.

The Commissioner’s Decision
Having considered all circumstances of the case, the Commissioner
decided not to pursue the complaint further on the following grounds:

(@ The Bank was legally required to provide to the Appellant copies
of those telephone conversation records containing personal
data of the Appellant, which the Bank did. However, the identities
of the Bank staff involved, such as the names, staff numbers and
their registration numbers with the HKMA were personal data of
those persons and not personal data of the Appellant.

(b) FX Margin trading rates were not personal data of the Appellant.
(c) The Margin call percentage and the Bank’s calculation were not

the personal data of the Appellant, as the Appellant’s identity
could not be ascertained from those items.
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(d) The Bank was duty bound by the secrecy provision of
the Banking Ordinance, Cap 155, not to provide to the
Appellant the information that it had provided to HKMA.

(e) It appeared that the Appellant was trying to gather information
for the purpose of instituting legal action against the Bank.
The real issue in the case was not personal data privacy, but
one for which some other redress mechanism would be more
appropriate.

Dissatisfied with the Commissioner’s decision, the Appellant
appealed to the AAB.

The Appeal
The AAB’s findings in the appeal were as follows:

(@ The secrecy provisions under the Banking Ordinance does not
cover information which was originated from the Bank itself as
it was not something it came to know or possess or obtained in
the course of investigation.

(o) The Appellant asked for transaction details including cut off
rates at the time intervals specified. The Appellant had failed to
explain how those data about market movements and the Bank’s
relevant calculations, which were not used in actual transactions,
could be personal data of the Appellant. Therefore, the Bank was
not under a duty to disclose the data to the Appellant.

(c) There was nothing to suggest that the Bank was withholding
any telephone recordings or fabricating them apart from bold
and vague assertion of the Appellant. The overall view taken by
the Commissioner was correct in that the Appellant was clearly
attempting to gather evidence to substantiate his case against
the Bank. The Commissioner was justified to opine that the
primary subject matter of the Appellant’s complaint was not
about privacy. His decision to refuse to pursue the complaint any
further could not be faulted.

The AAB’s Decision
The AAB therefore affirmed the decision of the Commissioner and
dismissed the appeal accordingly.
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Appeal Case Note 4 (AAB Appeal No.22 of 2013)

The Appellant complained that a statutory
organisation refused to comply with her data access
requests. The AAB decided that pursuant to section
20(3)(d) of the Ordinance, the organisation was entitled
to refuse to disclose the information protected under a
confidentiality provision.

The Complaint

The Appellant was enrolled in an IT Assistant Certificate course (“the
Course”) which was organised by a training centre (“the Centre”)
appointed by a statutory organisation (“the Organisation”). The
Centre informed its students that it would contact those who failed
the examination within seven days after completion of the Course in
relation to retaking the examination. However, there was an oversight
on the part of the Centre, and as a result, the Appellant did not receive

a notice for retaking the examination within the stipulated time.

The Appellant was not satisfied with the explanations provided by
the Centre and requested the Organisation to investigate the matter.
Subsequently, the Appellant made two data access requests (‘DARS”)
to the Organisation requesting them to provide the information
collected and arising from the investigation. The Organisation agreed
to provide the Appellant with copies of some of the information
requested, but redacted the identities of the third parties or the
particulars which could reveal their identities. The Organisation briefly
explained to the Appellant that the improvement measures and
other information (including the investigation report) (collectively “the
Information”) could not be provided to her due to a confidentiality
clause contained in an agreement (“the Agreement”) entered
into between the Organisation and the Centre. The Organisation
suggested the Appellant submit a DAR directly to the Centre instead.
Dissatisfied with the Organisation’s reply, the Appellant lodged a

complaint with the Commissioner.
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The Commissioner’s Decision

The Commissioner found that based on the confidentiality

clause in the Agreement and other reasons, the
Organisation was entitled to refuse to disclose the Information to the
Appellant. In addition, as there was insufficient evidence to support
the Appellant’s complaint, the Commissioner decided not to pursue
the complaint further pursuant to section 39(2)(d) of the Ordinance.
Dissatisfied with the Commissioner’s decision, the Appellant
appealed to the AAB.

The Appeal
The Appellant did not attend the hearing. The AAB made the
following determination in respect of the five grounds of appeal

stated in the Appellant’s appeal notice:

1* ground of appeal - the Appellant argued that the Commissioner
had erred in deciding that the email address of a third party was not

the Appellant’s personal data.

The AAB agreed with the Commissioner that the email address of
a third party did not relate directly or indirectly to the Appellant and
was not the Appellant’s personal data. The AAB took the view that
the legislative intent of the Ordinance is to allow a data subject to
access and correct his personal data, but not to allow the data
subject to unrestrictedly obtain any document which mentions his
name. Hence, it was apparent that the email address of a third party
was not the Appellant’s “personal data” under section 2(1) of the
Ordinance, and the Organisation was only required to provide the
Appellant with a copy of her personal data. The AAB agreed with
the Commissioner that it was reasonable for the Organisation to
redact the email addresses of third parties before complying with the
Appellant’s DARs.



FRIHER — RREERNEMEEX
TR AR EL R

RGO 200)(d) > EXRERERE
BKEERERER - MWERMVERH
Z—ERERERHILSERMER > M
ERNARNRREFEENNEREREK
REFERER - ZREWER] BB
RIEEARZP ORI ER ~ f8BaRE

RE - WEERESZROEENERER
HAET @ AMEREAE=ETLUIKE - TR
LR EEREZEBERR LR AR
REZR L AZEBIRRAINE SR KA
ZHORERMER (BEATERES) BBR
B NMARENER - TP ORRER
BEZEERNERT 2B R ERAR
HEREZTONTTIE DB LRARTEERA
ZROMEHERENER TR LEHREES
BRALBEENIRTE - ZEEREREDIE
20(3)(d) fRIEB A AR AR LB R

FoRIHER — RREERBEEZH
BRABALRABTESREEMERER
BEHMEE

THLEHREEESRRZEBER LR AR
BRI ERNRE > XAHEREMR
ZAROMEEE TS - LUE LR AR H MR
REMEN - ENEEER  THRLHFE
EERAER FREARZIER -

FLEBHEENEHH PCPD ANNUAL REPORT 2013-14

2™ ground of appeal - the Commissioner had inappropriately

taken into account the confidentiality clause in the Agreement.

Under section 20(3)(d) of the Ordinance, a data user may refuse to
comply with a DAR if any other data user controls the use of the data in
such a way as to prohibit the first-mentioned data user from complying
with the DAR. The Agreement stipulated that the Organisation must
keep any information, drawings and designs obtained from the Centre
confidential, and that no disclosure of such information could be made
to any third party without prior written approval of the Centre’s manager.
The AAB agreed that the improvement measures and other information
(including the investigation report) that the Organisation refused to
supply to the Appellant were confidential information protected by the
confidentiality clause of the Agreement. On the basis that the Centre did
not agree to the disclosure of such information, the Organisation could
simply provide the Appellant with the contact details of the Centre so
that the Appellant could make a DAR to the Centre directly. The AAB
agreed with the Commissioner that the Organisation was entitled to
refuse to supply the Information to the Appellant pursuant to section
20(3)(d) of the Ordinance.

3“ ground of appeal - the Commissioner failed to deal with the
matter relating to the Organisation’s failure to inform the Appellant as

to whether it held the data requested under her DARSs.

The AAB considered that this ground of appeal was unsubstantiated
as the Organisation had explained to the Appellant about the reasons
for not disclosing some of the information requested and provided
her with the contact details of the Centre to facilitate her making a
DAR to the Centre direct.
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4" ground of appeal - the Commissioner failed to deal with
the matter relating to the Organisation’s failure to provide
the Appellant with the investigation report of the incident.

As the investigation report contained only records relating to the
telephone conversations between the staff of the Organisation and
five students about retaking the examination which did not mention
the Appellant’s complaint against the Centre, the AAB agreed
with the Commissioner that the investigation report was not the
personal data of the Appellant though it arose out of the Appellant’s

complaint.

5™ ground of appeal - the Appellant believed that there was evidence
showing that the email records were incomplete but the
Commissioner did not make any queries or enquiries in this regard

and refused to investigate such complaint.

Having reviewed copies of the letters and emails provided to the
Appellant by the Organisation, copies of internal emails of the
Organisation, and copies of letters and emails provided to the Centre
by the Organisation, the AAB did not find that the email records
provided to the Appellant by the Organisation were incomplete. The
AAB agreed with the Commissioner’s finding that the Appellant did
not produce concrete evidence in support of her allegation against

the Organisation.

The AAB’s Decision
The Appeal was dismissed.
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SUBMISSIONS MADE IN RESPONSE TO PUBLIC
CONSULTATIONS

During the year, the Commissioner made submissions in response to
the following public consultations:

EE

Issue

S MREREINGEA
Consultation on the RESCUE Drug Testing Scheme

2014 8185 21 BARHERIRAVEERA

Financial Services and Treasury Bureau Consultation on the 2014 Digital 21 Strategy

BALARIREEBIRTEER

Consultation on the Improvement of Corporate Insolvency Law

(BRRE2XAINAEMRILRIE www.pcpd.org.hk/tc_chi/enforcement/response/legco_consulting_org.html )
(The full submissions can be found on the PCPD’s website www.pcpd.org.hk/english/enforcement/response/legco_consulting_org.html)

BIMARBEAEMERE—FT @ BRI —ZITE - BNETERE SR EERLRHALE
BENREMRATHRELFEESREN EHFER - LEAABHEMEFIRAEETE - A—JF
XRAEHE  BEEBES  MANPEESDERRRAR BREER BEAZRTREEH
NRHLBEROIVBHERE R - BHEEELRZENEET  AFSRETHEELREE
AEBRLEHER

One year has elapsed since | joined the PCPD as legal counsel, and there has never been a dull moment. As a
legal counsel, my main responsibilities include handling appeals lodged with the Administrative Appeals Board
against the decisions of the Commissioner, and providing internal legal support from time to time. It has been
a great pleasure for me to work with a team of professional colleagues whose enthusiasm and dedication have
inspired me deeply. No doubt, public awareness
about the provisions of the Ordinance is ever
increasing in the wake of various campaigns held
by the PCPD. | believe that under the leadership of
the Commissioner, the PCPD will continue to strive
to promote and safeguard the personal data privacy
rights of individuals.

RFAE 2m
Winnie Ng Legal Counsel
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COMMENTS MADE ON PROPOSED LEGISLATION
AND ADMINISTRATIVE MEASURES

Bills Committee on Inland Revenue (Amendment)
Bill 2013

The Commissioner provided his comments on the Inland Revenue
(Amendment) Bill 2013 to the Legislative Council Bills Committee
(LC Paper No. CB(1)1260/12-13(01)). The Bill sought to amend the
Inland Revenue Ordinance (Cap 112) (“IRO”) to enable the Hong Kong
SAR to enter into tax information exchange agreements (“TIEA”) with
other jurisdictions and also to enhance the exchange of information
arrangement under the comprehensive avoidance of double taxation
agreement (“CDTA”), which is already in place under the current IRO.

Under the TIEA regime, the information disclosed by the Commissioner
of Inland Revenue (“CIR”) may be used for such “other non-tax related
purposes” as are specified under the laws of both sides (i.e. Hong
Kong and the requesting party), and the CIR authorises such use.
The Commissioner raised concern about the vagueness of the term
“non-tax related purposes”. The primary concern was how the
information disclosed would be used by the requesting party and for
what purposes.

The Commissioner also pointed out that the application of the Bill could
result in the personal data of Hong Kong taxpayers being transferred
by the CIR outside Hong Kong for use by law enforcement agencies
in relation to an overseas offence. It is not clear under the Bill if the
overseas offence is invariably connected with legal or law enforcement
cooperation between Hong Kong and the overseas jurisdiction (so
as to accord with the definition of “crime” under section 58(6) of the
Ordinance). The Commissioner suggested that if the Legislative Council
Bills Committee took the view that there was sufficient justification to
grant the widened exemption to the CIR, safeguards must be included
to ensure the CIR’s authorised “non-tax related purposes” under the
proposed TIEA regime would be justified on legitimate grounds such as
serving public interest.

The Administration informed the Bills Committee that measures would
be taken to ensure that the use of the information disclosed would be
protected by the Ordinance and fall within the exemption provision
under section 58 of the Ordinance in relation to crime (LC Paper No.
CB(1)1285/12-13(02)). The Bill was passed during the year.
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The Law Reform Commission’s proposal on stalking

The Commissioner also commented on the Administration’s paper
on “Overseas Experience in Implementing Anti-Stalking Legislation
(LC Paper No. CB(2)471/13-14(03). In the paper, the Administration’s
consultant proposed that specific categories of activities be exempted
from the new stalking offence. While supporting the idea of providing
specific news gathering exemptions, the Commissioner considered
the consultant’s proposed exemptions to be too wide and questioned
whether it would defeat the purpose of regulating stalking activities
under the relevant circumstances.

The consultant’s proposed specific exemptions focused on whether
such activities were conducted pursuant to proper authority or
legitimate purposes. The Commissioner considered that, in effect,
it meant that as long as the activities were carried out either by
freelancers engaged by a media organisation or its employees with
proper authority, they would generally fall within the consultant’s
proposed exemptions, so the approach might not effectively regulate
unjustified stalking activities.

The Commissioner cited the complaints received by his Office from
three artistes who alleged that photos of their private life at home were
taken surreptitiously and published in magazines. The photos were
apparently taken from a considerable distance outside their premises,
without their knowledge, through systematic surveillance and using
special photographic equipment. The Commissioner took the view
that these types of activities carried out by the magazines should be
regulated under the future stalking legislation, but that the proposed
exemptions by the consultant would give the magazines a defence,
as the activities would be carried out by the photographers under
the employment of the magazines. The Commissioner reiterated to
the Administration that the exemption for news activities should be
restricted to “legitimate news-gathering activities”, not all forms of
news-gathering activities, in order to strike a proper balance between
press freedom and the privacy of individuals.

Subsequently, the Administration reported to the Legislative Council
that there were clearly still very divergent views on the different
approaches for enacting anti-stalking legislation, and none of the
approaches seemed to be supported by a majority. The Administration
concluded that there were no favourable conditions for them to pursue
legislating against stalking.

ik PCPD ANNUAL REPORT 2013-14
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Organisation

R RRERRR
Commerce and Economic Development
Bureau

RIBREES
Environmental Protection Department

MREBLEBR

Financial Services and Treasury Bureau

REB
Security Bureau

B NEER

Transport and Housing Bureau

During the year, the Commissioner also made submissions on the
following proposed legislation and administrative measures:

BERMIER / TEUERE

Proposed legislation/ administrative measures

RECEBENUKRBEXEERNFHRAERT » SUIRITTHAEBRL
NFEGC M

Setting up public registers on travel agents under the proposed
Travel Industry Bill

GrERREEMLSE (MME2RESHRE) AE60)
Toys and Children’s Products Safety (Additional Safety Standards or
Requirements) Regulation

(2013 FREMRE (B3] ) RAIEZR)
Waste Disposal (Amendment) Bill 2013

EERIE Q013 FFZH LG (B5] ) REEER) 5l REEBEE
R AFEBTM

Setting up a public register on “Systemically Important Participants”
under the Security and Futures (Amendment) Bill 2013

(2014 RE2AT (1BE]) BRBIEZR)
Insurance Companies (Amendment) Bill 2014

B (EEUE N ERGRE)
Review of the Interception of Communication and Surveillance
Ordinance

(2013 Fmafs OBE) (1B3]) RAIEZR)
Merchant Shipping (Seafarers) (Amendment) Bill 2013
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LEGAL ASSISTANCE SCHEME

Section 66 of the Ordinance provides that an individual who suffers
damage by reason of a contravention of a requirement under the
Ordinance by a data user may be entitled to compensation from that
data user for that damage. The Commissioner may, pursuant to section
66B of the Ordinance (a new provision which took effect on 1 April
2013), grant legal assistance to the aggrieved individual who intends to
institute proceedings to seek compensation. Legal assistance may be
granted in the form of legal advice, mediation or legal representation
to the assisted person in court by the Commissioner’s legal staff or
external lawyers engaged by the Commissioner. The Commissioner’s
Information Leaflet entitled Legal assistance for civil claims under the
Personal Data (Privacy) Ordinance explains the procedure for applying
for legal assistance and the factors that the Commissioner considers in
processing the applications.

During the first year of launching the scheme, 17 applications were
received, of which 15 (88%) were preceded by a complaint lodged with
the PCPD.

These applications involved alleged contraventions under the
Ordinance in respect of (i) excessive or unfair collection of personal
data, (i) use or disclosure of personal data, (i) use of personal data
for direct marketing activities, and (iv) data access and correction
requests. (Figure 4.4)

Figure 4.4: Nature of alleged contraventions

BRERNEERER
Data access and
correction requests

1 80/0 (35=cases)

(R

Direct marketing

6 0/0 (15Rcase)

REERS1RAI—

BEFIAAFWEEAER
DPP1 - excessive or unfair
collection of peronal data

29 0/0 (55=cases)
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AERNBETHEIE 12 RHE > ARHEE  Twelve applications were completed by the PCPD during the year,
EEERDNEEEFR - FETHKMN 12 R{E and five applications were still under consideration as at the year end.
b —RERTEERE  WRAHEBA Of the 12 cases completed, one was granted legal assistance, four
B TRIIE - ABEHENEERREE were withdrawn by the applicants and seven were refused. The main
REXROEZBEEPEREGH  RAREEEEE reasons for refusing applications were the absence of prima facie
BERZZET HERBENFERRRE evidence of contravention of the Ordinance and failure to adduce

BERBNEBERE evidence to substantiate any damage suffered. The reasons for
withdrawal were mainly duplication of applications and insufficient
evidence.

4.5 . EERBIFREAIER Figure 4.5: Outcome of legal assistance applications

REHE  ER (REEBREEXEE)
Assistance Refused (no evidence to
granted substantiate damage)

80/0 (15=case) 80/0 (15=case)

B (RAXRE

EIEERER) (|
Refused (no prima facie Withdrawn
contravention)
34 0/0 (45Rcases)
500/0 (65=cases)
ENEEIERBEINESR - EEERFHER In respect of the case where legal assistance was granted, no outcome
BERAFHENER » TRERZERF ° as regards compensation had been reached and no court proceedings

had commenced as at the end of the reporting year.
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The Corporate Communications Division promotes the
Ordinance through the media, PCPD publications, and
public-education programmes; organises and conducts
training for organisations on the requirements under the
Ordinance; and manages media and stakeholder relationships.
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ENGAGING ORGANISATIONS IN PRIVACY
PROTECTION

What the PCPD has done to promote
Privacy Management Programme “PMP”

To promote PMP and to acknowledge the support of the pledging
organisations, the PCPD organised a series of activities between
December 2013 and February 2014.

17 December 2013 - CEO Breakfast Meeting on Privacy and

Data Protection

Mr Richard THOMAS, the former UK Information Commissioner, was
invited to share his views on the importance of data protection from a
corporate-governance perspective. The talk was well attended by some
70 CEOs and senior executives of local organisations in different sectors,
such as government, banking, insurance, telecormmunications, public
utilities, chambers of commerce and professional bodies. Also among

them were members of the Executive Council and Legislative Council.

Richard Thomas () BEE—R1T
REES AR

Mr Richard Thomas (right) shared with CEOs and senior executives his
experience in privacy protection in corporate governance.

T

- . — -

TEREEREREBEEN D LS RHEBEZEG TR FRRELHEHE -
Among the attendees were Executive Council member the Honourable Bernard Chan and Chairman of the Legislative Council Panel on

Constitutional Affairs the Honourable Tam Yiu-chung.
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17 January 2014 - Briefing to Department Heads of the HKSAR
Government

The Commissioner delivered a presentation at a meeting of
Government’s Department Heads chaired by the Chief Secretary.

11 February 2014 - International Conference on Privacy Protection
in Corporate Governance

Local and international privacy practitioners and consultants spoke at
the Conference and provided the best-in-class tools and templates
for implementing PMP using the accountability-based approach.
Insights and experience on implementing successful PMPs were also
shared by representatives of local and multinational corporations.
Over 250 government administrators, as well as legal and compliance
professionals, picked up practical advice from speakers on how to
build and maintain PMPs in their organisations.

International Conference
on Privacy Protection in
Corporate Go

1 Februsry 2014

2EWETE 250 BREATEMITEAS » ERMRETEMER HFE
The conference attracted the participation of over 250 administrators, data protection officers and consultants from various sectors.
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=%+ 1F Moderator

Mr Malcolm CROMPTON, Managing Director, Information Integrity Solutions Pty Ltd, Australia and Former Australian
Privacy Commissioner

Ms Bojana BELLAMY, President, Centre for Information Policy Leadership at Hunton & Williams, UK
BEABNEE SREEER BHEELE

Mr Chris CHENG, Senior Group Legal Adviser, HKT Group, Hong Kong

JNEBZERBRAR 1TBMRR REZERE

Mr Sunny CHEUNG,Chief Executive Officer, Octopus Holdings Limited, Hong Kong

RESHEBB AT FEEER (B5) EXRELL

Mrs Elaine CHONG, General Counsel-Hong Kong, CLP Power Hong Kong Limited, Hong Kong

Mr J Trevor HUGHES, President and CEO, International Association of Privacy Professionals (IAPP), US

Ms Karinna NEUMANN, Certified Privacy Professional, Nymity, Canada

F1sAEH& Panel Speakers

Mr Mikko NIVA, Director, Privacy, Nokia Corporation, Finland

Ms JoAnn STONIER, Executive Vice President, Chief Information Governance and Privacy Officer, MasterCard
Worldwide, US

Mr Scott TAYLOR, Vice President and Chief Privacy Officer, Hewlett-Packard Company, US

International Conference
on Privacy Protection in
Corporate Governance

1F~ ~y201 b

Privacy
\/anagement

Programme

i SOBIMLBREE R MAAT S EANE L RIETLREERR -
Local and overseas privacy professionals exchanged views on how to build and maintain a PMP in organisations.
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B
Feedback

'RSHLEESERMEABTEE - FHNER THREMENIER - SiSHR
#FZl e .

“Let me add my thanks to the Commissioner for the wonderful event... | was
very impressed with the quality of the programme, the organisation, and the
strong attendance.”

Mr J Trevor HUGHES, President and CEO, International Association of Privacy
Professionals (IAPP), US

ro-BADRSE  KREANLEEEREASENRETENR - BILEIH
¥ EERBENEE -
w

“... These are all invaluable moments of sharing and mutual learning,
that really do build bridges and common best practices in data privacy
management and compliance.

We all thoroughly enjoyed the conference and thought it was superbly
organised and executed, with excellent content both from local and foreign
speakers...”

Ms Bojana BELLAMY, President, Centre for Information Policy Leadership at Hunton &
Williams, UK

rEFAEE SR - SHABNES - BRERGSERRNBN - HHANBSHE
BT - |

“Thank you for being such a wonderful host while we were in Hong Kong.
| am very happy to hear that the conference was a success and that our
session was well received.”

Ms JoAnn STONIER, Executive Vice President and Chief Information Governance and
Privacy Officer, MasterCard Worldwide, US
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TERANEEE  FEER JHIRE -
“(The meeting) It’s very informative, useful and well-organised.”

FrIIEMmITERBAERILSE
Mr Kenny WONG, Senior Consultant, Mayer Brown JSM

Mr (FLBREE ) ARERMTEMNES  FEMNRR - BIEEENERUREAREN
EIF% - BLHETRLMEDR -,

“l was very impressed by so many things - your (the Commissioner's)
influence amongst the business and political leadership, the scope of your
activities, the emphasis on consumer satisfaction, the enthusiasm of your
staff...”

Mr Richard THOMAS, Former Information Commissioner, UK

201428 12H - I\EBEEFLEE 12 February 2014 - Professional Workshops on Privacy Impact
R Assessment (“PIA”)

REAERTLERRER  siERNLEEE More than 120 people attended two workshops delivered by Mr

8
Malcolm CROMPTON M E I » & Malcolm CROMPTON, a data privacy strategies consultant and former
120 A2 - Australian Privacy Commissioner.

SINETHERP IR ETEEE -
Participants analysed PIA cases in the workshop.
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20142 A 18 H - IAEEBRHEREDR 18 February 2014 - Privacy Management Programme Pledge
Ceremony
EHFERT - SERBERSMEEEME  With the tremendous support of the HKSAR Government, the Hong
BEMNBORET  BBFIITHRERFE Kong Federation of Insurers, and the Communications Association of
25 ARREAR ~ WEERABAABHEMIT Hong Kong, pledges to implement PMPs were made by the HKSAR
ENME  EGEIETRELBERS - B Government bureaux and departments, 25 companies from the
BEAMEREANREHEARNMSEERIR insurance sector, nine companies from the telecommunications sector
RERITHEEFFERE ° and five organisations from other sectors. The pledge ceremony was
officiated by Mr LAU Kong-wah, Under Secretary for Constitutional and
Mainland Affairs.

—_—
| ——== —_—

Privacy
Management

Programme

PLEDGE CEREMONY

LEEEREFREN - BBRBREFSNEBBNEMS B HREETLREERMR -
The Commissioner acknowledged the help and support provided by HKSAR Government, the Hong Kong Federation of Insurers and
Communications Association of Hong Kong in advocating the implementation of PMP.

I P B Privacy 4 From Cl)l!”ll‘ldn(‘(é 3
Managemery (o Accountability

Programme

PLEDGE CEREMON

ETRLREERRSIREERBENSBITRABNKNZR -
CEOs and senior executives from the insurance industry showed unstinting support for the implementation of PMPs.
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Representatives from the Hong Kong Federation of Insurers and the Communications RZEPTZESRY ~ BTNEE ~ BEBMER

Association of Hong Kong attended the ceremony to show their support. SREXEFAEFETLEEERRNEAAF
K&KREHR -

Group photo of the Commissioner;
officiating guest Mr Lau Kong-wah,
Under Secretary for Constitutional
and Mainland Affairs; the Honourable
Charles Mok; Representatives from the
Communications Association of Hong
Kong; and the pledging companies in the
telecommunications industry.

TERBEMFRANAR BB FGEETLREERR -
Five major organisations from other sectors also pledged to implement PMPs.

2014 2 B - #HHILEEBRFAEIL February 2014 - Launch of the Privacy Management Programme
(www.pcpd.org.hk/pmp) Website (www.pcpd.org.hk/pmp)

NEFRFHENVALBEERMLIP > X5  The PCPD established an online platform to acknowledge the
AHETH IR LEEERROEE - Wi organisations which have pledged to support or implement PMPs.

H—RINER B ERETEAZERRR - Organisations are also welcome to refer to the resources on the
website when formulating their PMPs.
' ' RERERKD  BRETBERASHANEEE(E SRECS TR TEENENUE - EBE
FERBMIWBHZEEREN  TEHRMBEEKRNEE

Among the various activities related to the PMP organised this year, the preparation for the International
Conference on Data Privacy in Corporate Governance deeply
impressed me. We were proud to have invited experts from all
over the world to share their experience in implementing PMP
with over 250 participants. In retrospect, close cooperation
among my colleagues was the key to the success of the event.
The Conference helped foster a culture of respect for privacy
in the community, which proved that our efforts during the year
were worth it, and our hard work was recognised.

SEEZRBENZRE "TLREERRE RIEHT > M TRELREGKESHFEE K
FRIEES © BFIRESE - BERZIR ARSI BREFE » B8 250 REGALTHZKER - 5

BREI 3 e (S EE 1T EBNIE
Kavin CHEUNG

Administrative Assistant, Corporate Communications Division
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Promoting understanding of the new requirements of
the regulatory regime on direct marketing activities

The new provisions on the regulation of direct marketing activities
came into force on 1 April 2013. To facilitate compliance with the new
requirements in relation to direct marketing activities, eight seminars
were conducted in partnership with the following organisations:

e Chinese Manufacturers’ Association of Hong Kong

* Hong Kong General Chamber of Commerce

e Hong Kong Information Technology Federation and the Hong Kong
Association of Interactive Marketing (in conjunction with Legislative
Councillor (IT) Honourable Charles Mok)

e Hong Kong Productivity Council SME One

¢ Hong Kong Retail Management Association

e Hong Kong Trade Development Council SME Centre

(See Appendix 3 for details)

26 professional workshops on direct marketing were also held including
two executive workshops on the topic from a legal practitioner’s
perspective. Participants included data protection officers, compliance
officers, legal practitioners, marketing practitioners and personnel from
the banking, insurance, telecommunications and retail industries, as
well as members of the public and other private sector firms.

BN ERSRTMF SEEREEHEBEINITRE
Seminars were conducted in partnership with various organisations to promote understanding of the new requirements of the regulatory
regime on direct marketing.
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TROREIR (HIBEMEERISRTL ) WERER  EEHEHRINTRESEERMAY - (RESINE
MXRBEE B hMHARENFEEREER - o

“Please accept our heartfelt gratitude for your (Ms Carol Chan, Corporate Communications
Manager) inspiring presentation. Our members have definitely learnt a lot about the new law
from you. The exchange between you and seminar participants is believed to help clarify
worries and queries regarding the new regulation.”

BRREEBER kP E AR AR L

Mr Watson CHAN, Senior Director, Policy & China Business, Hong Kong General Chamber of Commerce

MR (HIBEMEERIEI LT ) MIRREHEE -ERMEN -SNMERTNESZEEERDRS -
IHEREHENEHIRREREEESHNRE - 4

“Your (Ms Carol Chan, Corporate Communications Manager) speech was most informative
and enlightening. The participants have no doubt benefited immensely from your words of
wisdom and gained valuable insight into data collection and use for direct marketing.”

BRNEREB S SKEARLE

Mr Hilson YAN, General Manager, The Chinese Manufacturers’ Association of Hong Kong

e nEEREX BEREE/EA Seminar on Developing Mobile Apps with Privacy

&rl, FEEE Protection in Mind

ERREEARERNL K » 2013 F 5 BAEH Mobile apps have become ubiquitous and have transformed business
& 60 HEARLN  #HEFAREMMUFBIEKR  operations and our lives. As revealed in the Hong Kong Sweep of
ZHELTEAE  AENRZMBHELE 60 apps in May 2013, transparency, in terms of privacy policy, was
E2014F 18 REABEAMEME generally inadequate. The PCPD has stepped up its educational efforts
mrmEREERAEN BERREGRAEN by conducting seminars entitled "Developing Mobile Apps with Privacy
B ERERESTEEEMESR - Protection in Mind", targeting app developers since January 2014. The

initiative was supported by 10 professional associations.

o HEBMEHS * Communications Association of Hong Kong

o HEEKEE e The Hong Kong Computer Society

o HBOEHEHE » Hong Kong Association of Interactive Marketing

o BREMERMEE » Hong Kong Information Technology Federation

o HAEBRREEE e Hong Kong Wireless Technology Industry Association

o HENEXEWS ¢ Internet Professional Association

o BEOEEWE * Internet Society Hong Kong

o BAEBREENRLWS * Professional Information Security Association

° BIERMEEAMENHS (PREENS) ¢ Information Systems Audit and Control Association (ISACA),

China Hong Kong Chapter Limited
o HEITEMET - EMRE2EB ¢ Hong Kong Institution of Engineers - IT Division
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Professional compliance workshops

To provide in-depth knowledge on how to comply with the Ordinance,
the PCPD has been conducting professional compliance workshops on
a regular basis since April 2011. During the year, 89 workshops were
held with over 2,810 participants. The workshops were supported by
28 professional organisations and trade associations, and featured the
following topics:

e Legal Workshop on Data Protection

e Data Protection and Data Access Requests

e Data Protection in Banking/Financial Services

e Data Protection in Direct Marketing Activities

¢ Data Protection in Human Resource Management
e Data Protection in Insurance

¢ Data Protection in Internal IT Management
e The Latest ICT and Data Protection

In-house seminars

To meet the growing demand resulting from the commencement of
the new requirements under the Amendment Ordinance, the PCPD
delivered 85 tailor-made training sessions for 61 organisations in the
public and business sectors during the year.

(See Appendix 4 for details of organisations to which PCPD delivered
talks)

127



R
B DATA

E PROTECTION
. ﬁ OFFICERS’
B CLUuB

8

RIEEREEHE

NER 2000 FRNFREEHEEHS R
HENREEAB R —ERLRME
JIRFE > (RENBRVERNTENEE -

REE REAREENEIEBESEERY
TOREHE  NHELBRESERET K
BIEHEAIRTAD ©

BE2014F3RE BEHEO7TREE (B
BEANBREEE) »H RIEFERMN60%
ZERERN RERE  MAIHEER
FREBE RE REMBEFPRBIEHN

dee
B= °

B EFEEM
DPOC
membership

with a increase

rotection (

members at the welcome reception on 2 May 2013.

VATCness W

[coming Reception cum S

2 Ve 2013

-l

ABEEME 201345 A 2 HETHREEN TAHSEIE C3GE -
The Commissioner delivered a welcome speech to the DPOC

m RAEHRESE PROMOTING DATA PROTECTION AWARENESS

Data Protection Officers’ Club (“DPOC”)

The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing the knowledge and
practice of data privacy compliance through experience sharing and
training.

During the year, PCPD held four briefing sessions for DPOC members
in relation to the latest privacy protection issues and the implementation
of the Amendment Ordinance.

DPOC membership reached 557 by the end of March 2014 with
a 60% increase compared to that of last year. The individual and
organisational members have backgrounds in compliance, legal affairs,
regulatory fields, law enforcement and customer relations, in both the

public and private sectors.

REENTEHSEDS -
Welcome reception for DPOC members.

2B "HBEKREBAAERBRRILBERERTEYR , FET
BN

Discussion at the “Workshop on Preparing Personal Information
Collection Statements and Privacy Policy Statements”.
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Industry-specific privacy campaign

Frontline retailers are frequently required to handle the personal
data of their customers and co-workers in their daily duties. In
view of this, the PCPD collaborated with the Hong Kong Retail
Management Association (“HKRMA”) in June 2013 to launch an
industry-specific campaign, called “Driving Retail Excellence through
Privacy Assurance”. The purpose of the campaign was to promote
understanding of data-protection requirements under the Ordinance
and share good privacy practices among industry members. Also, a
working group was set up for retailers to discuss compliance issues in
various business environments and other concerns. Members of the
working group included Ms Veronica FAN, Manager of the HKRMA,;
Ms Carol POON, Senior Manager-Talent Management & Development
of the HRA Division of Convenience Retail Asia Ltd; Ms Liane LIU,
Marketing Manager of Pizza Hut Hong Kong Management Ltd; and Ms
Rachel DAI, Legal Counsel of Maxim’s Caterers Ltd.

Since retailers in their business operations collect and handle
personal data for various purposes (e.g. membership applications and
promotional activities), the working group suggested focusing on these
data practices. The collaborative effort resulted in the organisation of a
“Retail Operation Seminar”. The working group also planned a series of
training programmes to enhance compliance among retail workers with
different job types. During the year the PCPD organised 19 seminars
and professional workshops.

FERFERREALBEH

AR ERE &
25.06.2013

£ 20134 6 A 25 HETH "TEXRELEETE, FRER -
The kick-off ceremony of the "Privacy Campaign for the Retail Industry" was
held on 25 June 2013.

Aiming to help frontline staff in the retail sector do their job efficiently
without violating the Ordinance, the PCPD has also developed an
online assessment tool to explain the stipulations set out in the
Ordinance, together with some useful tips, using common scenarios
involving personal data processing by retailers.
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The Commissioner and Chairman of the Hong Kong Retail
Management Association Ms Caroline Mak (right) officiated at
the kick-off ceremony of the "Privacy Campaign for the Retail
Industry".
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The PCPD developed an online assessment tool to explain the
stipulations set out in the Ordinance, together with some practical
tips, useful for frontline retail practitioners.
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(XARKPEBNERARZEMERETAEFLL () RAE
R EME SRR R L L RIS E R -

Industry representative Mrs Elaine Chong, General Counsel, CLP,
and Ms Carol Chan(right), Corporate Communications Manager of
the PCPD, responded to questions on the spot.

Privacy Compa

s D I

CUFERAREBTFNTE

NERTERBERBITREMNBE -
ENEB T REPINRTE

The PCPD organised a series of training programmes to
enhance compliance among the retail workers with different
job types.

EMESTERS Tt E6N T - FEItFIEBT

“Our participants enjoyed the sharing, application examples as well as the videos played. The seminar
definitely increased their understanding on the Ordinance and facilitated their exercise on job role

responsibility.”

Ay PR B H)I| B 38 B AR R R 22+

Ms Anna CHAN, Learning & Development Team, The Dairy Farm Company, Limited
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Speaking engagements

To foster the inculcation of a privacy-respectful culture in organisations,
the Commissioner and his team delivered 26* speeches during the
year, engaging a broad range of stakeholders, in particular senior
executives, to encourage them to incorporate a corporate-wide privacy
strategy in their organisations. The PCPD believes that the strategic
importance of privacy-friendliness is that it helps an organisation to
be truly customer-centric, and achieve an enduring and higher level of
business success.

* (including a speech for the industry specific campaign 2013)

Speaking engagements by the Commissioner Mr Allan Chiang:

2013.04.11 AEEEBEONRBHBEAEZREEEFE  Guest lecture to journalism students on the topic How to
MNELERERFEEBEZBE  Strike a Balance between Privacy Protection and Press

B,

Freedom, organised by Hong Kong Baptist University

2013.05.24 EEEREHSSNBEEFELSSE Tak on Data Protection: 6 Principles and 10 Myths,
F&E¥REE : 6 IFRAIER 10 EXB,  at the Annual General Meeting luncheon of the Employer

Federation of Hong Kong

2013.05.27 EYEEEERELBEHEZHE  Delivered speech at the closing ceremony of the Privacy

2@

Campaign for the Property Management Industry

The Hong Kang Assaciation of Property Management Companies

Data Protection: 6 Princ’ a‘s and 10 Myths

2013.06.06 EEEREBESREHZEMN "R The Commissioner appealed to senior executives and the
BERE BEHHHA BARERIE  Hong Kong Association for Customer Service Excellence
h BEEEREEESHENT > A (“HKACE”) Executive Committee to embrace privacy
EEETESREEAERBZMWE and data protection as part of corporate governance
FIRABERENREMADLEEEE responsibility at the HKACE Executive Leaders Forum

Fzh

T g

cum Launch Ceremony “Excel Beyond Limits — Starts with
Service Appreciation”




m RFAEEHRFES S PROMOTING DATA PROTECTION AWARENESS

2013.06.21

2013.06.22
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2013.07.11

2013.09.12

2013.11.11

2014.01.17

2014.03.31
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Talk on the Current State and Future Development of
the Personal Data Protection System in Hong Kong
at a forum on "Cross-strait Personal Data Protection”
organised by Office of Personal Data Protection, Macao and
the Associacéo de Estudo de Direito Criminal de Macao

Discussion of the Amendment Ordinance at a seminar
entitled Privacy Law’s Impact on the Mass Media,
organised by Hong Kong News Executives' Association

Keynote presentation on the Balance Between Access
to Public Domain Information and the Protection
of Personal Data at the Third Asian Privacy Scholars
Network Conference, organised by the Faculty of Law,
The University of Hong Kong

Speech at the Deloitte Touche Tohmatsu Networking
Event “Would Cybersecurity be Your Worst Nightmare”

Talk on Myths about Privacy and Data Protection at a
British Chamber of Commerce luncheon

Talk on Myths about Privacy and Data Protection at a
Rotary Club of Happy Valley dinner gathering

Talk on Embrace Privacy and Data Protection as part
of Corporate Governance at a Government Heads of
Department Meeting (attended by Bureau Secretaries and
Heads of Departments)

Talk on Embrace Privacy and Data Protection as part of
Corporate Governance at the International Association of
Privacy Professionals Asia Privacy Forum 2014
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Other occasions:
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2013.04.24
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2013.07.06

2013.08.12

2013.08.30
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IT Advisor Dr Henry Chang delivered a talk on Protecting
Data Privacy and Preventing Data Leakage at Build a
Secure Cyberspace 2013 - "Secure Your Business Against
Security Threats” Seminar, organised by Hong Kong
Computer Emergency Response Team Coordination Centre,
the Office of the Government Chief Information Officer and
Hong Kong Police Force

IT Advisor Dr Henry Chang delivered a talk on What You
Need to Know about Privacy at the 30th Web Analytics
Wednesday, organised by Hong Kong Digital Analytics
Association

IT Advisor Dr Henry Chang delivered a talk on Issues of
Privacy & Mobile Apps Development at the SME 2.4
Conference Going Social, Mobile & Cloud for Business Success,
organised by Hong Kong Information Technology Federation

IT Advisor Dr Henry Chang delivered a talk on eCommerce -
from Policies to Practices at eCMO Conference 2013,
organised by the Hong Kong Association of Interactive
Marketing

Senior Legal Counsel Ms Sandra Liu gave a briefing on New
Regime on Data Protection in Direct Marketing to the
Wholesale and Retail Task Force

IT Advisor Dr Henry Chang delivered a talk on Keeping
on top of the Cloud - Compliance from a Regulator's
Perspective at Up in the Cloud: Conference on Legal and
Privacy Challenges in Cloud Computing, organised by the
Law and Technology Centre of the Faculty of Law, The
University of Hong Kong

Senior Legal Counsel Ms Sandra Liu gave a seminar on the
Personal Data (Privacy) (Amendment) Ordinance 2012
to the Hong Kong Information Technology Federation and
the Hong Kong Association of Interactive Marketing

Dr Henry Chang, IT Advisor, together with Legal Counsel
Ms Margaret Chiu spoke at a seminar on Privacy Policy
Transparency for Smartphone Apps, organised by
the Office of the Honorable Charles Mok, Legislative
Councillor (IT)
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Senior Legal Counsel Ms Sandra Liu was invited by the
Democratic Party to give a seminar on the Personal Data
(Privacy) (Amendment) Ordinance 2012

Senior Legal Counsel Ms Sandra Liu spoke at the 3rd
Asia Annual Counsel-to-Counsel Exchange on The New
Requirements on Use of Personal Data in Direct
Marketing, organised by InnoXcell Limited

IT Advisor Dr Henry Chang delivered a talk on The Data
Privacy Challenge at the 4th Finance Innovation Forum
2013 Hong Kong, organised by Enterprise Innovation

IT Advisor Dr Henry Chang delivered a talk on Issues of
Privacy & Mobile Apps Development at the SME 2.5
Conference "Going Social, Mobile & Cloud for Business
Success", organised by the Hong Kong Information
Technology Federation

IT Advisor Dr Henry Chang delivered a talk on Notification
of data leakage on website at a conference on data
protection in the public sector, organised by the Office for
Personal Data Protection, Macao

IT Advisor Dr Henry Chang delivered a talk on Are you
keeping on top of the Cloud - What are the right
questions to ask at Cloud Security Forum 2014,
organised by Computer World & Kornerstone
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REACHING OUT TO THE COMMUNITY

Privacy Awareness Week

The PCPD continued to promote privacy awareness in the region,
together with members of the Asia Pacific Privacy Authorities, by
organising Privacy Awareness Week 2013 (“PAW 2013”) from 28 April
to 4 May. The theme of PAW 2013 in Hong Kong was “Think Privacy!
Be Smart Online”. It was supported by 44 partner secondary schools
and over 400 members of the Data Protection Officers' Club. With
the growing popularity of social networks and smartphones, there has
been a significant rise in the number of complaints related to privacy
intrusion in this area. The use of social networks and smartphones
has no doubt transformed our lives and generated immense personal
convenience, but the downside of this is the risk of privacy intrusion
online. Data subjects should take care to protect their personal data to
avoid exposing themselves to potential nuisance and harm. The PCPD
appealed to people from all walks of life to support PAW 2013 and take
action to protect their personal data online.

PRINVACYS

A W A REMNESS

TEEERI RGN EBRAIBRIIEL 20134F 4 A 28 AETHHREN LFE—BL 224 R "TBHILRES 2013,

BRFE -

Mr Allan Chiang, the Commissioner and Mr Lau Kong-wah, Under Secretary for Constitutional and Mainland Affairs, along with 150
students, launched Privacy Awareness Week 2013 at the Inauguration Ceremony held on 28 April 2013.
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NEFBRBEERILEESD  BRME Businesses were encouraged to organise privacy awareness activities
BENEBRELEBNES - REENEE in the workplace during PAW 2013. New members of the PCPD’s
BMEMNFEBEEL A 2 BNANSHERES Data Protection Officers' Club had the opportunity at the Welcome
BENKHRENTMERN  BEARRITHEM Reception on 2 May 2013 to get updated information on legal
HENREREBRRERAAERN R R compliance and share their experience in personal data protection with
Mg © members from other industries and organisations.

TECHNOLOGY @ changing...

online

.0 are © PRIVACY RISKS

166,801 =
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5 cloing@NOUR PRIVACY? -~

DABRILEHES HREEE - REHREENR EENETARES) 2013 HIf - ERYXEEARARDZEN—HANAMEDIERE

KBATTENRN - BTRERERE - REEAERNDE
Asia Pacific Privacy Authorities jointly produced Hang Yick Properties Management Limited was one of the companies which
this infographic to raise awareness of privacy risks proactively promoted personal data protection during PAW2013.

in the digital age, with the rapid advancement of
information technology.

NERFEBEIMERSERAORGEELE () BREECEYT
AR T E IR R E -

Mr Francis Fong, Chairman of the Hong Kong Association of
Interactive Marketing Limited (left), was invited to address the
topic “Using Social Networks for Business”.

AR
\. -

FZREHERE| T ZE2RENEDEBIATERST -
The seminar was well received by participants from different organisations.



HIEHE/AZ SR PCPD ANNUAL REPORT 2013-14 KIS

RIEFLREB2E X EETE Student Ambassador for Privacy Protection Programme
NEEEBE-FRTRELEBEREE - The PCPD has run the Student Ambassador for Privacy Protection
ZEtEl7E 2013 FRePEAFEMELLE - & Programme for three consecutive years. A learning Project Competition
BRE 44 BR2ABNF P —EHAREL was held in 2013 under the Programme. Over 400 form one to form
M2 FE TEAEREEEESE, . six students from 44 secondary schools participated in the competition

TERRRERLE , A1 TARFmERLE in teams to study the topics "Personal Data and Direct Marketing",
—(ERRE o thoh  ABIREFPEEITHERE - "IT and Privacy" and "Public Interest and Privacy". To support the
IT=TREBAESH o competition, staff of the PCPD visited schools and delivered talks to

almost 3,000 students.

50%

SEREA A S0
Number of students
increased

FrE A\ES2 B AR LB ER e -

All the finalists were invited to attend the award-presentation ceremony.
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B IWEEELRESEEMERS - The Panel of Judges examined the entries.
Dr Lee Tsz-ngong of the Baptist University of

Hong Kong (middle) was invited to judge the

competition and to share with students the

skills of report writing.

RIETLRREAE R FEETE 2013- RELE
AR ENE BB

Poster of the Student Ambassador for
Privacy Protection Programme 2013 —
Learning Project Competition.
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The two champion teams were offered training in editing and typesetting to turn their winning entries into front-page news.
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BAERGHERBANEERELBNEENS
Student Ambassadors shared with their peers on their school campuses or in classes the important message of privacy protection.
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University Privacy Campaign

The PCPD organised educational programmes for university students
in October 2013, visiting the campuses of ten local universities. The
campaign explained how personal data privacy is protected under
the Ordinance, and shared practical tips for online privacy protection
through a series of talks and interactive booth games. The PCPD also
took the opportunity to explain to university staff what obligations they
had as data users under the Ordinance, and how to properly handle
the personal data of students and staff. Over 22,500 students and staff
members participated in the campaign.

60%

BERAHESH

AEE
Students and staff
members participated in
the campaign increased

University students get tips on protecting personal data on smartphones through an

interactive game.

RN REERAEE
AERBERLRAE - AHRBRENE
BAEEGZ AN ENMATEEE
BRI - Bollt - AEREEITY 29 BREME
BIAPIfEA AL -

ERMENARER  SRERNTIRER
SHBRENEREEHLLABEES &
PREEEEXGS . BIRESRRETD
g (PEEESE) ME LRBAEmE R
ShHREE  BRABE - LB TRET
NRBE > HZAAERFLETRERRE
FERERABRRLE

Public awareness seminars

The PCPD proactively reached out to the community to ensure that
individuals were aware of their rights under the Ordinance as data
subjects and how to exercise those rights.The PCPD organised 29
free introductory seminars on personal data protection for the general
public during the year.

Rapidly changing technologies and increasing access to the Internet
with mobile devices such as smartphones and tablet computers
present particular challenges. Monthly seminars were held in public
libraries across Hong Kong, Kowloon and the New Territories, with the
support of the Internet Professional Association, Information Systems
Audit and Control Association China Hong Kong Chapter Limited, and
Online Service Providers Alliance, to educate the public on the proper
use of communication technologies in daily life.
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NRYBKERE Public education roadshow

NER2013F 12 BE 2014 £ 3 B8/  The PCPD hosted a data privacy exhibition roadshow from December
BHEHNERE  BYTRABBBEHFTHEE 2013 to March 2014 to enhance public awareness and understanding
HEABRABRE  LIRTBIEFIESTHE  of individuals® privacy rights under the Ordinance and explain the
HHELEENRE mR2BREVERY impact recent amendments to the Ordinance have on everyday life.
BHREEAERNLT  BENFAEERERE It provided practical tips for data protection in daily activities, such as
{Es8 58 - MEAEEBEMERMWRE - B responding to direct marketing approaches, and using smartphones
BETEMEBERFESE BEBMBEL  and social networks. The roadshow attracted over 64,000 visitors in

T HIRS| Y81 64,000 AZH - seven locations, including government offices, shopping centres and

MTR stations.

100%

RESEH ABEM
Roadshow visitors
increased
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EREATEMIESEBTEE « BSTEELET  WEBNHMA
The exhibitions took place in seven locations, including government
offices, shopping centres and MTR stations in Hong Kong, Kowloon,
the New Territories.
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Privacy awareness survey of Facebook users

In view of the wide use of Facebook, the PCPD interviewed 1,016
Hong Kong Facebook users aged from 15 to 70 to find out their
experience in using Facebook and their awareness of the privacy risks
associated with using the social network. The findings showed that
Facebook users are generally aware of the need of privacy protection
in social networks, but few take action:

* 55% of the respondents expressed concern over whether the use of
Facebook could lead to privacy intrusion, yet only a small proportion
of them took action (such as creating multiple accounts or friend
groups) to limit the extent of information sharing.

e While the majority of respondents (85%) knew that they could
control access rights to their posted information, less than half of
them (37%) made use of this privacy setting.

¢ Only 39% of respondents who upload photos to Facebook sought
permission from friends before uploading their friends’ photos.

When asked about privacy risks when using Facebook, 55% of the
respondents expressed concern, but the age group from 15 to 20
showed the least concern, revealing that young people from 15 to 20
had the lowest level of awareness of the risk of losing control over their
personal data on social networking sites.

To step up promotion and education in this regard, the PCPD published
a new version of its "Protecting Online Privacy — Be Smart on Social
Networks" leaflet to explain to the public how to protect their personal
data, when registering for social networking sites, using privacy settings,
and posting personal data, as well as other practical tips.



142

BEFEEHREFES PROMOTING DATA PROTECTION AWARENESS

BBARIKE HERARN MAXIMISING IMPACT THROUGH THE MASS
MEDIA
HEEGE R Press conferences and interviews

KEER > ABRHET 27 BFER (HFRK During the year, the PCPD issued 27 media statements (see Appendix
5 FA) 0 BIFETY 182 EERGRAIANEAERR 5) and responded to 182 media enquiries about the Ordinance and
EEENEESH - other data privacy issues.

NEZEHMPEREESY 39 AEEHENE The Commissioner and his team gave 39 media interviews. In addition,
e BAN ABEFENBITY AXREFBERM  the PCPD hosted five press conferences to announce compliance and
g AMHEREBNASHER  UAERS investigation reports, as well as the year-end work report.

FELIERE -

W BE - BRE
A L IRBenvRE H RS

Published in newspapers
and magazines, or
broadcast on radio,

television and the Internet HI stories

L2 A PN 229 2 § B2

Office of the Privacy Commissioner
for Personal ), Hong Keng

EEMERME NS EEZREERE -

Press conferences and interviews were used to broadcast about cases and amplify reach.
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HHEHE

Press conferences

2013.04.09

NERE BT E.Aﬁ]/&{% REIDUBANRFEF R EDTREABERMFERRHEBRATRSE - RRFERBEMAK
ERAMEERS

The PCPD released an investigation report on Hong Kong Preventive Association and Aegon Direct Marketing

Services Insurance Broker regarding collecting personal data for use in direct marketing by arguably deceitful means

and an inspection report on the MTR’s CCTV system.

2013.08.13

AEZEER " Glorious Destiny Investments Limited ELfEIZIGEHIRAT @ BBERGEFHER TERE, MALHE
WNLBIHATHENARALIFARBEEER ) AERS » LEE " 2RV EHERERS ) 2IAE1TE - 2
1 60 REABRBNE e TFRERENNALBBERZERERTHER

The PCPD released an investigation report “Glorious Destiny Investments and Brilliant United Investments Limited
Publicly Disclosed Litigation and Bankruptcy Information Collected from the Public Domain to Their Customers Via
Smartphone Application ‘Do No Evil”, and published survey results on the transparency of privacy policies of 60
smartphone apps developed by Hong Kong entities as part of the Sweep.

2013.10.24

NEMEFRBHATRL  BEBREIMRERIIMNEEYR (DRIESEBRABBRERCEMNR TEHRLERS
RRBFRITHBAE L ) PEREKES - REBRREAENZRELBEEMIBER ABXNEBREEREERES
BRARCHNBERAEERKES  MEERBHATEN - HOERIAIERSE - 59 AEAMMREREEER
BRI Foxy RERHRBINBRMREABNSHNASTHER - BESHBRAREL  MEBEEAERMERE

REERIGH -

The PCPD served an enforcement notice on the Hong Kong Police Force ("HKPF") following its breach of the
Ordinance relating to protection of personal data against accidental loss in two incidents which involved loss of police
notebook and loss of fixed penalty ticket respectively. The PCPD also served an enforcement notice on Hospital
Authority following its breach of the Ordinance for improper disposal of hospital waste containing the personal data
of patients. Moreover, the PCPD publicized an investigation report of two data breach incidents caused by Foxy and
concluded that they were attributed to human error and did not constitute a contravention of the Ordinance on the
part of the data user, the HKPF.

2013.12.05

NEFFRB California Fitness @M H ANEBENEBEAERNHAEHRS -

The PCPD released an investigation report on the excessive collection of personal Data from membership applicants
by California Fitness.

2014.01.23

NEBETFEHELES  ANREX 2L EYRSEEAERNARARERES, -

The PCPD hosted the year-end press conference and released an inspection report: Personal Data System of the
Student Financial Assistance Agency.




ERFBERBINELARHE
NEAFERRZERS  HPSIERZA
RETIAARHNEENEEEREERE
AR ERNGEAFRLMEER - B2
"y TRMERE, FREARN - AEREE
FEERITEAN  WREEEMHINBARESE
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Public education enhanced over controversial issue

Listed among all the PCPD’s messages conveyed throughout the
year that aroused the most public attention and debate was the
Commissioner’s decision to serve an enforcement notice on a
database operator for supplying individuals' litigation and bankruptcy
data it had obtained from the courts and other public resources to
the smartphone application "Do No Evil" ("the App"). In response, we
enhanced our efforts in public education and communicating with the
[T industry through the following activities:

" #E{RIE 4

 and Vivian Lam, D-Law/GDI

Did No Evil® g 1"‘.‘?‘- a In-depth with Allan Chiang,

00O =08
g 5 23 B 0 4 AppIh [ REJEE | 42 7

ITRRTI% -
EURREL

2y
Do No vy

i =

B Harbour Times 124t ©
Photo courtesy of Harbour Times.

FHERARRLL -
Photo courtesy of Apple Daily.

U\ FHANEEA ¥

Office of the Privacy Commissioner

for Personal Data, Hong Kong

REEEREERENENEREER "TRIFE ) ERNZE - EALRENEABRMDAR (BABR (RE) GE) HRE -

The Commissioner conveyed the main lesson drawn from the “Do No Evil” case to the media and IT industry that personal data
obtained from the public domain is still subject to the regulations by the Ordinance.
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BH / &S AE
Date/ Activity Content

2013.08.13
MERMAE

Press conference

2013.08.13
FHTESI

Issue of Guidance Notes

2013.08.14
FIEE=
Article

2013.08.15
FIENE
Article

2013.08.22
S
Article

2013.08.24
HEBRES

Media interviews

2013.08.30
SHRENREANEE
Seminar with the

[T industry

2013.10.18
R

Media statement

2013.10
FIENE
Article

2013.11.06
RAREGIX
Paper submitted to the
Legislative Council

2014.01.03
e

Seminars

B GAE®ES  FHRER TERE) BEERIBEAERLE) -
The PCPD released the Investigation Report “Smartphone Application ‘Do No
Evil’ Seriously Intruded on Personal Data Privacy”.

NEFH (ERIEAKLEHEEHEAERTES) -
The PCPD published “Guidance on the Use of Personal Data Obtained from the
Public Domain”.

LREENER (ERARGBEENERE/AER BNTE) TIZRER -
An op-ed article by the Commissioner entitled “Safeguard balance between
access to public domain information & the protection of personal data” was
published in the Hong Kong Economic Journal.

LEREENER (REAHEFIMEAERLGER) HIENEERR -
An op-ed by the Commissioner entitled “Guarding against abuse of personal data
in the public domain” was published in the SCMP.

MEEEHIRENE (BEFRENNEMKEEAER AR HIBNEERR -
A letter to the editor from the Commissioner entitled “Phone app should not
exploit disclosure of personal information” was published in the SCMP,

FREE - KRS RERNET - TIBRER
A dialogue between the Commissioner and Legislator Councillor (IT) Honourable
Charles Mok was published in the Hong Kong Economic Journal.

NERFHBILEEZEE (BB ) ENNARERRIEEELHHERE - FRE
FERRERER - W EIEHESERIEM -

PCPD representatives attended a seminar arranged by Legislative Councillor
(IT) Honourable Charles Mok for practitioners in his constituency to explain the
legal requirements highlighted in the case and answer queries raised by the
participants.

CfEEEREH - BRAAERE "RIAE, EHNERMAE -
The PCPD provided a response to media enquiries regarding the PCPD’s
investigation into the “Do No Evil Case”.

FBEE XS HIZR Hong Kong Lawyer(2013 4 10 BhR ) °

An article by the Commissioner entitled “Drawing the line: Differentiating between
access to public domain information and protection of personal data” was
published in the October 2013 issue of Hong Kong Lawyer.

ZEOEEHHEEN 2013 F 10 A 18 BiEHFESRT (BAER (RE) ©KE)

SINAHEFNER R (RABENXHERTIEERHEHREES) -

A paper was submitted to the Legislative Council’s Panel on Constitution Affairs
in response to Legislator Councillor (IT) Honourable Charles Mok'’s letter, dated
18 October 2013, proposing to introduce a public domain exemption under the
Personal Data (Privacy) Ordinance.

BTRRER "THERBEREN BRREFAAER ) #BEE & 10 BEERARR
RERXE -

Two seminars on “Developing Mobile Apps with Privacy Protection in Mind” were
held with the support of 10 professional associations in the IT sector.
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ATRIERERS Mass media campaign

MR EAREEER SEEEN 20134£4 A A “Think Privacy! Be Smart Online” advertising campaign was
EEFHR G ReARHENLLENLERENE launched in late April 2013 as a public-education exercise to enhance
#o BRIEEOESHES HREES M public awareness of online data privacy risks. The campaign, which
HERBEARNEEES  BENREE™ encompassed TV commercials, print ads in newspaper, web banners
RRBAENZEM (www.pcpd.org.hk/ on websites, and mobile apps, aimed to encourage people to visit
besmartonline ) @ EEUGEHENLKERER the PCPD’s thematic site (www.pcpd.org.hk/besmartonling) for up-to-
BB Tl LR R ER CME date information and useful resources, which were provided to help
AEREFLE - AENEREEEHTE 2013 people protect their personal data and privacy when engaged in online
F7ARBE- activities. A TV APl was broadcast on the same theme in July 2013.

BRESE 2014 F 3 BRMEFIEANER - The TV commercial was re-run on MTR trains in March 2014.

é "0
J:*L\Baﬁgf%

Think PRIVACY Be SMART Online

WA FEFR-8aF  TARNER - SHIKEDN - R4S -
G ‘M, - A RARRTASN VRSN LRE FEAIHSS
WARN - MR IANCLE - BN S ERT RS NE - 15 Ean
FENEA T - SR N BRI -

BUN MELBEAN, SHER
pre ] g | e manies - ET
EEREL M bl ot Ll T T TR

HwENTEES - ANEREER © TNEERERTFH  VRBBRE ! 7.
Print advertisement for newspapers. The PCPD launched a video entitled “Using a Smartphone
Carelessly May Compromise Your Privacy.”

BENNMENARIT47 3144
IR e Y ey |

EAME

ZoRBNERESENCENEER - BERESDMEIEANER -

TV commercial for the campaign launched on KMB Roadshow. TV commercial re-run on MTR trains.
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Steps to be taken Before Repair or Disposal of Smartphones Using Mobile Apps Smartly
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KRR EARES FERAGEA Wi-Fi
Using Geo-location function Smartly Using Wifi Smartly

NERMLERERAAREELFNS - BEERFARY YouTube $48 -
The PCPD engaged the public through multiple channels, including for the first time in 2013, a dedicated YouTube Channel.

%
Feedback
'BREEERTHEXNER - FERE ! .
“l loved the short video on downloading apps. It was so realistic!”

Mr David TAYLOR, Director Privacy Awareness, Office of the Victorian
Privacy Commissioner, Australia
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Y=k The Commissioner’s Blog

LEFEEFREBNEREDE AR For the first time, the Commissioner added blogging as a convenient
EPIRLEERE channel to talk to the many stakeholders and the general public on
hot privacy topics.

F FRMARELESLAN YT PRROAGY e AR G
e B4 ES
i e : : Date Subject
= o 2013.10.04 EEF# TREARRAEL, NRRES
GRS The Commissioner's Blog The Warsaw Declaration on the "appification”
e fom*;::*:‘”“”“““““"” of society
Enpmie & Corpta wm:qut_‘l_fnm :"'.'
— @ 20131025  [EIFEHEE MEMVE, ERMEUE
nia r:“mm-m B o — Response to some queries about the Do No
oy 10 e e ot s e s sy Evil Case
L AT N R N S
B L = - )
=pesrns S e 2014.01.22 bt EE ST RER 2
'ﬁ-’-""ﬂ-‘“ﬂf—-m PN The Fast Evolving Privacy Landscape
[o] &8
Feedback

TR (FLFREE ) MMEREE | HEMEFERER - RiISTEETELRIENNELR - TRRFRHEMHS I
HREE—EEE - TUSNBEREELREIEENSMER - .

“Your (the Commisioner's) blog is just fabulous! ... | will be an ardent HK PCPD blog follower and will
make sure all our members know that it is where to go for cutting edge news on HK privacy.”

Ms Emma HOSSACK
President, The International Association of Privacy Professionals - Australia and New Zealand (“iappANZ”)



Huh

NERG

EHN - WuERE 907,085 AKX - FHIEA
AFREHTEATR - @ BEHRAAR
ATHALRRENEBH L > s E
PP R EMAE M _ EERAFES

48%
NERULBIEH A KB

EFEEM
Website visits up
from the previous year

M E R SRR RS

BRY AEBNB R (www.pcpd.org.hk)
Gho AEBR 2013 F 4 BEAMNEHRER
ERw UESEBN "HAIALEESD
2013, MERE  "HLARESR, -

EEFHEFHHERZBENARRERERE
R HEE AR RS - EMES
A TR EAREAR, R TBVFEE
Wk, 2RRAFRERLALAR (BREERNE
i) NEREN  RRNFEARINLE
AR

EERN "HLEABZEBERKR, #540,870
ARET > T T ELOEEERG , BHRE
117,982 ANXEIGH ©

LEFEEY

]

Website

PCPD’s main website

During the year, the site attracted 907,085 visits, or an average of
around 75,000 visits a month. The high traffic shows that there is
growing interest in privacy issues and that people find the website
a convenient platform to obtain privacy information and other online
resources.

Launch of two new additional thematic websites

Apart from the PCPD’s main website (www.pcpd.org.hk), in April 2013
we launched two additional thematic websites to tie in with the theme
of PAW 2013 -- “Think Privacy! Be Smart Online”.

The campaign’s specific objective was to address the privacy
challenges posed by rapidly changing technologies and the increasing
use of social media. These two additional websites — “Think Privacy!
Be Smart Online” and “Youth Privacy Portal” — provide practical tips
on privacy protection online (including social networks), and explore
privacy issues that are of concern to young people, respectively.

During the year, “Think Privacy! Be Smart Online” recorded 40,870
views, and “Youth Privacy Portal” attracted an even higher 117,982
views.

E 5 PCPD ANNUAL REPORT 2013-14 m
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www.pcpd.org.hk/besmartonline

EREARN
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Think PRIVACY Be SMART Online
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“Think Privacy! Be Smart Online” provides tips on the smart use of
mobile apps and Wi-Fi.
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FOEHER G AES AR — N TEA T RINAMRERAERTLE - TVEBIBMERRBEL -
“Youth Privacy Portal” is a one-stop portal for youngsters to learn about personal data privacy and for teachers to prepare related
teaching materials.

2
Feedback

FEEMEEER | EFEETIES - .

“Some great bilingual resources there! The youth website looks great.”

Mr Charles MABBETT, Communications Adviser, Office of the Privacy
Commissioner - Te Mana Matapono Matatapum, New Zealand

4
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R T4 Our Publications
NEEARRBNFOELRY T 26t To provide our sector stakeholders with guidance and advice, the
85| fEEBRE PCPD published a range of publications during the year, including:

&#}1558] Guidance Notes

BB B A BB MALRERERES] (20134 7H)

Guidance on Preparing Personal Information Collection Statement and Privacy Policy Statement (July 2013)

R AHEEIENEAERES] (201348 H)
Guidance on Use of Personal Data Obtained from the Public Domain (August 2013)

R{E{TE=7 55| Best Practice Guide

AEEERRRETEANES (201445F2 8)
Privacy Management Programme: A Best Practice Guide (February 2014)

LEHESEAEH ALK IMEER Leaflets for Data Subjects

TR FEIE R ERL B RAE AHME (201344 1)
Protecting Online Privacy — Be Smart on Social Networks (April 2013)

BAERME BOfFEEE (20134 128)
Have My Say on Personal Data Privacy (December 2013)

?Protect Your What iz personal data
Personal Data 227

Under fhe Ordinance, you have
the fiollowing rights:

On Pé-rsonal- DERIyEE
Data Privacy i

[El& Infographic

TS EE  BIREE | (FERERIER | | B (201344 8)
An infographic: It is Your Choice to Accept Direct Marketing. You Can Opt Out Anytime (April 2013)
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Revamped newsletter

The semi-annual PCPD News is another effective channel we employ
to keep the public abreast of our privacy-protection efforts. Based on
the results of a readers’ survey we conducted in 2013, we launched
a new and improved PCPD News, with both a new design and richer
content. Our goal was to produce a useful, informative magazine
and provide readers with up-to-date reports, recommendations and
resources from the PCPD. The e-edition of the bilingual newsletter is
available on the PCPD's website. The newsletter has a circulation of
2,500 in print and about 2,000 online subscribers.
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The PCPD News improved with a new design and richer content.
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The Commissioner (left) and Henry Chang, Informati
International Conference of Data Protection and Privacy

PROTECTION AND PRIVACY COMMISSIONERS

BULENT WORLD

T

INTERNATIONAL CONFERENCE OF DATA
PROTECTION AND PRIVACY COMMISSIONERS

The Commissioner attended the 35th International Conference of Data
Protection and Privacy Commissioners, held on 23-26 September
2013 in Warsaw, Poland, where a total of 68 jurisdictions were
represented. As usual, the conference was the mega-event of the year
for Privacy Commissioners from around the world.

In line with the conference's objective to promote and enhance
personal data protection and privacy rights internationally, it concluded
with a declaration and seven resolutions on various subjects.

The Warsaw Declaration noted the ubiquitous nature of mobile applications
(apps), recognised the privacy and data protection challenges posed by
the increased use of these apps, and expressed a clear commitment on
the part of the privacy commissioners to address them.

Among other things, the Privacy Commissioners defined the roles
and responsibilities of various actors -- users, app developers,
and providers of operating systems -- in ensuring a better privacy
experience in the use of apps. In short, users should remain in charge
of their own data; app developers should embrace privacy to build user
trust and gain a competitive advantage, and providers of operating
systems should bear responsibility for building privacy protection into
the platforms on which apps are used.

The seven resolutions of the conference related to (1) profiling, (2) the
strategic direction of the conference, (3) enforcement coordination, (4)
anchoring data protection and the protection of privacy in international
law, (5) openness of personal data practices, (6) digital education, and
(7) webtracking.
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on Technology Advisor of the PCPD attended the 35th
Commissioners, held in Warsaw, Poland.
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APEC ELECTRONIC COMMERCE STEERING
GROUP DATA PRIVACY SUBGROUP

The PCPD was represented at the 28th and 29th meetings of the
APEC Data Privacy Subgroup, which took place, respectively, in
June 2013, in Medan, Indonesia, and in February 2014, in Ningbo,
China. The meetings focused on the implementation of the Cross-
Border Privacy Rules (“CBPR”) System. The United States and
Mexico continued to participate in the CBPR System, while Japan
expressed its official interest in participating. TRUSTe became the first
accountability agent recognised under the CBPR System.

Working jointly with representatives from the European Union
(“EU”), the Subgroup finalised a document entitled “Referential on
Requirements for Binding Corporate Rules Submitted to National
Data Protection Authorities in the EU and Cross Border Privacy Rules
Submitted to APEC CBPR Recognized Accountability Agents”. The
referential contains elements common to the CBPR System and
Binding Corporate Rules, as well as additional blocks of requirements
unique to each. It thereby facilitates the design and adoption of
personal data protection policies by organisations compliant with each
of the systems.

The referential was endorsed by APEC Senior Officials at their meeting
on 27-28 February 2014. The Article 29 Working Party of the EU also
adopted an opinion on it on 27 February 2014.

Two new privacy enforcement authorities were added to the APEC
Cross-Border Privacy Enforcement Arrangement (“CPEA”) during the
year, making a total of 24 participants. The PCPD has participated in
the CPEA since 2010. During the year, the PCPD received a complaint
referred by the Office of the Privacy Commissioner of Canada, a CPEA
participant, and resolved amicably the privacy concerns raised by the
complainant.

Electronic Commerce Steering Group _
Data Privacy Sub-Group (ECSG-DPS) Meeting

Ningbo, China | 18 February 2014

RERESFEBMEEE -

Ningbo, China.

NEBEREMIPER HEEHEIZERBITNE 29 B

Brenda Kwok, Chief Legal Counsel of the PCPD,
attended the 29th APEC subgroup meeting in
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ASIA PACIFIC PRIVACY AUTHORITIES

The Asia Pacific Privacy Authorities (“APPA”) is the principal forum for
privacy authorities in the Asia Pacific region to form partnerships and
exchange ideas about privacy regulations, new technologies, and the
management of privacy enquiries and complaints.

The Commissioner attended the 39th Asia Pacific Privacy Authorities
Forum on 15-16 July 2013 in Auckland, New Zealand. He led two
discussion sessions, one on the Privacy and Technology with an
update on APPA’s Information Repository and Collaboration and a
discussion on Google’s Privacy Policy Change and the transparency
of mobile apps’ privacy policies; and the other on the protection of
data in public registers. The meeting also discussed a wide range of
privacy topics including updates on global and regional developments,
children’s privacy, privacy impact assessment, the data brokerage
industry, Big Data, ethical issues, and the potential for interoperability
between Europe and APEC's privacy rules.

As a side-event to the APPA meeting, the APEC Privacy Enforcement
Workshop was held on 17-18 July 2013. The Commissioner delivered
a presentation to explain his experience of using publicity to maximise
the deterrent effect of enforcement.

o«
-
=]
™~
2
=3
3
o]
5
M~
-
=)
c
o
-
-
Q
3
<

The APEC Privacy Enforcement Workshop in Auckland, New Zealand.
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The 40th Asia Pacific Privacy Authorities Forum in Sydney, Australia.
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The Commissioner also took part in the 40th Asia Pacific Privacy
Authorities Forum in Sydney, Australia from 26 to 27 November 2013.

Delegates discussed a wide range of common privacy issues over
the two days, including cross-border transfer of personal information,
cross-border enforcement, regulatory tools, education and awareness
campaigns. The meeting also covered special topics such as state
surveillance, drones, ‘privacy engineering’ and ‘privacy by design’.
As convener of the Technology Working Group, the Commissioner
reported on the work of the group for the past six months and drew
the attention of the meeting to the results of the survey in Hong Kong
on the transparency of privacy practices of smartphone apps. The
meeting was also briefed by representatives from Apple Inc. and
Facebook on their personal information handling practices.
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DREFBEERLE (rEsc2BIEFY)
APPA members (listed in alphabetical order)

HX /&

Country/region

vl

Australia

MER

Canada

SHmLtae
Colombia
BB

Hong Kong
w2

Korea

YRS

Macao

== P af
Mexico

Peru

ESTpIIIbS
Singapore
B |

New Zealand
=

United States

TLARSHR

Privacy authorities

BMNEREEAE

Office of the Australian Information Commissioner, Australia
BNFTEERIEEMNLEAE

Information and Privacy Commission, New South Wales
BN BB EREENE

Office of the Northern Territory Information Commissioner
PNBELITHEEERNEENE

Office of the Information Commissioner, Queensland
BMELF D ELEEENE

Office of the Victorian Privacy Commissioner

MEALBEELE

Office of the Privacy Commissioner, Canada

IEREHEERLLBEENE

Office of the Information and Privacy Commissioner, British Columbia
S tbEn T ARl

Superintendence of Industry and Commerce of Colombia
HHEAERLEEEAE

Office of the Privacy Commissioner for Personal Data, Hong Kong
BEBEZER

Korea Internet & Security Agency

ZEBEAERREAE

Korea Personal Information Protection Commission
BEFEAERRERAE

Office for Personal Data Protection, Macao
EFENAFRLESRER

Federal Institute for Access to Information and Data Protection, Mexico
WEBAERNREZES

National Authority for Data Protection, Peru

FMELREESNE
Personal Data Protection Commission, Singapore

FMORLEEEAE

Office of the Privacy Commissioner, New Zealand
XEBPEZEES

Federal Trade Commission, United States
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CROSS-STRAIT QUAD-REGIONAL FORUM ON
PERSONAL DATA PROTECTION

The Commissioner attended the Cross-strait Quad-regional Forum
on Personal Data Protection hosted by the Office for Personal Data
Protection, Macao and the Associacéo de Estudo de Direito Criminal
de Macau on 21 June 2013 in Macao. Representatives from the
regulatory and enforcement bodies as well as the academia from the
Mainland, Taiwan, Macao and Hong Kong were invited to speak. The
Commissioner delivered a presentation entitled “Current State and
Future Development of the Personal Data Protection System in Hong
Kong” with an emphasis on the latest amendments to the Ordinance.
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Cross-Strait Quad-Regional Forum on Personal Data Protection, Macao.
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THE THIRD ASIAN PRIVACY SCHOLARS
NETWORK CONFERENCE

The Third Asian Privacy Scholars Network Conference was hosted
by the University of Hong Kong in Hong Kong on 8-9 July 2013.
It was attended by legal professionals and university scholars from
Australia, Bangladesh, Belgium, China, Hong Kong S.A.R., Indonesia,
Japan, Macao S.A.R., New Zealand, Singapore, Switzerland, Taipei,
Thailand, the United States and United Kingdom, as well as Privacy
International (United Kingdom). The Commissioner delivered a
keynote speech entitled “Balance between Access to Public Sector
Information and the Protection of Personal Data”, in an attempt to
dispel the myth that personal data collected from the public domain
is open to unrestricted use.

F=ERMALBENEE -
The Third Asian Privacy Scholars Network Conference.
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GLOBAL PRIVACY ENFORCEMENT NETWORK
(GPEN) INTERNET PRIVACY SWEEP EXERCISE

Global results of the Sweep

The PCPD, together with 18 other privacy enforcement authorities,
took part in an international Internet Privacy Sweep exercise ("Sweep")
to assess privacy issues related to the fundamental principle of privacy
practice transparency in websites and smartphone applications

("apps").

The Sweep was coordinated by the Global Privacy Enforcement
Network ("GPEN"), a network of privacy enforcement authorities
from around the globe working together to protect the privacy rights
of individuals. The Sweep took place in May 2013 and replicated the
consumer experience by checking 2,186 selected websites and apps
against a set of criteria, including availability, accessibility, readability
and relevancy of their privacy policy statements ("PPS").

Common concerns

The global Sweep identified significant shortcomings:

e 23% of the websites and mobile apps surveyed displayed no privacy
policy.

e Some websites provided brief over-generalised statements about
privacy, while offering no details on how the organisations were
collecting, using or disclosing customer information.

e 33% of the privacy policies raised concerns with respect to relevance
and readability, and many of them simply quoted verbatim from the
applicable legislation.
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The privacy policies of apps lagged behind those on websites:

e 92% of app privacy policies reviewed in the Sweep raised one or
more concerns with respect to how they present information about
their privacy practices.

* 54% displayed no privacy policy at all.

e Some organisations simply provided links to privacy policies for their
websites, which did not specifically address the collection and use of
information for their apps.

The Commissioner commented on the results, “Privacy has become
an international issue in the Internet and mobile world, and requires
an international response. The challenges are global, so the solutions
need to be global as well. The Sweep brought the issue of online
privacy transparency to the forefront. It shone a spotlight on the
importance for organisations to be open and transparent about how
they collect, use and disclose personal data, so that individual users
can make meaningful decisions in exercising control over their personal
data. Transparency is especially important in the online environment,
where personal data is sometimes used in ways in which individuals
may not expect.”
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ESE / Rt E RECEPTION OF OVERSEAS/MAINLAND
DELEGATIONS
E2013F 14 5E  AESEFUTREE: In 2013-14, the PCPD received the following delegations:-
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10 February 2014 — Privacy dialogue with the
Centre for Information Policy Leadership.

R/ FHABYHALE
Office of the Privacy Commissioner
for Personal Daty, Hong Kong

FE2014F 2 ARERAREARBEES A privacy dialogue co-chaired by the Commissioner and Professor
T S5EBELBREARRE  EANT John BACON-SHONE took place in Hong Kong in February 2014
BREZXR  B—EREFELERENRELE between the Hong Kong privacy community and an overseas
ErERBEREERL  shBsREEEM - delegation of privacy professionals led by the Centre for Information
R M E T AR  BIREARBIRDHT Policy Leadership: a global privacy and information security think
BHBEERBE - BABRERL LERR tank. Views were exchanged on a variety of privacy issues such as
BRI - Big Data and analytics, the latest technological developments, the
de-identification of personal data, privacy risk management, and the
Internet of Things.
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EERBHE
Meeting participants

B

Overseas

Ms Bojana BELLAMY, President, Centre for Information Policy Leadership, UK

Mr Manuel MAISOG, Partner, Hunton & Williams, UK

Ms Laura Juanes MICAS, Director of International Privacy, Yahoo!, US

Mr Mikko NIVA, Director of Privacy, Nokia, Finland

Ms Christina PETERS, Chief Privacy Officer, IBM, US

Mr Luca PROBST, Attorney, Asia Pacific Legal, UPS, US

Ms JoAnn STONIER, Chief Information Governance & Privacy Officer, MasterCard, US
Mr Huey TAN, APAC Privacy and Compliance, Accenture, UK

Mr Scott TAYLOR, Vice President and Chief Privacy Officer, Hewlett-Packard, US

EiEkRM

Hong Kong and Macao

BBEAERLRBEEBERLE

Mr Allan CHIANG, Privacy Commissioner for Personal Data, Hong Kong
BEEREAGREMERORELAENKBREFEZEGHEARRIR

Prof John BACON-SHONE, Director, Social Sciences Research Centre, The University of Hong Kong, and
Member of the Standing Committee on Technological Developments, the PCPD

AEENR R REMARRER L

Dr Henry CHANG, Information Technology Advisor, the PCPD

BEREEREERBIRRERNIR

Prof Anne S'Y CHEUNG, Professor, Faculty of Law, The University of Hong Kong

BEREA AR ERBBELABNRBREBEEGREFRMBL

Dr K P CHOW, Associate Professor, Department of Computer Science, The University of Hong Kong, and
Member of the Standing Committee on Technological Developments, the PCPD

BBRXKREEEZSZ B HIR Prof Stuart HARGREAVES

Prof Stuart HARGREAVES, Assistant Professor, Faculty of Law, The Chinese University of Hong Kong

BB TR EEGINANEHREREMERRAE XL L

Mrs Philomena LEUNG, Principal Assistant Secretary, Constitutional and Mainland Affairs Bureau, Hong Kong
SAR Government

BEARBEEELEENE MR R OB EEHER Dr Marcelo THOMPSON

Dr Marcelo THOMPSON, Assistant Professor of Law, Deputy Director, Law and Technology Centre, Faculty of
Law, The University of Hong Kong

FLIEMTERERERILEE

Mr Kenny WONG, Senior Consultant, Mayer Brown JSM

B BIITE R EABRMRERAZTRI T ESRFLE

Mr Ken YANG, Deputy Coordinator of the Office for Personal Data Protection, Macao SAR Government
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Local and overseas privacy experts exchanged views on a variety of privacy issues relating to the latest technological developments on

10 February 2014.
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10 July 2013 — A group of law students from
Peking University, led by the Hong Kong Bar
Association, visited the PCPD. PCPD staff gave
them an account of the PCPD’s work and a
briefing on the Ordinance.

20134 10 A 2 B—@EEERFPOEE—E
HAEAMERREL  ERBEAB NI BT
HEBERNARREZHAE - BEEALAER
fPIN B AT R TAE R FLBIREY -

2 October 2013 — The Asian Legal Resource
Centre organised a visit to the PCPD by a
delegation of law students, legal professionals =
and NGO personnel from the Mainland. The
Corporate Communications team briefed
the delegation on the PCPD’s work and the [}
Ordinance.

20134 11 B 22 H—# R Z2BENARFBRAZBENMENR S ENALEZRE -
22 November 2013 — Korea Internet & Security Agency visited Hong Kong to discuss with PCPD staff privacy issues relating to
information technologies.

2013F 12 B 4 A—BEERAZHREERBEKE (£—) @ EHNREAEHRERESERE () MERAR () 2R
B -

4 December 2013 — The Commissioner and the Chief Corporate Services Manager of the PCPD (far left) met the Chairman (second
from right) and Policy Director (far right) of Singapore’s Personal Data Protection Commission to share their regulatory experience.
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The Administration Division makes continuous efforts
to streamline work procedures; and to put in place

measures to enhance staff morale, productivity and
recognition. We aim to build and maintain the highest

standards of loyalty and integrity.
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STAFF PROMOTION AND TRAINING

The PCPD strives to offer career development through promotion
and training for all serving staff. In 2013-14, six staff members were
promoted.

To ensure that staff at different levels are equipped with the necessary
knowledge and skills to meet new challenges and changing needs,
the PCPD continued to provide a wide range of in-house training
programmes in the year under review. The training courses included
the following:

¢ Induction programmes for new recruits
e [T and privacy seminars

e MPF seminar

e Elementary first aid course

e Briefing session on Guidance on Use of Personal Data Obtained
from the Public Domain

e Briefing session on anti-bribery and the acceptance of advantages
¢ Briefing session on trans-border data flows

e Sharing session on the Equal Opportunity Commission’s experience
in mediation

e Workshop on conducting mediation

e Workshop on filing skills

e Workshop on English language

e Training on positive reinforcement to motivate subordinates
e Training on writing performance-appraisal reports

¢ Training on handling difficult complainants

On 8 March 2014, 60 staff participated in a one-day team-building
programme on the theme “We are one team” at Breakthrough Youth
Village in Shatin. Through the interactive activities in the programme,
staff members demonstrated that a team works best when all
members contribute their efforts in a coordinated manner.
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ET2ROHNRR - BBRATRRAVER o
The team building programme provided a good opportunity for all staff members to demonstrate the spirit “We Are One Team”.
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RECRUITMENT

To cope with the continued increase in the PCPD caseload, we
increased our workforce and conducted eight open-recruitment
exercises for various grades during the year. As a result, 15 new staff
were brought in to work in the Legal, Operations, Compliance & Policy,
Corporate Communications and Administration Divisions.
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INTERNAL COMPLIANCE CHECK

As part of a package of improvement measures to enhance corporate
governance, the PCPD conducted an Internal Compliance Check in
2013:

(@) to confirm whether established control procedures for the
accounting, finance, procurement and administrative functions were
being properly followed;

(b) to identify irregularities or cases of non-compliance; and

(c) to make recommendations on the improvement of internal controls.

Four officers from different divisions were appointed to conduct the
compliance checks of the 2012-13 records and report their findings
directly to the Commissioner. Some minor irregularities were spotted
and appropriate remedial or follow-up action was taken or planned to
enhance the PCPD'’s internal management and corporate governance.
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"With the public’s rising expectation on the corporate
governance of public bodies, the PCPD has conducted Internal
Compliance Check (“ICC”) in this regard in recent years. The
findings and recommendations of ICC enable colleagues of the
Finance Division and other relevant divisions to avoid omission,
enhance internal controls and improve work flow. In reviewing
the financial regulations, we have also made reference to the
findings and recommendations of past ICCs in order to perfect
the overall governance."

AHIEZER @atem
Kenny HUI Accountant
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REIREE T8 LONG SERVICE AWARDS FOR STAFF MEMBERS

KAEFEERREBRFETIZHE  LURY  The Long Service Award presentation is held annually to recognise staff
RS RN EMNRTS ~ BFMBHNETE - members for their loyal service, commitment and diligence.

2013-14

BRFELEHR Years of Service: 15
BREME 22+ Ms Amy CHAN

BRFEEHN Years of Service: 10
EBE X+ Ms Vanessa WU

1 I"Il“‘\l“”i I

ﬁ %E‘ EAE

10Ng K\.T”&:-

BRIFEH] Years of Service: 7
AP Ms Joyce LA
F&=H 74 Ms Maggie LO
BRi%¥ 44 Ms Carol CHAN
SEIEERSA Mr Brad KWOK
B NS4 Mr DF LO
ARELZE Ms Kathy SHEK
REART 21 Ms Nancy CHEUNG BREGBL T ESERFRR  SEREAE—RIKE  REIEXR °
ZE =474 Ms Hilda LEE Ms Amy Chan feels proud as she grows with the PCPD. She received the
award from the Commissioner for her long service with the PCPD.

ﬁfé@%ﬂ’]ﬁiﬁ”ﬁ'ﬁ‘ EERE T MEBRSERBEABELEL L - AZSFRTRPRBUBE - L8 ﬁfﬂi‘%%—ﬁﬂﬂiﬁﬂ?%ﬁﬂ HE
B EHHRTS - SETARFERRBREE -

Although the PCPD is a relatively young organisation, there are 17 existing staff who have served the PCPD over seven years. The
PCPD honors long-service staff at an annual ceremony in recognition of their dedicated and loyal services. This year 10 of our staff
members were presented the award.
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BTiES STAFF ACTIVITIES

NEME 2013 B 14 FEEMRTABAGESS  The PCPD encourages the building of harmonious working
BRE[MELMBOIEREGR  BFEONF relationships among its staff. In 2013-14, a wide variety of activities
 NEWESRTRE  BERES - PN were organised, including a welcome reception for new staff,
B N BRI S - volunteer services in the Neighbourhood Advice-Action Council, a

dinner gathering, a barbeque party for the Mid-autumn Festival and a

Christmas Party.

ETEHERFERMIN  LEYTRA -
Staff members enjoyed informal exchanges and
developed stronger bonds with each other at
these activities.

Fi

Cre
& Tirates
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E1E (REEHE  BFARSHE)
Feedback (from enquirers, complainants and stakeholders)

'BREZAEENHRBABRESE - thfISEXR - .0  IFELERAREE T BFHER 1XE) -
Bt « MBEE - IEERSIHDFHIECURESE -

It4h - EFMNEETIERBRRAGERER -

“l am writing to express my appreciation to your hotline staff. | found that they are
professional, detailed-oriented and very willing to help the callers to understand the
respective Ordinance(s).

They are patient, equipped with thorough knowledge and very helpful to a caller like me.

Furthermore, your organisation website is also very useful and user-friendly.”

=4 Mr WONG
EE Enquirer

' THRHEHBUERRRENEERERNRE - BFROKHEEHRS EE
RALIFEROREFRMEERAIREF 4

“l] appreciated your organisation in taking a professional and genuine
interest in my complaint... | would also like to express my sincere thanks
to the officer concerned (Mr LO Dik-fan) who was extremely diligent and
professional in dealing with complaint...”

Mr BURDETT
#5F A Complainant

4

THRMNERRAEF HENIE MRS -
RRERNEERARAHEESER - BERFR ' BREEREN - .

“l am writing to express my gratitude to your staff who provided assistance
to my mother.

I believe that the officer concerned and her fellows (hotline enquiry team)
deserve recognition for their professionalism, dedication and courtesy.”

B/\E K =2+ Miss TAM and Ms CHEUK
#5F A Complainants

vV
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TENXABXSHILBEEABRAEEE - HARERAAHEHTRZE 1

“My family and | thank the PCPD and investigation officers once again...
you are a blessing for the citizens in this metropolis...”

R4 25 A Mr CHAN and family
#&7 A Complainant

' el (FAFBEE ) FRRIERE R IHRIEE ETH RAEABHTLFEE -
(AZME - FELLRE

"...congratulations to you (the Commissioner) and your team for
the acclaimed success in protecting the privacy rights of the
people in Hong Kong in relation to their personal data..."

BB LENEEEQRNEREMRS L
Mr Stephen WONG, former Secretary of The Law Reform Commission
of Hong Kong

4

Mo RESHE (FARBSE) NEBTREEASHILBERESENBERIME - B
ERRAI PP EVEE ENAR---.

"...thank your team for the effective work for the protection for personal
data policy, and wish you (the Commissioner) greater achievements in
facing all future challenges..."

BERERIRELHAHES TRMEREHIR, GBS, OBE, P

Professor Peggy LAM, GBS, OBE, JP, Chairperson, Hong Kong Federation of
Women

Vv
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maintain high standards of corporate governance and
maximize the utilisation of resources to achieve
economy, efficiency and effectiveness.
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vﬁﬁ&%ﬂﬁfﬁﬁ% INDEPENDENT AUDITORS’ REPORT

TO THE PRIVACY COMMISSIONER FOR PERSONAL DATA

(A corporation sole in Hong Kong established under the Personal Data
(Privacy) Ordinance)

We have audited the financial statements of The Privacy Commissioner
for Personal Data (the “PCPD”) set out on pages 180 to 201, which
comprise the statement of financial position as at 31 March 2014,
and the statement of comprehensive income, statement of changes
in funds and statement of cash flows for the year then ended, and
a summary of significant accounting policies and other explanatory
information.

The Privacy Commissioner’s responsibility for the financial
statements

The Privacy Commissioner is responsible for the preparation of
financial statements that give a true and fair view in accordance with
Hong Kong Financial Reporting Standards issued by the Hong Kong
Institute of Certified Public Accountants, and for such internal control
as the Privacy Commissioner determines is necessary to enable
the preparation of financial statements that are free from material
misstatement, whether due to fraud or error.

Auditors’ responsibility

Our responsibility is to express an opinion on these financial
statements based on our audit and to report our opinion solely to you
in accordance with our agreed terms of engagement, and for no other
purpose. We do not assume responsibility towards or accept liability
to any other person for the contents of this report. We conducted our
audit in accordance with Hong Kong Standards on Auditing issued
by the Hong Kong Institute of Certified Public Accountants. Those
standards require that we comply with ethical requirements and plan
and perform the audit to obtain reasonable assurance about whether
the financial statements are free from material misstatement.

An audit involves performing procedures to obtain audit evidence
about the amounts and disclosures in the financial statements. The
procedures selected depend on the auditors’ judgement, including
the assessment of the risks of material misstatement of the financial
statements, whether due to fraud or error. In making those risk
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assessments, the auditors consider internal control relevant to the
entity’s preparation of financial statements that give a true and fair
view in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion on
the effectiveness of the entity’s internal control. An audit also includes
evaluating the appropriateness of accounting policies used and
the reasonableness of accounting estimates made by the Privacy
Commissioner, as well as evaluating the overall presentation of the
financial statements.

We believe that the audit evidence we have obtained is sufficient and
appropriate to provide a basis for our audit opinion.

Opinion
In our opinion, the financial statements give a true and fair view of the
state of affairs of the PCPD as at 31 March 2014, and of its surplus

and cash flows for the year then ended in accordance with Hong Kong
Financial Reporting Standards.

HLB Hodgson Impey Cheng Limited
Certified Public Accountants

Hui Chun Keung, David
Practising Certificate Number: P05447

Hong Kong, 28 August 2014
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THEHUWETR STATEMENT OF COMPREHENSIVE INCOME

BZE 20144 3 A 31 BIEFE (LUETTETE ) For the year ended 31 March 2014 (in HK dollars)

Fy&E Notes 2014 2013
A Income
BT B Government subventions 5 66,583,403 64,859,976
RITAE Bank interest 221,238 241,474
BERE Seminar fees 1,517,475 1,154,850
=i=F= Membership fees 117,000 70,500
KL TR E Sales of compact discs and publications 1,060 4,250
EEA Conference income 220,560 286,680
FEEWA Miscellaneous income 5,657 30,195
68,666,393 66,647,925
pedan Expenditure
2T Auditors’ remuneration 60,000 60,000
TBER Administrative expenses 1,661,172 1,618,819
BRI AR TS Consultancy services 1,113,400 125,000
HEFERAX Cost of inventories sold - 4,200
Y JE R = INE T Depreciation of property, plant and
e equipment
s HEMEBSIIRLT « financed by other sources of funds 9 267,637 301,605
s HEXRFEBEZN » financed by capital subvention fund 561,690 578,767
EERAMEZH Employee benefit expenses 6 51,931,903 46,206,553
MAETWEEHRERE Operating lease rentals in respect of
office premises 6,017,706 5,601,805
AN / ST Overseas visit/conference 231,694 305,143
SEEELFIEZE Promotion and education expenses 2,769,481 5,177,326
EREATEUE ] Legal assistance scheme 54,383 47,984
HihEEER Other operating expenses 2,713,813 2,719,559
67,382,879 62,746,761
FARGKEE Surplus and total comprehensive income
IS HEER for the year 1,283,514 3,901,164

MY B AR B SRR VAR B R D o
The accompanying notes form an integral part of these financial statements.
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,E\j%%;lﬁiﬂ.% STATEMENT OF FINANCIAL POSITION

201443 B 31 H (LUBITstE ) At 31 March 2014 (in HK dollars)

F¥&E Notes 2014 2013
BE Assets
ERBNEE Non-current assets
W - AR LRI Property, plant and equipment 9 1,371,028 1,696,508
MENEE Current assets
5E Inventories 11 15,800 15,800
HEWGRIE ~ BE K Other receivables, deposits and
TAfT IR prepayments 259,055 299,772
RITHELES Bank balances and cash 12 23,847,767 31,129,508
24,122,622 31,445,080
BENREE Total assets 25,493,650 33,141,588
=i Funds
— Rkl General reserve 13 13,269,558 15,118,044
BfE Liabilities
IERENEE Non-current liabilities
BUTHYH B <2 4 Bh sk Government subvention for gratuity 14 3,623,715 3,708,178
B ENmEN SR E Provision for staff gratuity 15 1,481,611 708,523
EARHES Capital subvention fund 16 498,162 5,584,566
TAWE AT/ EE Government subvention received in advance 17 1,166,960 -
6,770,448 10,001,267
mENRE Current liabilities
HMENAFIERERTER  Other payables and accruals 676,159 2,019,503
BE MmN S B E Provision for staff gratuity 15 1,583,140 3,471,799
RIBENF R Provision for unutilised annual leave 1,100,155 1,125,725
TEW S EBIE Government subvention received in advance 17 2,094,190 1,405,250
5,453,644 8,022,277
B{EHEEE Total liabilities 12,224,092 18,023,544
B REERLE Total funds and liabilities 25,493,650 33,141,588

RYHHKRER 2014 F 8 B 28 BEBAABENLREESIESIZETIH -

The financial statements were approved and authorised for issue by the Privacy Commissioner on 28 August 2014.

EER
BABNLEES

Allan CHIANG

Privacy Commissioner for Personal Data

Mat AR BRI BER D

The accompanying notes form an integral part of these financial statements.
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ﬁﬁ@@% STATEMENT OF CHANGES IN FUNDS

BZE 201449 3 A 31 BIEFE (LUBITETE) For the year ended 31 March 2014 (in HK dollars)

2HEMERTR — R fE SR
Statement of General Total
comprehensive reserve funds
income  (FyEE Note 13)
n2012F 48 1H At 1 April 2012 - 11,216,880 11,216,880
FABKRLEZE Surplus and total comprehensive
s HEER income for the year 3,901,164 - 3,901,164
SR Transfer (3,901,164) 3,901,164 -
R2013FE 3 831 BNX  At31 March 2013 and 1 April 2013 - 15,118,044 15,118,044
2013448 1H
FRRBBREEE Surplus and total comprehensive
I HERE income for the year 1,283,514 - 1,283,514
Bk Transfer (1,283,514) 1,283,514 -
BUFU[E EFR R Previous year’s surplus recovered by
Government - (3,132,000) (8,132,000)
20143 H31H At 31 March 2014 - 13,269,558 13,269,558

BB AR B MmERAVERE S -

The accompanying notes form an integral part of these financial statements.
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Eﬁ,i /)ilf.EﬂEE STATEMENT OF CASH FLOWS

BZE 20144 3 A 31 BIEFE (LUETTETE) For the year ended 31 March 2014 (in HK dollars)

FyzE Notes 2014 2013
EERENIRERE Cash flows from operating activities
FREH Surplus for the year 1,283,514 3,901,164
AR Adjustments for:
o EXH « Depreciation expense 829,327 880,372
o FEUA * Interest income (221,238) (241,474)
o BUTWE EFERER * Previous year'’s surplus recovered
by Government (3,132,000) -
BEEAED) Changes in working capital:
- FE * Inventories - 15,159
o HMEWGIE ~ &S * Other receivables, deposits and
LIEN IR prepayments 98,734 495,288
o BUFMIHRBNEMBIZR  » Government subvention for gratuity (84,463) 268,792
o BEXW MmN RE * Provision for staff gratuity (1,115,571) 1,200,912
. BREHS « Capital subvention fund (5,086,404) (116,470)
o HAtFENFRIE L EST « Other payables and
EH accruals (1,343,344) (24,013)
o RN * Provision for unutilised annual leave (25,570) 221,514
o TAUNEATREBI® » Government subvention received in advance 1,855,900 (2,400,000)
E5EES) (FRA )/ Fif838  Net cash (used in)/generated from
755 operating activities (6,941,115) 4,201,244
BREFHIIRSRE Cash flows from investing activities
eI Interest received 163,221 226,811
=AMLz Increase in short-term bank deposits with
RITEFIGM maturity more than three months (18,210,301) (8,478,904)
BEWE - s NS IE Purchases of property, plant and equipment (503,847) (887,150)
BEZENFTRARE S5 Net cash used in investing activities (18,550,927) (9,139,243)
B REEFERRE D BEEE Net decrease in cash and cash equivalents (20,492,042) (4,937,999)
FUNRERIREFE Cash and cash equivalents at beginning of the year 22,650,604 27,588,603
FENRERREEE Cash and cash equivalents at end of the year 2,158,562 22,650,604
HehBEEEE Analysis of balances of cash and
REF O - cash equivalents
RITHENERS Bank balances and cash 12 23,847,767 31,129,508
=EAL LS Short-term bank deposits with
RITIRK maturity more than three months (21,689,205) (8,478,904)
FENRERESEE Cash and cash equivalents at end of the year 2,158,562 22,650,604

Miat AR B R IR BER D

The accompanying notes form an integral part of these financial statements.
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E\ZI. %% iﬁﬂz—eﬁﬁ EI NOTES TO THE FINANCIAL STATEMENTS

BZE 20144 3 A 31 BIEEE (LUEITTETE ) For the year ended 31 March 2014 (in HK dollars)

1. —EH
BABRLEEERRE 1995 F 8 H 3 B
EH (EAER (AR 5B MREBRL
ME—EE - BNEREEAEN ST EFREE
ARIFARS WLt RABR EER] R © &
S R IE R BB E T 2 R RER 248 57
124 -

R BRERNESERLUETES - TR
=EAENLEZEMNNEER -

2. EEFIHEME

REAVBREAFEBNEZSFBEREN T
X - BB AHAS  ZFBREERUERR
FIEFEE -

2.1 HREELE
BABRLREENYHEBRRRMKEETED
EAERMN (FEMBEREERD KR - KR
TS BREBEEIN Ny UE
SERARERIERA o

BR(BBMBREER) REARM R
FREHETERNG G - EEETS
EEREAERNLEZENEFTBERFFH
i - AU BHERITS KNERH N EEM
MRS - SFTERR AT A B RREE
AN 4 55 -

BREMASER Y ZR (FAVEREE
A1) BER]  BLEIEEABRLREEN
AETHEERER - RINEL (BBYHER
SR NETHEAENLRBEEEARME
WRATERNS S BOREEREE -

1. GENERAL INFORMATION

The Privacy Commissioner for Personal Data (the “PCPD”) is a
corporation sole established in Hong Kong under the Personal Data
(Privacy) Ordinance 1995 enacted on 3 August 1995 for the purpose
of protecting the privacy of individuals in relation to personal data and
to provide for matters incidental thereto or connected therewith. The
address of its registered office is 12/F, 248 Queen’s Road East, Wanchai,
Hong Kong.

These financial statements are presented in Hong Kong dollars (‘HKS$”),
which is the same as the functional currency of the PCPD.

2. SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES

The principal accounting policies applied in the preparation of these
financial statements are set out below. These policies have been
consistently applied to all the years presented, unless otherwise stated.

2.1 Basis of preparation

The financial statements of the PCPD have been prepared in accordance
with Hong Kong Financial Reporting Standards (“HKFRS”) issued by
the Hong Kong Institute of Certified Public Accountants (“HKICPA”).
The financial statements have been prepared under the historical cost
convention except as otherwise stated in the accounting policies set out
below.

The preparation of financial statements in conformity with HKFRS
requires the use of certain critical accounting estimates. It also requires
management to exercise its judgement in the process of applying the
PCPD’s accounting policies. The areas involving a higher degree of
judgement or complexity, or areas where assumptions and estimates are
significant to the financial statements are disclosed in note 4.

The HKICPA has issued several amendments to HKFRSs that are first
effective for the current accounting period of the PCPD. The adoption of
these amendments to HKFRSs did not result in significant changes to
the PCPD'’s accounting policies applied in these financial statements for
the years presented.
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BF 5 ERERBIEE NOTES TO THE FINANCIAL STATEMENTS
#ZE 2014 F 3 B 31 HIEFE (LUSITsrE ) For the year ended 31 March 2014 (in HK dollars)

2. EEREIBEME (18)

2.1 IREEE (§8)
BEAVBRRTIBE  SBSHMALES
TLEBZ 201443 A 31 BLEMEENE
£33 TREEAY BHREREAZIEET R
gl

BABBLEE B EFETEE LB SR
HEE  BRESTRREE > DREERTE
BB N ERSESHMBEREREEAY
2

2.2 ME - HREBRRE R

M~ AR RERIBIRE L AR REITEM
HERBRIIR - ELRABEKBERRERR
BEEARIFE -

BADEKENTERRBNFHNEA
AHBEABRLEEEEANEY (RERE
E)  HEKAIRREITE MR ERIEEE -

HAPISRE ez MR BRI ERU T HE A
REH LIERERSRADBERSERNE:

_E 3
B R]E 34F
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BEENRHEERIRFHESERSHRE
Thea - WA E R R -
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7 9 1R T B & 37 BIHOR = AT IR Bl 48 (Y &E
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HEZBEEE BB E &S IRRKREE
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2. SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES (CONTINUED)
2.1 Basis of preparation (continued)

Up to the date of issue of these financial statements, the HKICPA has
issued a number of amendments and new standards which are not yet
effective for the year ended 31 March 2014 and which have not been
adopted in these financial statements.

The PCPD is in the process of making an assessment of the impact
of these amendments and new standards but is not yet in a position
to state whether these amendments and new standards would have
significant impact on the financial statements until a detailed review has
been completed.

2.2 Property, plant and equipment

Property, plant and equipment are stated at historical cost less
accumulated depreciation and impairment losses. Historical cost
includes expenditure that is directly attributable to the acquisition of the
itemns.

Depreciation of leasehold improvements is calculated to write-off their
costs less accumulated depreciation and impairment losses over
the periods of the leases or their expected useful lives to the PCPD,
whichever is shorter.

Depreciation of other property, plant and equipment is calculated using
the straight-line method to allocate their costs to their residual values
over their estimated useful lives, as follows:

Motor vehicles 3 years
Computers and software 3 years
Office equipment 5 years
Furniture and fixtures 5 years

The assets’ residual values and useful lives are reviewed, and adjusted if
appropriate, at the end of each reporting period.

An asset’s carrying amount is written down immediately to its
recoverable amount if the asset’s carrying amount is greater than its
estimated recoverable amount (Note 2.3).

Gains and losses on disposals are determined by comparing the
proceeds with the carrying amount and are recognised in the statement
of comprehensive income.

Rk PCPD ANNUAL REPORT 2013-14 ﬂ
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BA#5ER3RPIEE NOTES TO THE FINANCIAL STATEMENTS
#ZE 2014 F 3 B 31 HIEFE (LUSITsrE ) For the year ended 31 March 2014 (in HK dollars)

2. EEREIBEME (18)

23 FEMEERE
EREZRABENES  BRREERVEE
Bl - EESBBEETRT ° BEBBRE
EREEBHE AW RS8R ZEBAK
AW EIEERR/REENTERE EAZEH
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YAHAREERE (REELEN ) NREKX
FERR - MEBER FEREENSERSH
SRR E BRI R REME -
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2. SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES (CONTINUED)

2.3 Impairment of non-financial assets

Assets are reviewed for impairment whenever events or changes in
circumstances indicate that the carrying amount may not be recoverable.
An impairment loss is recognised for the amount by which the asset’s
carrying amount exceeds its recoverable amount. The recoverable
amount is the higher of an asset’s fair value less costs of disposal and
value in use. For the purposes of assessing impairment, assets are
grouped at the lowest levels for which there are separately identifiable
cash flows (cash-generating units). Non-financial assets that suffered an
impairment are reviewed for possible reversal of the impairment at each
reporting date.

2.4 Financial assets
2.4.1 Classification

The PCPD classifies its financial assets in the category of loans
and receivables. The classification depends on the purpose for
which the financial assets were acquired. The PCPD determines
the classification of its financial assets at initial recognition.

Loans and receivables

Loans and receivables are non-derivative financial assets with fixed
or determinable payments that are not quoted in an active market.
They are included in current assets, except for the amounts that
are settled or expected to be settled more than 12 months after
the end of the reporting period. These are classified as non-
current assets. The PCPD’s loans and receivables comprise other
receivables and deposits and bank balances and cash in the
statement of financial position.

2.4.2 Recognition and measurement

Regular way purchases and sales of financial assets are
recognised on the trade-date - the date on which the PCPD
commits to purchase or sell the asset. Investments are initially
recognised at fair value plus transaction costs for all financial
assets not carried at fair value through profit or loss. Financial
assets are derecognised when the rights to receive cash flows
from the investments have expired or have been transferred and
the PCPD has transferred substantially all risks and rewards of
ownership. Loans and receivables are subsequently carried at
amortised cost using the effective interest method.
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2. SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES (CONTINUED)
2.5 Impairment of financial assets

Assets carried at amortised cost

The PCPD assesses at the end of each reporting period whether there
is objective evidence that a financial asset or group of financial assets
is impaired. A financial asset or a group of financial assets is impaired
and impairment losses are incurred only if there is objective evidence
of impairment as a result of one or more events that occurred after the
initial recognition of the asset (a “loss event”) and that loss event (or
events) has an impact on the estimated future cash flows of the financial
asset or group of financial assets that can be reliably estimated.

Evidence of impairment may include indications that the debtors or
group of debtors is experiencing significant financial difficulty, default or
delinquency in interest or principal payments, the probability that they will
enter bankruptcy or other financial reorganisation, and where observable
data indicate that there is a measurable decrease in the estimated future
cash flows, such as changes in arrears or economic conditions that
correlate with defaults.

For loans and receivables category, the amount of the loss is measured
as the difference between the asset’s carrying amount and the present
value of estimated future cash flows (excluding future credit losses
that have not been incurred) discounted at the financial asset’s original
effective interest rate. The carrying amount of the asset is reduced and
the amount of the loss is recognised in the statement of comprehensive
income. If a loan or held-to-maturity investment has a variable interest
rate, the discount rate for measuring any impairment loss is the current
effective interest rate determined under the contract. As a practical
expedient, the PCPD may measure impairment on the basis of an
instrument’s fair value using an observable market price.

If, in a subsequent period, the amount of the impairment loss decreases
and the decrease can be related objectively to an event occurring after
the impairment was recognised (such as an improvement in the debtor’s
credit rating), the reversal of the previously recognised impairment loss is
recognised in the statement of comprehensive income.
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2. SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES (CONTINUED)

2.6 Inventories

Inventories are stated at the lower of cost and net realisable value. Cost

is determined using the first-in, first-out method. Net realisable value

is the estimated selling price in the ordinary course of operations, less
applicable variable selling expenses.

2.7 Other receivables

If collection of other receivables is expected in one year or less (or in
the normal operating cycle of the PCPD if longer), they are classified as
current assets. If not, they are presented as non-current assets.

Other receivables are recognised initially at fair value and subsequently
measured at amortised cost using the effective interest method, less
provision for impairment.

2.8 Cash and cash equivalents

In the statement of cash flows, cash and cash equivalents include cash
in hand, deposits held at call with banks and other short-term highly
liquid investments with original maturities of three months or less.

2.9 Other payables

Other payables are classified as current liabilities if payment is due within
one year or less (or in the normal operating cycle of the PCPD if longer).
If not, they are presented as non-current liabilities.

Other payables are recognised initially at fair value and subsequently
measured at amortised cost using the effective interest method.
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2. SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES (CONTINUED)
2.10 Employee benefits

(@ Employee leave and gratuity entitlements
Employee entitlements to annual leave and gratuities are
recognised when they accrue to employees. A provision is made
for the estimated liability for annual leave and gratuities as a result
of services rendered by employees up to the year-end date.

Employee entitlements to sick leave and maternity leave are not
recognised until the time of leave.

(b)  Pension obligations

The PCPD has established a mandatory provident fund scheme
(“MPF Scheme”) in Hong Kong. The assets of the MPF Scheme
are held in separate trustee-administered funds. The PCPD has no
further payment obligations once the contributions have been paid.
The contributions are recognised as employee benefit expense
when they are due. Prepaid contributions are recognised as an
asset to the extent that a cash refund or a reduction in the future
payments is available.

2.11 Provisions

Provisions are recognised when the PCPD has a present legal or
constructive obligation as a result of past events; it is probable that an
outflow of resources will be required to settle the obligation; and the
amount has been reliably estimated. Provisions are not recognised for
future operating losses.

Where there are a number of similar obligations, the likelihood that an
outflow will be required in settlement is determined by considering the
class of obligations as a whole. A provision is recognised even if the
likelihood of an outflow with respect to any one item included in the
same class of obligations may be small.
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2.

SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES (CONTINUED)

2.12 Income recognition

(@)

Government subventions

Subventions from the government are recognised at their fair
value where there is a reasonable assurance that the grant will be
received and the PCPD will comply with all attached conditions.

Government subventions relating to specific projects are included
in the capital subvention fund and are deferred and recognised
in the statement of comprehensive income over the period
necessary to match them with the costs that they are intended to
compensate.

Government subventions relating to the purchase of property, plant
and equipment are included in the capital subvention fund and are
credited to the statement of comprehensive income on a straight-
line basis over the expected lives of the related assets.

Government subventions that compensate the PCPD for
expenses incurred are recognised as income in the statement of
comprehensive income on a systematic basis in the same periods
in which the expenses are incurred.

Bank interest income
Bank interest income is recognised on a time proportion basis
using the effective interest method.

Seminar, conference and membership fees income
Seminar, conference and membership fees income are recognised
on an accrual basis.

Sales of compact discs and publications

Income from the sales of compact discs and publications is
recognised when the PCPD has delivered products to the
customer, the customer has accepted the products and
collectibility of the related receivables is reasonably assured.



FLEFEEAEF#HR PCPD ANNUAL REPORT 2013-14 M

BA#5ER3RPIEE NOTES TO THE FINANCIAL STATEMENTS
#ZE 2014 F 3 B 31 HIEFE (LUSITsrE ) For the year ended 31 March 2014 (in HK dollars)

2. EEREIBEME (18)

213 &EME

BEEENAES AR NG R HEAREOE
NWBREERE RELSEHEMNNRE
($0FR B HABEAMEREREE ) - 9REE
PE2EWSRPUERESH -

3. HiHEnEE
3.1 BiFEfaRS

REREERBEAENLREENMBIRE
@/\ﬁﬂﬂﬁsgﬁﬁ%ﬁﬁ’ﬁkﬂ@_ﬁ o B ES R

FaHEBER - a2 EnERERRE
FF 85l -

BABRLEEEREBANEAZINERE
FERREARBESER - BRAXER
BRY WS R SR BRITHERN

BAEHLEEETEEMERNTEEEK
&fF - Fiit BABHALRBREENKBANEE
REREAR EAZH BRI E - M
W RNBEERERAFENRNERTFERE -

(@ FERR
BAEHLEEETEEERREEE
RNER - EREAENLEEESH
EENESEERRERERMBMNINE
NS MRS FEMEEBGRIR R IZ
EHINREE

BRRTRESFHS > MBHBERRER
HRNREEBRIT LEEEERR -

2. SUMMARY OF SIGNIFICANT ACCOUNTING
POLICIES (CONTINUED)
2.13 Operating leases

Leases in which a significant portion of the risks and rewards of
ownership are retained by the lessor are classified as operating leases.
Payments made under operating leases (net of any incentives received
from the lessor) are charged to the statement of comprehensive income
on a straight-line basis over the period of the lease.

3. FINANCIAL RISK MANAGEMENT
3.1 Financial risk factors

Risk management is carried out by the finance department of the PCPD
under policies approved by the PCPD. The finance department identifies
and evaluates financial risks and provides procedural guidelines for
overall risk management.

The PCPD’s activities do not expose it to foreign exchange risk, credit
risk and liquidity risk. For interest-rate risk, except for the short-term
bank deposits which bear interest at market rates, the PCPD has no
other significant interest-bearing assets and liabilities. Accordingly, the
PCPD’s income and operating cash flows are substantially independent
of changes in market interest rates and the exposure to cash flow and
fair value interest rate risk is low.

(@  Credit risk
The PCPD has no significant concentration of credit risk. The
carrying amounts of cash and cash equivalents and other
receivables and deposits included in the statement of financial
position represent the PCPD’s maximum exposure to credit risk in
relation to its financial assets.

For cash deposits with banks, the finance department manages
the credit risk by placing mainly the deposits with reputable banks.
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3. FINANCIAL RISK MANAGEMENT (CONTINUED)

3.1 Financial risk factors (continued)

(b)  Liquidity risk
Prudent liquidity risk management includes maintaining sufficient
cash.

The table below analyses the PCPD’s financial liabilities into
relevant maturity groupings based on the remaining period at each
reporting period to the contractual maturity date. The amounts
disclosed in the table are the contractual undiscounted cash flows.

BNESEIEA
H—FLT —FPE &5t
On demand or More than 1 year Total

less than 1 year

2014
BUF A m BN < i B TR Government subvention for gratuity - 3,623,715 3,623,715
HAipEERIB N ERT E Other payables and accruals 664,559 - 664,559
664,559 3,623,715 4,288,274

2013
BRI MmN = 5 Bh 7R Government subvention for gratuity - 3,708,178 3,708,178
HibE R IE L ERT E B Other payables and accruals 1,990,613 - 1,990,613
1,990,613 3,708,178 5,698,791

3.2 EAEIE
BAABRILEESMERSIEB IR ARRE
ABRALBE S EEERL » LUEER
MEALEE - EABRIESEEH 2013 65
A BERB SR AR o

3.3 ATHEEET

FEWERIA N A SRIBRY IR I E 3 BB B 3 Y
S REAVENAENR - eI A
ARz &% 82014 £ X 20134 3 A 31
HUAFELHEERER o

3.2 Capital management

The PCPD’s objectives when managing capital are to safeguard the
PCPD’s ability to continue as a going concern in order to maintain an
optimal fund structure. The PCPD’s overall strategy remains unchanged
from 2013.

3.3 Fair value estimation

The carrying values less impairment provision of receivables and
payables are a reasonable approximation of their fair values. All financial
instruments are carried at amounts not materially different from their fair
values as at 31 March 2014 and 2013.
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5. HUN#BIE

4. CRITICAL ACCOUNTING ESTIMATES AND
JUDGEMENTS

Estimates and judgements are continually evaluated and are based on
historical experience and other factors, including expectations of future
events that are believed to be reasonable under the circumstances.

The PCPD makes estimates and assumptions concerning the future.
The resulting accounting estimates will, by definition, seldom equal the
related actual results. However, there are no estimates or assumptions
used on these financial statements that the Privacy Commissioner
expects will have a significant risk of causing a material adjustment to
the carrying amounts of assets and liabilities within the next financial
year.

5. GOVERNMENT SUBVENTIONS

2014 2013

BEMRIEEE M Recurrent and non-recurrent 65,999,963 64,281,209
EARFEEE (MiFE 16) Capital subvention fund (Note 16) 583,440 578,767
66,583,403 64,859,976

6. BEmREHZH

6. EMPLOYEE BENEFIT EXPENSES

2014 2013
i Salaries 44,322,517 38,672,241
Hmi < S B AR R Gratuities and other allowances 6,556,064 6,376,041
BESFTEIMR Contributions to MPF Scheme 1,078,892 936,757
R B Provision for unutilised annual leave (25,570) 221,514

51,931,903 46,206,553
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7. EFREIEABRIERE

7.  KEY MANAGEMENT COMPENSATION

2014 2013

HHEERER] Short-term employee benefits 13,340,443 11,053,088
EHRBEET Post-employment benefits 1,692,089 1,224,982
15,032,532 12,278,070

8. FrEHisZH

RIR (EAEHR (RB) GRE1) 22665
BABHLEEEER R (RBHRED T
R o

8. INCOME TAX EXPENSE

The PCPD is exempt from taxation in respect of the Inland Revenue
Ordinance by virtue of Schedule 2 Section 6 of the Personal Data (Privacy)
Ordinance.
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9. X - s KEL 9. PROPERTY, PLANT AND EQUIPMENT
BIR NS RAR  HEWE
RE Bl #fE  EHEEE £ L
Motor Computers Office Furniture and Leasehold Total
vehicles  and software equipment fixtures  improvements

201254818 At 1 April 2012
B Cost 306,789 5,086,814 1,279,612 965,089 2,990,271 10,628,575
REWE Accumulated depreciation  (306,788)  (3,748,550)  (999,877)  (919,378) (2,964,252) (8,938,845)
REFE Net book amount 1 1,338,264 279,735 45,711 26,019 1,689,730
HE2013F3H31H Year ended 31 March 2013

EFE
HREFE Opening net book amount 1 1,338,264 279,735 45,711 26,019 1,689,730
s Additions - 209,774 133,831 207,195 316,350 887,150
RE Disposals

o B * cost - - (49,579) (25,960) - (75,539)

« RBEIE » accumulated depreciation - - 49,579 25,960 - 75,539
e Depreciation - (658,452)  (104,071) (39,308) (78,541)  (880,372)
HARIREFE Closing net book amount 1 889,586 309,495 233,598 263,828 1,696,508
R 2013% 3831 H At 31 March 2013
A Cost 306,789 5296588 1,363,864 1,166,324 3,306,621 11,440,186
RRTE Accumulated depreciation  (306,788)  (4,407,002) (1,054,369)  (932,726) (3,042,793) (9,743,678)
IREHE Net book amount 1 889,586 309,495 233,598 263,828 1,696,508
HE2014FE3 831 H Year ended 31 March 2014

EEE
HIY RS E Opening net book amount 1 889,586 309,495 233,598 263,828 1,696,508
#4n Additions - 420,731 69,216 13,900 - 503,847
BE Disposals

oA * cost - (805,968) (8,779) (3,756) - (818,497)

« REFE » accumulated depreciation - 805,968 8,773 3,756 - 818497
e Depreciation - (546,963)  (106,935) (69,212)  (116,217)  (829,327)
R IR R E Closing net book amount 1 763,354 271,776 188,286 147,611 1,371,028
201453831 H At 31 March 2014
B Cost 306,789 4,911,351 1424307  1,176468 3,306,621 11,125,536
EREE Accumulated depreciation  (306,788)  (4,147,997) (1,152,531)  (988,182) (3,159,010) (9,754,508)
REEE Net book amount 1 763,354 271,776 188,286 147,611 1,371,028
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10. #FERIEI SRR TE 10. FINANCIAL INSTRUMENTS BY CATEGORY
Ffy=E Notes 2014 2013
SREE Financial assets
B RERFIE - Loans and receivables:
BENEMERGEIE Financial assets included in
d LIANFRIEM other receivables, deposits
TRIEE and prepayments 138,884 36,629
PBITHEARS Bank balances and cash 12 23,847,767 31,129,508
o= Financial liabilities
FRASEER AT ERY Financial liabilities at amortised cost:
ERIBME
BURFHI#mE <= BhR Government subvention for gratuity 14 3,623,715 3,708,178
HihpE(SIE N ERTE R Other payables and accruals 664,559 1,990,613
1. 78 11. INVENTORIES
2014 2013
5313 Training materials 15,800 15,800
12. RITHEEFERIEES 12. BANK BALANCES AND CASH
2014 2013
RITAFHERS Cash at bank and on hand 2,158,562 8,036,398
FEERERIT R Short-term bank deposits 21,689,205 23,093,110
23,847,767 31,129,508

BITRERET ARITERFZETE - BHBT Cash at bank earns interest at floating rates based on daily bank deposit
G HETE 186 RAASE (2013 4 1 93 rates. Short-term bank deposits are made for varying periods within

R) GEBAAENLBEEERNREESH 186 days (2013: within 93 days) depending on the immediate cash
ME » WEBEIEIERERANZETS - requirements of the PCPD, and earn interest at the respective short-

term time deposit rates.
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13. —fxféfm

13. GENERAL RESERVE

2014 2013
n481H At 1 April 15,118,044 11,216,880
A2 RFREA Transfer from statement of comprehensive income 1,283,514 3,901,164
BRI Bl EE R AR Previous year’s surplus recovered by Government (3,132,000)
R3A31H At 31 March 13,269,558 15,118,044

RU—RERBNERARENEE CHZRE
FIH - —RFFEAZEBAREN - ZERE
REAEHLEEEFEREHBESNEIZ
1o —RERERE—RARZ  BABERL
BEESREBTER - BRUNBRHENTE
LERR - B BRREBN (R N EENTH
B LIRSS )

FA - FAFHITHRERN ("BF ) LEA
ERFBEEWE 3,132,000 7t * RIEBEAE
HALREEMERT - 8HMF 2,917,400 TTHE
BB EABNALRES (W= 17) -

14. EIRFBIFYmEN & BN

The general reserve is established to meet operational contingencies
and is transferred from the statement of comprehensive income with a
ceiling at 20% of the PCPD’s annual recurrent subvention. The general
reserve is available for general use and can be spent at the discretion
of the PCPD. Any surplus in excess of the agreed reserve ceiling should
be returned to the Government by way of offsetting from next year’s
subvention.

During the year, the Government of the Hong Kong Special
Administrative Region (the “Government”) recovered a sum of
$3,132,000 from the PCPD and, at the request of the PCPD, allocated
an additional subvention of $2,917,400 to the PCPD (Note 17).

14. GOVERNMENT SUBVENTION FOR GRATUITY

2014 2013
W4R1H At 1 April 3,708,178 3,439,386
FERERNHEES Subventions recognised for the year (4,225,394) (3,592,426)
BUGER Forfeiture 290,931 261,218
BB AR EBIEY.  Gratuity subvention received from Government 3,850,000 3,600,000
MW3A31TH At 31 March 3,623,715 3,708,178

BEAERIEABR LIRS ERIBEEFMENEI
BURBER HOFRIR ©

This represents funds received from the Government in respect of
gratuity payments to staff of the PCPD.

197



M B1#54R3 FINANCIAL STATEMENTS

BA#5ER3RPIEE NOTES TO THE FINANCIAL STATEMENTS
#ZE 2014 F 3 B 31 HIEFE (LUSITsrE ) For the year ended 31 March 2014 (in HK dollars)

15. B S50 mBN £ Bl 15. PROVISION FOR STAFF GRATUITY

2014 2013
n4B18 At 1 April 4,180,322 2,979,410
EIEHRBIE Provision made 4,225,394 3,592,426
ARENVAFIERD Unused amounts reversed (290,931) (261,218)
FRZNEEE Amount paid during the year (5,050,034) (2,130,296)
MN3B31H At 31 March 3,064,751 4,180,322
B mENEL S Less: current portion (1,583,140) (3,471,799)
JERBIEL D Non-current portion 1,481,611 708,523

HmilERERER T INHAZEBRFETNK Provision for staff gratuity is established for gratuity payments which
BB BN MM S MR o become payable to those employees of the PCPD who complete their

contracts commencing from the date of their employment.



BA#5ER3RPIEE NOTES TO THE FINANCIAL STATEMENTS
#ZE 2014 F 3 B 31 HIEFE (LUSITsrE ) For the year ended 31 March 2014 (in HK dollars)

16. EXMEE

16. CAPITAL SUBVENTION FUND

et
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ZEBlK  EREAR ERE =6 =&
BE] EH EH iR IR &z
Computer Telephone Computer Accounting Fitting-out Total
installation system equipment system works
project project projects
N2012% 48 1H At 1 April 2012 4,497,097 113,854 865,279 224,806 - 5,701,036
BUITEA®BEIS Government capital
subvention - - - 472,000 472,000
BAZEWHRERRIA - Transfer to the statement of
DIBc%s comprehensive income
as income to match with:

EXH » Depreciation expense - (38,950)  (391,613) (62,333) (85,871)  (578,767)
REBAHRIE Refund to the Government - (9,168) - (535) (9,703)
201343831 H At 31 March 2013 and

K2013%F 48 1H 1 April 2013 4,497,097 74,904 464,498 162,473 385,694 5,584,566
BAZHBRRABBA Transfer to the statement of

DlEgs - comprehensive income

as income to match with:

TEXH » Depreciation expense - (38,950)  (317,558) (68,714)  (136,473)  (561,690)

o Zif RIS H * System training expense - - - (21,750) - (21,750)
REBFFRIR Refund to the Government ~ (4,497,097) - - (5,867) - (4,502,964)
#®2014%F 3831 H At 31 March 2014 - 35,954 146,945 66,142 249,121 498,162

BRI R EE D REKEREH
HSER BN BUTERFBIERIEREE - BEA
BAZERSERASEA - LEHEBEER

The capital subvention fund represents the unutilised balance of non-
recurrent capital subvention from Government received for special
projects. The funds are released to the statement of comprehensive
income as income to match with the related costs.
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BA#5ER3RPIEE NOTES TO THE FINANCIAL STATEMENTS
#ZE 2014 F 3 B 31 HIEFE (LUSITsrE ) For the year ended 31 March 2014 (in HK dollars)

17. AW AFEEN & 17. GOVERNMENT SUBVENTION RECEIVED IN
ADVANCE

2014 2013
4R 1H At 1 April 1,405,250 3,805,250
EWBUFINZRIMEEIS Additional subvention received from Government 2,917,400
R R AN RIS Subvention recognised as income (1,061,500) (2,400,000)
MN3AB31H At 31 March 3,261,150 1,405,250
B mENER D Less: current portion (2,094,190) (1,405,250)
JERBIEL D Non-current portion 1,166,960

AW BT E R BN ER BB REN®IE Government subvention received in advance represents subvention

PRIFMUEN NS - SREARKESZHE received in connection with various services to be provided after year

AR EA R A R IR R A BN - end and are deferred and recognised as income in the statement of
comprehensive income on a systematic basis in the same periods in
which the expenses are incurred.

18. BEBETHSRIE 18. COMMITMENTS UNDER OPERATING LEASES

BEWAEMEK  [HASKABESRERTE At the end of the reporting period, the PCPD had future aggregate
EHALERES  ERATHEMNARSERS minimum lease payments under non-cancellable operating leases in

NERFEZEMN T : respect of office premises as follows:
2014 2013
RB@E—F No later than one year 7,232,000 4,761,600
—FPFEREFER Later than one year and no later than five years 6,027,000
13,259,000 4,761,600

WAEHNEBRE A 24 (2013 4F 1 20 1@ Operating leases relate to office premises with lease term 2 years (2013:
BE34)- 20 months to 3 years).
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BA#5ER3RPIEE NOTES TO THE FINANCIAL STATEMENTS
#ZE 2014 F 3 B 31 HIEFE (LUSITsrE ) For the year ended 31 March 2014 (in HK dollars)

19. FFER

2012 2 B> BAEHALREEE K mE#%
BER (BAER (RLB) RB) RIREMR
ZMEHREBREERAITEN - ZMEEENR
BABHLEEERTE  RAITRLREZES
fEHLESF - 2014 F 1 B THRERFREZEEH
Bl L5 #EFEABRALREEREBITEN
HIRTE

ZMEBBR AR EDSERETREE
%o LUEREABRLBEERTTRLEHREES
SHIRTE - MABERBN 2014 £ 5 AR - 72
R maitE A8 > AR REBEZAVERM
BHIHRE » BRERK - EAEHLEES
HREEREFPNERBEEE - SAEER
SRFRM (BEERENER) BHRNRER
RURVETT > ERERCE BER2ERNZ
2 - Rt A BHREAREBRRBEHLAR
HEEMRE REME R -

19. LITIGATION

In February 2012, the Privacy Commissioner issued enforcement notices
against two organisations in connection with allegation of the breach of a
requirement of the Personal Data (Privacy) Ordinance. Being dissatisfied
with the Privacy Commissioner’s decisions, the two organisations
appealed to the Administrative Appeals Board (“AAB”). In January 2014,
the AAB dismissed the appeals and upheld the enforcement notices
issued by the Privacy Commissioner.

The two organisations then applied and were granted leave in May 2014
to take out judicial review proceedings in the High Court to quash the
respective decisions of the Privacy Commissioner and the AAB. As of
the date of approval of these financial statements, the hearing for the
judicial review proceedings has not yet been fixed and the outcome is
not yet known. Legal costs will be incurred by the PCPD in defending
the judicial review proceedings. The amount of legal costs to be incurred
will depend on the length of hearing (including preparation thereto) and
the conduct of the case, all of which are not yet known until conclusion
of the matter. Accordingly, the financial statements have not provided for
any legal and other costs in respect of the above cases as at the end of
the reporting period.
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Appendix 1

RIEEFRE]

LGS

Data Protection Principles Collection

(BAER (FLB2) &A1) SERERFM (FAEHESA) 17
BEAZEH S ERLERE -FrEERBEABERNAL (ERERSE)
RIKIEIRBIORANIEREEMERR > 2ZNIRRAREE Y 818
EAZRBWE « R17 « ERLEHKAIREMEEREL -

The objective of the Personal Data (Privacy) Ordinance is to protect
the privacy rights of a person in relation to his/her personal data (Data
Subject). A person who collects, holds, processes or uses the data
(Data User) has to follow the 6 Data Protection Principles (DPPs).
The DPPs represent the normative core of the Ordinance and cover
the entire life cycle of a piece of personal data:

EAZH

(1) EBEF—LEMAL  LATBRIZALSHH
B (2) ENEENTRS BN TEAYE T
BEISURIE - BANKS B  d0i - S
KI5 - M BB SRS GO RENEA
Bh -

PERSONAL DATA

(1) is information which relates to a living person and
can identify that person, (2) exists in a form in which
access to or processing is practicable. Examples of
personal data protected by the Ordinance include
names, phone numbers, addresses, identity card
numbers, photos, medical records and employment
records.

BErMERE
~BENEREMARZEABHNEE 58 &
HNERNAL - BMEBEAERRERFMN > BH
ERETARARENEAE DEESE -

DATA USER

is a person who, either alone or jointly or in common
with other persons, controls the collection, holding,
processing or use of the data. The Data User is liable
as the principal for the wrongful act of its authorised
data processor.



&

Use

and transfer)

q., pmnmER

(BERENER )

(including disclosure

7

i

A BHRZRE
4

7  Data Collection Principle

ERERBERUAGEMATFHAN  WEMAREA
Ex HENEEREEBRESUREIHE
ALYIEHITN A EENERNES AREEBAER
MER  DEERATREERERRIEAL
WERENENZEERFTEN  MABFEE -

Personal data must be collected in a lawful and fair
way, for a purpose directly related to a function/activity
of the data user.

All practicable steps shall be taken to notify the data
subjects of the purpose of data collection, and the
classes of persons to whom the data may be transferred.

Data collected should be necessary but not excessive.

D, BNERRREARA

Accuracy & Retention Principle

BERERBERBRRTENEAZHERER 810
RERBAERBERRRBNNBERMTE -

Personal data is accurate and is not kept for a period
longer than is necessary to fulfill the purpose for which
it is used.

DPP o=t
.3 fEREHEA

# Data Use Principle

BAEHRRARKERZL B B SN EZAAREMN B
1Y - BRIFSEIBER EEABRMBENRE -

Personal data is used for the purpose for which the
data is collected or a directly related purpose, unless
voluntary and explicit consent is obtained from the
data subject.

7 Data Security Principle

ERERERRBIIBATHNS B REBAER
AEREEEXT MW ER - I - MIER « A
£/ -

A data user needs to take practical steps to safeguard
personal data from unauthorised or accidental access,
processing, erasure, 10Ss or use.

- OBEBERR

w47 Openness Principle

ERERERAREREEAENNBRMITES
X RREFENEAERERIMAR -

A data user must make known to the public its
personal data policies and practices, types of personal
data it holds and how the data is used.

G, ERRMERR

7 Data Access & Correction Principle

EREZARREREREBAER  5REFEHE
AER AR BERREL -

A data subject must be given access to his/her
personal data and to make corrections where the data
is inaccurate.

FE/AEF#H PCPD ANNUAL REPORT 2013-14
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DNELERE
ORGANISATIONAL STRUCTURE

#7728 Operations Division

EEXTRALBEERHKF - WHR
BRI TE
ALMERKOIRENEEETHE
I HERBUEEIRETE) - DRFRESE
BTRGIFARTE
AAEHEABZNLBEARENEER
HER -

receiving and taking action on complaints lodged with the
Commissioner;

conducting investigations of suspected breaches of the Ordinance
and taking appropriate follow-up actions to ensure compliance with
its provisions;

providing advice on matters that may affect the privacy of individuals
in relation to personal data.

REMRAEBRIROIIRENER |

HEREREREERKARENTSE
ARETERERNTEHRESE ;

REENERERENEBRHERER
SER

HEABERAFETHEESEIE LIS
WMME—FETRORE - AERERE
RHER |

FEA BRI R E S EBERIIS

ANLEEERVRBENMAE  ETHER
DIEISE L AVEZ
B ERER TR -

7£12%8 Legal Division

RABRFEN T FREEETRIEE
—ERRE
ERENETFEBREINERREER
AR

RaY ATREH A A BRI AL RBE R ERERT
FEZZTRNEBED

BENEUTR S (BAER (RE) GRE1)

RELRBEHRZENTH LREES
iR):EE
RITIER WS -

BEERBKE Compliance and Policy Division

e dealing with general enquiries from members of the public and

organisations concerning the provisions of the Ordinance;

carrying out compliance checks and self-initiated investigations in
relation to practices of data users that might be inconsistent with
the requirements under the Ordinance;

handling applications from data users for approval of automated
data matching procedures;

undertaking inspections of personal data systems and making
recommendations to the data users concerned for improved
compliance with the provisions of the Ordinance;

developing policy positions on issues with respect to privacy in
relation to personal data;

undertaking comparative research and drafting position papers on such
issues for publication by the Commissioner;

assisting in the preparation of codes of practices.

providing legal advice in respect of all aspects of the work of the
PCPD and dealing with all legal matters;

monitoring developments in overseas data protection laws insofar
as they are relevant to the work of the PCPD;

reviewing existing and proposed Hong Kong legislation that may
affect the privacy of the individual with respect to personal data;
assisting the Government in the review of the Personal Data (Privacy)
Ordinance;

representing the Commissioner in any relevant court or Administrative
Appeals Board hearings;

administering the Legal Assistance Scheme.
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BNFH%EB Information Technology Division

REMBERRHBEAENLENZE
ETIH R IR AER
RERMGEAERENEEAFEEAER
ERBERRR N —ATES| RIgHtEl

ZHFE  ERERNRE > LABREA
BEHENMARRET MR TIRHER |

ENRBREKEZES
%ﬁi‘ﬁﬂ&‘ﬁ‘% ;
ERNERNIEMNRLR -

g 0 Wittt

undertaking research into and advising on information technology
developments that impact on personal data privacy;

developing general guidelines and providing training for data
users and data subjects in relation to the use of information and
communication technologies;

participating in investigations, compliance checks and inspections,
and advising on the design and security of information systems that
hold personal data;

coordinating and providing secretarial support to the Standing
Committee on Technological Development;

managing the internal PCPD information systems.

HekE{EENEP Corporate Communications Division

REILEEATHES

L e BT L i
s

SUSIR R AR BT BR RABE R
AEFRRNER R RES -

1TEEBR Administration Division

S\
|
o

HEIEEADERE
REPATEBLIESERE
ERADEREEBREN D BRE
(RRABHSTRD RENEHERER
FRE (BAER (RB) HRE) RBHH
ERENER  HBELENEE
REAER (LR) EREESRIARE
RWESIRRTS

!
i

HA#%EB Finance Division

EHE TELRBRR
RHMBZIE  BRUBBERERHER
HEAT -

developing and implementing promotion and public education
programmes;

organising seminars and presentations for organisations to educate
them on the requirements under the Ordinance;

building and developing media and stakeholders relationship;
handling media enquiries and arranging media briefings.

strategic planning and management of human resources;

providing office administration and translation support;
coordinating the office’s responses to requests for access to
information under the Code on Access to Information and data
access requests under the Personal Data (Privacy) Ordinance as
part of the human resource management function;

coordinating and providing secretarial support to the Personal Data
(Privacy) Advisory Committee.

maintaining the accounting, payroll and procurement systems;
providing financial support by ensuring that financial policies are
developed and administered effectively.
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CEAZEH (TF8) (1S5T) 1561) MERERARYEES (2013 E 14 FE)
PROMOTIONAL AND PUBLIC EDUCATION ACTIVITIES in 2013-14 FOR
INTRODUCING THE PERSONAL DATA (PRIVACY) (AMENDMENT) ORDINANCE
(THE “AMENDMENT ORDINANCE”)

A BRI E ( BRAER 3 BIAN B (e sEAAERA RN - REBMERT XL 20124 105 1 HE M)
Overview of the Amendment Ordinance (Implemented on 1 October 2012, except the provisions
regarding legal assistance and direct marketing regulation)

R Target audience SEED Activities
/NS RABHEMERIE R » MBEEEBTAR - (2013-14 FERIBAKR : 15,994)
General public A short video introducing the major amendments was broadcast on PCPD’s website.

(Views in 2013-14: 15,994)

EERRPNEOIENARBE (BRI TS ) ANBBERBERT -
The amendments were introduced in the introductory seminars organised for the
public (average two seminars a month).

FrEERERE EEBEIHAS 2013 F 8 ARIEREXNBEBHIAR -
All data users An article featuring the amendments was contributed to the newsletter of Employers’

Federation of Hong Kong in August 2013.

FEE RIS BT SR PIRE S e HE 85 @RI LYy - ERNBEEBET ©

Highlights of the Amendment Ordinance were incorporated in the 85 in-house
seminars conducted in response to requests from individual organisations and
government departments.
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B. EXEZEEHEAVRERS (201344 A 1 HEEEH)

Revamping of direct marketing regime (Implemented from 1 April 2013)
¥ Target audience SEB) Activities

BRBERERBEAERNE MEZEENR20134F 108 2 BAHBSAAREFNEBEEEEZELER  ANED]
BEEEZHNELMERE  RERENEHEERERS -
Data users involved in The enhanced regulations on Direct Marketing were introduced in the talk delivered
the collection and use of by the Commissioner to International Business Committee chaired by the Chief
personal data for direct Secretary for Administration on 2 October 2013.
marketing activities
£ 2013 F 4 ARBHATEERRENZTTIZES -
Advertisement was placed in newsletter of the Hong Kong Retail Management
Association in April 2013.

1£2013-14 FEBI T H 24 REFRHETEMRZI -
NEBFETMUEREEALARNE2013F6 A28 HK 12 B 13 BHEBTHRAE
TRy " EEEHES) — RO THRETES NSS!, -

24 professional workshops on Direct Marketing were held.

Two executive workshops titled “Direct Marketing Activities — Best Practices and
Guidance on the New Law” were delivered by two external legal professionals on 28
June and 13 December 2013 respectively.

20134 4 A 24 EIEﬁiéiﬁﬁ%%E%&Iﬁ%%%é{’ﬁéﬁi‘%ﬂ‘*#uﬂiﬂd\ﬁ%%%ﬁ’\ﬁ%@ :
) 200 A2

In conjunction with Hong Kong Trade Development Council and Trade and Industry
Department, a seminar was held targeting SMEs on 24 April 2013. About 200
people attended.

201345 FH 6 HBRIEBLEENRERBHRUSRME G K P/NERAYH RV -
HBB 140 AHFE °

In conjunction with Hong Kong Productivity Council, an open seminar was held on
6 May 2013 targeting at local trade associations and SMEs. Over 140 people
attended.

BHEEETEEERSSFER 'SEXRELEER, £ 201346 B 25 AW
BN EEMERT A INRARE HIHESR) - I8 150 AHE -

In conjunction with Hong Kong Retail Management Association, an industry-specific
campaign was launched on 25 June 2013. A presentation on the highlights of the
enhanced regulations on direct marketing was delivered at the Kick-off Ceremony to
over 150 attendees.

20134 7 A 16 BMRAEBEE S 2N ARBLE - 88 90 AHE -
In conjunction with the Hong Kong General Chamber of Commerce, one open
seminar was held on 16 July 2013. Over 90 people attended.

2013 £ 8 A 12 HERIDEE (&) BIIARE  RBBENRRBEELEHS
EYMBERENGEETHNE » 38 AHE -
In conjunction with Legislative Councillor (IT) Honourable Charles Mok, one
dedicated briefing session was held on 12 August 2013 for members of the Hong
Kong Information Technology Federation and the Hong Kong Association of
Interactive Marketing. 38 people attended.
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(& continued )
HR Target audience

B R RAEREAERHE
BHEEREEHNERMERE
Data users involved in
the collection and use of
personal data for direct
marketing activities

EREEA
(—RAR)

Data subjects

(General public)

SEED Activities

20134 8 A 15 REAEBPERMBS S BIMAFRBLE - £ 52 AHE -
In conjunction with the Chinese Manufacturers’ Association of Hong Kong, one open
seminar was held on 15 August 2013. 52 people attended.

BEFENBE  ALREREZREME 2013459 A 27 HEMBERE - 2 30 AHE -
In conjunction with the Democratic Party, one dedicated briefing session was held
on 27 September 2013 for their staff, legislators and district councillors. 30 people
attended.

FREXRELEEE) ) BH > EEEHEEEINERERZE  £2013410A3H
BITY—BHFEE B 39 AHFE - BE20134F 11 B 22 BE1TY — X ZZXEMZIL -
B 12 AR - W72 2014 F 2 B 26 RE(T 'TEXRELREES ., FHEEZ 7
35 AHIE ©
Several training programmes were conducted during the Privacy Campaign for Retall
Industry relating to the enhanced regulations on direct marketing. One seminar
was held on 3 October 2013, attended by 39 people. A professional compliance
workshop was held on 22 November 2013, attended by 12 people. One seminar on
retail operation was held on 26 February 2014, attended by 35 people.

AEREBEHEAERRENE R - (2013-14 £FEBIBAR :2,728)
A short video on Direct Marketing was broadcast at PCPD’s website. (Views in
2013-14: 2,728)

MEFEENRAEBRAB TS TR N ERREEN BB B E R HIIH R :
s REATEEEHEET (2013 FH/FHR)

o MMIRE TEMEMBL (20134 481H)

s WMESBH 'EEKRFB, (2013F4[84H)

e NOW TV "EFZE27M, (20134648 108)

o BEEL 'TEENR, (20013F4/8108)

o RS "@EmEy (201344R/8138)

o MIREMR "HRKRAE, (2013F 4514 R)

o IREE HIEREZR, (201344 [8298)

o FEBXEMEHT (201344 H)

e BB (201345813 H)

o fCEHEW (201367 260H)

o WEREEERBEN (201346 1)

The Commissioner and his senior staff gave interviews/contributed articles on the
subject and extensive coverage has been generated in the mass media:

¢ Hong Kong Retail Management Association Newsletter (Spring Issue 2013)
e TVB “Pleasure & Leisure” (1 April 2013)

e Commercial Radio “The Tipping Point” (4 April 2013)

e NOW TV “News Magazine” (10 April 2013)

e RTHK "Talkabout" (10 April 2013)

e TVB “On the Record” (13 April 2013)

e TVB “Scoop” (14 April 2013)

e TVB Pearl Report (29 April 2013)

e Journal of the American Chamber of Commerce (April 2013)

e The Society for Truth and Light Newsletter (13 May 2013)

e Hong Kong Economic Times (26 June 2013)

e Estate Agents Authority Newsletter (June 2013)
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(& continued )

HR Target audience SEED Activities
BEREEA RGN HBEE (B A% ) MBMARERR
(—RRAR) The new regulatory requirements were introduced in the introductory seminars. (held
Data subjects approximately twice a month)

(General public)
B kAN EBREHERREENEER N 2013FE3821HEIR 20 HEK -

An API was released by the Constitutional and Mainland Affairs Bureau for
broadcasting on TV and Radio from 21 March to 20 September 2013.

20134 4 B 24 AR5 A9EER (ERAR) &k (RAB%KY « CGRATD & (=
AT TIZESE - BRI FAERRE BRI - PRXRETEABMIETIE -
An infographic was published in two Chinese newspapers, Apple Daily and Oriental
Daily, on 24 April 2013 and two weekly magazines, East Week and Next Magazine,
in first week of May 2013, to illustrate how to apply the new rules on direct marketing
to protect personal data. Both English and Chinese versions are available on PCPD’s
website.

2013F 12 RE2014 F 3 ANBNAHRCEMMBRAREBLERE 8B
64,000 ARZE - HIRN EE iR B SRS 46,000 AFTHAREY TEABRITLRE |
BoEEEE /MIF  BHHRTRENREBITERHERLEENZE - KfAEE
BHHEARIHES -

A public education roadshow was held from December 2013 to March 2014
covering seven locations in Hong Kong attracting over 64,000 visitors. 46,000
copies of a newly-published handbook “Have My Say On Personal Data Privacy”
were distributed during the roadshow at major MTR stations. They were aimed to
enhance the understanding of individuals’ privacy rights brought by the amendments
to the Ordinance. These provided practical tips for data protection in daily chores
such as responding to direct marketing approaches.

C. /=28y (20134 4 B 1 HiEEM )

Legal assistance (Implemented from 1 April 2013)

¥ Target audience SEB) Activities
EREEA TEAEBMIERBERN BIREUEETIVE F PR MOEEBETE - (2013-14 FERBAKR:
(=) 715)
Data subjects The scheme was introduced in the short video featuring the Amendment Ordinance

(General public) broadcast at PCPD’s website. (Views in 2013-14: 715)
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NEBRMBEMRE

ORGANISATIONS* TO WHICH PCPD DELIVERED TALKS

BURT B Iy E#4E Government and Public Bodies

16

17

18
19
20
21
22
23

24
25

e

RRZ2IRFHR
BERES
BB

BEE
BBER

FERER
MEREE
BEEHE

&=
=
=

111

BRR P MAEEATERAT

EEEERES
BEREEERS
ANEHE
BEREENRER
BERE SRR
1R

HEHEE

BER2ERER

ERIIERMHEESRES

BAEMRER
EREZRER

BPIEABRRERAE

BERREXES

mEERS
HRBERIRE

Organisation

Civil Aid Service
Construction Industry Council
Customs and Excise Department

Department of Health
Education Bureau

Equal Opportuinties Commission

Estate Agents Authority

Hong Kong Correctional Services Department
Hong Kong Exchanges and Clearing Limited
Hong Kong Housing Authority

Hong Kong Housing Society

Hong Kong Judiciary

Hong Kong Productivitiy Council

Hospital Authority - Hong Kong East Cluster
Labour Department

Lands Department

Narcotics Division, Security Bureau

Occupational Safety & Health Council
Pneumoconiosis Compensation Fund Board
Student Financial Assistance Agency

The Hong Kong Trade Development Council
The Office for Personal Data Protection, Macao
Travel Industry Council of Hong Kong

Urban Renewal Authority
Vocational Training Council

HEA Date
2013.06.15
2013.08.26
2013.05.24
2013.10.28
2014.02.19
2013.05.10
2013.12.11
2013.08.21
2013.09.06
2013.04.12
2013.09.26
2014.03.07
2014.03.04
2014.03.05
2013.05.06
2014.01.21
2013.06.14
2013.06.17
2013.06.26
2013.12.05
2014.03.19
2013.08.13
2013.09.16
2013.10.02
2013.10.07
2013.10.21
2013.11.12
2013.04.12
2013.04.24
2013.12.05
2013.04.18
2013.05.21
2013.09.12
2014.02.25
2013.05.27
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FLEHLHE Private Sector Organisations

D 00~ 0N =

@ ~

11
12

13
14
15
16

17
18

19
20
21

22
23

24
25

26
27
28
29

30

a8
KRR (B ) BIRAT]
E1TF (I2X) RERBERAT
HZEMERBBRAH
BERITEBDT
PERERRAT
HXEFRE (F8) BRAF

mEEE
BIHT (B ) BRAT
EEEAERAT
BEEREEER

BRRAPRERAT
BEEREEEARAR

BB RRERAT
AMBEXBRAH

EREAEEERRAT
RS EERERRAT

LA () BRAT
e RERREMAERR (B8 )
BIRAT]

=S (F8) BRAT
=HERBLEAKRRE (B8)
BIRAF
BERAAHHE (BB ) BRAT
—EBTEBERAA

EEmERTARAR
PERRBRETROBRAR

HSREENERAR
HEEMERRERAR
BB XKPEEHERAR
FIRRAT

RBEAEEEEERRAT

Organisation

AlA International Limited

Blue Cross (Asia-Pacific) Insurance Limited
Cathay Pacific Services Limited

China Merchants Bank Hong Kong Branch
CITIC Pacific Limited

DHL Express (HK) Limited

Esquel Enterprises Limited
Fubon Bank (Hong Kong) Limited
GR8 Leisure Concept Limited
Hong Kong Baptist Hospital

Hong Kong Broadband Network Limited
Hong Kong Cyberport Management Company
Limited

Hong Kong Economic Times Limited
Hopewell Holdings Limited

John Swire & Sons (H.K.) Limited

Kai Shing Management Services Limited

Kimberly-Clark (Hong Kong) Limited
Konica Minolta Business Solutions (HK) Limited

MGB METRO Group Buying HK Limited
Mitsubishi Electric (Hong Kong) Limited
MSIG Insurance (Hong Kong) Limited

Promise (Hong Kong) Company Limited
Samsung Electronics Hong Kong Company
Limited

Shanghai Commercial Bank Limited

Shanghai Pudong Development Bank Company
Limited

Smartone Mobile Communications Limited

Sun Hung Kai Properties Limited

Sun Life Hong Kong Limited

The Dairy Farm Company Limited

Volkswagen Group Hong Kong Limited

HEf Date

2013.11.05
2013.06.18
2013.04.17
2013.07.08
2013.11.27
2013.056.09
2014.03.26
2014.01.09
2013.06.15
2013.06.24
2013.06.21
2013.06.27
2014.03.13
2013.06.28

2013.07.03

2013.06.24
2013.10.28
2013.09.03
2013.08.28
2013.11.26
2014.01.23

2014.01.07

2013.12.05
2013.05.23
2013.09.09

2013.11.26
2013.08.05
2013.08.06
2014.02.18
2013.06.05
2013.06.20
2014.03.21
2013.07.09
2013.06.13
2013.04.09
2013.07.10
2013.10.17
2013.04.08
2013.10.08
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BEXE 2K itE Professional Bodies and Community Groups

1 E #4448 Educational Organisations

9
10
11
12

Hin
BERERULBRBR

EAEHERELCSRETO

B ERHE
EBNERERA Y

PEEEHRESTEED

ESEEY
EREAREY

a8

hEArEEHE
PEEERGRES

A S EE RS
BEEREFXEESNR

ER =P

B

ERBBRWARAT

EBEERER

EBETRBEXRRE

BEREXUBELR (BRAR)

SHRARER
B S 2
FHRIER

Organisation

Baptist Oi Kwan Social Service

Mongkok Kai-Fong Association Limited Chan Hing

Social Service Centre

St. James' Settlement

The Chinese Manufacturers' Association of
Hong Kong

The Chinese Rhenish Church Hong Kong Synod
The Hong Kong General Chamber of Commerce
The Hong Kong Society for the Blind

Organisation

Buddhist Ho Nam Kam College
CCC Ming Yin College

CMA Choi Cheung Kok Secondary School
HKU School of Professional and Continuing
Education

Hong Kong Baptist University

Hong Kong Education City Limited
Hong Kong Tang King Po College

Institute for Entrepreneurship, The Hong Kong
Polytechnic University

Institute of Vocational Education - Tsing Vi
Lingnam University

Marymount Secondary School

Mu Kuang English School

HEHA Date
2013.12.30

2013.09.11
2014.03.12
2013.08.15

2013.11.12
2013.07.16
2014.03.31

HER Date

2013.11.01
2014.02.28
2014.03.14
2013.05.02
2013.08.02
2014.03.13
2013.04.21
2014.01.28
2014.038.20
2013.07.31
2013.05.02
2013.10.03
2014.01.29

2013.05.07
2014.03.24
2013.05.03
2013.11.01
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13
14
15
16

17
18

19

20
21
22
23

24
25
26
27
28
29
30
31

HiE

REHERHPE
EFIREHHE
BAL

BA

CEE
BRI
BEBEN B RN

BERBPXRBELEEHR

BERBPICRE
PEEERQEE LTS
EREBERMR
BEEETRE

BERRHARE
BERBRFARS

BEHBRE
HEREPE
EEEIRS

BB RS
RE=GRIKKRHS
ERBE)RREFERER

* IR R RIRF S

Organisations listed in alphabetical order

VEREBRTHE (BNEE)
o

Organisation

Po Chiu Catholic Secondary School

Shun Lee Catholic Secondary School

Sir Ellis Kadoorie Secondary School (West School)
SKH All Saints' Middle School

St. Paul's Convent School

Technological and Higher Education Institute of

Hong Kong

The Chinese Universiry of Hong Kong - Office of
Student Affairs

The Chinese University of Hong Kong

The Church of Christ in China Kwei Wah Shan College
The Hong Kong Institute of Education

The Hong Kong Polytechnic University

The Hong Kong University of Science and Technology
The Open University of Hong Kong

The University of Hong Kong

Tseung Kwan O Government Secondary School
Tsuen Wan Government Secondary School

Tuen Mun Government Secondary School

TWGHSs Chen Zao Men College

Vocational Training Council - Youth College

HEHA Date

2013.11.01
2013.11.01
2013.04.30
2013.07.02
2013.07.04
2013.07.03
2013.11.29

2013.06.13
2014.01.27
2014.03.21
2013.05.03
2013.10.24
2013.09.24
2014.02.21
2014.02.14
2013.11.13
2014.08.27
2013.04.19
2014.02.27
2014.02.26
2013.05.03
2013.04.30
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Appendix 5

NEZHHEREEERE
MEDIA STATEMENTS AND THE COMMISSIONER'S BLOGS RELEASED BY THE PCPD

B Date $nR%s / EE4#85E Media statement/The Commissioner's blog

2013.04.02 MEEEHRBITAELERARNESEMILHERTRE
The Privacy Commissioner disappointed with shelving of legislative proposals to control access
to company directors' personal data

2013.04.09 LREEERRBEMAREEARAERS

The Privacy Commissioner releases Inspection Report on the MTR's CCTV system

2013.04.09 ABEWE | BRRFEARBRIRRERA T UENERGEF ERETRE AEREE RS
Investigation Report: A Body Check Service Company and an Insurance Broker Collected
Personal Data for Use in Direct Marketing by Arguably Deceitful Means

2013.04.23 LEEENERFEEEENAEAREHHEHHEX
PCPD published An Infographic to lllustrates How to Apply New Rules on Direct Marketing to
Protect Personal Data

2013.04.25 FAEFAR Facebook A F #{REFBAMAITAE EMNIF2 ZERE AL RBA T
Survey: Few Facebook Users Act on Privacy Protection PCPD published Leaflet on Smart Use
of Social Networks

2013.04.28 B TEILRER , M BEAREAR
Privacy Awareness Week: Think Privacy! Be Smart Online

2013.05.07 LEEENEMEARMFAZENSEFHERZEALBEER
The PCPD Commences to Study Privacy Policy of Local Smartphone Apps

2013.06.25 SEXRMAREEASHLRER
Retail Industry Campaign Launched for Protecting Consumers' Personal Information

2013.07.29 BEABRLEBEENE HREHHLRERES

The PCPD issued a Guidance on Preparing Privacy Notices

2013.08.13 AEWE  FHRER TEFE, BERIEEABBRLE
Investigation Report: Smartphone Application "Do No Evil" Seriously Intruded Personal Data
Privacy

2013.08.13 CEEEEH  ABLERIE COl RENERBETRBELRA
Response to media enquiries: Compliance Check on GDI's litigation record search services

2013.08.13 BAERNLEEREEAZE B ALEMEEE A SR IES]
The PCPD issued a Guidance on Use of Personal Data Obtained from the Public Domain

2013.08.13 RELRFREALBBREPELENE
Inadequate Transparency in Privacy Policy for Local Smartphone Applications
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BHEA Date $hED#s / 5545 Media statement/The Commissioner's blog
2013.08.14 M 2RALEHEMBING ) BEA MBS MR CALRBBEREPERRER

Global Results from the first GPEN Internet Privacy Sweep

2013.09.27 BAEBR (FLE) HAZESHMNERLEAT
New members of Personal Data (Privacy) Advisory Committee appointed

2013.10.03 EREEEREEAER
Promoting Personal Data Privacy Protection on Campuses

2013.10.04 EEHE  OEF# "TEARALEL ) NERES
The Commissioner's Blog: The Warsaw Declaration on the "appification" of society

2013.10.18 CEEESH  AEREABRE "EBME,, FHNERAE
Response to Media Enquiries: A survey on the PCPD's investigation into the "Do No Evil" case

2013.10.24 EBEaE RS AR EAER N EM
The Police Force Warned after Repeated Incidents of Loss of Notebooks containing Sensitive
Personal Data

2013.10.24 ERHE Foxy IMNBIE B AES
Use of Foxy culminated in Data Leakage which got Out of Control

2013.10.24 BERREZERMAEAE LEESRRITRAMESME
Enforcement Notice served on Hospital Authority for Data Breach arising from Disposal of
Hospital Wastes containing Patient Records

2013.10.25 EEH  DEAE TERRE ) BRNEERE
The Commissioner's Blog: Response to some queries about the Do No Evil Case

2013.11.29 REEABGERE LAHFZHE
Roadshow Brings Data Privacy Rights Discussion in the Community

2013.12.05 California Fitness [A1 2% B 75 AMERIBEZAVE A BRHE AL B REIRE
California Fitness Collected Excessive Personal Data from Membership Applicants in
Contravention of the Privacy Law

2014.01.06 TR ERFEE SR UM AHEAZBANATREBAER
Administrative Appeal Board Affirms Privacy Commissioner's Decision on Clandestine Photo-
taking of Artistes by Media Organisations

2014.01.22 EEEE | BEEENLERELS
The Commissioner's Blog: The Fast Evolving Privacy Landscape

2014.01.23 NER 2013 EEENMERFIE I 48%
The Year 2013 saw a 48% Increase in Privacy Complaints

2014.01.23 TLEEERTRE BBELENWMEEIUEEAER AR
Inspection Report to Help Improve Personal Data System of Student Financial Assistance
Agency

2014.02.12 RELEBRCEERREER HEBABRBEITILEER
International Conference Highlights the Role of Privacy Management Programme in Good
Corporate Governance

2014.02.18 FTERBAGRIETLRERRT REEAERLE
Major Organisations Pledge to Implement Privacy Management Protect Personal Data Privacy
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2013-14: A Year in Numbers

NEFEFEAN TR REER
Hightlights of the PCPD’s achievements in the year

K g

REIER

Complaint cases received

BR

Increased by

Enquiry cases handled

R

Increased by

SERIRERERENEXRE

Formal investigations completed

Self-initiated investigations
conducted

MEEEERER
RERE
Investigation reports
on significant cases
were compiled for
publication

Nl

SINABRIEE  ABUIR TIEL -
T BRIRGIZEK

Attended our talks, seminars and
workshops to learn about the requirements
under the

Ordinance ‘

BHEITEM - IESEEEL
SBhLEiER
Enforcement notices issued to direct

organisations to stop or prevent
contraventions

TEREFLREEIRY
SHEE

Organisations took part in
the Industry-Specific
Privacy Campaign

SENZRIRNFLE
ERCERE
Visitors attracted to our
roadshow on privacy
rights

O
\ ]

REEHEEHESEE
ASEHn

Data Protection Officers’ Club
membership numbers
increased

FERREREET
Compliance checks initiated
against organisations

AERHBEZHERE
RIEEAEREREEE

University and secondary school
students participated in our education
programmes

BRTHEANRBELEBL
An average of visits to our website
per month
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Office of the Privacy Commissioner
for Personal Data, Hong Kong

FEREBFERKER2485R1218

12/F, 248 Queen's Road East, Wanchai, Hong Kong
TG Tel : 2827 2827

{@E Fax : 2877 7026

TEEB E-mail : enquiry@pcpd.org.hk
www.pcpd.org.hk

8 LR B R EERIL
Think Privacy! BeSmartOnline

L LHBEER
Think PRIVACY Be SMART Online

www.pcpd.org.hk/besmartonline

BLFERENIA
YOUth PRIVACY
www.pcpd.org.hk/youthprivacy
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