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(Translation)  |C paper No. ESC77/16-17(02)

The Government of the

HWRENAT ﬂ@ﬁ(}ﬁ Hong Kong Special Administrative Region
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TR BINEE 2 5 2 Tim Mei Avenue, Tamar, Hong Kong
AFRESE Our Ref.: SBCR 1/1805/13

REKRESE Your Ref.:

EEEYERE TEL. NO.: 28102632
{EEYEHE FAX. NO.: 2877 0636

31 March 2017

Clerk to the Establishment Subcommittee
Legislative Council Complex

1 Legislative Council Road

Central, Hong Kong

(Attn: Ms Connie SZETO)

Dear Ms SZETO,

EC(2016-17)23
Proposed creation of one permanent post of
Chief Superintendent of Police (“CSP”)
in the Hong Kong Police Force (“HKPF”)
to lead the Cyber Security and Technology Crime Bureau (“CSTCB”)

With reference to Hon CHU Hoi-dick’s letter to the Chairman of the
Establishment Subcommittee and the Secretary for Security dated
21 February 2017, our reply is as follows:

(I) Police Power

Any police officer exercising the statutory enforcement power is
bound by the existing legislation and monitoring regime, which include all
criminal laws, Criminal Procedure Ordinance (Cap 221), Police (Discipline)
Regulations (Cap 232A), Prevention of Bribery Ordinance (Cap 201),
Personal Data (Privacy) Ordinance (Cap 486), Hong Kong Bill of Rights
Ordinance (Cap 383), anti-discrimination laws, the common law offence of
misconduct in public office, etc. Every individual is equal before the law.
Any police officer breaching the laws of the Hong Kong Special
Administrative Region shall be criminally liable.

Besides, the conduct of police officers is regulated by a two-tier police
complaints system. Regardless of their origin, all complaints against the
Police are referred to the Complaints Against Police Office (“CAPQO”) of
HKPF for handling and investigation. According to section 11 of the
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Independent Police Complaints Council Ordinance (“IPCCQO”) (Cap 604), a
complaint received by HKPF must be categorised as a reportable complaint
if the complaint relates to the conduct of a member of the police force while
on duty or in the execution or purported execution of his duties, whether or
not he identified himself as such a member, and, at the same time, meets
other conditions that make it a reportable complaint under IPCCO in that, for
instance, it is made by a complainant directly affected by the police conduct,
irrespective of whether the allegation involves any criminal elements. Such
a complaint shall be investigated by CAPO with the investigation report
submitted to IPCC for examination in accordance with the statutory
requirements under IPCCO.

As for intelligence and evidence gathering, the Police must act in
accordance with the law and the established procedures and regulations.
Their covert operations are also regulated by the Interception of
Communications and Surveillance Ordinance (“ICSO”) (Cap 589). ICSO
has clearly defined the interception of communications or covert surveillance
operations that would require the obtaining of authorisation before they are
conducted by law enforcement agencies (“LEAS”). Irrespective of the
technology adopted by LEAs in gathering intelligence, if an operation
constitutes an interception of communications or covert surveillance
operation as defined by ICSO, such an operation must be authorised by a
panel judge or a designated authorising officer. Every stage of the
operation is subject to stringent control under ICSO. The Commissioner on
Interception of Communications and Surveillance also monitors the
compliance with various requirements under ICSO by LEAs concerned.
ICSO has been operating smoothly since it came into effect in August 2006.
It has effectively supported the operation of LEAS, and the Commissioner is
generally satisfied with the performance of LEAs.

Hong Kong upholds the rule of law and has well-established judicial
and legal systems. We do not find any so-called “legal vacuum” as
mentioned in the letter.

(I1)  Section 161 of the Crimes Ordinance (“CO”)

Section 161 of CO (Cap 200) which targets against access to computer
with criminal or dishonest intent is effective in combating such illegal acts as
online fraud, illegal access to computer and using a computer to commit
other offences. We understand that the Secretary for Justice, in his capacity
as the Chairman of the Law Reform Commission (“LRC”), informed the
Legislative Council last year of the LRC’s plan to review the relevant laws
in relation to cyber crime. The Government will keep in view the relevant
development.
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(111) Deployment of Police Manpower and Resources

In 2016, the overall crime rate in Hong Kong was 60 646 cases, a
decrease of 5 793 cases or 8.7% when compared with 2015. A breakdown
of some of the major crimes is at Annex A.

In order to maintain Hong Kong, a densely populated city, as one of
the safest cities in the world, there is a cogent need to maintain a police force
with sufficient manpower. The Police will timely assess the manpower
needs in light of social conditions. Establishment details for HKPF’s crime
investigation bureaux (as at 1 February 2017) are at Annex B.

In face of evolving technology crimes, the Police will examine its
manpower arrangements from time to time, and consider deploying
additional resources when necessary. The current establishment of CSTCB
comprises a total of 238 posts with no new posts to be created in 2017-18.

For the sake of crime prevention and detection, individual departments
of HKPF will acquire different equipment based on actual needs. As such
information concerns operational details, disclosure of such information may
reveal to criminals the Police’s operational strategies. This may then
undermine the Police’s law enforcement capabilities and allow the criminals
to elude justice, thus jeopardising public interests. We, therefore, will not
disclose such information.

( Andrew Tsang )
for Secretary for Security

c.c.
HKPF (CSTCB)



A Breakdown of some Major Crimes in 2016

Annex_ A

Types of Crime No. of Cases
Homicide 28
Different Robberies 260
Burglary 2 428
Wounding and Serious Assault 5024
Serious Drug Offenses 1712
Criminal Intimidation 1734
Blackmail 994
Arson 358
Rape 71
Indecent Assault 1019
Thefts 25 628
Deception 7 260
Criminal Damage 5272
Triad-related Crimes 1872
Domestic Violence Crimes 1509
Child Abuse 870
Elderly Abuse 372




Annex B

Establishment in each crime investigation bureau of HKPF
(As at 1 February 2017)

Dg;;\‘fi'éggd Civilian Total
Establishment Establishment | Establishment
Commercial Crime 279 37 309
Bureau
Narcotics Bureau 368 35 403
Organized Crime
and Triad Bureau 109 24 133
Cyber Security
and Technology 226 12 238
Crime Bureau






