MATCHING PROCEDURE : SOME COMMON QUESTIO!

Q: What is a matching procedure?

A: The Personal Data (Privacy) O (the O ) has a ion of
“matching procedure” The dehinition can be divided into four criteria for
determiming whether a paricular process of companng personal data is a
“maiching procedure”  All four cntena must be met before such a process qualifies
.45 @ "matching procedure” The four crilena are that

(a] there 1s a comparnison of two sets of personal data. each of which is
collected for different purposes, e g one set of personal data collecled
tor purposes A and B and a second set cotlecled for purposes X and ¥,

ibi each compaasun involves the personal data ot 10 or more data subjects;

Ic; the comparnison 1s not carried out by manual means, e g 1t Is carried out
by using a compuler programme designed and apphed for performing the
companson process. and

(d) the end resuit of the companson may be used whelher immediately or at
any subsequeni ime for the purpose of taking adverse action aganst any
of the data subjects concerned

:What 1s meant by adverse action?

L

>

: Adverse action 15 detined in the Ordinance as any action that may adversely
atfect an indwidual's nghts. benefils. privileges. obligations or mterests. including
fegiimale expeclations

Z: My is consent needed?
A: Section 30 of the Ordinance provides thal a malching procedure may not be

carned out unless one of the following condiions has been met:-

{a) all the indwiduals who are Ihe subjects of the data 10 be matched have
volumanly given express consent 1o the matching procedure being
carned out.

b} the Privacy Commissioner has given consent under section 32 of the
Ordinance for Ihe matching procedure 10 de carned out,

{c) the malching procedure belongs to a class of matching procedures which
the Privacy Commssioner has specilied by notice in the Government Gazette
as a class of such procedures thal may be carned oul. or

(i the malching procedure is required of permitied by 4 prowision of an Ordinance
specihied in Schedule 4 to the Otdinance

The Privacy Commussioner has not specilied any class of matching procedures
as a class of such procedures that may be carned out. condilon (c) above,
nerther have any provisions of an Ordinance requinng or permitting a i
procedure been specihed in Schedule 4 10 the Ordinance. condition (d) above.
Accordingly. i someone wishes to carry out a matching n i

the Prvacy Commussioner for Personal Data at Unit 2001, 20° fioor. Ofice Tower.
Convention Plaza. 1 Harbour Road. Wan Chai. Hong Kong

Q: Are there any restrictions on the comparison of personal
data which is not a “matching procedure '?

A: Such a compansan process is not subject fo the speciat requirements of the
Qrdinance relating to maiching procedures However. it1s subject 10 the otiier
general prowisions of the Ordinance  For example. data protection principle 3 n
Schedule 1 provides Ihat personal dala may not be used lor a purpose alnes
than a purpose for which the dala were 10 be used when they were cullecten u¢
a directly related purpose unless the subject of the dala voluntanly give's expir-ss
consent

Q:Can | seek consent to carry out a series of matchiay
procedures?

A: Yes, so long as Ihere 15 no significant diflerence belween the individual
procedures with respect 1o Ihe details and supporting case provided in Parm. 8
and C of the relevant consent application form

Q: What if the two sets of personal data are collectad
used by the same crganisation?

a

This is not relevant so long as ihe four criena detalled above for a maiching
procedure are met. in other words, a companson process thai meets an tour
critenia for a matching procedure 1S 3 malching procedure whether one or more
organisations are mvolved n collecting or hoiding the personal dala concernur

Q:Can you give an example of 2 comparison process that s
a "matching procedure '?

A: Example of a Matching Procedure

Dala user A s responsible for making payments 10 several thousand indwiduals.
who meet certain eligibilty critena. Data user A collects and uses the personat
data of individuals applying lor such payments for the purpose of delermining
whether they are eligible tor the payments and arranging that the money be p.nd
to those who are

One of the ehigibiity critena 15 Inat the individual shoutd not own property  Tu
check that the individuals meet this cntena_ dala user A compares the pers .l
data collecied with that contained in a register of property owners mainlanea by
data user B. The register contains personal dala collected by data user 8 "or
purposes related 10 conveyancing  The companson of the first set of persu 31
dala held by data user A with the set of personal data heid by data user B wil
conlirm whether of not the mdividuals concerned Own property

As the number of indviduals mvolved 15 large. data user A uses a computer

with section 30. they must meet esther condition {a) or (b} That s, they must
erther obtam the express consent of the individuals who are the subjects of the
data lo be matched of seek the consent of the Privacy Commussioner to carry
out the matctung procedure concerned

Consent ol the Pnivacy Commssioner should be sought using a matching
procedure consent apphcation form. which can be obtained trom the Office of

10 compare the personal data it holds with the personal dala heid by
data user B to ascertain which of them own property  Any individual identihed
as owning property by this aulomated companson has his or her application or
payment declined or. in the case ol exisling recipient, the paymenis aie
disconnued

Point g Nelg
This 1s a matching pracedure bec.iuse all four cntenia of 3 matcring procedure
are met

@: C.an you give examples of comparison processes that are

not ‘matching procedures T

A: € ies of Comp, Failing Outside the Defimtion of
Malching Procedure .

Case A - Manyat Checking of Computer Records

Data user C has 2oltected perscnat data tor purposes related lo making
employment anportments {3ata user ) mamta.ns a regisies of persanat data
that Nas been collertrd tur purbuses Tl 16 12 Thinming the residence status
of MUIdLals  Dala user C prgesies the persondt dala including the names
and wWentily card number of M weled e Landenates 10 data user D 1o check

whethet he £andudates are Hong Rong iesagents Delore olteang appontment 1o
those candidates

Upon receipt of ihe personal duts lrom data user C dala user D enters (he
name and 10 card number of each «divedual into s computer database as an
access key 10 retneve any record of personal dala that relates 1o that indwidual
it such a record exists data user D checks thrsugh the personal dala o the
record 1o delermine whether or mit the dividua s 4 Hong Kong resident  The
outcome of the check 1S Ihen sent tr dala user C Having receved the reply
data user C decudes anether or ot 1o ofter appomtment to each canaidate

Point to Note

The above is nof 4 malching procedure becauss The COMPJnson process isel
1$ catned out by manuat Aol aulvmated means  Computer equipment 1s only
used 1o retneve the dala cuncemnes

Case B - Updaning of Personal Daig

Data user € «s Ihe agen! Tor g brand of ae conamoner  h collects personal daia
from ils cients, whu NUMber Many hundred 1 onler 10 PrOvidE a SEIVICING Service
for the ai‘conailoners they hive putchased When data user E recewes notice
of changes in the petsonal pamiculars of its chents 1l updates its database The
PrOCESSING of these changes Mgy evlve More than len ndviduals at one time

Pow tg Note

The above s nof 4 ALiching procedure because H does not invoive the
companson of two sets of prrsunal dala collected or used lor different purposes.
nentier 15 any adverse achion invoived 11 1S simply an updaling exercise using
data collected for the same purpose as the dala that are updated

This pamphiet 1s produces tor general relcrence unly it does not provide an
exhausive guide fo the relevant piowisions of the Personal Data (Pnvacy) Ordinance
For a compiele ang delimilive statement of the law readers should refer 1o the
Orainance rselt |

Oltice ot the Privacy Commssioner February 1997
1ot Personal Data (PCO}
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