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three functions (or roles) with respect to electronic signatures, namely, the
signatory function, the certification function and the relyving function. Two
of those functions are common to all PRI models (1e. creating and relving
on an electronic signature). The third function is involved in many PKI
models (i.e. certifying an electronic signature). Those three functions should
be dealt with mrespective of whether they are in fact served by three or
more separate entities (e.g. where various aspects of the certification func-
ton are shared between different entities), or whether two ol those Tunchons
are served by the same person (e.g. where the certification service provider
15 also a relving party). Focusing on the functions performed in a PKI en-
vironment and nol on any specilic model also makes 1l easier o develop a
fully media-neutral rule to the extent that similar functions are served in non-
PRI electrome signature technology.

1. Electronic signatures relying on techniques cother
than public-key cryptography

33, Alongside “digital signatures™ based on public-key cryptography,
there exist various other devices, also covered in the broader notion of
“electronic signature” mechanisms, which may currently be used, or con-
sidered for future use, with a view to fulfilling one or more of the above-
mentioned  functions of handwritten signatures, For example. certain
techniques would rely on authentication through a biometric device based
on handwritien signatures. In such a device, the signatorv would sign
manually, using a special pen, either on a computer screen or on a digital
pad. The handwritten signature would then be analysed by the computer
and stored as a set of numerical values, which could be appended to a data
message and displayed by the relving party lor authentication purposes.
Such an authentication system would presuppose that samples of the hand-
wrillen signature have been previously analysed and stored by the biometric
device. Other techniques would involve the use of personal identification
numbers (PINs). digitized versions of handwritten signatures, and other
methods, such as clicking an “OK-box™.

3, UNCITRAL has intended to develop uniform legislation that can
facthtate the use of both digital signatures and other forms ol electronic
signatures. To that effect, UNCITRAL has attempted to deal with the legal
1ssues of electronic signatures at a level that is intermediate between the
high generality ol the UNCITREAL Model Law on Electronie Commerce
and the specificity that might be required when dealing with a given sig-
nature lechnigque. In any event, consistent with media neutrality in the
UNCITRAL Model Law on Electronic Commerce, the new Model Law 1s
not to be interpreted as discouraging the use of any method of electronic
signature, whether already existing or 1o be implemented in the future.
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B1. For the assessment of the trustworthiness of the systems, procedures
and human resources utilized by the certification service provider, the
Model Law provides an open-ended list of indicative factors.

F. A technology-neutral framework

B2, Given the pace of technological innovation, the Model Law provides
criteria for the legal recognition ol electronic signatures irrespective of the
technology used (e.g. digital signatures relymg on asymmetne cryplo-
graphy: biometric devices (enabling the identification of individuals by their
physical charactenstics, whether by hand or face geometry, fingerprint read-
ing, voice recognition or retina scan, etc.): symmetric cryptography, the use
of PINs: the use of “tokens™ as a way of authenticating data messages
through a smart card or other device held by the signatory: digitized ver-
sions of handwritten signatures: signature dyvnamics: and other methods,
such as clicking an “Ok-box™). The various techniques listed could be used
in combination to reduce systemic nsk (see AJCN9/4S4, para. 52),

G.  Non-discrimination of foreign electronic signatures

83,  The Model Law establishes as a basic principle that the place of ori-
gin, in and of itself, should in no way be a factor determining whether and
to what extent foreign certificates or electronic signatures should be rec-
ognized as capable of being legally effective in an enacting State (see
AJCNSER4, para. 53). Determination ol whether, or the extent to which,
a certificate or an electronic signature is capable of being legally effective
should not depend on the place where the certificate or the electronic sig-
nature was issued (see AJCN YIRS, para. 27) but on its technical reliabi-
lity. That basic principle is elaborated upon in article 12 (see below,
paras. 132-164)).

V. Assistance from the UNCITRAL secretariat

A, Assistance in drafting legisiation

84, In the context of its tramning and assistance activities, the UNCITRAL
secretariat assists States with technical consultations for the preparation of
legislation based on the UNCITRAL Model Law on Electronic Signatures.
The same assistance is brought to Govemments considering legislation
based on other UNCITRAL model laws (i.e. the UNCITRAL Model Law
on International Commercial Arbitration, the UNCITRAL Model Law on
International Credit Transfers, the UNCITREAL Model Law on Procurement
of Goods, Construchion and Services, the UNCITRAL Model Law on
Electronic Commerce, and the UNCITREAL Model Law on Cross-Border



