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SA Online

We are pleased to announce that the SA Online service (the electronic tax return provided by us) is
now available again. The service was temporarily withdrawn on 27 May following reports from some
customers that they had seen information relating to another person. The Internet filing service itself
has remained available throughout and we have continued to receive returns from customers using

alternative electronic tax returns

Confidentiality of customer information is of paramount importance to us and that is why we

withdrew the service pending a thorough investigation. We have now completed that investigation.

We have been able to identify the precise causes of this regrettable incident, which was a
combination of internal and external factors. The way in which the "session cookie" identifying the
user was managed meant that it could, in certain rare circumstances, be presented to another user.
That is how some users saw information relating to another person. Our identification of the causes
has been verified by independent Internet security experts and they have also endorsed the
changes we have made to ensure it does not happen again. As we withdrew only the SA Online
service there have been suggestions that EzGov, who produce the SA Online form for us, must

have been at fault. We wish to make it clear that EzGov were not at fault in any way.

We want to provide reassurance to all our customers so we have also undertaken a comprehensive
examination of the logs which record all the activity on our Internet filing service to be sure we
identified any customers who may have been affected. That is one reason it has taken some time to
restore the SA Online service. We are now able to say that for 27,967 of the SA Online users since
6 April we can eliminate the possibility that another person saw their information. However, there
are 47 users where the entries in our logs suggest that another person may have seen their
information. In addition, there are 665 users where, although it is unlikely their information was seen
by anyone else, we cannot completely eliminate the possibility. We are writing to all those who may

have been affected to apologise and explain what we are doing.

We very much regret this incident. Although the number of people known to have been affected is
small and the information seen was generally very limited, we place the highest importance on

protecting the confidentiality of customer information.

We hope our thorough and independently endorsed investigation will give our customers



confidence about using the service in future.
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