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IT IS ORDERED THAT: -

i ic materi blished or broadcast in any
. tten or photographic material shall be publis :
il'orrl:;I)O\:;:tsocvcrp(save solely on a strictly confidential basis to any persons

claimant wishes to receive advice) to any persons whether in

oo llowing could be identified as

writing or electronically from which.any of the fo
being connected with these proceedings:-—

{a) The claimant; ‘ . -
(b) Any members of the claimant’s family or friends;

The defendant NHS trust; - . o
Ez)) A lfospital in which the claimant is being cared for or in which it is or has

d that she be cared for in the future; o
l():)elﬁ;?g:::on caring for or treating the claimant or whom it is proposed shall

care for or treat her in future; - g
() Any person who gives evidence in these proceedin,

oral except Dr T Sensky.

gs whether written or

2. This order, unless varied by the court, shall continue to have effect

notwithstanding the death of claimant.

3. There be liberty to any person affected by this order to apply to vary or
discharge it.

- R v Shaylar arz

a R v Shayler 48 5
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HOUSE OF LORDS

LORD BINGHAM OF CORNHILL, LORD HOPE OF CRAIGHEAD, LORD HUTTON, LORD
HOBHOUSE OF WOODBCGROUGH AND LORD SCOTT QF FOSCOTE
4-6 FEBRUARY, 21 MARCH 2002

Criminal law ~ Official secrets — Communication of information ~ Statutory restriction
on disclosure of information by members or former members of security service —

¢ Whether defence of public and national interest available in prosecution for disclosure
in breach of restriction — Whether restriction on disclosure infringing right to freedom
of expression — Official Secrets Act 1989, 55 1, 4, 7(3)— Human Rights Act 1998, Sch 1,
Pt 1, art 10,

d The defendant, a former member of the security service, was charged with
unlawful disclosure of documents and information contrary to ss 1* and 4° of the
Official Secrets Act 1989. Those disclosures had been made to the press and not
in accordance with the provisions on disclosure in s 7(3)° of the 1989 Act. On his
arrest, the defendant asserted that his disclosures had been in the public and
national interest. The judge ordered a preparatory hearing under the Criminal

e Procedure and Investigations Act 1996. At the hearing, he ruled unders 31(.?v)(b)d

of that Act that no public interest defence was open to the defendant under ss 1

and 4 of the 1989 Act, and further held that those provisions were compatible

with the right to freedom of expression under art 10° of the Buropean

Convention for the Protection of Human Rights and Fundamental Freedoms

1950 (as set out in Sch 1 to the Human Rights Act 1998). He went on to consider

the common law defences of necessity and duress of circumstances, and was

prepared to accept that a conventional defence of duress was in theory open to a

former member of the service, but not a defence of necessity or duress of

circumstances. The defendant appealed to the Court of Appeal against the
judge’s rulings, and also questioned whether it had been appropriate for him to

g make rulings under the 1996 Act. The Court of Appeal held that the judge had
been entitled to make rulings under that Act, and upheld them. The court
differed from the judge on whether a defence of necessity or duress of
dircumstances was open to a member of the service, but was of the opinion that
there was no material before the court to suggest that such a defence was open

p o the defendant on the facts.. The defendant appealed to the House of Lords,

f

* Held - (1) The judge’s decision to order.a preparatory hearing in the case was
entirely sound. Substantial benefits were likely to accrue from such a hearing. It
was, however, important to stress that the judge’s power under s 31(3)(b) of the

Section &, so far as material, is set out at [13], below

Section 4, so far as materia), is set out at [13], below

Secdon 7(3) is set out at [13], helow

Section 31, so far as material, provides: ‘(1) At the preparatory hearing the judge may exercise any
of the powers specified in this section ...

(3) Hemay make a rulingasto ... (b) any ... question of law relating to the case.’

e  Article 10, so far as material, is set out at{22], [23], below

an oTe
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1996 Act was limited to ruling on questions of law ‘relating to the case’. That
limitation should be strictly observed. The defendant’s case before the judge did
not raise any questions of necessity or duress of circumstances, and it was a little
unfortunate that the judge had ventured into that vexed and uncertain territory
not ‘relating to the case’, and that the Court of Appeal had followed him into it
(see {171, [39],1871.[1 19], [120], below).

(2) Giving ss {{1}3) and 4(1) and (3¥a) of the 1989 Act their natural and
ordinary meaning and reading them in the context of the Act as a whole, it was
plain that a defendant prosecuted under those provisions was not entitled to be
acquitted if he showed that it was, or he believed that it was, in the public or
national interest to make the disclosure in question or if the jury concluded that
it might have been, or that the defendant might have believed it to be, in the
national or public interest to make the disclosure in question. Those provisions
imposed no obligation on the prosecution to prove that the disclosure was not in
the public interest and gave the defendant no opportunity to show that the
disclosure was in the public interest OF that he thought it was (see [20],[87],1119],
{120), below).

(3) Sections 11) and 4(1) and (3) of the 1989 Act were compatible with art 10
of the convention. Although there could be no doubt that the sections under
which the defendant was being prosecuted restricted his prima facie right to
freedom of expression, the need to preserve the secrecy of information relating
to intelligence and military operations in otder to counter terrorsm, criminal
activity, hostile activity and subversion had been recognised by the European
Commission and the European Court of Human Rights in relation to complaints
made under art 10 and other articles. The acid test was whether, in all the
circumstances, the interference with the individual’s convention right prescribed
by national law was greater than was required to meet the legitimate object
which the state sought to achieve. The 1989 Act, as it applied to the defendant,
had to be considered in that context. The ban on disclosure of information or
documents relating to security of intelligence imposed by the Act on 2 former
member of the service was not absolute. Rather, it was a ban on disclosure
without lawful authority. In effect, it was a ban subiject to two conditions. First,
the former member might, under s 7(3)(a) of the Act, make disclosure as
appropriate to the staff counsellor, the Auorney General, the Director of Public
Prosecutions, the Commissioner of Metropolitan Police, and the Prime Minister
and other ministers, if he had anxzieties relating to the work of the service which it
had not been possible to allay through the ordinary processes of management/staff
relations, or concerns about the lawfulness of what the service had done or was
doing, or concerns about misbehaviour, irregularity, maladministration, waste of
resources or incompetence in the service. Secondly, if, following disclosure to
one of those persons, effective action were not taken or there remained facts
which should in the public interest be revealed to a wider audience, the former
member might, under s 7(3)(b}, seek official authorisation to make disclosure to

such an audience. Consideration of such a request should be undertaken bearing
in mind the importance atrached to the right of free expression and the need for
any restricdon to be necessary, responsive to a pressing social need and
proportionate. If the request were refused without adequate justification o, at
any rate, the former member firmly believed there was no such justification, he
was entitled to seek judicial review of the decision to refuse. Moreover, by s9(1)
of the 1989 Act, the consent of the Attorney General was required before any
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prosecution was instituted under the Act. Those procedures, properly applied,
Prov:ded sufficient and effective safeguards to ensure that unlawfulness and
1rre.gu1arity could be reported to those with the power and duty to take effective
action, that the power to withhold authorisation to publish was not abused and
that proper disclosures were not stifled. It was necessary, however, that a
member or former member of a relevant service should avail himself of the
b proc;dures available to him under the 1989 Act. A former member of a relevant
service, prosecuted for making an unauthorised disclosure, could not defend
himself by contending that if he had made disclosure under s 7(3)(a) no notice or
gction would have been taken or that if had sought authorisation under s7(3)(b)
it would have been refused. Accordingly, the appeal would be dismissed (see [24],

[263, £27], [2934{31], [35), (36, [38], [63], {72], [85]), [86], [105], [111], [117H120],
C below).

Notes
For the convention right to freedom of expression and for disclosure of security
or intelligence information, see respectively 8(2) Halsbury's Laws {4th edn reissue)
4 paralss and 11(1) Halsbury’s Laws (4th edn reissue) paras 246, 251.

For the Official Secrets Act 1989, ss 1, 4, 7, see 12 Halsbury’s Statutes {4th edn)
(1997 reissue) 1211, 1215, 1218.

For the Criminal Procedure and Investigations Act 1996, s 31, see 12 Halsbury’s
Statutes {4th edn) (1997 reissue) 1814.

e For the Human Rights Act 1998, Schi,Ptl,art 10,see7 Halsbury's Statutes (4th
edn) (1999 reissue) 524.
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Appeal

The appellant, David Michael Shayler, appealed with leave of the Appeal
Committee of the House of Lords given on 1 November 2001 from the order of
the Court of Appeal (Lord Woolf CJ, Wright and Leveson ]J) on 28 September

.2001 ([2001] EWCA Cdm 1977, [2001] 1 WLR 2206) dismissing his appeal from
the decision of Moses ] on 16 May 2001 whereby, on a preparatory hearing under
s 29 of the Criminal Procedure and Investigations Act 1996, he ruled (§) that the
appellant had no public interest defence available to him in his prosecution for
alleged offences under ss 1 and 4 of the Official Secrets Act 1989, and (i) that
those provisions were compatible with art 10 of the European Convention forthe
Protection of Human Rights and Fundamental Freedoms 1950 (as set out in Sch 1
to the Human Rights Act 1998). The Secretary of State for the Home
Department intervened in the appeal to the House of Lords, and submissions
were also received on behalf of The Times, The Sunday Times, The Observer,
The Guardian, The Mirror, The Sunday People, The Mail on Sunday, The
Independent, The Independent on Sunday, Channel 4, Channel5 and the
Newspaper Sociery (the press). The Court of Appeal certified that points of law
of general public importance were involved in its decision, namely: 1. Whether
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the offence of disclosing information relating to security or intelligence without
lawful authority contrary to s 1 of the Official Secrets Act 1989 is committed if, or
is subject to a defence that (a) the disclosure was necessary in the public interest
to avert damage to life or limb, or serious damage to property; or (b) to expose
serious and pervasive illegality in the obtaining of warrants and surveillance of
suspected persons; either at common law or as a result of the coming into force
of the Human Rights Act 1998. (2) Whether the offence of disclosing
information obtained under warrants issued under the Interception of
Communications Act 1985, contrary to s 4(1) of the Official Secrets Act 1989, is
not committed if, or is subject to a defence that (a) the disclosure was necessary
in the public interest to avert damage to life or limb, or serious damage to
property; or (b) to expose serious and pervasive illegality in the obtaining of
warrants and surveillance of suspected persons; either at common law or as a
result of the coming into force of the Human Rights Act 1998. 3. Whether an
“extended” defence based on the doctrine of necessity is available to a defendant
charged under ss 1(1) and 4(1) of the Official Secrets Act 1989 and, if so, what is
the scope of the “extended defence” of necessity.” The facts are set out in the
opinion of Lord Bingham of Comhill.

GeofJiey Robertson QC and Keir Starmer (instructed by Liberty and Bimberg Peirce &
Partners) for the appellant.

Michael Tugendhat QC and Sapna Jethani (instructed by Alastair Brett, Times
Newspapers Ltd) for the press.

Nigel Sweeney QC, Jason Coppel and jonathan Laidlaw (instructed by the Crown
Prosecution Service) for the Crown.

Jonathan Crow (instructed by the Treasury Solicitor) for the Secretary of State.

Their Lordships took time for consideration.

21 March 2002. The following opinions were delivered.

LORD BINGHAM OF CORNHILL.

(1] My Lords, Mr David Shayler, the appellant, is a former member of the
Security Service. He has been indicted on three counts charging him with
unlawful disclosure of documents and information contrary to ss 1 and 4 of the
Official Secrets Act 1989 (OSA 1989). Moses ], exercising a power conferred by
$ 29(1) of the Criminal Procedure and Investigations Act 1996, ordered that a
preparatory hearing be held before him. At that hearing the judge ruled under
5 31¢3)b) of that Act that no public interest defence was open to the appellant
under those sections, which he held to be compatible with art 10 of the
European Convention for the Protection of Human Rights and Fundamental
Freedoms 1950 (as set out in Sch 1 to the Human Rights Act 1998). The
appellant appealed to the Court of Appeal (Criminal Division) ((2001] EWCA

. Crim 1977, [2001] 1 WLR 2206) against those rulings, and also questioned

whether it had been appropriate for the judge to make rulings under the 1996
Act. The Court of Appeal held that the judge had been entitled to make rulings
under the 1996 Act, and upheld his rulings both on the absence of a public
interest defence and on the compatibility with art 10 of the convention of 551
and 4 of the OSA 1989, The appellant now challenges these rulings of the judge
and the Court of Appeal before the House. At the hearing of this appeal the
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House had the benefit of submissions on behalf of media interests and the
Home Secretary.

The facts

[2] The appellant faces trial on indictment and his right to a fair trial must of
course be protected. No evidence has yet been calied and no facts proved. In
summarising the facts giving rise to the appeal it is appropriate to rely very
heavily on the statement of facts agreed between the parties. .

[3] The appellant was a member of the security service (the service) from
November 1991 to October 1996. At the outset of his service he signed an OSA
1989 declaration acknowledging the confidential nature of documents and
other information relating to security or intelligence, defence or international
relations that might come into his possession as a result of his position; he also
signed an acknowledgment that he was under a contractual obligation not to
disclose, without authority, any information that came into his possession by
virtue of his empioyment. On leaving the service he signed a further OSA
declaration acknowliedging that the provisions of the OSA 1989 continued to
apply to him notwithstanding the termination of his appointment, and that_the
same requirements of confidentiality continued to apply to any information,
documents or other articles relating to security or intelligence, defence or
international relations which might have come into his possession as a result of
his previous employment. He made a written declaration tl!at he had
surrendered any and all information in material form (whether classified or not)
made or acquired by him owing to his official position, save such as he had the
written authority of the service to retain.

[4] Before August 1997, the appellant disclosed a number of documents to
journalists from the Mail on Sunday. Some 29 different documents were later
returned by the newspaper to the Treasury Solicitor in March 1998. Most of
them appeared to relate to security and intelligence matters and were cla,ss1ﬁed
at levels ranging from 'Classified” up to and including 'To[? Secret’. The
prosecution allege that certain of the documents included material obtained by
or relating to the interception of communications in obedience to warrants
issued under s 2 of the Interception of Communications Act 1985.

[5] On 24 August 1997, the Mail on Sunday published an article written by
the appellant himself (according to the by-line} and a number of other articles
by journalists purporting to be based on information disclosed by the appellant.
The prosecution allege that the appellant was paid a substantial sum of money
by the newspaper for these activities. The prosecution also allege that the
information contained in and referred to in the articles relates to matters of
security and intelligence to which the appellant could only have had access by
reason of his employment with the service.

(6] Just before the articles were published, the appellant left the country and
a subsequent attempt to extradite him from France failed. He returned on 21
August 2000 and was arrested on his arrival at Dover. He was cautioned and
made no reply. He was not interviewed at any stage, but was taken to London
and charged at Charing Cross Police Station that same afternoon. In reply to
the charge he said:

‘I have been living in Paris for three years and | have decided voluntarily
1o return to Britain to face charges under the Official Secrets Act. 1 have
done this 1o clear my name and to allow a jury of rwelve of my fellow
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citizens to judge me. I have also returned to challenge the cover-ups and
complacency that have followed my disclosures. 1 admit that as an officer
of the Security Service, I was a Crown Servant from November 1991 to
October 1996. However, | do not admit making any disclosures which
were contrary to the criminal law. Any disclosures made by me were in
the public and national interests. in my defence I will rely on my right of
freedom of expression as guaranteed by the common law, the Human
Rights Act and Article 10 of the European Convention on Human Rights.’

[71 The first count in the indictment against the appellant alleges that, on or
before 24 August 1997, being a person who had been a member of the securicy
and intelligence services, he disclosed documents relating to security or
intelligence without lawful authority contrary to s 1(1) of the OSA 1989. The
second count alleges that, on or before 24 August 1997, being a person who had
been a Crown servant, he without lawful authority disclosed information
obtained by reason of warrants issued under the 1985 Act, contrary to s 4(1) of
the OSA 1989. The third count alleges that on 24 August 1997, being a person
who had been a member of the security and intelligence services, he without
lawful authority disclosed information relating to security or intelligence,
contrary to s 1(1) of the OSA 1989. The appellant has pleaded not guilty to
these charges,

[8] At the preparatory hearing before the judge the first issue was whether,
in law, the appellant would be entitled to be acquitted of the charges against
him if (as he asserted on his arrest) his disclosures had (or, one should add,
might have) been made in the public and national interest. In his judgment
Maoses ] referred to the assertion made by the appellant on his arrest and quoted
the written submission made on the appellant’s behalf:

“Any disclosures made by him were intended to draw attention to the
illegal, unlawful and inefficient workings of the security and intelligence
services, which, on occasion risked, and continued ro risk, life and limb.’

The judge recorded (at [4]) the appellant as seeking—

‘to contend that his disclosures were necessary to expose serious
illegality by the security and intelligence services, and, in particular such
disclosure was necessary to avert threat to life or limb or serious damage
to property.’

The judge’s conclusion expressed at the end of his judgment, was unequivocal:

‘Sections 1(1) and 4 of the OSA 1989 do not permit a defendant to raise a
defence that his disclosure was necessary in the public interest to avert
damnage to life or limb or serious damage to property.’

The judge developed ar some length his reasons for holding that the sections as
so construed were not incompatible with art 10 and in his judgment (at [82]),

, under the heading ‘Extending the Common Law’, said:

“Were | to have concluded that the absence of any public interest offence
is incompatible with the convention, Mr Fitzgerald QC’s argument that
the common law principle of necessity should be developed in the light of

art 10 seems to me to afford a more fruitful basis for the courts to permit
such a defence.’
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He then went on to consider the common law defences of necessity and duress
of circumstances. He was prepared to accept that a conventional defence of
duress was in theory open to a former member of the service, but could not
accept that a defence of necessity or duress of ci_rcumstalnces was open. Th}(:
Court of Appeal took a different legal view on this lat.tef' issue, to which muc
of its judgment was directed, but it was of the opinion tha‘t there was no
material before the court to suggest that a defence of necessity or duress of
circumstances was open to the appellant on the facts.

The O5A 1989 .

[9] Section 2 of the Official Secrets Act 1911, enacted in great haste, was th:l
subject of sustained criticism over many years. Its excessive scope had prove
an abstacle to its effective enforcement. For this reason, and m‘fulﬁ]ment ofa
pledge to get rid of unnecessary secrecy, a departmen_tal committee under'the
distinguished chairmanship of Lord Franks was estabhshf:d in 1971 to cons'ldcr
and recommend an effective and enforceable alternative. Thfl committee
reported in 1972 (Departmental Committee on Section 2 of the Official Secrets Act
1911 (Cmnd 5104)). The committee recognised (p 9 (para 1))—

‘the concern of democratic governmenis 1o see tl.mt inform_ation ils
widely diffused, for this enables citizens to play a part in controlling the_lr
common affairs. There is an inevitable tension between the democratic
requirement of openness, and the continuing need to keep some matters

secret.”
The committee went on to observe (pp 47-48):

"122. ltis generally accepted that secrecy is an important element in the
effectiveness of defence measures and equiptnent, and that a breach of
secrecy could seriously damage the nation ...

123. Defence is traditionally thought of in terms of troops, weapons and
equipment, and plans. Intelligence is also an important aspect of defence,
and comprises both our own intelligence operations and measures tak;:)n
against the intelligence operations of others. All defcnc.e. matters must be
treated in terms not just of this country, but of the United ngdom and
her allies taken together. The Government are under an obligation to
protect the defence information of our allies in the same way as our OWn.
For the purposes of our broad categories, we regard defence as including
home defence and internal security.’

After observing {p 49 (para 127)} that in the field of international reI'ations
secrecy is mutual, since one country cannot breach secrecy unilaterally without
damaging its relations with others, the committee said (p 50 (para 130}

‘Bxchanges between governments not amounting to negotiations are
often on a confidential basis. One nation may entrust to a second nation
or to its friends or allies information which it is on no account prepared to
allow to go further. A breach of this trust could have a §er10u_sly adverse
effect on relations between the countries concerned, which might extend
well beyond the particular matter which leaked.’

[10] A White Paper based on the Franks recommendations was published in
July 1978 and a Bill was introduced in Parliament in the following year. The

b
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Bill was, however, criticised for its reliance on conclusive ministerial
certificates and the excessive width of the prohibition it imposed. In the face of
strong criticism it was withdrawn. Unsuccessful attempts to reform the law
were made by private members, and in 1987 the government of the day again
sought 1o devise an acceptable reform. A further White Paper (Reform of Section
2 of the Official Secrets Act 1911 (Cm 408)) was published in June 1988.

[11] This White Paper was the immediate precursor of the OSA 1989 and its
recommendations bear directly on the interpretation of the Act. The following
paragraphs are particularly relevant (pp 7-12):

‘Defence, security and intelligence—25. The most obvious areas in
which the public interest needs to be protected are those where the
protection of the nation from attack from outside or from within is
involved. Clearly new legislation must protect information relating to
defence (including civil preparedness) and information relating to security
and intelligence ...

Interception—30. There is a particular sensitivity about the interception
of telephone calls, mail and other forms of communication. It is an
exceptional but vital instrument which is used, for the protection of
society, when other means are not available. Successive Governments
have recognised that properly controlled interception for limited purposes,
such as national security or the prevention and detection of crime, is not
only justified but essential in the public interest. The effectiveness of
interception would be much reduced if details of the practice were readily
available. But it is not only the means by which interception is practised
which need to be protected. The information gathered by its use, even
where it is not covered by one of the other categories already mentioned,
ought not to be publicly available. Interception inevitably involves
interference, without their knowledge, with the privacy of those whose
communications are intercepted. Such interference is acceptable in the
public interest only if those responsible for interception maintain the
privacy of the information obtained ...

Security and intelligence matters—38. [The government] proposes
instead that legislation should make a distinction between disclosures by
members and former members of the security and intelligence services and
disclosures by other persons; and that, in the latter case, the prosecution
should have to show that the disclosure was likely to damage the operation
of the security or intelligence services.

39. Because of the exceptional sensitivity of this area of information,
however, there is a particular difficulty in bringing prosecutions in some
cases which would be exacerbated by the need to show that the proposed
test of harm had been met. In order to prove the truth of the information
at present, and in order to satisfy the test of harm if the Government’s
proposal is adopted, evidence may need to be adduced which involves a
disclosure which is as harmful as or more harmful than the disclosure
which is the subject of the prosecution. Because of this danger it is not
always possible o bring a prosecution at al!, The Government considers
that it is not in the public interest that those who wish to disclose
information which damages the operation of the security or intelligence
services (for example by revealing details of their operations or identifying
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personnel) should be able to do so with impunity, simply by reason of the
sensitivity of the subject matter ...

41. While the Government believes that this proposed test of harm is in
general adequate to safeguard the interests both of the: defendant and of
the security and intelligence services, it consider-s that different arguments
apply to the unautherised disclosure ofinfgrmanon by memb.ers or former
members of those services. It takes the view that all such disclosures are
harmful to the public interest and ought to be criminal. They are harmful
because they carry a credibility which the disclosure of the same
information by any other person does not, and because they reduce publl.c
confidence in the services” ability and willingness to carry out l‘l:lt:lr
essentially secret duties effectively and loyally. They ought to be criminal
because those who become members of the services know that
membership carries with it a special and inescapable duty of secrecy about
their work, Unauthorised disclosures betray that duty and the trust plac_ed
in the members concerned, both by the State and by people who give
information to the services.

42. 'The Government accordingly proposes that it -should not be
necessary for the prosccution to adduce evidence f’f the hkciy d‘amagc_ to
the operation af the security or intelligence scrvices when information
relating to security or intelligence has been disclosed by a member or
former member of one of those services.

43. The difficulties described in paragraph 39, arising from the fact that
a trial may lead to the disclosure of information more sensitive than has
already been disclosed, need particularly to be overcome _whe{"e the
defendant is a member or former member of the security or mtelhgencF
services. [t is clearly not in the public interest that a person who is
entrusted with the protection of the security of the country, and who
betrays that trust, should be able to escape p}'osccution because of the very
sensitivity of the information with which he has been entrusted.
Furthermore, as a general policy, Governments do not comment on
assertions about security or intelligence: true statements will generally go
unconfirmed, and false statements will normally go undenied. As a result,
and because of the particular credibility attaching to statements about
security or intelligence by members of the services c.oncerned, .the
circulation of misinformation by a member of the services may, in a
different way, be as harmful as his disclosure of genuine information.

44. The Government proposes to meet these problems by making it an
offence for a member or former member of the security or intelligence
services to make any disclosure which is either ofinforma!:ion relat.ing to
security or intelligence or which purports to be of such information or
which is intended to be taken as such ...

Interception—53. Finally, paragraph 30 sets out the reasons w_hy the
disclosure of information relating to the process of interception or
obtained by that means is harmful. It seems to the Government th.at. no
tnformation relating to this process can be disclosed without t.he posstbll}ty
of damaging this essential weapon against terrorism anc} crime apd vital
safeguard of national security. Similarly no informat}on obtau?ed by
means of interception can be disclosed without assisting terrorism or
crime, damaging national security or seriously breaching the privacy of

[+
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private citizens. The Government does not therefore consider that a
specific test of harm can be formulated or, indeed, is necessary or
appropriate for this category of information.’

Under the heading ‘A Public Interest Defence’, the White Paper continued (p 13):

‘58. Suggestions have been made that the law should provide a general
defence that disclosure was in the public interest. The object would be to
enable the courts to consider the benefit of the unauthorised disclosure of
particular information, and the motives of the person disclosing it, as well
as the harm which it was likely to cause. Iris suggested, in particular, that
such a defence is necessary in order to enable suggestions of misconduet or
malpractice to be properly investigated or brought to public attention.

59. The Government recognises that some people whe make
unauthotised disclosures do so for what they themselves see as altruistic
reasons and without desire for personal gain. But that is equally true of
some people who commit other criminal offences, The general principle
which the law follows is that the criminality of what people do ought not
to depend on their ultimate motives—though these may be a factor to be
taken into account in sentencing—but on the nature and degree of the
harm which their acts may cause.

60. In the Government’s view, there are good grounds for not departing
from the general model in this context; and two features of the present
proposals particularly reinforce this conclusion. First, a central objective
of reform is to achieve maximum clarity in the law and in its application.
A general public interest defence would make it impossible to achieve such
clarity. Secondly, the proposals in this White Paper are designed to
concentrate the protection of the criminal law on information which
demonstrably requires its protection in the public interest. It cannot be
acceptable that a person can lawfully disclose information which he knows
may, for example, lead to loss of life simply because he conceives that he
has a general reason of a public character for doing so.

61. So far as the criminal law relating 1o the protection of official
information is concerned, therefore, the Government is of the mind that
there should be no general public interest defence and that any argument
as to the effect of disclosure on the public interest should take place within
the context of the proposed damage tests where applicable.’

What became the OSA 1989 was debated in both Houses during its passage
through Parliament. An amendment designed to introduce a public interest
defence was rejected. The OSA 1989 as passed gives general effect to the
proposals in the White Paper.

[12] As enacted the OSA 1989 makes important distinctions leading to
differences of treatment: (1) The Act distinguishes between different classes of
discloser. Thus, in s 1, members and former members of the intelligence and
security services and persons notified that they are subject ta the subsection are
covered by sub-s (1), whereas past and present Crown servants and
government contractors are covered by sub-s (3). (2) The Act distinguishes
between different kinds of information. Secrion 1 deals with security and
intelligence information. Successive sections deal with information relating to
defence, international relations and crime. (3) The Act provides specific
defences on which reliance may be placed in different circumstances: thus, in
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addition to the defence expressly provided in s 1(5) quoted below, further
defences are provided in ss 2(3), 3(4), 4(4) and (5), 5(3) and (4), 6(3), 7(4) and
8(2). (4) The requirement to prove damage differs according to the nature of
the disclosure and the information disclosed. Thus the provisions in s 1(3) and
{4) are to be contrasted with the lack of any express requirement of damage in
s 1(1), and are in line with similar provisions in ss 2(1) and (2), 3(1), (2) and (3),
4(2), 5(3) and 6(2).

[13] Section 1 under which counts 1 and 3 of the indictment against the
appellant have been laid, provides {so far as relevant) as follows:

‘(1) A person who is or has been—(a) a member of the security and
intelligence services; or (b} a person notified that he is subject to the
provisions of this subsection, is guilty of an offence if without lawful
authority he discloses any information, document or other article relating
to security or intelligence which is or has been in his possession by virtue
of his position as a member of any of thase services orin the course of his
work while the notification is or was in force.

(2) The reference in subsection (1), above to disclosing information
relating to security or intelligence includes a reference to making any
statement which purports to be a disclosure of such information or is
intended to be taken by those to whom it is addressed as being such a
disclosure.

(3) A person who is or has been a Crown servant or government
contractor is guilty of an offence if without lawful authority he makes a
damaging disclosure of any information, document ot other article relating
to security or intelligence which is or has been in his possession by virtue
of his position as such but otherwise than as mentioned in subsection (1),
above.

(4) For the purposes of subsection (3) above a disclosure is damaging
if—(a) it causes damage to the work of, or of any part of, the security and
intelligence services; or (b} it is of information or a document or other
article which is such that its unauthorised disclosure would be likely to
cause such damage or which falls within a class or description of
information, documents or articles the unauthorised disclosure of which
would be likely to have that effect.

(5) Itis a defence for a person charged with an offence under this section
to prove that at the time of the alleged offence he did not know, and had
no reasonable cause to believe, that the information, document or article
in question related to security or intelligence or, in the case of an offence
under subsection (3), that the disclosure would be damaging within the
meaning of that subsection ...

{9) In this section "security or intelligence” means the work of, or in
support of, the security and intelligence services or any part of them, and

references to information relating to security or intelligence include
references to information held or transmitted by those services or by
persons in support of, or of any part of, them,’

Section 4, under which count two of the indictment is laid, provides (so far as
material, and as amended) as follows:

‘(1) A person who is or has been a Crown servant or government
contractor is guilty of an offence if without lawful autherity he discloses
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any infarmation, document or other article to which this section applies
and which is or has been in his possession by virtue of his position as such

(3) This section also applies to—(a) any information obtained by reason
of the interception of any communication in obedience to a warrant issued
under section 2 of the Interception of Communications Act 1985 ... any
information relating to the obtaining of information by reason of any such
interception and any document or other article which is or has been used
or held for use in, or has been obtained by reason of, any such interception;
and (b} any information obtained by reason of action authorised by a
warrant issued under section 3 of the Security Service Act 1989 or under
section 5 of the Intelligence Services Act 1994 or by an authorisation given
under section 7 of that Act, any information relating to the obtaining of
information by reason of any such action and any document or other
article which is or has been used or held for use in, or has been obtained by
reason of, any such action ...

{5} Itis a defence for a person charged with an offence under this section
in respect of any other disclosure to prove that at the time of the alleged
offence he did not know, and had no reasonable cause to believe, that the
information, document or article in question was information or a
document or article to which this section applies.”

Section 7 governs the authorisation of disclosures. It deals first with disclosures
by Crown servants and persons subject to notification under s 1(1), then with
government contractors, and then in sub-s (3} provides:

‘For the purposes of this Act a disclosure made by any other person is
made with lawful authority if, and only if, it is made-—(a) to a Crown
servant for the purposes of his functions as such; or (b) in accordance with
an official authorisation.”

‘Official authorisation’ is defined to mean an authorisation duly given by a
Crown servant or by or on behalf of a prescribed body or a body of a prescribed
class. These expressions are defined in s 12. A ‘Crown servant’ includes any
minister, civil servant, member of the armed forces or constable, and any
holder of an office or body or member of a body prescribed by the secretary of
state. In s13 'disclose’ and ‘disclosure’ are defined to include parting with
possession of a document.

The Security Service Act 1989

[14} The Security Service Act 1989 was enacted, very shortly before the OSA
1989, to put the service on a statutory basis. Its functions are defined ins 1 (as
amended):

“(2) The function of the Service shall be the protection of national
security and, in particular, its protection against threats from espionage,
terrorism and sabotage, from the activities of agents of foreign powers and
from actions intended to overthrow or undermine parliamentary
democracy by political, industrial or violent means.

(3) It shall also be the function of the Service to safeguard the economic
well-being of the United Kingdom against threats posed by the actions or
intentions of persons outside the British Istands.
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(4) It shall also be the function of the S_en.iice to act in support of thc
activities of police forces, the National Criminal Intelligence S}:wlo_:e. thc
National Crime Squad and other law enforcement agencies in the
prevention and detection of serious crime.’

Under s 2 (as amended), the Director General is to be responsible for the
efficiency of the service and it is to be his duty to ensure—

‘(a) that there are arrangements for securing that no inforrcxll'ati;im is
obtained by the Service except so far as necessary for the proper discharge
of its functions or disclosed by it except so far.as necessary for_ that purpolie
or for the purpose of the prevention or detection of serious crime or for tkc
purpose of any criminal proceedings; and (b) .t}_lat the Service doeshnot l:a e
any action to further the interests of any political party; and (c) that t erti
are arrangements, agreed with the Director Gene::al. -of the Nationa
Criminal Inteliigence Service, for co-ordin‘atlng the activities oftl.le Service
in pursuance of section 1{4} of this Act with the activities ofpollcc forcesci
the National Criminal Intelligence Service, the National Crime Squad an

other law enforcement agencies.’

aratory hearin
n[clz;r]epScctigi 29(1) if the 1996 Act confers powers on a judge Of. the Erown
Court to order a preparatory hearing where it appears to .hm"n lt‘ka; an
indictment reveals a case of such complexity, or a case whose trial is L ely to
be of such length, that substantial benefits are likely 1o accrue from a ?lzx}rlmg
before the jury are sworn for any of the purposes listed in sub-s (2). ese

purposes are those of—

ifying i i i i dict of the
‘(a) identifying issues which are likely to be mate.nal to the ver ct
jur(;')(lb) assi?tingg their comprehension of any such issues; (c) expediting the
proc'eedings before the jury; (d) assisting the judge’s management of the
trial.’

The order may be made on the application of Fhe prosccutor or the ;Iefen?'cllat;t
or of the judge’s own motion, and at the hearing t.he. _]l:l‘dge may under s '(b)
make a ruling as to '(a) any question as to the ‘adrmssnblllry (?f cvxdi‘ncz or ( )f
any other question of law rclaring.to th.e case’. An appeal lies to the Court o
Appeal, with leave, against any ruling given {(see s 35(.1)). ible wh

~ [16] As s 29 makes clear, resort to this procedure is on‘ly permissi ehw ere
the case appears complex or likely to lead to a lengthy trial. Butl: in suc casI:s
the procedure can be highly beneficial. The process _of d.ISC osu;e can be
conducted, and the marshalling of evidence prepared, with direct re ert}nce l:o
the live issues in the case. Jurors and witnesses, su-mmon‘ed to court for the
trial, can be spared hours or days of frustrating inaction while issues (Ef ialw grﬁ
argued out in their absence. The risk of sudden adjoummepts to dea \;’ltu
unforeseen contingencies can be reduced. And, perhaps most lmportant(]) all,
the risk that the trial will be conducted on what an appell:fte court later rules tc;‘
be a mistaken legal basis, leading to the necessarily uncviestra_ble consequence o
a retrial, can be minimised if not eliminated. I-fthcre is an issue on the proper
interpretation of a section or the correct direction to be given to a jury, it may
be better to resolve the question sooner rather than later (see R v Carass [2001]
EWCA Crim 2845 at [22], [2001] All ER (D) 300 at [22]).

j
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[17] The judge's decision to order a preparatory hearing in this case, not
challenged at the time, was entirely sound. Substantial benefits were indeed
likely to accrue. It was faincly suggested in argument before the House that the
case did not meet the statutory criteria of complexity and likely length. But the
legal argument occupied four days before the judge, three days in the Court of
Appeal and three days before the House. There are eight substantial bundles

b ofauthorities before the House. The test of complexity is comfortably satisfied,
and the likely length of the trial in large measure depended on how the main
legal issue was resolved. It is, however, important to stress that the judge’s
power under s 31(3)(b) is limited to ruling on questions of law 'relating to the
case’. This limitation must be strictly observed. Here, the issues of law before
the judge were whether the sections under which the appellant was charged,
on a proper construction, afford him a public interest defence; whether, if not,
those sections are compatible with art 10 of the convention: and whether, if
they are not, they ¢an or should be read conformably with the convention or a
declaration of incompatibility made. ‘I'he appellant’s case before the judge did
not raise any question of necessity or duress of circumstances, and it is a little

d unfortunate that the judge ventured into this vexed and uncertain territory not
‘relating to the case’. It is a little unfortunate, for the same reason, that the
Court of Appeal followed him into it. 1 should not for my part be taken to
accept all that the Court of Appeal said on these difficult topics, but in my
opinion it is unnecessary to explore them in this case. The appellant’s case, put
very broadly, is understood to be that he was appalled at the unlawfulness,
irregularity, incompetence, misbehaviour and waste of resources in the service,
which he thought was failing to perform its public duty; he believed that unless
these failings were exposed and remedied dire consequences would follow; and
he therefore believed it in the public and national interest to make the
disclosure he did. This omnibus contention may or may not afford him a

f defence under the OSA 1989, depending on whether a public interest defence is
available; but it is not within measurable distance of afferding him a defence of
necessity or duress of circumstances.

Construction of ss 1(2) and 4(1) of the OSA 1989

g  [18] Section 1(1)(a) of the OSA 1989 imposes criminal liability on a member
or former member of the security and intelligence services if, without lawful
authority (as defined in s 7), he discloses any information or document relating
to security or intelligence which is or has been in his possession by virtue of his
positicn as a member of any of those services. The only defence expressly
provided is, under sub-s (5), that at the time of the disclosure he did not know

h and had no reasonable cause to believe that the information or documents in
question related to security or intelligence. As already demonstrated, a
member or former member of the security and intelligence services is treated
differently under the Act from other persons, and information and documents

_ relating to security and intelligence are treated differently from information

! and documents relating to other matters. Importantly, the section does not
require the prosecution to prove that any disclosure made by a member or
former member of the security and intelligence services was damaging to the
interests of that service or the public service generally.

[19] Section 4(1), read in conjunction with s 4(3)a), imposes criminal
liability on a serving or former Crown servant if. without lawful authority (as
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defined in s7), he discloses any information obtained by reason of the
interception of any communication in obedience to a warrant issued under s 2
of the 1985 Act which has been in his possession by virtue of his position as a
serving or former Crown servant. ‘The only defence expressly provided is,
under sub-s (5), that at the time of the disclosure he did not know and had no
reasonable cause to believe that any information or document disclosed was
information or a document te which the section applied. In a prosecution
under the subsections referred to the prosecution do not have to prove damage
or the likelihood of damage (as required under s 4(2)) and a limited defence
based on lack of knowledge that damage would be caused (as provided under
s 4(4)) does not apply.

[20] It is in my opinion plain, giving ss 1{1)(a), 4(1} and (3)(a) their natural
and ordinary meaning and reading them in the context of the OSA 1989 as a
whole, that a defendant prosecuted under these sections is not entitled to be
acquitted if he shows that it was or that he believed that it was in the public or
national interest to make the disclosure in question or if the jury conclude that
it may have been or that the defendant may have believed it to be in the public
or national interest to make the disclosure in question. The sections impose no
obligation on the prosecution to prove that the disclosure was not in the public
interest and give the defendant no opportunity to show that the disclosure was
in the public interest or that he thought it was. The sections leave no room for
doubt, and if they did the 1988 White Paper quoted above, which is a legitimate
aid to construction, makes the intention of Parliament clear beyond argument.

The right to free expression

[21] The fundamental right of free expression has been recognised at
common law for very many years: see, among many other statements to
similar effect A-G v Guardian Newspapers Ltd [1987] 3 All ER 316 at 331, 376
[1987] 1 WLR 1248 at 1269, 1320; A-G v Guardian Newspapers Ltd (No Z) [1988] 3
All BR 545 at 596, 627, 628, 632, 660, [1990] 1 AC 109 at 178, 218, 220, 226, 283;
R v Secretary of State for the Home Dept, ex p Simms [1999] 3 All ER 400 at 408,
(2000] Z AC 115 at 126; McCartan Turkington Breen (a firm) v Times Newspapers Ltd
[2000] 4 All ER 913 at 922, [2001] 2 AC 277 at 290-291. The reasons why the

right to free expression is regarded as fundamental are familiar, but merit brief g

restatement in the present context. Modern democratic government
means government of the people by the people for the people. But there can
-be no government by the people if they are ignorant of the issues to be
resolved, the arguments for and against different solutions and the facts
underlying those arguments. The business of government is not an activity
about which only those professionally engaged are entitled to receive
information and express opinions. It is, or should be, a participatory process.
But there can be no assurance that government is carried out for the people
unless the facts are made known, the issues publicly ventilated. Sometimes,
inevitably, those involved in the conduct of government, as in any other walk
of life, are guilty of error, incompetence, misbehaviour, dereliction of duty,
even dishonesty and malpractice. Those concerned may very strongly wish
that the facts relating to such matters are not made public. Publicity may
reflect discredit on them or their predecessors. It may embarrass the
authorities. 1t may impede the process of administration. Experience however
shows, in this country and elsewhere, that publicity is a powerful disinfectant.

b

HL R v Shayler (Lord Bingham] 493

Where abuses are exposed, they can be remedied. Even where abuses have
already been remedied, the public may be entitled to know that they occurred,
The role of the press in exposing abuses and miscarriages of justice has been a
potent and honourable one. But the press cannot expose that of which it is
denied knowledge.

[22] Despite the high value placed by the common law on freedom of
expression, it was not until incorporation of the convention into our domestic
law by the Human Rights Act 1998 that this fundamental right was
underpinned by statute. Article 10(1) of the convention, so far as relevant,
provides:

‘Everyone has the right to freedom of expression. This right shall include
freedom to hold opinions and to receive and impart information and ideas
without interference by public authority and regardless of frontiers.”

Section 12 of the 1998 Act reflects the central importance which attaches to the
right to freedom of expression. The European Court of Human Rights for its
part has not wavered in asserting the fundamental nature of this right. In its
judgment in Vogt v Germany (1996) 21 EHRR 205 at 234 (para 52), the court said:

“The court reiterates the basic principles laid down in its judgments
concerning Article 10: (i) Freedom of expression constitutes one of the
essential foundations of a democratic society and one aof the basic
conditions for its progress and each individual's self-fulfilment. Subject to
Article 10(2), it is applicable not only to “information” or “ideas™ that are
favourably received or regarded as inoffensive or as a matter of
indifference, but also to those that offend, shock or disturb; such are the
demands of that pluralism, tolerance and broadmindedness without which
there is no "democratic society”.’

It is unnecessary to multiply citations to the same effect. Thus for purposes of
the present proceedings the starting point must be that the appellant is entitled
if he wishes to disclose information and documents in his possession unless the
law imposes a valid restraint upon his doing so.

Article 10(2)

[23] Despite the high importance attached to it, the right to free expression
was never regarded in domestic law as absolute. Publication could render a
party liable to civil or criminal penalties or restraints on a number of grounds
which included, for instance, libel, breach of confidence, incitement to racial
hatred, blasphemy, publication of pornography and, as noted above, disclosure
of official secrets. The convention similarly recognises that the right is not
absolute: art 10{2) qualifies the broad language of art 16(1) by providing, so far
as relevant to this case:

“The exercise of these freedoms, since it carries with it duties and
responsibilities, may be subject to such formalities, conditions, restrictions
or penalties as are prescribed by law and are necessary in a democratic
society, in the interests of national security, territorial integrity or public
safety, for the prevention of disorder or crime ... for the protection of the
... rights of athers, for preventing the disclosure of information received in
confidence ...
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It is plain from the language of art 10(2), and the European. Court has repca-tedly
held, that any national restriction on freedom of expression can be consistent
with art 10(2) only if it is prescribed by law, is directed to one or more of the
objectives specified in the article and is shown by the state cchemed (t!o b-e
necessary in a democratic society. "Necessary” has beer} strongly interpreted: it 1‘.:
not synonymous with ‘indispensable’, neith?r .has it thc. ﬂcx,hlhsy c;f.suc
expressions as ‘admissible’, “ordinary’, ‘useful’, ‘reasonable” or dt.zs:rab e (:lee
Handyside v UK (1979) 1 EHRR 737 at 754 (para 48)). Onl': must .conmder whether
the intetference complained of corresponded to a pressing social need, whelther
it was proportionate to the legitimate aim pursued and whel:h_er the reasons given
by the national authority to justify it are relevant and sufficient under art 10(2)
(see Sunday Times v UK (1979) 2 EHRR 245 at 277-278 (para 62)). .

[24] In the present case there can be no doubt bur that the sections under
which the appellant has been prosecuted, construed as I have construed them,
restricted his prima facie right to free expression. There can t{qually be no
doubt but that the restriction was directed to objectives specified in art 10(2) as
quoted above. It was suggested in argument that [-ht? restriction was
not prescribed by law because the procedure for obtaining authqusatui')n
was not precisely specified in the OSA 1989, but | cannot accept this. The
restriction on disclosure is prescribed with complete cl.arlty. . A. member or
former member of any of the security or intelligence services wishing to .obt‘am
authority to disclose could be in no doubt but that he sho!.zld seek authorisation
from his superior or former superior in the relevant service or .thc head of tba:
service, either of whom might no doubt refer the request to higher authpqty.
It was common ground below, in my view, rightly, thalf the relm_rant res‘tnctlog
was prescribed by law. It is on the question of necessity, pressing social nee
and proportionality that the real issue between the parties arises. -

[25] There is much domestic authority pointing to thF need for a security or
intelligence service to be secure. The commodity in which such a service de_als
is secret and confidential information. Ifthe service is not secure those workfng
against the interests of the state, whether tcrrorists: othfar criminals or foreign
agents, will be alerted, and able to take evasive action; its own agents may be
unmasked; members of the service will feel unable to rely on each other; those
upon whom the service relies as sources of informatiqn wr!l feel 1-mablc to rely
on their identity remaining secret; and foreign countries will decline to entrust
their own secrets to an insecure recipient (see, for example, A-G v Guardian
Newspapers Ltd (No 2) (1988) 3 All ER 545 at 550, 623, 642, 647, {1990] 1 AC 109
at 118, 213-214, 259, 265; A-G v Blake (Jonathan Cape Ltd, third party) [2000],4 All
ER 385 at 399-400, [2001] 1 AC 268 at 287). In the Guardi'an Newspapers’ case
[1988] 3 All ER 545 at 650, [1990} 1 AC 109 at 269, Lord Griffiths expressed the

accepted rule very pithily:

“The security and intelligence services are necessary for our national
security. They are, and must remain, secret services s‘f thley are to operate
efficiently. The only practical way to achieve this objemfwe isa bnghtlme
rule that forbids any member or ex-member of the service to publish any
material relating to his service experience 9nless he has had the matcpal
cleared by his employers. There is, in my view, no room for an exception
to this rule dealing with trivia that should not be regarded as confidential.
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What may appear to the writer to be trivial may in fact be the one missing
piece in the jigsaw sought by some hostile intelligence agency.’

As already shown, this judicial approach is reflected in the rule laid down, after
prolonged consideration and debate, by the legislature.

[26] The need to preserve the secrecy of information relating o intelligence
and military operations in order to counter terrorism, criminal activity, hostile
activity and subversion has been recognised by the European Commission and
the Court in relation to complaints made under art 10 and other articles under
the convention (see Engel v The Netherlands (No 1) (1976) 1 EHRR 647 at 684-686
(paras 100--103); Klass v Federal Republic of Germany (1978) 2 EHRR 214 at 232
(para 48), Leander v Sweden (1987) 9 EHRR 433 at 452-453 (para 59);

¢ Hadjianastassiou v Greece (1993) 16 EHRR 219 at 239-240 (paras 45—47); Esbester
v UK (1994) 18 EHRR CD 72 at CD 74; Brind v United Kingdom (1994) 18 EHRR
CD 76 at CD 83-84; Murray v United Kingdom (1995) 19 EHRR 193 at 226 {para
58); Vereniging Weekblad Bluf! v The Netherlands (1995) 20 EHIRR 189 at 201-202,
203 (paras 35, 40)). The thrust of these decisions and judgments has not been

d to discount or disparage the need for strict and enforceable rules but to insist

on adequate safeguards to ensure that the restriction does not exceed what is
necessary to achieve the end in question. 'The acid test is whether, in all the
circumstances, the interference with the individual's convention right
prescribed by national law is greater than is required to meet the legitimate
object which the state seeks to achieve. The OSA 1989, as it applies to the

e appellant, must be considered in that context.

[27]) The OSA 1989 imposes a ban on disclosure of information or
documents relating to Security or intelligence by a former member of the
service. But it is not an absolute ban. It is a ban on disclosure without tawful
authority. Itis in effect a ban subject to two conditions. First of all, the former
member may, under s 7(3)(a), make disclosure to a Crown servant for the
purposes of his functions as such: (1) The former member may make disclosure
to the staff counsellor, whose appointment was announced in the House of
Commons in November 1987 (see 121 HC Official Report (6th series) col 508),
before enactment of the OSA 1989 and in obvious response to the grievances
ventilated by Mr Peter Wright in Spycatcher. The staff counsellor, a high

g ranking former civil servant, is available to be consulted—

‘by any member of the security and intelligence services who has
anxieties relating to the work of his or her service which it has not been

possible to allay through the ordinary processes of management-staff
relations.’

In February 1989 the role of the staff counsellor was further explained (see the
judgment of the Court of Appeal ([2001] 1 WLR 2206 at [39])). (2) If the former
member has concerns about the lawfulness of what the service has done or is
doing, he may disclose his concerns to (among others) the Attorney General,
the Director of Public Prosecutions or the Commissioner of Metropolitan

!/ Police. These officers are subject 1o a clear duty, in the public interest, 10

uphold the law, investigate alleged infractions and prosecute where offences
appear to have been committed, irrespective of any party affiliation or service
loyalty. (3)1fa former member has concerns about misbehaviour, irregularity,
maladministration, waste of resources or incompetence in the service he may
disclose these to the Home Secretary, the Foreign Secretary, the Secretary of
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State for Northern Ireland or Scotland, the Prime Minister, the Secretary to the
Cabinet or the Joint Intelligence Committee.. He may also make disclosure to
the secretariat, provided (as the House was told) by the Home Office, of the
Parliamentary Intelligence and Security Committee. He may further make
disclosure, by virtue of art 3 of and Sch 2 to the Official Secrets Act 1989
{Prescription) Order 1990, 51 1990/ 200 to the staff of the Controller and Auditor
General, the National Audit Office and the Parliamentary Commissioner for
Administration.

(28] Since one count of the indictment against the appellant is laid under
5 4(1) and (3} of the OSA 1989, considerable attention was directed by the judge
and the Court of Appeal to the role of the commissioners appointed under
s 8(1) of the Interception of Communications Act 1985, s 4(1) of the Security
Service Act 1989 and s 8(1) of the Intelligence Services Act 1994. The appellant
submits, correctly, that none of these commissioners is a minister or a civil
servant, that their functions defined by the three statutes do not include general
oversight of the three security services, and that the secretariat scrving the
commissioners is, or was, of modest size. But under each of the three Acts, the
commissioner was given power to require documents and information to be
supplied to him by any Crawn servant ot member of the relevant services for
the purposes of his functions (sce 5 8(3) of the 1985 Act, s 4(4) of the Security
Service Act 1989, s 8(4) of the 1994 Act), and if it were intimated to the
commissioner, in terms so general as to involve no disclosure, that serious
abuse of the power to intercept communications or enter premises to obtain
information was taking or had taken place, it seems unlikely that the
commissioner would not exercise his power to obtain information or at least
refer the warning to the Home Secretary or (as the case might be) the Foreign
Secretary.

[20] One would hope that, if disclosure were made to one or other of the
persons listed above, effective action would be taken to ensure that abuses were
remedied and offenders punished. But the possibility must exist that such
action would not be taken when it should be taken or that, despite the taking
of effective action to remedy past abuses and punish past delinquencies, there
would remain facts which should in the public interest be revealed to a wider
audience. This is where, under the OSA 1989, the second condition comes into
play: the former member may seck official authorisation to make disclosure to

~ a wider audience.

. [30] As already indicated, it is open to a former member of the service to
seek anthorisation from his former superior or the head of the service, who
may no doubt seek authority from the Secretary to the Cabinet or a minister,
Whoever is called upon to consider the grant of autherisation must consider
with care the particular information or document which the former member
seeks to disciose and weigh the merits of that request bearing in mind (and if
necessary taking advice on) the object or objects which the statutory ban on
disclosure seeks to achieve and the harm (if any) which would be done by
the disclosure in question. If the information or document in question were
liable to disclose the identity of agents or compromise the security of informers,
one would not expect authorisation to be given. If, on the other hand, the
document or information revealed matters which, however scandalous or
embarrassing, would not damage any security or intelligence interest or
impede the effective discharge by the service of its very important public
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funcrions, another decision might be appropriate. Consideration of a request
for authorisation should never be a routine or mechanical process: it shouid be
undertaken bearing in mind the importance attached to the right of free
expression and the need for any restriction to be necessary, responsive to a
pressing social need and proportionate.

[31] One would, again, hope that requests for authorisation to disclose
would be granted where no adequate justification existed for denying it and
that authorisation would be refused only where such justification existed. But
the possibility would of course exist that authority might be refused where no
adequate justification existed for refusal, or at any rate where the former
member firmly believed that no adequate justification existed. In this situation
the former member is entitled to seek judicial review of the decision to refuse
a course which the OSA 1989 does not seek to inhibit. In considering ar;
application for judicial review of a decision to refuse authorisation to disclose
the court must apply (albeit from a judicial standpoint, and on the evidencé
chforc ity the same tests as are described in the last paragraph. It also will hear
in mind the importance attached to the convention right of free expression.r ht
also will bear in mind the need for any restriction to be necessary to achieve one
or more of the ends specified in art 10(2), to be responsive to a pressing social
need and to be no more restrictive than is necessary to achicve that end.

[32] For the appellant it was argued that judicial review offered a person in
his position no effective protection, since courts were reluctant to intervene in
matters concerning national security and the threshold of showing a decision
to be irrational was so high as to give the applicant little chance of crossing it.
Reliance was placed on the cases of Chahal v UK (1997) 1 BHRC 405 and Tinnelly
¢r Sons Ltd v UK (1999) 27 EHRR 249, in each of which the European Court was
critical of the effectiveness of the judicial review carried out.

[33] There are in my opinion two answers to this submission. First the
court’s willingness to intervene will very much depend on the nature of the
material which it is sought to disclose. If the issue concerns the disclosure of
documents bearing a high securiry classification and there is apparently credible
unchallenged evidence that disclosure is liable to lead to the identification of
agents or the compromise of informers, the court may very well be unwilling
to intervene, If, at the other end of the spectrum, it appears that while
disclosure of the material may cause embarrassment or arouse criticism, it will
not damage any security or intelligence interest, the court’s reaction is likely to
be very different. Usually, a proposed disclosure will fall between these two
exiremes and the court must exercise its judgment, informed by art 10
considerations. The second answer is that in any application for judicial review
alleging an alleged violation of a convention right the court will now conduct
a much more rigorous and intrusive review than was once thought to be
permissible. The change was described by Lord Steyn in R (on the application of
Daly) v Secretary of State for the Home Dept [2001] UKHL 26, [2001] 3 All ER 433
[20017 2 AC 532 where after referring to the standards of review reflecred ir;

Associated Provincial Picture Houses Lid v Wednesbury Corp [1947] 2 All ER 680
[19481 1 KB 223 and R v Ministry of Defence, ex p Smith [1996] 1 All ER 257 {l996i
QB 517, he said: . .

'[_26] ... There is a material difference between the Wednesbury and Ex p
Smith grounds of review and the approach of proportionality applicable in
respect of review where convention rights are at stake.
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[27] The contours of the principle of proportionality are f'.;\milli:r.d In ;{;
Freitas v Permanent Secretary of Ministry of Agnculturc, Flshcnc:ci dn ie‘:i d
Housing [1999] 1 AC 69, [1998] 3 WLR 675 thf: Privy Cc?uFCI :;\hc»ph
three-stage test. Lord Clyde observed that in determlmng wth:tczfl r:

i ision) is arbitrary or excessive
imitation (by an act, rule or decision) is ar ! )t excess .
ls!l:!;t?dl aslg i);self' “whether: (i) the legislative olgecuv;: 1; sufﬁcaelr:i); )
I right; (i) the meas
i tant to justify limiting a funda'menta ‘ es
:iTspi;rr)ed to méet the legislative objective arc rationally connected hto lts.
and (iii) the means used to impair the right or freedomAaéeﬁgo :r;;ri :9 ;;1113
i bjective.” (See [1999]1 at B0,
necessaty to accomplish the o " (S : 199813
are more precise an

WLR 675 at 684.) Clearly, these criteria . mor

iti ds of review. What is the

histicated than the traditional groun \ -
f:]‘i)fl:'erencc for the disposal of concrete cases? Acadzn&:c publ1(:éa:trwye:;:I hiﬁ:
imi i he difference betwe
i markably similar terms elucidated t ifferer
1tr;adritt:ional gr{mnds of review and the proportionality app.roach (so.:le
Professor Jeffrey Jowell QC “Beyon;d)ldtht:1 Pgleigojd;,?;:;.tr;l;l%:vi; ;
i ici iew” 671; Cra
titutional Judicial Review™ [2000] ! : g . .
g:}r::in 1999)';')p 561-563; Professor David Feldman Prol?or.tlonahty and d
the Hun:nan Rights Act 1998” in The Principle of Propm_'tmn.ahty in the La.ws of
Europe (1999) pp 117, 127 et seq). The starting point is thar there 1; at}
over}l’ap between the traditional grounds of C:l'ewet\:v and the ;pwp;(i)ggevgr
i i ided in the same wa
tionality. Most cases would be deci  the s

Ia)mrr)::cfnis agopted. But the intensity of review is somewh.at greater o
l.lll"li(}ﬂel' the proportionality approach. Making duF allc.rwance fo.r ]ilrr;pt;)rtan:

structural differences between various convention rights, .wt'ml: [ o n?d

ropose to discuss, a few generalisations are perhap§ permissible. I wou !

E:emion three concrete differences without suggesting that my stafem[e;lle

is exhaustive. First, the doctrine of proportlon?lfty may r;qulrc g

reviewing court to assess the balance which the dcc:sn(?n niaker as strugh;

it is within the range of rational or reasona
not merely whether it is wit . 2l or reasonzble
isi ionality test may go further t
decisions. Secondly, the proportiona : . ! h
iew i re artenticn to be
itional grounds of review in as much as it may requi ‘ :
:i!;?'glttlggioglllc relative weight accorded to interests and considerations.

Thirdly, even the heightened scrutiny test developed in R v Ministry of g

Defence, ex p Smith [1996] 1 All ER 257 at 263}_{;996]1?!;;‘1; at [StSiviisiln}t));
i i umai .
cessarily appropriate to the protection o
Ir]:fca\lled tl¥at iI:IPEx p Smith the Court of Appeal reluctantly felc cgmp(eilied tz
reject a limitation on homosexuals in the army. The challenge based on a

g of the [clonvention ... (the right to respect for private and family life) h

reshold required even by the anxious. scrutiny test.
i-Toll:cl:-l %3:&:;%3:2 of Humar? Rights came to the opposite Elﬂr;clum;);;
Smith and Grady v UK (1999) 29 EHRR 493. :I‘he court cogcli}i ecé-:tn °
{para 138)): “the threshold at which the Hig-h Cf)urF anl the ourt of
Appeal could find the Ministry of Defenc't: poh_cy lrran}c:ni] was ?‘c cedso
high that it effectively excluded any consideration by the o‘r_nes t1 , courts
of the question of whether the interference w:th. the app |tc1an f-,ati(g,na}
answered a pressing social need or ;’aiitl:::;‘:l’::::,hl::;chzﬂat :}::c hational

i i ims pursued, r

:]izugct)ﬁ:tr":‘ alzluall):rlscisocrxcfli;:r:;lair;ts undef Aﬂicle: 8 of the (-}onvcmion.d ll)n
other words, the intensity of the review, in similar cases, is guaranteed by
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a the twin requirements that the limitation of the right was necessary in a
democratic society, in the sense of meeting a pressing social need, and the
question whether the interference was really proportionate to the
legitimate aim being pursued.

[28] The differences in approach between the traditional grounds of
review and the proportionality approach may therefore sometimes yield

b different results. It is therefore important that cases involving cenvention
rights must be analysed in the correct way.’

This approach contrasts sharply with that adopted in the authorities on which
the appellant based his submission. In Chahal v UK (1997) 1 BHRC 405, on
applications for both habeas corpus and judicial review, there was no effective

¢ judicial inquiry into the legality of the applicant’s detention, and this was of
even greater importance where the applicant faced the risk of torture or
inhuman or degrading treatment (see (1997) 1 BHRC 405 at 433, 437 (paras 132,
150-151)). In Tinnelly & Sons Ltd v UK (1999) 27 EHRR 249 the issue of
conclusive certificates had effectively prevented any judicial determination of

d the merits of the applicants complaints (see (1999) 27 EHRR 249 ar 290-291
(para 77)).

[34] The appellant contended that cven if, theoretically, judicial review
offered a means of challenging an allegedly wrongful refusal of autharisation to
disclose, it was in practice an unavailable means since private lJawyers were not
among those to whom disclosure could lawfully be made under s 7(3)(a), and a

e former member of the service could not be expected to initiate proceedings for
judicial review without the benefit of legal advice and assistance. | would for
my part accept that the fair hearing guaranteed by art 6(1) of the convention to
everyone in the determination of their civil rights and obligations must
ordinarily carry with it the right to seek legal advice and assistance from a

p lawyer outside the government service. But this is 2 matter to be resolved by
secking official authorisation under s 7(3)(b). The service would at that stage,
depending on the nature of the material sought to be disclosed, be fully entitled
to limit its authorisation to material in a redacted or anenymised or schematic
form, to be specified by the service: but I cannot envisage circumstances in
which it would be proper for the service to refuse its authorisation for any

g disclosure at all to a qualified lawyer from whom the former member wished

to seck advice. If| at the hearing of an application for judicial review, it were
necessary for the court to examine material said to be too sensitive to be
disclosed to the former member’s legal advisors, special arrangements could be
made for the appointment of counsel to represent the applicant’s interests as

p envisaged by the Court of Appeal in Secretary of State for the Home Dept v Rehman

[2000] 3 Ali ER 778 at 788, [2000] 3 WLR 1240 at 1250-1251.

[35] There is one further safeguard which deserves mention. By s 9(1) of the
OSA 1989 the consent of the Attorney General is required before any
prosecution is instituted for an offence under (among other sections) ss 1(1),
4(1) and (3). The appellant submitted that this is not zn effective safeguard
since there are no criteria to govern the giving of consent. Successive Directors
of Public Prosecutions, acting under the general superintendence of the
Attorney General, have, however, published codes for the guidance of Crown
prosecutors, and the practice of the Attorney General is to follow this guidance,
although he may of course take a broader view of the public interest. The tests
laid down comprise a merits or evidential test, requiring a recalistic prospect of
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securing a conviction, and a public interest test. The Attorney General will not
give his consent to prosecution unless he judges prosecution to be in the public
interest. He is unlikely to consent if the disclosure alleged is trivial or the
information disclosed stale and notorious or the facts are such as would not be
thought by reasonable jurors or judges to merit the imposition of criminal
sanctions. The consent of the Attorney General is required as a safeguard
against ill-judged or ill-founded or improperly motivated or unnecessary
prosecutions. '

[36] The special position of those employed in the security and intelligence

services, and the special nature of the work they carry out, impose duties and
responsibilities on them within the meaning of art 10 (2) (see Engel v The
Netherlands (No 1) (1976) 1 EHRR 647 at 684685 (para 100); Hadjianastassiou v
Greece (1993) 16 EHRR 219 at 240 (para 46)). These justify what Lord Griffiths
called a bright line rule against disclosure of information of documents relating
to security or intelligence obtained in the course of their duties by members or
former members of those services. (While Lord Griffiths was willing to accept
the theoretical possibility of a public interest defence, he made no allowance for
judicial review (see A-G v Guardian Newspapers Ltd (No 2) [1988] 3 All ER 545 at
650, [1990] 1 AC 109 at 269).) [f, within this limited category of case, a
defendant is prosecuted for making an unauthorised disclosure it is necessary
to relieve the prosecutor of the need to prove damage (beyond the damage
inherent in disclosure by a former member of these services) and to deny the
defendant a defence based on the public interest; otherwise the detailed facrs
concerning the disclosure and the arguments for and against making it would
be canvassed before the court and the cure would be even worse than the
discase. But it is plain that a sweeping, blanket ban, permitting of no exceptions,
would be inconsistent with the general right guaranteed by art 10(1) and would
not survive the rigorous and particular scrutiny required to give effect to
art 10(2). The crux of this case is whether the safeguards built into the OSA
1989 are suflicient to ensure that unlawfulness and irregularity can be reparted
to those with the power and duty to take effective action, that the power to
withhold authorisation to publish is not abused and that proper disclosures are
not stifled. In my opinion the procedures discussed above, properly applicd,
provide sufficient and effective safeguards. It is, however, necessary that a
member or former member of a relevant service should avail himself of the
procedures available to him under the OSA 1989. A former member of a
relevant service, prosecuted for making an unauthorised disclosure, cannot
defend himself by contending that if he had made disclosure under s 7(3)(a) no
notice or action would have been taken or that if he had sought authorisation
under s 7(3)(b) it would have been refused. Ifa person who has given a binding
undertaking of confidentiality seeks to be relieved, even in part, from that
undertaking he must seck authorisation and, if so advised, challenge any refusal
of authotisation. If that refusal is upheld by the courts, it must, however
reluctantly, be accepted. lam satisfied that ss 1(1), 4(1) and {3) of the OSA 1989
are compatible with art 10 of the convention; no question of reading those
sections conformably with the convention or making a declaration of
incompatibility therefore arises. On these crucial issues T am in agreement with
both the judge and the Court of Appeal. They are issues on which the House
can form its own opinion. Bur they are also issues on which Parliament has
expressed a clear democratic judgment.

b
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[37] The House received and heard interesting submissions on behalf of the
Newspaper Society, nine newspapers and two television channels. Bur this
appeal calls for decision of no issue directly affecting the media ané [ think it
would be undesirable to attempt to give guidance in the contexr of this appeal.

[38] 1 wou.ld dismiss the appeal. 1 do not think it necessary to address the
spec-lﬁc questions certified by the Court of Appeal. When the matter retumns t

b the judge he will direct the jury on the law, sum up the evidence as it thez

stands, identify the issues which the j i invi
. jury have to decid j
return their verdict in the ordinary wa;.y ¢ and invite the jury to

LORD HOPE OF CRAIGHEAD.

¢ [39] My Lords, | have had the advantage of reading in draft t
noble land learned friend, Lord Bingharﬁ of Cornhﬁl. I grat::‘f:;lpyu:i‘:vg: lzl)s(
narrative of the facts and of the legislative background. 1 respectfully agree
with all that he has said about the decision of the trial judge to rynal%c a
preparatory ruling and the defences of duress and necessity of circumstances. |
shall concentrate on the points which lie at the heart of this case. .

[40] It has been obvious ever since the publication of the government’s
proposals for reform in its White Paper (Reform of Section 2 of the Official Secrets
Act 1911 (Cm 408)) that it was not going to be easy to reconcile its rejectidn of
any Prc.nposal for a general defence that a disclosure of information was in the
public Interest with art 10 (2) of the European Convention for the Protection of

e Human R!ghts and Fundamental Freedoms 1950 (as set out in Sch 1 to the
Human Rights Act 1998), which allows restrictions to be imposed upon the
nghlf to freedom of expression if, but only if, the restriction is prescribed by law
and is necessary in a democratic society in the interests of national securigy.

. [41] The fact that the White Paper did not mention the art 10 convention
ngl_1t_ leaves one with the uneasy feeling that, although the right of individual
petition under art 25 had been available to persons in this country since 1966
the problems which it raises were overlooked. Many attemipts were made i 1
both Houses of Parliament to introduce a public interest defence in one f:r::
or another when the Bill was being discussed there, but they were all
unsuccessful.  The Official Secrets Act 1989 (OSA 19,89) whcl}: it finall

g emerged from the Parliamentary process, contained no such defence Thz
effect of s 1(1) of the Act, construed according to the ordinary princi[;)les of
statutory interpretation, is that any unauthorised disclosure of information
documents or articles relating to security or intelligence by anyone who is or
bas been a member of the security and intelligence services is an offence

pp irrespective of whether or not its disclosure is or is likely to be harmful to th .
interests of national security. )

[42] The coming into force of the 1998 Act has revived interest in the
apparent lack of harmony between s 1(1) of the OSA 1989 and art 10(2) of the
convention. There appears to be general agreement among those writers who

; have commented on the issue that it is likely to be difficult to reconcile them.

For example, Cl i i
For e pl ayton and Tomlinson The Law of Human Rights (2000) p 1105

A 1.5.261 The Ofﬁcia! Secrets Act 1989 is also difficult to reconcile with
mclle ?0. In _partlcular. where restrictions on freedom of expression are
permissible without the need to prove damage, it is arguable that such
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restrictions are unnecessary. Under scction.l the defen.dant coyld be liable
for disclosing information which is already in tht? p}1bl|c domain. -
15.262 The 1989 Act does not i]r;clud]f a ;_'publ;\::d::nt:;‘.'er:cflt.l d;t:ix;:le o 1a
ith proceedings for breach of confiden ' which s
fiz?ettl;iitsis‘:vailfble. As Fg:Idman points out (Ff:ldman Cl:I Ptkcr;::ra:ﬁ
Human Rights in England and Wales (1993)), Fl}ts means ; at: “u e
provisions of the 1989 Act criminal liability ma)tr, e ‘;n:pc:‘es["in
circumstances when no injunction could have been o t:;nc to estrain
publication.” (Feldman ... 669.) The result of these consi erations is that
“It seems likely ... that ... the restraints on freedom of expression re i E
from the [Official Secrets Act 1989 go] ... furthe:: t'im[r,l‘ bls :Ilece(szs;;y In
democratic society.” (R Stone, Textbook on Civil Liberties "

Blackstone 1997) 184.)

[43] The White Paper noted that it had been difficul:‘m ﬁtilddag;efﬁt;flt\':ec:g
i 5 (para 13)). It acknowledge
the precise nature of the reform (see p ra 13 . i v
ic i defence, but it rejected it {see para 61).
was a case for a public interest ' it (see para 61). Tt did so
i t was that a central objective of the d
for two main reasons. The firs ! Sbjective of the reform Was
i i ity in the law and its application. The view
to achieve maximum clarity int it : e firiptiness
ici id make it impossible to achieve s .
that a general public interest wou ' such clarity
i s were designed to conc
e second was that its proposa r : -
T::)tection of the criminal Jaw on information wh:.ch dcmonstrablly r'(faiqm:f::
iF:s protection in the public interest. It was recognised that l:'\a'hat l_])tl:iscuine[se e
icati imi is the degree of harm to the pu
application of the criminal law is =t
vfhpich may result (see p 6 (para 14)). But the propost_:d test of };‘a.rrrf] v:\l: t?on
regarded as appropriate in the case of unauthorised dlstl::f)sure of infor P
f the security and intelligence services
by members or former members o ‘ services (see p
i taken that all such disclosures are :
B et anel oab v imi i because they reduce public
ic i d ought to be criminal. This was bec they ‘
B e m i ices” abili heir duties effectively and
i to carry out their
confidence in the services’ ability ; Hectvely and
he members’ duty of secrecy abou
loyally, and because they betray " dut ‘ ur their work
i le who give information to thes
and the trust placed in them by peop! . on to these services.
i i he courts to decide whether the
der its proposals it would be for t] ; ;
tl)]fnparticu[;ar iijnl'cnrn'tation was criminal, and it was to be left to the jury to .
ic i 16 (para 79}).
safeguard the public interest (see p .
{4841; These are powerful arguments. But they do t:;)t meet t}lle tizm“t!sh?t:;
i iticised, and there is no discussion in
which the measure has been criticised, 3 . In the White
ich the disclosure of information whic
Paper of the system under which ¢ -
thg pubtic int{:rest to know about by former members of the security and

intelligence services might be officially autherised. Professor Stone points out p,

that those who support a public interest defence c_lohnots argue thatﬂit tsk:ﬁtcl::
it di hat are harmtul, and he finds it hard to accept that the
e b sircun i ich blic interest in disclosure would
Id be no circumstances in which a publi . closure
(c:?:l:weigh the possible damage that might be caused by it (see Civil Lllbczle; a:d
Human Rights (3rd edn, 2000) (para 5.6.6.3}). He concludes that the lack of any
public interest defence must make the OSA 1989 vulnerable, . e
[45] Against this background I would approaclllaithg ql:)cstlon w }:cthel:s[}?c
i it f considerable doubt as to whe
the heart of this case from a position o ¢ doubt as to whether the
hich it raises have really been faced up to by the leg .
g;:gi}?es;L:s firmly on those who seek to rely on art 10(2) to show that ss 1(1)
and 4(1) are compatible with the convention right.

i
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[46] Two points in particular must be made at the outset. The first is that
the construction that must be put on Mr Shayler’s explanation for making the
unauthorised disclosures with which he has been charged must be the most
favourable to him, as he has not yethad an opportunity of giving evidence. The
context is that of a preparatory hearing under s 29 of the Criminal Procedure
and Investigations Act 1996, one of the purposes of which is to identify the

b issues that are likely to be material at the trial. At this stage he is entitled under
art 6(2) of the convention, as well as under the common law, to the
presumption of innocence. The second point is indjcated by the jurisprudence
of the Strasbourg Court. The provisions of s5 1(1) and 4(1) of the OSA 1989
under which Mr Shayler has been charged must be subjected to very close
scrutiny in order to determine whether or not they are comparible.

The explanation

{47] When he was charged at Charing Cross Police Station after his arrest on

21 August 2000 Mr Shayler replied that he did not admit to making any

disclosures which were contrary to the criminal law, that any disclosures made

d by him were made in the public and national interests and that in his defence

he would rely on his right of freedom of expression as guaranteed by the

common law, the 1998 Act and art 10 of the convention. He had not previously
been interviewed, and he has made no other statement to the police,

[48] Tt is agreed in the statement of facts and issues that the bulk of the
e documents which he disclosed to the Mail on Sunday newspaper appeared to
relate 1o security and defence matters and that they were classified at levels
ranging from ‘Classified’ to “Top Secret’. It is also agreed that certain of these
documents included material obtained by or relating 1o the interception of
communications in obedience to warrants issued by the Secretary of State
under s 2 of the Interception of Communications Act 1985. But Mr Shayler
does not admit that the disclosure of any of these documents was or would be
likely to be damaging. It must be assumed in his favour at this stage, for the
purposes of the public interest argument, that none of them was of that
character. It is alleged that he was paid a substantial sum of money for
his activities, But this fact aiso is not admitted, and I would regard it too as
something that has yet to be proved.

[49] The public interest which Mr Shayler seeks to assert is the right of the
public to be provided with information which will enable it to assess whether
the powers given to the security and intelligence services are being abused and
whether the services are being run properly. He seeks to draw attention to past
incidents of misconduct. His point is that, unless the services are reformed,
they will continue to be operated in a manner which creates a danger 1o the
public in respect of life, limb and property. At the heart of the matter is the
right of the public to make informed decisions about behaviour on the part of
those who are responsible for these services. Itis the right of the public to call

. the government to account wherever there is dishonesty, malpractice or
4 inefliciency.

[56] The disclosures were made by Mr Shayler to the press. I narrate that
simply as a fact, not as a ground for criticism. As Black } said in New York Times
v United States (1971} 403 US 713 at 7} 7, ontly a free and unrestrained press can
effectively expose deception in government. lts role is to act as the eyes and
ears of the people. Facts should not be withheld from it simply on the ground
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that they are inconvenient or embarrassing. Itis not ?gges;eddﬁhaltol;fjrrf:a);_l[ei:
i ial authorisation before making the disc .

attempted to obtain officia . e e throndh

ition i o effective steps that he could ha rougl
ey i s, or that would have resulted in his
official channels to address his concerns, e Aveat

i i isclosures to the press. As the Cour p
being authorised to make the disc As are of Appes!

hether authorisation wou
said, there must be some doubt as to w . O e b
i ities if he had asked for it (see [2001]
e )3 WL 2206 . i it i ally doubtful whether ali
23]). 1 think that it is equally .
e ich e was. secks hi could have been achieved by
ds which he was seeking to achieve : .

:lif:lrz:si:g‘rlis concerns to those to whom he conld address them without being
officially authorised. .

[51] }!(would approach this case therefore on the t.)a'sm that Mr Sh:ylcz:;); c
have good grounds for arguing that it was in the pul:il:c mc{:et}'::s[t Ihztfta; r:l)mt 1S

i Id be disclosed, and tha

ich were of concern to him shou . d tf

;:':ifie:to disclose his concerns to the press is not in itself a ground for

criticism.

The 1998 Act .

[52] The context for the discussion about the compatibility of§s l(.l) al;d 4(81(2
of the OSA 1989 with art 10 of the convention can be stgtcddqu.t:e smf]}!:;cyt. S

i isi t be read and given e
it is possible to do so, these provisions mus
f::;sthat ispcompalible with convention rights (se;}s 3()][)232{1?;:3?{?;;;2; ['E‘f:]c
" indi idin RvA(No2 ,
word ‘must’ indicates, as Lord Steyn sai UKHL 25 3t L)
2002} 1 AC 45, that the court mus .

B i n ay that 1 0o i he same word is also qualified by the

tute in a way that is compatible. But the sa e W ed by the
s:r:s: ‘so far a}; it is possible to do so”, The obligation, powerful azs0 :)tll]s,[;;;oL
Fo be performed without regard to its limitations (see R v ;arltr?l:ﬂt[ e

01] 3 WLR 206). The te
t [79], [2001] 3 All ER 577 at [79], [20 - 206
;:d?ci:[:l i]nt[erpretation on the one hand and of legxls:'l.a;!;non on t:l[ieo:?:i; ::s
i ted. If compatibility canno

different, and this fact must be respec ¢ be achieved

i i isi ich have already been taken on t ry p
without overruling decisions which e very point

i i 1d make the statute unintelligi

i by the legislator, or if to do so wou . .
:tnls\:::kagle it wgill be necessary to leave it to Parliament to amend ithc :it;;utgf g
The only (‘)ption lefc to the court will be to make a declara
incompatibility under s 4(2) of the Act. N
mc[c;l]P Mr Rgbertson QC for Mr Shayler did not suggest that a public mHt:rde:.ctl
defence as such couid be read in to ss 1(1) ang '4(1) Oi;z;l;a:,?:(:;(c:; i way

) ! i Lo §§

t that the word ‘lawful’ should be inserte in ( 2w
?}%ﬁf might achieve this result. But Moses ] said tha[t ;t]:[v:ls];mrfd E‘g:ﬂ;&fo{;
i in this way (see his judgment at [7 . ¢
interpret the 1989 Actint . A A

joi h the respondent in submitting that,
the Secretary of State joined wit nden : e ereted
is i i i ler’s convention rights, it canno ! )
is incompatible with Mr Shay Aot b e
i i ights by virtue of s 3 of the 1998 Act. Tagr ift
compatibly with those rig . ' e oosition
islation is i i h Mr Shayler's convention rights,
legislation is incompatible wit _ ghts, the posicon
i ove the incompatibility
whether it should be amended so as to remove ompatibilicy must be <
jament. This means that the issue of incompatibility 1
:ici.repstrll;(air:ethis case, without the distraction of trying to resolve the issue by
means of the technique of judicial interpretation.
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The Strasbourg jurisprudence

[54} Article 10(1) of the convention states that the right to freedom of
expression includes the right to impart information and ideas without

interference by public authorities. Article 10(2) states, by way of qualification,
that the exercise of this right—

b ‘since it carries with it duties and responsibilities, may be subject to such
formalities, conditions, restrictions or penalties as are prescribed by law
and are necessary ... in the interests of national security ...

[551 The wording of art 10(2) as applied to this case indicates that any such
restriction, if it is to be compatible with the convention right, must satisfy two
¢ basic requirements. First, the restriction must be ‘prescribed by law”. So it
must satisfy the principle of legality. The second is that it must be such as is
‘necessary’ in the interests of natjonal security. This raises the question of
proportionality, The jurisprudence of the European Court of Human Rights
explains how these principles are to be understood and applied in the context
of the facts of this case. As any restriction with the right to freedom of
expression must be subjected to very close scrutiny, it is important to identify
the requirements of that jurisprudence before undertaking that exercise.

[56} The principle of legality requires the court to address itself to three
distinct questions. The first is whether there is a legal basis in domestic law for
the restriction. The second is whether the law or rule in question is

e sufficiently accessible to the individual who is affected by the restriction,
and sufficiently precise to enable him 1o understand its scope and foresee the
consequences of his actions so that he can regulate his conduct without
breaking the law. The third is whether, assuming that these two requirements
are satisfied, it is nevertheless open to the criticism on the convention ground
that it was applied in a way that is arbitrary because, for example, it has been
resorted to in bad fzith or in a way that is not proportionate. 1 derive these
principles, which have been mentioned many times in subsequent cases, from
Sunday Times v UK(1979) 2 EHRR 245 at 271 {para 49) and also from Winterwerp
v The Netherlands (1979) 2 EHRR 387 at 402-403 (para 39) and Engel v The
Netherlands (No 1) (1976) 1 EHRR 647 at 669-670 (paras 58-59) which were
concerned with the principle of legality in the context of art 5(1) (see also A v
The Scottish Ministers 2001 SLT 1331 at 1336--1337).

[57] The phrase ‘necessary ... in the interests of national security’ has to be
read in the light of art 18, which provides that the restrictions permitred under
the convention must not be applied for any purpose other than those for which
they have been prescribed. “The word ‘necessary’ in art 10(2) introduces the
principle of proportionality, although the word as such does not appear
anywhere in the convention: see Handyside v UK (1979) | BEHRR 737 ar 753-755%
(paras 48-49). In its judgment the court said (para 49);

“The Court’s supervisory functions oblige it to pay the utmost artention
to the principles characterising a “democratic society”. Freedom of
expression constitutes one of the essential foundations of such a society,
one of the basic conditions for its progress and for the development of
every man ... This means, amongst other things, that every "formaliry™,

“condition”, “restriction” or “penalty” imposed in this sphere must be
proportionate to the legitimate aim pursued,’
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(58] Applied to the circumstances of this case, this means tl,ulu a re‘strictiotn
on the disclosure of information cannot be said to be necessary’ in tl:lcel::;:;i; :
i i ' d sufficient reasons’ are giv
f national secutity unless (a) relcvant. an ons .
za:ilonal authorir;y to justify the restriction, (b) l:h.e restriction on dtsclost:l:e
corresponds to a ‘pressing social need’ and (c) it is propm'umlate2 tg 27;
legitimate aim pursued’ (see Sunday Times v UK (1979) 2 EHRR 245 at 277-
ara 62)). .
(p[59] ';?he principle involves a question of balance between com;?et;!ng
interests. But itis important to appreciate that thereisa pl}'loct?ss of;n;lysn:l:s :(:
carri i int is that an authority which se
must be carried through. The starting poin h to
icti i he ground of a pressing socia
justify a restriction on a fundamental right on t
Jr:tsv::i%as aburden to discharge. There is a burden on the state to show ;l;at ;ht:
legislative means adopted were no greater than necessary (see RS'_V « )3 eer
[2001] 3 All ER 577 at [37], [2001] 3 WLR 206 per Lord Stey'n). As ;1;‘ {tn K
Kentridge QC observed in his Tanner Lecture at Oxford, "Human Rights:
Sense of Proportion’, 26 February 2001:

*‘Necessary” does not mean indispensable, but it dqes C(}nnolie th;
existence of a pressing social need ... It is only on t}:lc shor;mg_ of such nee
that the question of proportionality or “balancing should arise.

T . . £
European Court has not identified a consistent or umform'set o
pri[:gii)lz‘shzvhen r::onsidering the docn.'ine of proportiona.htli( (.X.'.i ;{rl:ih:;il
Clayton ‘Regaining a Sense of Proportion: The Human Rig1 ts 'ca nd the
Proportionality Principle’ [2001] EH}I}LR 5{(14 2t ‘:r L(l)zh lsitlll;mdct":elsc ongidered
i i ding as to the matter
3;113221?5:;:3 ei;s:':?sad :gas to whether an interference with a fundamental
ight is properticnate. . .
l-‘g[}:il] E’I'hfse matters were identified in the any Council ca:e ;f d; Frﬁtgﬂ;;;
Permanent Secretary of Ministry of Agriculture, Fisheries, Lands an. ; ous:rtlg 1999
1 AC 8, [1998] 3 WLR 675 by Lord Clyde. He 'adopted ic. tNree_-s a[gsm_iaI
which is to be found in the analysis of Gubbay CJ in Nyalmblrtg v atfwmi Sociel
S A e isc (on th applision of Dalyy  vcretary o Sae v e
Africa and Canada (sec also R (on the i b
2001} UKHL 26 at [26), {27], [2001) 3 All ER 433 at [26], [27),
;{Tg E;g Ip[er Lo]rd Steyn; R (on the application of Pretty} v D!;iP [ZQOI]hli;I;!:_.tgi
at [93), [2002] 1 All ER 1 at (93], {2001} 3 WLR 1598). Thc; st is w1 ther the
objective which is sought to be achieved-—the pressnpgh so%;: need s
sufficiently important to justigy limi}t]ing ‘th}; func}:::s:;lalf;lié atr;d noi obts
eans chosen to limit that right are al,  ne y.
?l:l: t?}fi:—:!h?smwhether the means used imPail-' the pght as mmm;la:lya::e:
reasonably possible, As these propositions indicate, it is not eno:llg otratin
that the decision that was taken was a reasonable one. A cllose. an p;n; 2 thE
examination of the factual justification for t.hr: restriction is nee e[- f the
fundamental rights enshrined in the convention are to remain practica
effective for everyone who wishes to exercise them.

Further analysis: legality o o .
{62] It is plain that the first requirement of the prmmplt;f oflegality is sa.nsﬁecll

in this case, because the restrictions on the fundafmental right are set outfm s;;

and 4 of the 1989 Act. We are dealing here with a statutory scheme for the
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protection of information relating to the security and intelligence services.
order to see whether the second and third re
accessibility, precision and lack of arbitrariness are s
look more closely at that scheme.
[63] Although there is no general public interest defence, the restriction on
disclosure is certainly not a blanket restriction. The offences which are created
b Dby ss1(1) and 4(1) of the 1989 Act both relate only to the disclosure of
information, documents or other articles to which those sections apply
‘without lawful authority’, The meaning of the phrase ‘lawfil authority’ is
explained by s 7, which defines the circumstances in which the disclosure ofany
information to which the Act applies may be made with lawful authority. The
relevant provision in the case of someone in Mr Shayler’s position, who is no
longer a Crown servant as he is no longer a member of the security or
intelligence services, is s 7(3). It provides:

In
quirements relating to
atisfied it is necessary to

‘For the purposes of this Act a disclosure made by any other person is
made with lawful authority if, and only if, it is made—(a) 10 a Crown

d servant for the purposes of his functions as such; or (b) in accordance with
an official authorisation.’

(64] The expression ‘Crown servant’ is defined in s 12(1}. It includes a
minster of the Crown, any person employed in the civil service of the Crown,
any constable and any person who is 2 member or employee of a prescribed
body or a body of a prescribed class or is the holder of a prescribed office. The
word ‘prescribed’ means prescribed by an order made for the purposes of that
subsection (see s 12(3)). Opportunities also exist for disclosure through their
civil service staff to the Security Service Commissioner appointed under s 4 of
the Security Service Act 1989, the Commissioner for the Secrer Intelligence
Service under s 8 of the Intelligence Services Act 1994, the Commissioner

f appointed under s 7 of the Interception of Communications Act 1985 and the
Intelligence and Security Committee. i do not think that a person who has read
the relevant provisions of these statutes and the orders made under them can
be said to have been left in any doubt as to the wide range of persons to whom
an authorised disclosure may be made for the purposes of their respective
functions without having first obtained an official authorisation. Section 2{2}b) of

9 the Security Service Act 1989 imposes a duty on the Director General of the
security service to secure that disclosures are made for the discharge of the
service's functions. In Eshester v UK (1994) 18 EHRR CD 72 at 74 the
Commission rejected an argument that the fact that the guidclines relating ro
the Director General's supervision of information obtained by the security
service were unpublished meant that they were not sufficiently accessibte ta
the individual.

[65] In this connection it should be noted that Mr Shayler signed a
declaration on leaving the service in which he acknowledged that his attention
had been drawn to the OSA 1989 and the consequences that might follow any

j breach, and that he understood he was liable to be prosecuted if he disclosed
either orally or in writing any information or material which had come into his
possession as a result of his employment as a Crown servant on terms requiring
it to be held in confidence uniless he had previously obtained the official

sanction in writing of the service by which he was appainted. He also
acknowledged that to obtain such sanction—
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i or
‘two copies of the manuscript of any article, b09k, play, _ﬁl;n, spetti:(t;"lr': or
broadcast, intended for publication, which contains such informa
material shall be submitted to the Director General.

. - ined
In fact, the class of person from whom official authorisation may be obtain
in terms of s 7(5) of the OSA 198? ishvery wndte. s of disclosute to Crown
i se of the opportun !
s o T ek ical i of addressing the
and effective means ‘
nis would have been a practica and he
Si:i\r;is which Mr Shayler wished to raise is anothe.r tnartet. 'Theglter(r;:::wn
fvhich requires the seeking of an official authorisation duly given );: Crown
i i o
i d in the Act. It too requires m
ant, is not further explaine : e
:t:vmination I shall have to return to these points once | have set the scene

i c
their examination maore precisely.

’ lysis: propertionality . .
FME::!;}'. c';"'ll‘:cy:ljje;::tige which is sought to be achieved by the Act is to safeguard

i f
i i disclosure to unauthorised persons o
ional security by preventing the : : \ : ¢
Tf:;?:':;tion rela{ing to the work of the security a.nd intelligence ssr\\;ce:l.inL(t)o E
Lefore the horrific events of 11 September ZOfOIl_Im NCWRYO}:Z T]iat d::no(;%atic
i Court of Human Rig
i ecognised by the Buropean It : ;
Is:)z::tsi:s argnrhreatened by highly sophlsn;atebdl formls( of ::;;Lzzthiact;ldw“yi
etotakem
ism. The court held that they have to be a wit
zlrari())lrésthem to counter such threats eﬂ'ecnvel);] (see Klass v ((3::1:;;)!2(31392")31-3 .
i d in the same case —
214 at 232 (para 48)). Burit stress:i_- . »
E;;)Rtiat it must b&F satisfied that there exist adequate andfetf;et;:lzge%t;a;s;t::nd
i bused. An assessment of thei
that such measures will not be a elr adequacy anc
i i tances of the case, such as pea
effectiveness depends on all the circums i i
i i the grounds require
ation of the possible measures, | ing
g::h measures, the authorities competentd to p-.e(tl'n:;:),y tcl:rgati(:;: o
i d the kind of remedy provide .
supervise such measures, an ofrer ! the national law.
iti ties to show in gener
68] So it is not enough for the aut ori . 1 o
res[trigtion on disclosure is needed in the mteres:is Zf nlatlon:; s:(i:llllril;yba"il;hthc
i i horised disclosur
i ourse, an obvious risk that unaut : : \ ‘ h
::sf,'ﬁgiferc:cy of the work done by the security and mtcll:igcm:c sca:v:i:ses;;nL;::;:zc)d( v
i i i mised, operatio
ut at risk, sources of mformanon'comPro . : red
:::deitai contacts with friendly foreign intelligence agencies ter@in;t::.i‘;‘rhose
points need not be elaborated. It is clear that the st;te is er;txt e mem};ers
icti i i ion by members or former
tions on the disclosure of information . : _ bers
;efﬂtll-:gs‘: r;cr\rices who have had access to information relaflr}g‘ to n:lgotr;;
security, having regard to their specific duties and responmbnlm:s a1987)9
obiigatic'm of discretion by which they are boupd (see Leander v Sulf; g;{(RR D
EHRR 433 at 452-453 (para 59); Hadjianastassiou v Grefc;'(l}??3;vailable nz
in of appreciation which is
t 239-240 (paras 45-47)). The margin o ¢ \ the
Eontracting([s)tates in assessing the pressing social need anfl choos;r;%;;l; gme
of achieving the legitimate aim is a wide one (see Leander’s casc7(4) e specal |
433 at452-453 (para 59); Esbester v UK(II99t}t]) 18 EHRP;;CE szltmoc.mtic ey
i i ich i sents
niature of terrorist crime, the threat which it pre ; Y
and the exigencies of dealing with it must also be brought into account (se
47)).
Murray v UK (1995) 19 EHRR 193 at 222 (para . . '
[69]y The problem is that, if they are to be co.rx?patlble with thcfczzl‘:iztsl:?f
right, the nature of the restrictions must be sensitive to the facts of e
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they are to satisfy the second and third requirements of proportionality, The
restrictions must be rational, fair and not arbitrary, and they nyust impair the
fundamental right no more than is necessary,
[70] Aslseeit, the scheme ofthe Act is vulnerable 1o criticism on the ground
that it lacks the necessary degree of sensitivity. There must, as ] have said, be
some doubt as to whether 2 whistle-blower who believes that he has good
b grounds for asserting thac abuses are being perpetrated by the security or
intelligence services will be able te persuade those to whom he can make
disclosures to take his allegations seriously, to persevere with them and to
effect the changes which, if there is substance in them, are necessary. The
integrity and energy of Crown servants, as defined in s 12(1) of the 0S4 1989,
of the commissioners and members of the Intelligence and Security Committee

air from outside before institutional defects are recognised and rectified. On
the other hand, the sensitivity and effectiveness of this system has not been

d tested, as Mr Shayler chose not to make use of any of these opportunities.
(71] The official authorisation system provides the fina] opportunity. It too
has not been tested by Mr Shayler. But it must be effective, if the restrictions

tight to an extent that is mare than necessary. Here too there must be some
e doubt as to its adequacy. 1do not regard the fact that the Act does not define
the process of official authorisation beyond referring in s 7(5) to the persons by

[72] But the scheme ofthe Act does notstand alone. Any decision to decline

an official authorisation will be subject to judicial review. The European Court
 ©of Human Rights has recognised, in the context of 3 complaint of lack of
impartiality in breach of the art 6(1) convention right, the value which isto be

360-361 (paras 44, 46); Kingsley v UK (2001} 33 EHRR 288; Porter v Magill [2001]
UKHL 67 at [93], [2002] 1 All ER 465 at [93]), {2002) 2 WLR 37). I would apply
that reasoning to the present case. An effective system of judicial review can
Pprovide the guarantees that appear to be lacking in the statute. Two questions
then arise. First, there is a Procedural point. The list of Crown servants in
5 12(1), to whom disclosures may be made under s 7(3)(a) withour an official
authorisation, does not include those to whom the applicant may wish to turn
forlegal assistance. The second is a point of substance. is the process of judicial
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review capable of providing the intensity of reviewy that is needed to satisfy the
i ion right?
equirements of the convention rigl o
’ c[1'7’3] ‘The procedural point can, | think, be met by the au;honsa:ino;‘s:{,s;:::
ith judici i i d to it as the ultimate safeguard. .
itself with judicial review with regar S sverome i
i be taken on its own facts, but the basic pri ncipl teveryo
:::‘itl;:c‘l'i(:(:l l:wycr of his own choosing in the deter:]nman%rll .of‘hlsa c:r\;:‘lt:;grhct;_
imi inst him. his is
igations or of any criminal charge agains
::dr:sbshl:%:ovision in art 6(3)(c) in the case of a person 'whc_n }Las_ bee:; l;:h}?tr%ﬁc:
wil:h a criminal offence. At the stage when autho;l:lauon is ,elr!g_lsrigﬁts the
i ill lies withi the person’s civi
be determined still lies within the scope o ‘ :
n;vill?t?;itsnse But he is nevertheless entitled to a fair hcanng under a;th|6(i))‘.m:
?h'l:%: that i; follows that he has an implied right to legal assnstat}cedo- elsis W
chloosing especially if his dispute is with the state. Acc;:ss tl(: lcg;:n -‘:n ::::law
: i joyed by every citizen under the co .
of the fundamental rights enjoye : .
ips that, if the matter was particularly
It was suggested to your Lordships t o |
[;s'iﬂve :;rhorﬁgation could be given on condition that the person “lr]hr.: ;lsctg
smvide ;c al assistance agrees to be notified under s l(_6) of t'he {Lctht at he ks
prg. ct togthe provisions of s 1(1). That solution carries with 1? the ris o
g J‘:nal sanctions in the event of any breach of the statutory restnl(;tlf)n, arals I
i\i‘zld be 6pen to objection on com.'ention.gro'undsl l’f f{et:dci;r: [;)ri c;e :::c;}: :;; s at
i ing inhibited. But the same objection is unlikely to ; l
T'ssl:::.lfg:.:lizgtmhgl?\:zsg of undertakings sufficient to ensure that any information
is
is properly safeguarded. .
) I[)‘7SI]J Asy for the point of substance, it has now been _recogfmsc:iieilait; 1&23:‘:%1};
i hem, a greater intensity of rev
there is an overlap between them, i o Mioeed brcaches of
ortionality approach to issues relat ng to
underr:t}ilsnpl;ci)ghts thantiys the case where the review is Fonducted orL t:{hz
cox:i‘:’gonal Wednesbury grounds (see Associated Provincial Picture House; v
:Uridlncsbury Corp [1947] 2 All ER 680, [1948] 1 KB 223): see R (on thze;;m:t:tord
of Daly) v Secretary of State for the Home Dept [2001] 3 All ER 433 at {ainel:] r Lord
Bingham of Comnhill and Lord Steyn (at [?_7]). As Lord 'St:z;:‘ce:::l:r .
, the doctrine of proportionality may requir
(t:;s:sg:s[fl:l)ba]ance which the decision maker has struck, not merely whether

a have been for a legitimare
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process of reasoning,
infringement of a
he reasons for and
In his essay he made these
nt case (p 134):

where there is dou
convention right, the principle allows the court to balance t
against regarding the infringement as justifiable.

points which have a particular bearing on the prese

‘In some cases, then, no balancin
permitted.  Even where non-absol
balancing required by a doctrine ofp
check on the acceptability of claims
in relation to the existence of th
significance in relation to the interfe

g of rights against security will be
ute rights are in issue, the carefu]
roportionality should become a major
to the shield of national security, both
reats to national security and their

rence with rights in the particular case.
There will be some cases in which the national security considerations are

50 sensitive and important that the courts will still decline to intervene, but
the doctrine of proportionality should be able 10 operate (giving
appropriate but not unquestioning weight to national security) whenever
the court is not satisfied that it ought to treat the particular type of national
security consideration as being of such overriding sensitivity and

importance as to make the decision in respect of it essentially
non-justiciable.”

[77] Professor Jeffrey Jowell
carefully constructed set of crit
‘Beyond the Rule of Law: To
671 at 679 he explains thata ¢
that undertaken in English ad

QC has also emphasised the importance of the
eria which the process of analysis involves. In
wards Constitutional Judicial Review’ [2000] PL,
est for propottionality is more sophisticated than
ministrative law. As he putsit, the administratjve
law test is not rooted in any particular criteria but is, by and large, a test as to
whether relevant considerations have been properly weighed or balanced. As
for proportionality, it is a test of constitutionality. It is both too simple and

wrong to equate it with a merits test, but it involves more than a heightened
scrutiny of the decision in question:

‘It starts by asking whether the breach is justifiable in terms of the aims
it seeks. Some Convention rights can only be violated fora s

pecific purpose
o f rational or reasonable decisions. It may also require g (such as national security) and therefore other aims would not be
it is within the range o ratloh lative weight which is to be accorded to legitimate, whatever their rationale. It then proceeds to consider whether
atcention to be directed to':i : :e ::s It is, above all, important that cases in reality those aims are capable of being achieved. Spurious or impractical
different interests.and.C(}:]nSIEl Zr:nl;)l s.e dinthe cight way. aims will not suffice, It then goes on to consider whether less restrictive
involving convention rights rl y Z in his judgment in Daly’s case (at {27]), means could have been employed. The breach must be the minimum

[72] Asﬁl;lord 'itcr{cl:: a:j‘:n:“: Ei F%:rchE between the traditional grounds of h necessary. Finally it asks whether the b

much useful guida

judicial review and the proportionality approach can be- found in the W(glzgf
e demic public lawyers on this subject. Professor David Fel::lrlnan po;:i ot
?cahi: essag "Proportionality and the Human Rights Act. 1998', in The i :c;;; y
L}Proportim;ality in the Laws of Europe edited by Evelyn Ellis (1999), pp 123—

i ine of
that it is necessary first clearly to understand the place which the docrrine ]

reach is necessary (not merely
desirable or reasonable) in the interest of democracy. Only a “pressing

social need” can justify the breach of a fundamental right.’

[78] In Smith v UK (1999) 290 EHRR 493 at 543 (para 138) the European Court

. said that the threshold of review had b
rtionality occupies in the structure of analysis under the Human Rights / / High Court and the Court of
propo

T ; in Eneland and Wales consideration by the domestic cour
Act 1998 (see also Feldlsnx;r;)Cw:nga::;;:szr:d 11[:;‘(;“:1: r?i:g:l;i‘ali':\s, fhe principle is ; with the‘ applicants’ rights answered a
(2nd edn, 2002), pp 5 Iate .stagc in the analysis of a case, when the court has the national security
rele.vant only at a very vention right has been interfered with and that the Defence pohcy.whlch
F!e";{?ec:tit::tot;::c; li;nthe state has a basis in domestic law and was or may now clear that, ifthe a
justific

een placed so high in that case by the
Appeal that it effectively excluded any
ts of the question whether the interference
pressing social need or was proportionate to
and public order claims pursued by the Ministry of
placed a limitation on homosexuals in the army. Icis
pproach which was explained and approved in Daly’s case
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is adopted, the more precise method of analysis which is provided by the test of
proportionality will be a much more effective safeguard.

[791 So 1 would hold that, where a refusal of official authorisation under
5 7(3)b) to disclose information is in issue, the court should address the
following questions: (1} what, with respect to tha't infprmanon, was
the justification for the interference with the convention r:_ght? (2) If the
justification was that this was in the interests of national security, was _there a
pressing social need for that information not to be disclos.ed? .And (3 -lf there
was stch a need, was the interference with the convention right which was
involved in withholding authorisation for the disclosure of that infermation no
more than was necessary. This structured approach to judicial conn?ol of tl?c
question whether official authorisation should or should not b.e given will
enable the court to give proper weight to the public interest conmdel:atlons in
favour of disclosure, while taking into account at the same time the mformrfd
view of the primary decision maker. By adopting this alpproach the court W{ll
be giving effect to its duty under s 6(1) of the Human Rights Act 1998 to act in
a way that is compatible with the convention rights (see [58), above).

Where the balance lies

[80] The question is whether the scheme of the OSA 192.!9, sa'feguarded.by- a
system of judicial review which applies the test of proportionality, falls wzth!n
the wide margin of discretion which is to be accorded to the l:::glsla'mre in
matters relating to national security especially where the convention rights of
others such as the right to life may be put in jeopardy (see Leander v Sweden
{1987} 9 EHRR 433 at 452-453 (para 59); Chassagnow v France (2000) 7 BHR_C 151
at 184-185 (paras 112-113)). I do not think that it can be answered without
taking into account the alternatives. .

[81] [t has not been suggested thart the disclosure of information ‘relatmg t0
the work of the security and intelligence services should be unrestricted. The
European Court has held that a democratic state is entitled to impose a duty (:'lf
discretion on civil servants, on account of their status provided that a fair
balance is struck between their fundamental right to freedom of expression and
the legitimate interests of the state (see Vogt v Germany (1996) 21 ‘EHRR 205 at
235 (para 53)). On the one hand there is the system of control laid down l?y
s 7(3) of the Act, which permits disclosure to Crown servants as defined in
s 12(1) for the purposes of their functions as such but not 0therw1§e unless t.hq
disclosure is officially authorised. As part of this system undertabngs to ab.lclc
by it are given by members of the security and intelligence services on ta.kmg
up their employment, so that they are left in no doubt about the restrictions.
On the other there is a system of individual decision as to what it is in the public
interest to disclose. This is subject to control of wider publication by the court
on the grounds discussed in A-G v Guardian Newspapers Ltd (Nf’ 23[1988]3 ..i%ll.ER
545, [1990] 1 AC 109. 1t would be subject also to the imposition of the crlmm'fxl
sanction, if there was a general defence to an unauthorised disclosure on public
interest grounds and the prosecution could prove that there was no
public interest to be served by the disclosure.

{82] It was suggested in the course of the argument thata contrast should be
drawn between judicial review of a decision to withhold authorisation and the
factors to be taken into account where an injunction is sought co prevent the
publication of disciosed material. Reference was made to Lord Griffiths’ speech
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in A-G v Guardian Newspapers Ltd (No 2) [1988] 3 All ER 545 at 652, [1990] 1 AC
109 at 273 where he said that, while the court cannot brush aside claims that
publication will imperil national security, it must examine and weigh against
the countervailing public interest of freedom of speech and the right of people
in a democracy to be informed by a free press. The suggestion was that judicial
review on traditional Wednesbury grounds would fall short of the degree of

b scrutiny which the court can bring to bear in injunction cases. But once the full

scope and intensity of judicial review of individual decisions to withhold official
authorisation on proportionality ‘grounds is recognised, there is parity on this
point between the two systems. The essential difference between the two
systems is between the taking of decisions on public interest grounds before
disclosure on the one hand and taking those decisions after disclosure on the
other.

[83] It is plain that these two alternatives are not exactly two sides of the
same coin. One system of control depends ultimately on judicial review of
decisions taken beforehand by administrators. Control under the other system
would depend uitimately on decisions taken after the event by judges and juries
in the criminal process. There is a choice to be made, and it seems to me that
the choice of a system which favours official authorisation before disclosure
subject to judicial review on grounds of propottionality is within the margin of
discretion which ought to be accorded to the legislature.

[84} In favour of that choice there are a number of important factors.

€ However well-intentioned he or she may be, a member or former member of

the security or intelligence services may not be equipped with sufficient
information to understand the potential impact of any disclosure. It may cause
far more damage than the person making the disclosure was ever in a position
to anticipate. The criminal process risks compounding the potential for
damage to the operations of these services, if the prosecution have to prove
beyond reasonable doubt the damaging nature of the disclosures.

[85] As Mr Crow for the Secretary of State pointed out, there is for this
reason a serious risk that disclosures of security and intelligence material would
go unprosecurted if the strict controls of 55 1(1) and 4(1) of the OSA 1989 were
not in place. This is not a new point, as it was mentioned in the White Paper
{see para 39). And it has to be borne in mind that a successful prosecution will
do nothing to remedy the damage that a disclosure of security or intelligence
information may have caused. Damage already done may well be irreparable,
and the gathering together and disclosure of evidence to prove the nature and
extent of the damage may compound its effects to the further detriment of
national security. 1 think therefore that there is in the end a strong case for
insisting upon a system which provides for the matter to be addressed by
requiring that official authorisation be obtained by former members of the
security and intelligence services, if necessary after judicial review of any
refusal on grounds of proportionality, before any disclosures are made by them

j other than to Crown servants of information, documents or other articles to

which ss 1(1) and 4(1) of the Act apply,

Conclusion

[86] For these reasons, and for those given by my noble and learned friend,
Lord Bingham, with which [ agree, I would hold that the provisions of the OSA
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1989 under which Mr Shayler has been charged are not incompatible with his
art 10 convention right. I would dismiss the appeal.

LORD HUTTON.

[871 My Lords, I have had the advantage of reading in draft the speech pfmy
noble and learned friend, Lord Bingham of Cornhill. For the reasons which he
gives ! agree that the judge, Moses ], was fully entitled to ho'ld a preparatory
hearing pursuant to s 29 of the Criminal Procedure and Investigations Act 1996
and that the judge acted within his powers in the course of that hearing. |
further agree that on ordinary principles of construction ss1 and 4 of: the
Official Secrets Act 1989 (OSA 1989) do not permit a defendant to raise a
defence that the information which he disclosed without lawful authorit-y was
disclosed by him in the public interest when those sections are consnldered
without regard to art 10 of the European Convention for the Protection of
Human Rights and Fundamental Freedoms 1950 {(as set out in Sch 1 to
the Human Rights Act 1998).

(88] Therefore | turn to consider the principal issue which arose before your
Lordships, which is whether this construction infringes the provisions of art 10.

Article 10(1) provides:

‘Everyone has the right to freedom of expression. This right‘shall include
freedom to hold opinions and to receive and impart informanon.and ldegs
without interference by public authority and regardless of frontiers. This
Article shall not prevent States from requiring the licensing of
broadcasting, television or cinema enterprises.’

[89] The appellant submirted that the prohibitions impos'ed by ss 1 and 4 a!nd
his prosecution under those sections infringe his right to impart mforrr.latlon
about the security service of which he was formerly a me.mb_er w1th01ft
interference by public authority. He further submitted that the mfrmgemeng is
the more serious because the information which he disclosed was given by hu:n
to the press, and the freedom of the press to receive information of public
interest and to publish it is one of the great bulwarks of democracy.

[90] Icommence the consideration of these submissions and the submissions of
the Crown by observing, as did Bingham L] in A-G v Guardian Newspapers Ltd
(No 2) [1988] 3 All ER 545 at 623, [1990] 1 AC 109 at 213 (the Spycatcher case?,
that they represent a clash between two competing aspects of the public
interest. On the one hand there is the assertion by the appellant of the
public interest in freedom of speech and the exercise of that freedom by those
who give information to the press so that the press may publish it a{'nd comment
on it for the public benefi. On the other hand there is the reliance by the
Crown on the public interest in the maintenance of the secrecy of the wo-rk of
the Security Service so that it can operate effectively to protect national
security. Both interests are valid and important and it is for the courts to
resolve the clash of interests and to decide how the balance is to be struck.

[91] Incarrying out this function in the present case the courts must look for
guidance to the rerms of art 10 and also to the decisions of the European Court
of Human Rights in applying that article to the cases which have come
before it.

[92] Article 10 itself recognises in express terms that there will be clashe?s
berween the right to impart information without interference by public
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authority and the interests of national security and that in some circumstances
the interests of national security must prevail and art 10(2) provides:

“The exercise of these freedoms, since it carries with it duties and
responsibilities, may be subject to such formalities, conditions, restrictions
or penalties as are prescribed by law and are necessary in a democratic
society, in the interests of national security, territorial integrity or public
safety, for the prevention of disorder or crime, for the protection of health
or morals, for the protection of the reputation or rights of others, for
preventing the disclosure of information received in confidence, or for
maintaining the authority and impartiality of the judiciary.’

The wording of art 10(z) directs attention to a number of matters and
requirements and 1 propose to consider them in turn.

Duties and responsibilities

{93] Article 10(2) recognises that the exercise of the freedoms set out in art
10(1) carries with it duties and responsibilities which may give rise to
restrictions. It is clear that in its decisions determining whether restrictions on
the freedom of expression are justified under art 10(2) the European Court
recognises that the particular position which a person holds and the work
which he carries out may impose special duties and responsibilities upon him.
In Engel v The Netherlands (Ne 1) (1976) 1| BHRR 647 the European Court found
there had been no violation of art 10, In that case two soldiers had been
committed to a disciplinary unit for having taken part in the publication and
distribution of a writing tending to undermine discipline. The court stated in
its decision (at 685 (para 100)):

“The court doubtless has jurisdiction to supervise, under the Cotivention,
the manner in which the domestic law of the Netherlands has been applied
in the present case, but it must not in this respect disregard either the
particular characteristics of military life (para. 54 in fine above), the specific
“duties” and “responsibilities” incumnbent on members of the armed forces,
or the margin of appreciation that Article 10(2), like Arricle 8(2), leaves to
the Contracting States,’

And the court stated (at 685):

"102. {Two of the applicants} allege a dual breach of Articles 10 and 14
taken together. They stress that a civilian in the Netherlands in a
comparable situation does not risk the slightest penalty. In addition, they
claim to have been punished more severely than a number of Netherlands
servicemen, not belonging to the V.V.D.M. [(Conscript Servicemen’s
Association)], who had also been prosecuted for writing or distribution
material likely to undermine military discipline.

103, On the first question, the court emphasises that the distinction at
issue is explicable by the differences between the conditions of military and
of civil life and, more specifically, by the “duties” and “responsibilities”
peculiar to members of the armed forces in the field of freedom of
expression.’

[94] In Hadjianastassiou v Greece (1993) 16 EHRR 219 the applicant, a serving
officer, was in charge of a project for the design and production of a guided
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missile and he submirted a report to the air force on the missile on which he had
been working. The following year he communicated to a private company
another technical study on guided missiles which he had prepared h_lmsclf. He
was convicted and sentenced for having disclosed military information relating
to the design and produce of guided missiles to a private _company. The
domestic court concluded that although the disclosed study dlf.'fered from the
one used by the air force, none the less some transfer of technical knowledge
had inevitably occurred. The European Court found that there had been ne
violation of art 10. In its decision the court stated (at 240):

‘46. It is also necessary to take into account”the s;:ecial co.nc.li.ti.onf
attaching to military life and the specific “duties” and rcsponsﬁ:llmes
incumbent on the members of the armed forces. The applicant, as the
officer a1 the KETA [(Air Force Technical Research Centre)) in- cherge of
an experimental missile programme, as bound by an obllg?tmnl of
discretion in relation to anything concerning the performance of his duties,

47. In the light of these considerations, the Greek military courts cannot
be said to have overstepped the limits of the margin of appreciation which
is to be left to the domestic authorities in matters of national security. Ner
does the evidence disclose the lack of a reasonable rcla.tlvonshlp 'of
proportionality between the means employed and the legitimate aim
pursued.’

[95] In the present case also there were spcc.ial concliitions artached to i'ilfe.in
the security service and there were special duties and _re§ponsxb1 ities
incumbent on the appellant whereby, unlike the. great majority of othc?r
citizens, he was prohibited by statute from disclosing informatien about his
work or about the actions of others engaged in the same work. Moreover these
duties and responsibilities were specifically acknowledged and accepted by the
appellant. The agreed statement of facts in the present case states:

"The appellant was 2 member of the Security Service ("th:l: Servic‘e") from
November 1991 to October 1996. At the outset of his service he 51‘gned an
Official - Secrets Act 1982 ("OSA"™) declaration acknowledgm_g the
confidential nature of documents and other information r{alatmg to
security or intelligence, defence or international felations that m:gh[ come
into his possession as a result of his position; he allso ) signed an
acknowledgment that he was under a contractual Obllga.tl()n not to
disclose, without authority, any information that came intq his possession
by virtue of his employment. On leaving the Service he signed a @rther
OSA declaration acknowledging that the provisions of the A.cl: continued
to appl} to him notwithstanding the termination of: his appointment, and
that the same requirements of confidentiality continued to apply to any
information, documents or other articles relating fo security or
intelligence, defence or international rf:*lations which ml'ght have come
into his possession as a result of his previous employment.

Therefore in considering whether the restrictions contained in ss 1 and 4 of the
OSA 1989 were permissible under art 10(2) it is.rclcvant to takf: mto accq:mt
that the appellant was subject to particu!ar duties and responsibilities arising
frotn his membership of the security service.
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Such restrictions or penalties as are prescribed by law

[96] In my opinion the restrictions and penalties to which the appellant was
subject are prescribed by law. The terms of ss 1 and 4 of the Act are clear. Each
section prohibits the disclosure of information "without lawful authority’ and
8 7(3) of the Act provides:

‘For the purposes of this Act a disclosure made by any other person
which includes a former member of the Security Service is made with
lawful authority if, and only if, it is made—(a) 10 a Crown servant for the
purposes of his functions as such; or (b) in accordance with an official
authorisation."

Section 12{1) defines who is 2 'Crown servant’:

(1) In this Act “Crown servant” means—(a) a Minister of the Crown; {b)
a person appointed under section 8 of the Northern Ireland Constitution
Act 1973 (the Northern Ireland Executive etc); (c) any person employed in
the civil service of the Crown, including Her Majesty’s Diplomatic Service,
Her Majesty’s Overseas Civil Service, the civil service of Northern Ireland
and the Northern Ireland Court Service; {d) any member of the naval,
military or air forces of the Crown, including any person employed by an
association established for the purposes of Part XI of the Reserve Forces
Act 1996; (e) any constable and any other person employed or appointed in
or for the purposes of any police force (including a police force within the
meaning of the Police Act (Northern Ireland) 1970); () any person who is
amember or employee of a prescribed body or a body of a prescribed class
and either is prescribed for the purposes of this paragraph or belongs to a
prescribed class of members or employees of any such body; (g) any person
who is the holder of a prescribed office or who is an employee of such a
holder and either is prescribed for the purposes of this paragraph or
belongs to a prescribed class of such employees.’

Section 13(1) defines the meaning of ‘prescribed’: ““prescribed” means
prescribed by an order made by the Secretary of State.” And 5 7(5) defines the
meaning of ‘official authorisation”:

‘In this section “official authorisation” and “official restriction” mean,
subject to subsection (6) below, an authorisation or restriction duly given
or imposed by a Crown servant or government contractor or by or on
behalf of a prescribed body or a body of a prescribed class.’

It is also relevant 1o note that the declaration which the appellant signed on
leaving the security service stated that in order to obtain the official sanction of
the service to publish arty material two copies of the manuscript of the work
containing such information should be submitted to the Director Geperal.

Necessary in a democratic Society in the interests of national security

[97] The judgments of the European Court have established that these
words contain two requirements. First, the restrictions on the imparting of
information must pursue a legitimate aim and, secondly, the requirements
must be necessary in a democratic society. In addition the reasons given by the
national authority to justify the restrictions must be relevant and sufficient
under art 10(2) (see Sunday Times v UK (1979) 2 EHRR 245 at 277278 (para 62),
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Barthold v Germany (1985) 7 BHRR 383 at 402 (para 55) and Lingens v Austria
(1986) 8 EHRR 407 at 418 {para 39)). A

A legitimate aim ' . .

{98) The function of the security service is 1o protect national security
against threats from espionage, terrorism and sabotage and from actions
intended to overthrow or undermine Parliamentary dt.:mocragy (sees llof the
Security Service Act 1989). In order to carry out this function effectively |
consider it to be clear that the security service must operate undt_er and be
protected by a cloak of secrecy, This view is in conformity with the judgment
of the European Court in Vereniging Weekblad BI{;ﬂ v Netherlands (1995) 20
EHRR 189 which related to the restriction on a publication of a report prepared
by the BVD, the internal security service of the Netherlands. The court stated

in its decision (at 201-202):

‘35. The Court recognises that the proper functif)nix_).g of a democratic
society based on the rule of law may call for institutions like the BVD
which, in order to be effective, must operate in secret am.i be affm:ded the
necessary protection. In this way a state may protect ltSC!f against Eh.e
activities of individuals and groups attempting to undermine the basic
values of a democratic society.

36. In view of the particular circumstances of the case and the actual
terms of the decisions of the relevant courts, tht; mterfer:epces were
unquestionably designed to protect national security, a legitimate aim
under Article 10(2).”

Therefore I consider that the restrictions imposed by ss 1 and 4 of the OSA 1989
were imposed for a legitimate aim. .
Necessary in a democratic society .

[99] As regards the second requirement, th:s JI.}dngntS of. the Europea.n
Court have also established that a restriction which is necessary ina democran.c
society must be one which is required by a pressing ‘soc1al need an](li is
proportionate to the legitimate aim pursued. On these issues t'he appellant
advanced two principal arguments. One argument was that.whllst t!lcre al:e
many matters relating to the work of the security service which require t}t: e
kept secret in the interests of national security, there are qtl_u?r matters ;v ere
there is no pressing need for secrecy and where_ the prohlbltlon of disclosure
and the sanction of criminal punishment are a dnsp1'-o‘pomonate response. 'An
example of such a matter would be where a Polmcal ﬁgure in the L];I,mte‘}'
Kingdom had been under surveillance for a period a cqnsnderab!c numlctlzr o
years ago. It was submitted that the disclosurt: ofsuch.mforn:latmn cou nl?t
constitute any impairment of national security or hinder in any way the
efficient working of the security service. . .

[100] I am unable to accept this submission. It has been recognised in
decisions in this jurisdiction that the disclosure of any part of the work or
activities of the security service by a member or past membe-r would !1ave a
detrimental effect upon the service and its members because it wo_ulcl impair
the confidence of the members in each other and would alst? impair the
confidence of those, whether informers or the intelligcnce.ser\rlce? of other
states, who would entrust secret information to the security service of the
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United Kingdom on the understanding and expectation that such information
would never be revealed to the outside world. As Lord Nicholls of Birkenhead
stated in A-G v Blake (Jonathan Cape Ltd, third party) [2000] 4 All ER 385 at
399-400, [2001] 1 AC 268 at 287;

Tt is of paramount importance that members of the service should have
complete confidence in all their dealings with each other, and that those
recruited as informers should have the like confidence. Undermining the
willingness of prospective informers to co-operate with the services, or
undermining the morale and trust between members of the services when
engaged on secret and dangerous operations, would jeopardise the
effectiveness of the service. An absolute rule against disclosure, visible to
all, makes good sense.’

[101] Moreover the appellant’s submission is advanced on the basis that it
would be for the individual member or past meinber of the security service
who wished to make public a particular piece of information to decide himself
whether its disclosure would or would not be damaging to the work of the
service. But such a decision could not safely be left to that individual because
he may not have a full appreciation of how that piece of information fits into a
wider picture and of what effect the disclosure might have on other aspects of
the work of the service of which he is unaware or of which he Jacks a full
appreciation. Moreover there is the risk that on some occasions the individual

e making the decision may be motivated in varying degrees by desire for money

or by spite or by some similar emotion.

[102) The second submission advanced by the appellant was that the
restrictions contained in ss 1 and 4 of the OSA 1989 were too wide and were
therefore disproportionate because they prevented a member or past member
of the security service from revealing to the public through the press or other
sections of the media information that the security service had engaged in
illegal activities or that its work was conducted in an incompetent and
disorganised way. The appellant submitted that the disclosure of such matters
was required in the public interest, because unless such matters were disclosed
the public wonld be unable to demand that steps should be raken to stop such
conduct and to ensure that the work of the service was lawfully and
competently carried out.

[103] In answer to this submission the Crown made the reply that under

' 87(3)a) there are a comsiderable number of senior and responsible Crown

servants to whom the appellant could have gone with his concerns and with a
request that the conduct of which he complained should be investigated and
that, if established, appropriate steps should be taken to punish it or to stop it.
If he were concerned about unlawful activity he could have given information
to the Attorney General, the Director of Public Prosecutions or the Commissioner
of the Metropolitan Police. If he were concerned about incompetence or
maladministration he could have brought his concerns to any ane of the wide
range of Crown servants, including government ministers and senior civil
servants who are listed in s 12(1) of the OSA 1989,

[104] The appellant’s response to this reply by the Crown was that if
members of the security service have deliberately carried out illegal actions (it
may be with the approval of their superior officers) which they consider to be
necessary to further the work of the service it is probable that complaints to law
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enforcement officers or to senior civil servants or 10 a government minister
would not be acted upon or would be met by the eventual response that the
activities complained of had been investigated and that no wrongdoing had
been discovered. He also submitted that senior civil servants or ministers
might be reluctant to investigate complaints of incompetence or
matladministration, -

[105} In my opinion these arguments should be rejected. In Klass v Federal
Republic of Germany (1978) 2 EHRR 214, where the applicants claimed that
surveillance of letters and telephone conversations constituted a violation of
art 8 of the convention, the state claimed that the surveillance was necessary in
a democratic state in the interests of national security and for the prevention of
disorder and crime, and that the administrative procedures in place were
designed to ensure that surveillance was not ordered improperly. The
applicants advanced the argument, similar to the argument advanced by the
present appellant, that the safeguards were inadequate because they did not
provide protection against dishonesty or negligence on the part of the
supervising officials. The Buropean Court rejected this submission stating (at
236-237 (para 59)):

‘Both in general and in relation to the question of subsequent
notification, the applicants have constantly invoked the danger of abuse as
a ground for their contention that the legislation they challenge does not
fulfil the requirements of Article 8(2) of the Convention. While the
possibility of improper action by a dishonest, negligent or over-zealous
official can never be completely ruled out whatever the system, the
considerations that matter for the purposes of the Court’s present review
are the likelihood of such action and the safeguards provided to protect
against it. The Court has examined above (at paras. 51 to 58) the contested
legislation in the light, inter alia, of these considerations. The Court notes
in particular that the [German legislation] contains various provisions
designed to reduce the effect of surveillance measures to an unavoidable
minimum and to ensure that the surveillance is carried out in strict
accordance with the law. In the absence of any evidence orindication that
the actual practice followed is otherwise, the Court must assume that, in
the democratic society of the Federal Republic of Germany, the relevant
authorities are properly applying the legislation in issue.’

1106] In the present case there is no suggestion in the agreed statement of
facts that the appellant sought to place his concerns before the Director General
of the security service or before the Home Secretary or any other Crown
servant. Therefore there is no evidence that the persons to whom the appellant
could have made complaints would not have considered and, if necessary,
investigated them in an honest and propet way and taken steps to remedy any
wrongs revealed. Accordingly there is no basis for concluding that the
safeguard provided by the ability to make such complaints are inadequate to
protect the public interest. In my opinion the reasoning of Moses ] in his
judgment (at [54]), was correct and fully in accordance with the judgment of the
European Court in Klass’ case:

‘Taccept that, in general, a restriction on disclosure cannot be justified as
being proportionate without regard to the public interest in the particular
disclosure. However, that proposition must be considered in the context
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of the statutory scheme in the instant case. There is no blanket ban on
disclosure by a former member of the security services. Where a former
member of a security service seeks to expose illegality or avert a risk of
injury to persons or property, he is entitled to approach any Crown servant
identified in s 12(1) of the OSA 1989 for the purposes of that Crown
servant’s functions (see s 7(3)). It is not therefore correct to say that a
restriction is imposed irrespective of the public interest in disclosure. If
there is a public interest in disclosure, it is, at the very least, not
unreasonable to expect at least one of the very large number identified to
recoguise the public interest, if it is well-founded, and to act upon it.’

[107] Morecver, if complaints to Crown servants were to prove fruitless and
the appellant considered that the public interest required that he should
disclose the information in his possession about alleged wrongdeing or
incompetence to the press or other sections of the media the Crown argued
that he would have another course open to him. This would be to apply,
pursuant to s 7(3)}(b), for official authorisation to disclose the information to the
public. If his complaints to official quarters had been fruitless and if official
authotisation were not granted, the appellant could apply to the High Court for
a judicial review of the refusal to give official authorisation.

{108] The appellant submitted that such an application would be fruitless,
He argued that in order to present his case in an effective way to the High Court
it would be necessary for him to make disclosure to his own lawyers and to the
judge of the information which he wished ta bring to the attention of the
public, but the refusal of official authorisation (which was the subject matter of
his complaint} would prevent such disclosure.

[109] In considering this argument it is necessary to take account of the
judgment of the European Court in Tinnelly ¢ Sons Ltd v UK (1999) 27 EHRR
249. The principal point decided in thar case was that a certificate issued
pursuant to statute by the Secretary of State that an act was done for the
purpose of safeguarding national security cannor exclude access to a court t6
determine a dispute as to a citizen's rights: the right guaranteed by art 6(1)
‘cannot be displaced by the ipse dixit of the executive’ (see (1998) 27 EHRR 249
at 290 (para 77)). But the court also recagnised that the right of access to a court
may be subject to limitations in the interests of national security provided that
the very essence of the right is not impaired and that there is a reasonable
relationship of proportionality between the mieans employed and the aims
sought to be achieved (see (1998) 27 EHRR 249 at 271 (para 72)). The court also
noted that in other contexts it had been found possible to modify judicial
procedures in such a way as to safeguard national security concerns about the
nature and sources of intelligence information and yet accord the individual a
substantial degree of procedural justice (see (1998) 27 EHRR 249 at 273-274
(para 78)).

[110} In Jasper v UK (2000) 30 EHRR, 441 the European Court again
recognised that national security may require certain information not to be
disclosed and stated that the fact that the issue of whether there should be
disclosure was monitored by a judge was an important safeguard which could
lead to the conclusion that there had not been a violation of art 6(1). The court
stated (at 472, 472-473):
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‘s2. However, as the applicant recognised, the entitlement to disclosure
of relevant evidence is not an absolute right. In any criminal proceedings
there may be competing interests, such as national security or the need to
protect witnesses at risk of reprisals or keep secret police methods of
investigation of crime, which must be weighed against the rights of the
accused. In some cases it may be necessary to withhold certain evidence
from the defence so as to preserve the fundamental rights of another
individual or to safeguard an important public interest. However, only
such measures restricting the rights of the defence which are strictly
necessary are permissible under Article 6(1). Moreover, in order to ensure
that the accused receives a fair trial, any difficulties caused to the defence
by 2 limitation on its rights must be sufficiently counterbalanced by the
procedures followed by the judicial authorities ...

56. The fact that the need for disclosure was at all times under
assessment by the trial judge provided a further, important, safeguard in
that it was his duty to monitor throughout the trial the fairness or
otherwise of the evidence being withheld.’

[111] Inthelight of these principles stated by the European Court, I consic_:ler
that if the appeliant were refused official autherisation to disclose mformatt'on
to the public and applied for judicial review of that decision, a judge of the High
Court would be able to conduct an inquiry into the refusal in such a way that
the hearing would ensure justice to the appellant and uphold his rig_hts under
art 6(1) whilst also guarding against the disclosure of information Wth.h woulfl
be harmful to national security. The intensity of the review, involving as it
would do convention rights, would be greater than a review conducted under
the Wednesbury principle (see per Lord Steyn in R (on the application of Daly) v
Secretary of State for the Home Dept (2001) 3 All ER 433 at 445-446, [2001] 2 AC
532 at 547).

[112} in a recent judgment of the Divisional Court in R (en the application of
Director of Public Prosecutions) v Acton Youth Court (2001) All ER (D) 267, after
referring to jasper's case, Rewe v UK (2000) 30 EHRR 1, and Fitt v UK (2000} 30
BHRR 480, Lord Woolf C] said (at {34]):

‘... the Buropean Court of Human Rights is prepared to accept the
obvious need in limited circumstances for the courts to protect in the
public interest immunity from production of documents ...

[113] It would not be appropriate or practicable in this specc.h to spf:cify the
steps which a judge, before whom an application for judicial review was
brought, should take to achieve the objective of giving substantial protection
to the convention rights of a past member of the security service in a way which

would not result in the disclosure of information which would be harmful to

national security. But just as it is possible to devise a procedure to be followed
in the Crown Court for upholding a claim to public interest immunity whilst
not impairing the essential rights of the accused under art 6(1), so I‘cor}sidu.:r
that the High Court could devise a procedure to achieve a simlllar objectw? in
applications for judicial review of a refusal ofofﬁc%al authorisation. A possible
course might be for the judge to appoint a special counsel to represent the
interests of the person seeking disclosure. This procedure was referred to by
Lord Woolf MR, in his judgment in the Court of Appeal in Secretary of State for
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the Home Dept v Rehman [2000] 3 All ER 778 at 788, [2000] 3 WLR 1240 at 1250,
where an issue of national security arose:

“As it was possible that part of the hearing would have to be in closed
session, Mr Nicholas Blake appeared at the request of the court. The
[Special Immigration Appeals Commission Act 1997] makes no provision
for a special advocate on an appeal. However, it seemed to us that, if it was
necgssary for the court in order to dispose justly of the appeal to hear
subniissions in the absence of Mr Rehman and his counsel, under the
inherent jurisdiction of the court, counsel instructed by the Treasury

olicitor, with the agreement of the Attorney-General, would be able to
perform a similar rolé to a special advocate without the advantage of
statutory backing for this being done. A court will only hear submissions
on a substantive appeal in the absence of a party in the most extreme
circumstances. However, considerations of national security can create
situations where this is necessary. 1f this happens, the court should use its
inherent power to reduce the risk of prejudice to the absent party so far as
possible ...

[L14] Another possible course might be for the past member of the security
service, as a preparatory step before instituting an application for judicial
review, to seek official autherisation to disclose the information only to a
specified solicitor and counsel, and in the course of his submissions on behalf of
the Crown Mr Sweeney QC stated that he was instructed to say that if such an
application for authorisation were made it would be looked at sympathetically.
If authorisation for such restricted disclosure were refused the past member
could seek judicial review of that refusat,

[115] There would, of course, be no substance in the argument by the
Crown that the appellant would have a remedy in judicial review to challenge
an improper refusal of authorisation to make disclosure to the public, if the
right to apply for judicial review was merely a formal right where the
application would be bound to fail because the applicant could place no
information before the court to support it. But, notwithstanding the difficulties
which could arise in relation to placing the necessary information before the
High Court, I consider that those difficulties would not be insurmountable and
that the High Court would be able to assist the appellant to overcome those
difficulties and to ensure that justice was done to him.

{116] Itis to be observed that the appellant took no steps to apply for official
authorisation to publish the informatién which he wished to disclose to the
public and for the reasons which I have given | consider that he cannot argue
that, if there had begn a refusal of authorisation, an application for judicial
review would have been fruifless and would not have provided an effective
remedy.

[117] Therefore I consider that ss 1 and 4 of the OSA 1989 are not
incompatible with art 10. I am in agreement with Lord Bingham that the
defence of necessity or duress of circumstances did not arise for consideration
in this case and, like him, I would not wish to be ta}(en to agree with all thar the
Court of Appeal said on this tssue. | am also in agreement with him that no
issue directly affecting the media arises in this case and therefore it would be
undesirable to express an opinion on the interesting submissions advanced on
their behalf to the House.
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11183 I wouid dismiss this appeal.

LORD HOBHOUSE OF WOODBOROUGH. ‘
[119] My Lords, for the reason given by my noble and learned friend Lord

Bingham of Cornhill, I too would dismiss this appeal.

LORD SCOTT OF FOSCOTE. . o
{120] My Lords, ] have had the advantage of reading in draft the opinions of

my noble and learned friends Lord Bingham of Comhill, Lord Hope 05'
Craighead and Lord Hutton. Save that on the matters refer-'rt?_d to in Lor

Hutton's opinion at [99], [100] ] would wish to reserve my opinion as to how
the balance between the requirements of national security on the one hand and
freedom of expression and freedom of the press on the other hand fhould be
struck, 1 am in full agreement with them and for the reasons they give I, too,

would dismiss this appeal.

Appeal dismissed.

Kate O’'Hanlon Barrister.
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Knauf UK GmbH v British Gypsum Ltd and

another
[2001] EWCA Civ 1570

COURT OF APPEAL, CIVIL DIVISION
HENRY, ROBERT WALKER AND RIX 1]
31 JULY, 24 OCXOBER 2001

Practicey~ Service out of the jurisdiction — Service by alternative nteans — Service on
German defendant via English solicitors — Whether ‘good reason” for authorisation of
alternative service shown — CPR 6.8(1).

The appellant company, P, and the respondent company, K, were both domiciled
in Germany, although K's operations were based exclusively in England.
Between March 1997 and July 1998 P supplied K with products used in the
making of plasterboard. Plasterboard sold by K was used in the construction of
homes in the north of England. In the course of construction a skim plaster finish
was applied to the exposed surface of the plasterboard, most of which was
supplied by an English company, BG Ltd. In December 1997 complaints began
1o be received that delamination of the plaster skim coat was occurring. K and
BG Ltd entered into an agreement whereby claims involving their products
would be settled on a 50/50 basis without prejudice to liability as berween
themselves. BG Ltd’s position was that the delamination was caused by defects
in the plasterboard made by K, whether caused in turn by P's products or
otherwise, while K's view was that the problem was caused by or at least
contributed to by P’s products. K-wished to avoid being sued by BG Lid in
England and then having to carry its claim against P to Germany and thus, in July
2000, issued a claim form against BG Ltd and P and applied under CPR 6.8(1)* for
service of the claim form on P by an alternative method, hamely by service within
the jurisdiction on P's English solicitors. CPR 6.8(1) provided thar service by an
alternative methed might be permitted where it appeared to the court that there
was a good reason to do so. K submitted that although there was no difficulty in
serving BG Ltd in England, or in bringing P within the English jurisdiction
because it could rely on art 6(1) of the Convention on Jurisdiction and the
Enforcement of Judgments in Civil and Commercial Matters 1968 (the Brussels
Convention} (as set out in Sch 1 to the Civil Jurisdiction and Judgments Act 1982),
there would be difficulty in obtaining priority yhder the Brussels Convention for
its suir against P in England over any suit brotuight by P against it in Germany,
because, in the absence of an order for alternative service on the English
solicitors, K would have to serve the English proceedings on P in Germany by a
method permitted under the Hague Convention on the Service Abroad of
Judicial and Extrajudicial Documents in Civil or Commercial Matters 1965 or

. under the 1928 bilateral treaty between the United Kingdom and Germany (the

Convention regarding Legal Proceedings in Civil and Commercial Matters), which
could take up to three months, and that that consideratjon constituted ‘good
reason.” The judge granted the application for alternative service. P subsequentdy
applied, inter alia, to have the order for alternative service set aside. The judge

a  Rule 6.8(1) is set out at (9], below




