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Purpose 
 
  This paper addresses the issues raised by Members at the Bills 
Committee meeting on 26 November 2003. 
 
 
Obligation to report under sections 25A of the Drug Trafficking 
(Recovery of Proceeds) Ordinance and the Organized and Serious 
Crimes Ordinance 
 
2.  The Drug Trafficking (Recovery of Proceeds) Ordinance (Cap. 
405) was enacted in 1989 to strengthen Hong Kong’s ability to combat 
domestic and international drug trafficking by providing for the tracing, 
restraining and confiscation of proceeds derived from drug trafficking 
and criminalization of assisting a drug trafficker to launder his drug 
proceeds.  In line with these objectives and given the mode of operation 
of drug traffickers, section 25 of Cap. 405 provided for disclosures of 
dealings connected with drug trafficking. 
 
3.  Section 25 was modelled on section 24 of the Drug Trafficking 
Offences Act of the United Kingdom (the UK Act) (copy at Annex A).  
Section 24(1) of the UK Act provides that it will be an offence to deal in 
drug trafficking proceeds.  However, section 24(3)(b) provides that if a 
person discloses to a constable his suspicion or belief that any funds or 
investments are derived from or used in connection with drug trafficking, 
he shall not be guilty of the offence.  The objective of this provision is to 
encourage anyone who has such dealings to disclose them to an 
authorized officer. 
 
4.  In 1994, the Organized and Serious Crimes Ordinance (Cap 455) 
was enacted to provide for increased enforcement powers against 
organized and serious crimes.  To deal with the laundering of proceeds 
of these crimes, Cap. 455 had a provision similar to section 25 of Cap. 
405. 
 
5.  To tighten up and improve the legislation to facilitate more 
effective enforcement, the original section 25 of Cap. 405 was repealed 
and replaced by the new sections 25 and 25A in 1995.  The new section 
25 creates the offence of dealing with property knowing or believing it to 
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represent the proceeds of drug trafficking.  The new section 25A creates 
the offence of failing to disclose knowledge of or suspicion that any 
property directly or indirectly represents the proceeds of drug trafficking 
or is to be used in that connection.  To maintain consistency and to 
achieve more effective enforcement, similar amendments were made 
simultaneously to the relevant confiscation and money laundering 
provisions of Cap. 455. 
 
 
Obligation to report under section 12 of the United Nations 
(Anti-Terrorism Measures) Ordinance 
 
6.  In our paper (CB(2) 1930/01-02(03)) of 16 May 2002 responding 
to the Legislative Council Assistant Legal Adviser’s letter of 2 May 2002, 
we pointed out that the reporting obligation under clause 11 of the then 
United Nations (Anti-Terrorism Measures) Bill 2002 (now section 12 of 
the United Nations (Anti-Terrorism Measures) Ordinance) was consistent 
with the prevailing provisions regarding disclosure of suspicious 
transactions relating to laundering of proceeds of drug trafficking and 
other indictable offences under sections 25A of Cap. 405 and Cap. 455. 
 
7.  Paragraph 4 of United Nations Security Council Resolution 
(UNSCR) 1373 also “notes with concern the close connection between 
international terrorism and transnational organized crime, illicit drugs, 
money-laundering” and other organized and serious crimes, and 
“emphasizes the need to enhance coordination of efforts on national, 
subregional, regional and international levels in order to strengthen a 
global response to this serious challenge and threat to international 
security”. 
 
8.  Singapore has adopted similar provisions with the anti-money 
laundering obligation covering everyone.  Section 8 of Singapore’s 
Terrorism (Suppression of Financing) Act requires every person to 
disclose any information about any transaction or proposed transaction in 
respect of any property belonging to a terrorist/terrorist entity. 
 
 
“Entities subject to anti-money laundering obligations” in Special 
Recommendation IV of the Financial Action Task Force on Money 
Laundering (FATF) 
 
9.  FATF’s Special Recommendation IV stipulates that if financial 
institutions, or other businesses or entities subject to anti-money 
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laundering obligations, suspect or have reasonable grounds to suspect that 
funds are linked or related to, or are to be used for terrorism, terrorist acts 
or by terrorist organizations, they should be required to report promptly 
their suspicions to the competent authorities.  In line with the approach 
underlying disclosures of money laundering in general, the obligation is 
put on everyone.  Section 12(1) of the United Nations (Anti-Terrorism 
Measures) Ordinance (the Ordinance) (Cap. 575) gives effect to this 
requirement.  
 
 
New section 10 - prohibition of recruitment for terrorist groups 
 
10.  The new section 10 in the United Nations (Anti-Terrorism 
Measures) (Amendment) Bill 2003 provides that - 
 

(a)  a person shall not become a member of, or recruit another person 
to become a member of a terrorist group, which he knows or has 
reasonable grounds to believe is specified under section 4 or 5; 
and 

 
(b) an existing member of a terrorist group shall cease to be such a 

member if he knows or has reasonable grounds to believe that the 
terrorist group is specified under section 4 or 5. 

 
11.  The intention for covering only specified terrorist groups under 
the new section 10 is to afford a greater degree of clarity and certainty for 
the public to comply with the provision.  Subject to further discussion at 
the Bills Committee, we are amenable to the suggestion of extending the 
section to all terrorist groups, irrespective of whether they are specified 
under section 4 or 5, to bring it more in line with the present sections 7, 8 
and 9. 
 
 
“Having reasonable grounds to believe” 
 
12.  “Belief” is an inclination of mind towards assenting to, rather 
than rejecting, a proposition.  The grounds which can reasonably induce 
that inclination of mind may, depending on the circumstances, leave 
something to surmise or conjecture (George v Rockett (1990) 179 CLR 
104 at 116 (H.C. Aust.)).  As illustrated in HKSAR v Shing Siu-ming & 
Others ((1999) 2 HKC 818), and HKSAR v Yam Ho-keung (CACC 555 
of 2001) (copies of the relevant judgments at Annexes B and C 
respectively), “reasonable grounds to believe” requires the prosecution to 
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prove both an objective and a subjective element - 
 

(a) objective element – there were grounds that a common sense, 
right-thinking member of the community would consider as 
sufficient to lead a person to the belief; and 

 
(b) subjective element – those grounds were known to the accused. 

 
If the Court accepts that those grounds were unknown to the accused, the 
accused commits no offence as the prosecution fails to prove mens rea at 
(b) above. 
 
13.  “Having reasonable grounds to believe” is an established mental 
element which attracts criminal liability pursuant to existing criminal 
laws.  We consider it appropriate for this element to be applied in the 
Ordinance.  The prosecution bears the burden of proving both elements 
at paragraphs 12(a) and (b) above beyond reasonable doubt. 
 
 
Sections 7 and 8 - prohibition on supply of and making available 
funds etc. to terrorists and terrorist associates 
 
14.  Sections 7 and 8 give effect to paragraphs 1(b) and (d) of 
UNSCR 1373.  Paragraph 1(b) overlaps to some extent with paragraph 
1(d) in that both deal with provision of funds.  However, paragraph 1(d) 
requires all States to “prohibit their nationals or any persons and entities 
within their territories from making any funds, financial assets or 
economic resources or financial or other related services available, 
directly or indirectly, for the benefit of persons who commit or attempt to 
commit or facilitate or participate in the commission of terrorist acts, of 
entities owned or controlled, directly or indirectly, by such persons and of 
persons and entities acting on behalf of or at the direction of such 
persons”.  The emphasis is on the prohibition of the supply of funds to 
terrorists and terrorist associates, the purpose being to curb financial 
support for such persons.  The proposal that the offender must have the 
intention for the funds to be used for carrying out terrorist acts falls short 
of the above requirement to prohibit provision of funds to all terrorists 
and terrorist associates.  It also creates a loophole allowing funds to be 
legally provided to terrorists and terrorist associates as long as the 
provider does not intend the funds to be used for terrorist acts. 
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Specification of terrorists and terrorist associates in the Gazette 
 
15.  The Ordinance does not provide that a person is presumed to 
know of the existence or contents of a notice or an order published in the 
Gazette.  The purpose of the presumption as provided for under sections 
4(5) and 5(4) is to relieve the prosecution of the requirement to prove that 
the specified persons or property are terrorists, terrorist associates or 
terrorist property as appropriate, in the absence of evidence to the 
contrary.  However, if a person is charged with an offence relating to a 
terrorist or terrorist associate (as for example, under sections 7, 8 or 9), 
the prosecution will still need to prove that the person knew, or had 
reasonable grounds to believe, that he was dealing with such a person.  
The fact that the specification has been published in the Gazette does not 
create a presumption or proof that the accused person had the requisite 
mens rea. 
 
 
 
 
 
 
Security Bureau 
January 2004 


































