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Purpose

This paper reports on the deliberations of the Bills Committee on Registration
of Persons (Amendment) Bill 2001.

Background

2. The existing form of identity (ID) card was introduced in 1987 and the
supporting computer system, the Registration of Persons (ROP) system, wasinstalled in
1982. According to the Administration, the design of both the ID card and the ROP
system have become aged and outdated with the passage of time. Due to the
advancement of technology, the existing ID cards are no longer secure and forgery-
proof asthey were 10 years ago.

3. In May 1999, the Immigration Department (ImmD) commissioned a
consultancy study to review its information systems strategy. In the review, the
consulting company alerted that the ROP system would reach the end of its life
expectancy by 2002 and must be replaced. ImmD commissioned a separate feasibility
study in November 1999 to examine and recommend options for the introduction of a
new ID card and a new ROP system. The consultants proposed three options, namely -

(@ anon-smart ID card,;
(b) asmart ID card capable of supporting ImmD's core business only; and

(c) asmart ID card which supported multiple applications.



4, At itsmeeting on 17 October 2000, the Executive Council decided that a new
ID card and a new supporting computer system should beintroduced in early 2003. The
new ID card should take the form of a smart card and have the capacity to support
multiple applications.

TheBill

5. The Bill seeks to amend the Registration of Persons Ordinance (ROP
Ordinance) (Cap. 177) and the Registration of Persons Regulations (ROP Regulations)
to provide the legidative framework for the introduction of a new smart ID card with
multi-application capacity. The Bill also provides for the launching of aterritory-wide
ID card replacement exercise.

The Bills Committee

6. At the House Committee meeting on 11 January 2002, Members formed a
Bills Committee to study the Bill. The Bills Committee was activated on 7 June 2002.
The membership list of the Bills Committeeisin Appendix I.

7. Under the chairmanship of Hon IP Kwok-him, the Bills Committee has held
15 meetings with the Administration. The Bill Committee has met with nine
organisations/individuals and has also received written submissions from seven other
organisations/individuals. The names of these 16 organisations and individuals are
listed in Appendix I1.

8. The Bills Committee, joined by other interested Members, will visit the
ImmD on 8 March 2003 to view a demonstration on the prototype of the Smart Identity
Card System (System) to better understand the new work processes under the System.

Deliberations of the Bills Committee

Restriction on use of ROP particulars

0. The proposed section 9 seeks to restrict the use of the ROP particulars
collected under regulation 4 of the ROP Regulations to enable the Commissioner of
Registration to keep aregister of persons, to enable the identification of individuals, and
for such other purposes as may be authorised, permitted or required by or under any
Ordinance.

10. Members have pointed out that the proposed section as presently drafted may
adversely affect the way in which private organisations and individual s use information
on ROP particulars. For example, the registration authority would not be able to dedl
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with requests from the public for the issue of Certificate of Registered Particulars as
evidence of change of name.

11. Members have also pointed out that the existing reference to ROP particulars
in the proposed section 9, especially when read together with the proposed section 11,
which imposes criminal liability for unauthorised handling of particulars, may
inadvertently cast the net too wide and adversely affect the way in which people can use
particulars shown on the ID card and particulars duly obtained from the ImmD pursuant
to alegitimate request. As such people include not only law enforcement agencies, but
aso law firms and the data subjects themselves, many people could face serious legal
consequences.

12. Having considered members views, the Administration has agreed to
introduce amendments to make it clear that in the proposed section 9(a), particulars
furnished to aregistration officer may be used for enabling the Commissioner to issue
ID cards and to keep records on such particulars. For records kept by the Commissioner,
they may be used for the following purpose, in cases where the requesting party is a
public officer, enabling him to verify the identity of individuals when discharging his
official duties, and, in cases where the requesting party is not a public officer, enabling
him to verify the identity of individualsfor lawful purposes. The above amendmentsto
the proposed section 9 make it clear that the scope of the restriction applies only to
records kept by the Commissioner on ROP particulars furnished to aregistration officer.
The Administration has pointed out that the proposed amendments should not be taken
to mean that ROP particulars duly released by ImmD can then be disclosed or used at
will subsequently by the requesting party. The requesting party has then become a data
user and will be subject to the restrictions under the Personal Data (Privacy) Ordinance
(PDPO) (Cap. 486).

Duty not to disclose photographs, fingerprints and particulars

13. Under the proposed section 10 of the ROP Ordinance, a registration officer
should not disclose photographs, fingerprints and particulars furnished under regulation
4(1) of the ROP Regulations, unless with the written permission of the Chief Secretary
for Administration (CS). The proposed section reproduces in full regulation 24 of the
ROP Regulations. According to the Administration, the proposal to raise the status of
the provision from subsidiary legislation to primary legislation is to comply with the
recommendations of the Privacy Impact Assessment study so that it will not be
overridden by provisions in ordinances, if any, giving a power to obtain ROP
information.

14. Some members have expressed concern about the possible abuse of ROP data
by government departments, and have enquired about the mechanism for processing
requests for ROP data under regulation 24 and the practice of the Police in making
requests for ROP data and destroying such data after use. These members have also
expressed concern whether adequate control measures are in place to ensure that the
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ROP data would not be used by the Police for purposes other than those stated in its
original request.

15. The Administration has explained that all requestsfor disclosure of ROP data
kept by the ImmD are dealt with in accordance with regulation 24, except where a
request is covered by regulation 23 which basically deals with requests from 1D card
holders for certified copies. Regarding requests for ROP data by public officias, they
must be made and signed by an authorised officer of an appropriate rank, such as a
Superintendent or above of the Police or an officer at the Assistant Director level of
other government departments. Before making a request, the authorising officer must
be satisfied that the personal datato be requested isfor alawful purpose directly related
to afunction or activity of his department, that the collection of data is necessary, and
that the data requested are adequate but not excessive. Where the data subject has not
voluntarily given hisexpress consent to the use of his personal data, aswould bethe case
In many requests, the relevant exemption provision in PDPO must be specified and full
justifications for the request must be given. Similarly, requests by non-Government
organisations and other individuals for ROP data under regulation 24 have to be
supported by full justifications and have to state the rel evant exemption provisionsin the
PDPO.

16. The Administration has assured members that each and every request for
ROP data is carefully considered before a permission is given under regulation 24 to a
registration officer to disclose ROP data, having regard to factors such as whether the
purpose for which the request is made is the same as, or directly related to, any of the
purposes for which the personal data were to be used at the time of collection, whether
the consent of the data subject has been obtained, and whether the data requested are
adequate but not excessive. In case of doubt, the advice of the Department of Justice
and Privacy Commissioner for Personal Data (Privacy Commissioner) will be sought as
appropriate. When an approval is granted to disclose the data requested, the registration
officer will specify in writing to the recipient that such data should only be used for the
purpose stated in the request and should be destroyed when it is no longer required.

17. In the case of the Police, the Administration has explained that Police officers
are required to follow clearly laid down procedures governing the making of the
requests for ROP data for investigation purposes and their destruction after use. Under
the procedures, the officer (normally the officer-in-charge of a case) requesting such
data must apply to an authorising officer and fully justify to the latter's satisfaction that
the datarequested is necessary to assist theinvestigation in question. Before authorising
such applications, the authorising officers, invariably senior Police officers at the rank
of Superintendent or above, must satisfy themselves that the ROP data requested are
necessary to assist the investigation taking into account all circumstances surrounding
the case. Furthermore, all Police officers have been instructed to take all practical steps
to ensure that all ROP data obtained are protected against unauthorised access. ROP
datawhich are no longer required for the purposes madein the request will be destroyed.



18. At the request of members, the Administration has provided information on
provision of ROP data between January and November 2002. Members have noted that
during the period, ROP datarelating to 74,270 data subjects were disclosed pursuant to
regulation 24. The great majority of cases were requests from the Police and the
Independent Commission Against Corruption for the purposes of prevention and
detection of crime.

19. Members share the view of Professor Matthew L EE of the City University of
Hong Kong that a provision should be added to ensure that CS has considered all
relevant factors in determining whether to give his written permission for a request for
disclosure. The Administration has agreed to introduce an amendment to require CSto
state the reason for giving the permission.

20. Regarding permission by CS to disclose ROP data under regulation 24,
members have noted that CS's power has been delegated to a Principal Assistant
Secretary for Security. Members have queried whether such a delegation of power is

appropriate.

21. The Administration has explained that since the early 1970s, CS has
delegated his power under regulation 24 to the Secretary for Security (Sfor S), Deputy
Security for Security (DS(S)) and Principal Assistant Secretary for Security (PAS(S))
pursuant to section 43 of the Interpretation and General Clauses Ordinance (Cap.1).
Most of the requests for ROP records are straightforward requests for addresses or
confirmation of ID card numbers of the data subjects for purposes such as crime
Investigation and service of summons, etc. Having regard to the nature and frequency of
the requests for ROP records (an average of about 5 000 such request were processed
every month in 2002), the Administration considers that the existing delegation of
power is appropriate. The delegation represents a fine balance between operational
requirements to deal with such requests as and when received and the need to closely
supervise the disclosure of ROP data by the registration officer through the exercise of
delegated power by officers in the Security Bureau at sufficiently senior levels. The
Administration has stressed that before a permission under regulation 24 is granted,
PAS(S) will duly examine the requests having regard to the factors stated in paragraph
16 above. In caseof doubt, PAS(S) will consult DS(S), Sfor Sor CStaking into account
the advice of the Department of Justice and the Privacy Commissioner. There have been
cases where CS had been consulted before approving requests for the release of ROP
data.

22. At the request of members, the Administration has agreed to convey to the
Privacy Commissioner the concerns of members about the delegation of CS's power and
the destruction of ROP data disclosed pursuant to regulation 24, and members' request
that the Privacy Commissioner should also look at whether the protection of data
privacy isfully complied with in the context of privacy compliance audit (paragraphs 55
to 61 below refer).



Power to certify and furnish certified copies

23. Regulation 23 empowers a registration officer to certify and furnish certified
copies. Some members have queried whether it is appropriate to subject the proposed
section 10 to regulation 23, as this could leave aloophole whereby the operation of the
proposed section may in future be atered through an amendment to the regulation which
iIssubsidiary legisation. To allay members' concern, the Administration has agreed to
make an amendment to move the existing regulation 23 to the ROP Ordinance.

Prohibition of unauthorised handling of particulars

24. The proposed section 11 of the ROP Ordinance providesthat any person who,
without lawful authority or reasonable excuse, gains access to, stores, uses or discloses,
any ROP particulars furnished to aregistration officer under the ROP Ordinance will be
an offence and liableto afineat level 5, currently at $50 000, and to imprisonment for
two years.

25. To be consistent with the amendments to the proposed section 9 referred to in
paragraph 12 above, the Administration will introduce an amendment to make it clear
that criminal liability under the proposed section 11 will only arise where any person,
without lawful authority or reasonable excuse, gains access to, stores, uses or discloses,
any records kept by the Commissioner for Registration on ROP particulars furnished to
aregistration officer.

26. In response to members' query on whether unauthorised copy, reproduction
and deletion of particulars should also be made an offence, the Administration has
advised that "uses' in the proposed section 11 covers "copy" and "reproduction”. An
amendment will also be made to include unauthorised erasure, cancellation or alteration
of any records kept by the Commissioner of Registration on ROP particulars furnished
to aregistration officers an offence.

Inclusion of non-registration of persons applications in the new identity card

27. Under the Bill, the Chief Executive in Council is empowered to make
regulations for non-ROP information or particulars to be included in ID cards and data
to be stored in the chip of the ID card for non-ROP applications. The proposed
regulation 4A of the ROP Regulations provides for the Commissioner of Registration or
any person acting pursuant to a permission given by the Commissioner to include such
information and particulars to be printed on the card face of a new ID card and the
storage of such datain the chip of the ID card under the new Schedule 5.

28. According to the Administration, among the non-ROP applications to be
introduced, i.e. digital certificate (e-Cert), library card and driving licence, only the e-
Cert application requires the storage of non-ROP data in the chip. The e-Cert
application will therefore be specified in the new Schedule 5 to the ROP Regulations. In
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addition, all of the proposed non-ROP applications are voluntary. Card holders will
have the choice of whether non-ROP information and data should be included in their
new 1D card.

29. Members consider that the proposed regulation 4A should reflect clearly that
the inclusion of non-ROP information, particulars and data referred to in the proposed
regulation is voluntary, and that the inclusion of such information, particulars and data
in an ID card and the storage of such data in a chip requires the consent of the card
holder. Members aso consider that the principle that any inclusion of non-ROP
information, particulars and datainto an ID card requires the consent of the card holder
should be provided in the ROP Ordinance.

30. Members have also expressed concern that the proposed regulation as
presently drafted may allow the Commissioner of Registration or any person acting
pursuant to the Commissioner's permission to include any informationinan ID card or a
chip at will, using the pretext that thisis necessary for a prescribed purpose. Members
have suggested that the purposes of including non-ROP information, particulars and
datainan ID card aswell asthe information, particulars and data to be included should
be clearly spelt out.

3L Having considered members views and concerns, the Administration has
redrafted the proposed regulation 4A to expressly provide that the inclusion of non-ROP
information, particularsand datain an 1D card and the storage of such datain achip will
require the consent of the card holder, and that the purpose of incluson and the
information, particulars and datato be included in an ID card will be set out in columns
1 and 2 of Schedule 5 to the ROP Regulations respectively. Amendments will also be
made to Schedule 5 to set out clearly that in column 1 the purposefor inclusionisfor the
storage of acertificate defined in section 2(1) of the Electronic Transactions Ordinance
(Cap.553) issued by the Postmaster General and recognised under section 22 of that
Ordinance, and in column 2 the information, particulars and data to be included. A
provision will also be added to provide for the removal of such dataincluded in the chip
embodied in an ID card if so requested by the ID card holder concerned.

32. The Administration has also agreed to add a new section 7(2A) to the ROP
Ordinanceto set out the principle that information or particulars or data other than those
prescribed for ROP purposes could only be included in ID cards or stored in chips with
the consent of the applicants for or holders of ID card, and to set out the information,
particulars or data which are related to ROP purposes.

33. At the request of members, the Administration has undertaken to brief the
relevant Panels beforeintroducing subsidiary legislation to provide for theincorporation
of new non-ROP related applications on the card face of asmart ID card or in the chip
embedded in it.



Information, particulars or data prescribed for ROP purposes

34. The information, particulars or data prescribed for ROP purposes are set out
in the proposed amendment to section 7 of the ROP Ordinance, i.e. new section
7(2A)(b). Hon James TO has expressed serious concern about the new section
7(2A)(b)(i), which in effect empowers the Chief Executive in Council to make
regulations to provide for the information on a person’s nationality, marital status and
occupation to be included in his ID card without the consent of the person. He is
worried that the amendment, if passed, would empower the Administration to make
another regulation to require ID card applicants to report al their nationadities. If the
intention of the Administration is not to require an ID card applicant to furnish
information on al his other nationalities, Hon James TO considers that the enabling
provision should be restricted to aperson's claimed nationality, i.e. the nationality which
he claims. He s strongly opposed to giving such a wide power to the Administration.
Hon James TO has pointed out that in fact under regulation 4 of the ROP Regulations,
any person who appliesfor an ID card isrequired to furnish, among other particulars, the
nationality which he claims.

35. Regarding particulars on aperson’s marital status and occupation, Hon James
TO does not consider that there is a need for the inclusion in the ID card of for such
information, asthey are not related to ROP purposes. He has pointed out that aperson’s
marital status and occupation could change, especially when one’s occupation could
change quite often. Under regulation 18 of the ROP Regulations, an ID card holder has
a duty to report corrections to the particulars submitted to a registration officer. Any
person who fails to do so commits an offence and isliable to afine at level 3 (currently
at $10,000) and to imprisonment for one year. Heistherefore strongly opposed to such
an enabling provision.

36. The Administration has assured members that the Administration has no
intention to require an 1D card applicant to furnish information on al his nationalities.
The Administration has explained that the reference to nationality will cover claimed
nationality, and it is not unusual that the enabling provision iswider that what is needed.
The setting out of the prescribed information, particulars or data in the new section
7(2A)(b) isinresponse to members' request to provide the principlethat the inclusion of
non-ROP information, particulars or data, i.e. other than those prescribed for ROP
purposes, in an ID card should have the consent of the applicant for or holder of an ID
card.

37. Having considered the views of members, the Administration has agreed to
amend the reference from “nationality” to “nationality which he claims’ in new section
7(2A)(b)(i). The Administration maintainsthat marital status and occupation should be
particulars prescribed for ROP purposes. Hon Margaret NG, Hon Emily LAU and Hon
James TO have expressed support for the amendment. However, Hon Mrs Selina
CHOW, Hon LAU Kong-wah, Hon Miriam LAU, Hon LEUNG Fu-wah and Hon
Howard Y OUNG have expressed reservations about the need for such an amendment.
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38. Hon James TO has proposed that the Bills Committee should move an
amendment to delete the reference to “marital status’ and “occupation” in new section
7(2A)(b)(i). Asthereweredivided viewsamong members, avote was taken on whether
the Bills Committee should move an amendment to delete the reference to “marital
status’ in new section 7(2A)(b)(i). Hon Margaret NG, Hon Emily LAU and Hon James
TO voted in favour of the Bills Committee moving the amendment, while Hon Mrs
SelinaCHOW, Hon LAU Kong-wah, Hon Miriam LAU, Hon LEUNG Fu-wah and Hon
Howard Young voted against. The Bills Committee therefore decided that the
amendment would not be moved by the Bills Committee.

39. A vote was also taken on whether the Bills Committee should move an
amendment to delete the reference to “occupation” in new section 7(2A)(b)(1). Hon
Margaret NG, Hon Emily LAU, Hon LEUNG Fu-wah and Hon James TO voted in
favour of the Bills Committee moving the amendment, while Hon Mrs Selina CHOW,
Hon LAU Kong-wah, Hon Miriam LAU and Hon Howard Y OUNG voted against. As
the voteswere equally divided, Hon IP Kwok-him, Chairman of Bills Committee, casted
his casting vote that the amendment would not be moved by the Bills Committee.

40. Hon James TO has indicated that he will move an amendment to delete the
reference to “marital status’ and “occupation” in new section 7(2A)(b)(i).

41. Regarding the particulars furnished to aregistration officer for the purpose of
ROP, members have queried the need for the collection of al the particulars of the
applicant set out in regulation 4(1)(b) of the ROP Regulations. The Privacy
Commissioner is aso of the view that unless justification could be given on the
collection of personal dataof citizens, such asresidence, place of business, employment,
the requirement to report corrections of particulars under regulation 18(1) of ROP
Regulations should be revised to bring it consistent with actual need and with Data
Protection Principle 1(1) of PDPO.

42. The Administration has advised that for the purpose of ROP, it is necessary to
require an applicant to furnish the particulars stipulated in regulation 4(1)(b). Such
particularswould be useful if there are doubts on the identity of aperson, and would also
assist in tracing the whereabouts of a person or contacting his family members, should
this become necessary. The Administration has further advised that it is the legislative
intent of regulation 18(1) for ID card holders to report correction of particulars. The
onus must rest on the card holders themselves as they are the ones who know which
particulars have become incorrect. Thisisalso in line with Data Protection Principle 2
of PDPO in that all practical steps should be taken to ensure the accuracy of personal
data.

43. At the request of members, the Administration has agreed to repeal regulation
4(1)(b)(vii) and (ix) so that information on previous country or place of residence and
particulars of children of aregistrant will no longer be collected. The requirement to
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furnish any travel document under regulation 4(1)(b)(xi) will be limited to any travel
document bearing an endorsement to the effect that he is authorised under the
Immigration Ordinance to remain in Hong Kong or document issued under the
Ordinance authorising him to remain in Hong Kong.

44. Under regulation 4(1)(b)(xii), an 1D card applicant may be required to furnish
such further particulars relating to any of the particulars furnished under regulation
4(1)(b) as the registration officer considers necessary. The Administration has
explained that such further particulars that may be required to furnish would be
reasonable and have to be relating to the particulars furnished under regulation 4(1)(b).
This s the existing mechanism, and so far, there has not been any complaint about the
abuse of power by registration officers under this provision.

45, Hon James TO has expressed concern about giving such a power to a
registration officer. Heisworried that as provided under this provision, a registration
officer could require an ID card applicant to provide further information on his
nationality, for instance, the registration officer could ask the applicant whether he has
another nationality. Hon James TO has indicated that he will consider moving an
amendment to regulation 4(1)(b)(xii).

Power to verify identity by fingerprint match

46. The proposed regulation 11A of the ROP Regulations provides for a Police
officer, an officer of the ImmD or an authorised person who has reason to doubt the
identity of any person to require the person to produce his ID card and verify hisidentity
by matching his fingerprint with the fingerprint template included in the ID card.

47. Members have expressed concern that the regulation as presently drafted may
give rise to possible abuse of power by enforcement officers in the verification of
fingerprints of card holders. They have also queried why any person authorised by the
Chief Executive should be given such a power.

48. Having taking into account the views of members, the Administration has
redrafted the proposed regulation 11A to authorise only Police officers and members of
the Immigration Service to use portable ID card readersto view ROP datain an ID card
and to scan a person's fingerprint for matching with his fingerprint template in his 1D
card, if they have reasons to believe that the ID card produced is not issued under the
ROP Ordinance to the person concerned. The Administration has also agreed to add
provisions to require the Commissioner of Registration to publish in the Gazette the
types of approved portable ID card readers to be used, and to provide for the definition
of portable ID card readers. In addition, the Chief Executive in Council’s power to
make regulation as provided for in section 7 of the ROP Ordinance will be expanded to
include the power of viewing of information reproduced from datain the chip embodied
in 1D cards by Police officers and members of the Immigration Service, as such a power
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Is provided for in the proposed new regulation 11A(1)(c). The relevant amendments
will be made by the Administration.

49. According to the Administration, a portable ID card reader will be equipped
with -

(8) acard dlot for reading datain the chip;

(b) LCD display for showing the personal particulars and photo of the card
holder. If the card holder is a temporary resident, his’her condition of stay
and limit of stay stored in the chip will aso be displayed,;

(c) key-pad for selection of functions;

(d) fingerprint scanner for scanning the card holder's live fingerprint image
which will then be compared with the fingerprint template in the chip to seeif
it isasuccessful match (the fingerprint image will not be seen); and

(e) memory for logging details of inspection performed for audit trail purpose.

50. Some members have expressed concern about the abuse use of portable ID
card reader, and asked whether all frontline Police officers would carry such readers.
The Administration has responded that portable ID card readers will be used mainly to
facilitate anti-illegal immigrant operations during which law enforcement officersin the
field can use a reader to confirm instantly the identity of a person and/or if a person's
permission to stay (in case of temporary resident) is valid without holding him up for
further checks. The Administration envisages that the number of portable ID card
readers required would be small.

Prohibition against making alteration to identity card

51. Under the Bill, any person who, without lawful authority, stores data in a
chip, adds to, erases, cancel or alters any data stores in a chip, or renders a chip
ineffective, will be guilty of an offence. Any person who, without lawful authority or
reasonable excuse, uses or possesses an |D card with unlawfully altered datain the chip
will be guilty of an offence. These are provided in the proposed regulation 12(1A) and
(2A) respectively. The proposed regulation 12(4) provides that any person who
commits an offence under regulation 12(1A) and (2A) will be liableto afine at level 4
(currently at $25,000) and to imprisonment for two years.

52. Members share the view of Professor Matthew L EE of the City University of
Hong Kong that unauthorised access to data stored in the chip of a smart ID card, e.g.
hacking, should be an offence. The Administration agrees and will introduce the
relevant amendment.
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53. According to the Administration, the System will provide ample facilitiesfor
Hong Kong residents to view the particulars stored in the chip of their smart ID cards
within the existing chain of ROP offices and the new Smart Identity Card Centres.
Beforean ID card isissued, the applicant will beinvited to read the particularsin respect
of the applications by way of acomputer terminal and to confirm that the particulars are
correct. Inaddition, there will be self-service kiosksto facilitate ID card holdersto read
the ROP data in the chip, as well as conduct PIN management functions if they have
opted for adigital certificate.

54. In response to members concern that an ID card holder may commit an
offence for gaining access to the particulars in the chip through self-service kiosks, the
Administration will introduce anew regulation 12(1B) to specify that an ID card holder
has lawful authority to gain access to his ROP data stored in the chip if he gains such
access by using facilities provided by or with the approval of the Government, or to gain
access to his non-ROP data specified in Schedule 5 stored in the chip if he gains such
access only for the purpose for which the data are stored.

Privacy compliance audit

55. A privacy compliance audit in relation to a personal data system is a
systematic verification of compliance with privacy policies, data protection principles,
codes of practice or other regulatory requirements with respect to information handling
and privacy. The privacy compliance audit examines the information management
processes of the data system, assesses the extent to which the processes are implemented
In accordance with stated privacy protection requirements, and provides assurance on
the level of privacy compliance.

56. Members considersit important that privacy compliance audits on the System
should be conducted to ensure the compliance of data protection requirements and
prevention of abuse of data collected, especially when non-ROP information and data
could beincluded in the chip of the smart ID card. Membershave suggested that privacy
compliance audits should be conducted on aregular basisin theinitial two to three years
after the System is implemented, and reports of the audits should be submitted to the
Legidative Council (LegCo). Some members are of the view that a privacy compliance
audit should at least be conducted one year after the implementation of the System. To
enhance public confidence on the smart ID card scheme, some members have also
suggested that the Bill should provide for the conduct of privacy compliance audits.
Members have sought the views of the Privacy Commissioner on the matter.

57. The Privacy Commissioner supports the view that the conduct of a post-
implementation compliance audit is a necessary step to ensure that al relevant
safeguards arein place and all privacy issues duly addressed. Heisalso of the view that
subsequent regular compliance audit will be conducive to the maintenance of public
confidence in the smart card regime as awhole. In the case of the System, the Privacy
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Commissioner has advised that there are two approaches to the provision of the privacy
compliance audit services -

(8 engaging independent professional auditors - this approach requires the
commissioning of privacy compliance audit studies with professiona audit
firms with the necessary privacy audit skills and experience; and

(b) appointing the Office of the Privacy Commissioner (PCO) as an independent
auditor - subject to the provision of additional resourcesto the PCO, this may
be an alternative to achieve independencein the audit process. A drawback in
this approach is that such appointment may create potential conflict between
the PCO's role in the audit and its role in compliant investigation under the
PDPO. To minimise the impact, amemorandum of understanding may need
to be drawn up between the parties to the effect that any outcome of the audit
should not prejudice any other regulatory power of the Privacy Commissioner
to enforce compliance.

58. Regarding some members' suggestion to incorporate into the Bill aduty of the
Privacy Commissioner to carry out privacy compliance audit specifically for the System,
the Privacy Commissioner has expressed reservations. In the view of the Privacy
Commissioner, it would be more appropriate to incorporate the audit requirement as a
provision in a code of practice that governs the System. This approach has the benefit
that rules on the collection, use and access of smart ID card data can be developed in
parallel with the implementation of the scheme and in tandem with the development in
technology. It is more flexible and alows a progressive development of the audit
criteriaand benchmark data. The Privacy Commissioner also considers that the code of
practice should be applicable to all government departments that may be users of the
smart ID card data, and be extended to non-government users either in whole or in part.

59. The Administration considers that it is more appropriate to provide in a code
of practice the conduct of privacy compliance audit rather than in the Bill, as it will
allow more flexibility. The Administration has undertaken to draw up the code of
practice in consultation with the Privacy Commissioner after the completion of the
fourth Privacy Impact Assessment study which is planned to be conducted about three
months after the System cut-over date. The Administration has informed members that
the code of practice will set out the ground rules on the collection, use of and access to
smart 1D card data and the conduct of privacy compliance audit. The code of practice
will be covered by section 12 of the PDPO, i.e. to be approved by the Privacy
Commissioner.

60. Regarding the conduct of privacy compliance audit, the Administration has
advised that it will make the necessary arrangements with the Privacy Commissioner for
aprivacy compliance audit to be conducted in 12 months after the implementation of the
System, and thereafter on a need basis. The Administration will work out the detailed
audit arrangements with the Privacy Commissioner in due course. The Administration
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has also undertaken to provide a copy of the audit report to LegCo after the audit is
completed. At the request of members, the Administration has agreed to state the
undertakings in S for S's speech to be made during the Second Reading debate on the
Bill.

61. As regards the arrangements between the Administration and the Privacy
Commission, members note that details of the agreed arrangementswill beincorporated
in a memorandum of understanding to be drawn up between the parties. These will
include the terms of reference, the duration, the provision of resources and other
relevant matters pertinent to the conduct of the privacy compliance audit. Membersalso
note that the code of practice, when approved by the Privacy Commissioner, will form
the benchmark for which the compliance of the System will be assessed and audited.

Possession of avalid identity card and entitlement to right

62. Inthecontext of the D replacement exercise, Sfor Sisempowered under section
7C of the ROP Ordinance to issue orders published in the Gazette to declare any 1D
cards not replaced during the span of the exercise to be invalid. Hon James TO has
expressed concern whether the possession of aninvalid ID card would affect a person's
right of abode (ROA), including the acquiring, exercising or proof of ROA, and whether
it would affect his right to medical, health, education and welfare services and that, in
the case of retired civil servants, right to pension. Heisparticularly concerned that those
overseas Hong Kong permanent residents who do not apply for the new smart ID card
may lose their right.

63. The Administration has explained that the invalidation of an ID card does not
have the effect of invalidating a person's ROA in Hong Kong. Under section 2A of the
Immigration Ordinance (10) (Cap. 115), aHong Kong permanent resident enjoys ROA
in Hong Kong. The conditions under which a permanent resident will lose his status
which are unrelated to the possession of a valid or an valid ID card is specified in
paragraph 7 of Schedule 1 to the 10. If aperson has been issued with a permanent 1D
card but subsequently ceasesto have that status, the possession of avalid permanent ID
card will not give him the ROA. A returning resident who has ROA in Hong Kong but
whose permanent ID card has been declared invalid can apply for replacement of hisID
card within 30 days of his return to Hong Kong.

64. The Administration has further explained that possession of a permanent ID
card is one of the proofs that a person had ROA in Hong Kong. It is not the only
acceptable or conclusive evidence. There are other meansin which aperson'sstatusasa
permanent resident of Hong Kong can be established, for instance, by his holding of a
valid travel document bearing a valid certificate of entitlement. Regarding the
entitlement to other rights, the Administration has confirmed that the possession of an
invalid identity card will not affect a person's right to medical, health, welfare services
and education and that, in the case of retired civil servants, right to pension.
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65. Upon Hon James TO's enquiry, the Administration has confirmed that a
HKSAR permanent resident living overseas who does not apply for a new identity card
during his return to Hong Kong will not be liable to an offence under the proposed
section 7B(4) of the ROP Ordinance, if his period of stay in Hong Kong is less than 30

days.

66. At the request of members, the Administration has undertaken to launch
publicity programmes through overseas Economic and Trade Officesto notify overseas
HKSAR permanent residents of the ID card replacement exercise and the requirement to
apply for anew ID card within 30 days of their return to Hong Kong.

Commencement date of the Bill and the System and identity card replacement exercise

67. Clause 1(2) of the Bill providesthat the Bill shall come into force on aday to
be appointed by Sfor S by notice published in the Gazette. Under Clause 3 of the Bill,
the Commissioner of Registration may by notice published in the Gazette specify a date
on which the System comes into operation. The Bill also provides that the notice on the
date specified by the Commissioner of Registration is not subsidiary legisation.
Members have queried why the notice on the specified date referred to in Clause 3 isnot
subsidiary legislation.

68. The Administration plansto fix a specified date for the commencement of the
System one to two weeks after the Bill comes into operation. The Administration is of
the view that maximum flexibility should be allowed to enable the Commissioner of
Registration to take into account the progress of all implementation work and last-
minute debugging as necessary, since the introduction of smart ID cards is an
unprecedented event. If the System commencement date is to be specified by way of
subsidiary legislation, the need to ensure that the requirement for the scrutiny period
under the negative vetting procedure as provided under section 34 of Cap.1ismet could
unnecessarily delay the issue of new ID cards even if the System becomes ready to
commence operation. The Administration plans to start issuing new ID cards in late
May 2003, and launch the replacement exercise, which will take place by phases, in late
July 2003.

69. The Administration has proposed to introduce an amendment to bring the
Bill, if passed, into force on 12 May 2003, given the tight implementation time-table.
The Commissioner of Registration will then specify 26 May 2003 as the date for the
System to commence operation for the introduction of smart ID card.

70. Hon James TO has expressed concern about the proposed amendment to
appoint 12 May 2003 as the commencement date of the Bill. He has pointed out that as
provided under the Bill, Sfor Swill appoint adate on which the Bill will comeinto force
by anotice published in the Gazette. The commencement noticeissubsidiary legislation
subject to the negative vetting procedure under section 34 of Cap.1. This means that
LegCo will have the opportunity to amend the commencement date of the Bill, even if
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the Bill is passed, if the System is not ready to operate. Hon James TO isworried that
the System may not be ready to operate in May 2003 for the issuance of new ID cards.
He feels strongly that LegCo should not be asked to agree to the commencement date of
the Bill as proposed by the Administration without ascertaining the readiness of the
System to commence operation.

71. The Administration has responded that the commencement date of the Bill
refers to the date on which the legidative framework of the new smart ID card with
multi-application capacity will come into force. After that date, the Commissioner of
Registration will specify a date on which the System comes into operation for the
introduction of smart ID cards. The commencement date of the Bill and the operational
detalls for the System to commence operation are two different things. The
Administration has pointed out that as required under section 7B of the ROP Ordinance,
the commencement date for the new ID card replacement exercise will haveto be set out
in an order by S for S published in the Gazette. An order made under section 7B is
subsidiary legislation subject to the negative vetting procedure under section 34 of
Cap.l. This means that LegCo will «till have the opportunity to amend the
commencement date of the ID card replacement exercise.

72. To address Hon James TO's concern, the Administration has undertaken to
brief the Panel on Security on the progress of the implementation of the System before
the Commissioner of Registration specifies the date on which the System comes into
operation. The Administration has also undertaken that if, on 8 March 2003, the
demonstration on the prototype of the System indicates that the System is not ready, the
Administration is willing to reconsider the commencement date of the Bill.

73. Despite the Administration's undertakings, Hon James TO still has
reservations about the proposed amendment to Clause 1(2) to appoint 12 May 2003 as
the commencement date of the Bill.

Committee Stage amendments

74, Apart from the Committee Stage amendments (CSAS) in paragraphs 12, 19,
23, 25, 26, 31, 32, 43, 48, 52, 54 and 69 above, the Administration has agreed to move
other minor and technical amendments to the Bill. A copy of the draft CSAs is in
Appendix I11.

75. Hon James TO has indicated that he will move an amendment to delete the
reference to “marital status’ and “occupation” in new section 7(2A)(b)(i) (paragraph 40
above refers). Hon James TO has also indicated that he will consider moving an
amendment to regulation 4(1)(b)(xii) (paragraph 45 above refers).
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Follow-up actions of the Administration

76.

(@

(b)

(©)

(d)

(€)

The Administration has undertaken -

to brief the relevant Panels before introducing subsidiary legislation
providing for the incorporation of new non-ROP related applications in the
chip of asmart ID card (paragraph 33 above refers);

to draw up a code of practice in consultation with the Privacy Commissioner
setting out the rules on the collection, use of and accessto smart ID card data
and the conduct of privacy compliance audit (paragraph 59 refers);

to provide a copy of the privacy compliance audit report to LegCo after the
audit is completed and to state such undertakings in S for S's speech to be
made during the Second Reading debate on the Bill (paragraph 60 above
refers);

to launch publicity programmes through overseas Economic and Trade
Offices to notify overseas HKSAR permanent residents of the ID card
replacement exercise and the requirement to apply for a new card within 30
days of their return to Hong Kong (paragraph 66 above refers); and

to brief the Panel on Security on the progress of the implementation of the
System before the Commissioner of Registration specifies the date on which
the System comes into operation (paragraph 72 above refers);

Recommendation

77.

The Bills Committee supports that the Second Reading debate on the Bill be

resumed at the Council meeting on 19 March 2003, subject to the CSAsto be moved by
the Administration.

Advice Sought

78.

Members are invited to note the deliberations of the Bills Committee and the

recommendation of the Bills Committee in paragraphs 77 above.

Council Business Division 2

L egislative Council Secretariat
6 March 2003
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Appendix 111 to L C Paper No. CB(2)1386/02-03

REG STRATI ON OF PERSONS ( AMENDVENT) BILL 2001

COW TTEE STAGE

Anendnents to be noved by the Secretary for Security

Cl ause Anendnent Pr oposed
Long By deleting everything after “re-enact” and before “to

title
verify” and substituting —

“regul ations 23 and 24 of the Registration of Persons
Regul ati ons as provisions of that Odinance, to
di spense with the requirenent to furnish certain
particularstoaregistrationofficer inanapplication

for identity card, to confer a power”.

1(2) By del eting everything after “on” and substituting “12 May
2003.".

2(a) By deleting “ Fﬁ?ﬁiﬁmﬁﬂ MpY” and substituting “E”.

3(b) By addi ng after the proposed definition of “fingerprint” -

““menber of the Immgration Service” (™ i}é‘f@%‘%ﬂ%?}ﬁ'{)
means t he hol der of a rank specified in Schedul e
1 to the Immgration Service O dinance (Cap.

331);".

4(a) (a) Insubparagraph (v), by del etingthe proposed par agr aph
(haa).



Page 2

(b) I'n subparagraph (vi), by adding “, view ng of
i nformation reproduced fromdata stored in chips
enbodied in identity cards” before “and”.
(c) By adding -
“(vii) in paragraph (n), by adding “(whether in
tangi ble or digital form” after “records”;
(viii) in paragraph (p), by adding “(including any
fee prescribed for the purposes of section
9A)” before the full stop;”.
(d) By adding -
“(aa) by adding -
“(2A) (a) Wthout prejudice to the
general ity of the powers
conferred by subsection (1),
regul ati ons nade under that
subsection may provi de for —
(i) prescribed
information or
particulars to be
included in
identity cards;
(i1i) prescribed data
to be stored in
chi ps;
(tit) information or
parti cul ars ot her
t han prescri bed
information or

particul ars that



(b)

(iv)

Page 3

may be i ncl uded in
identity cards
with the consent
of applicants for
or hol ders of
identity cards;
data ot her than
prescri bed data

t hat may be st ored
in chips with the
consent of
applicants for or
hol ders of

identity cards.

For the purposes of

par agraph (a), information,

particulars or data are

prescribed information,

particulars or data, as the

case may be, if they are or

relate to —

(i)

t he nane,
address, pl ace of
birth, date of
birth, sex,
marital status or
occupation of the
rel evant person

or the



(i)
(iii)
(iv)
(v)
(vi)
(vii)

Page 4

nationality which
he cl ai ns;

any phot ograph or
fingerprint of

t he rel evant

per son;

any travel
docunent hel d by
t he rel evant

per son;

t he ri ght of abode
or right to | and
of the rel evant
per son;

any condition of
stay to which the
rel evant person

i s subject;

i ssue of identity
card to the

rel evant person;
or

t he nunber of the
identity card
issued to the

rel evant

person.”.”.



(a)

Page 5

By del eting the proposed section 9 and substituting —

“9. Restriction on use of particulars
and record kept on particulars

Subj ect to section 10 —

(a) particulars furnished to a

registration officer under this

Or di nance may be used for and only

for the purpose of enabling the

Comm ssioner to issue identity

cards and to keep records on such

parti cul ars;

(b) the records referred to in

par agr aph (a) may be used for and

only for the foll ow ng purposes —

(i)

(i)

(iii)

enabl ing verification
of identity of

i ndi vi dual s by public
of ficers in discharge
of their official

duti es;

enabl ing verification
of identity of

i ndi vi dual s for any
ot her | awful purposes;
or

such pur poses as may be
aut hori zed, permtted
or required by or under

any Ordinance.”.



(b)

(c)

Page 6

By adding after the proposed section 9 —

“OA. Power to certify and furnish

certified copies
Aregistration officer nmay, upon receipt of
the witten and si gned request fromthe personto
whom an identity card rel ates (acconpanied, if
such personis |iving outside Hong Kong, with his
phot ograph and a copy of his left or right
t hunb-print or such other fingerprint as the
registration officer may require, both properly
aut henti cated by a notary public) and paynent of
the fee prescribed in Schedule 2 to the
Regi strati on of Persons Regul ations (Cap. 177
sub. leg.) -
(a) certify to the correctness or
ot herwi se of such matters
relating to such person cont ai ned
inthe witten request which are
wi thin his know edge; and
(b) furnish a certified copy of the
phot ograph of such person or
rel evant docunent in his

cust ody. ”.

In the proposed section 10 —

(1) by deleting “the provisions of regul ati on 23
of the Registration of Persons Regul ations
(Cap. 177 sub. leg.)” and substituting

“section 9A";



Page 7

(i1i) by deleting “which may =" and substituting
“which =",
(d) In the proposed section 10(b), by deleting everything
after “copy of the” and substituting “records kept by
t he Conmmi ssioner on particulars furnished to a
regi stration officer under this O dinance,”
(e) In the proposed section 10(c) -
(1) by adding “nmay” before “refer”;
(ii) by deleting “and”.
(f) In the proposed section 10(d) -
(1) by adding “may” before “contain”;
(i1i) by deleting the full stop and substituting
“, and”.
(g) In the proposed section 10, by adding -
“(e) nust state the reason for giving such
perm ssion.”.
(h) Inthe proposed section 11, by del eting “or discl oses,
any” and substituting “, discloses, erases, cancels or

alters any record kept by the Comm ssioner on”.

By del eting everything after “adding =" and substituting —
“““portable identity card reader” (f@ﬁ%}“fyﬁéﬁﬁﬂiﬁﬁ
means an i nstrument which —
(a) can reproduce, fromthe data stored in
the chip enbodied in an identity card,
any information specified in Schedul e
1 but not other information;
(b) can scan aperson’ s fingerprint for the

pur poses of matching with the tenplate



Page 8

referred to in paragraph 1 of Schedul e
1 and stored inthe chip enbodi ed in an
identity card;

(c) cannot keep record of any fingerprint
so scanned; and

(d) is of atype approved under regul ation

11B;”

9 By adding -
“(aa) by repealing subregulation (1)(b)(vii) and (iXx);
(ab) by repealing subregulation (1)(b)(xi) and
substituting —
“(xi) any -
(A) travel docunent bearing an
endorsenent to the effect that he
i s authorized under the
| mrm gration Ordinance (Cap. 115)
to remain in Hong Kong; or
(B) docunent issued under that
Ordi nance authorizing himto
remai n i n Hong Kong,

held by him”;”.

10 (a) In the proposed regul ation 4A, by del eting everything

bef ore subregulation (2) and substituting —

“4A. Inclusion of certain particulars
and data with consent

(1) Wthout prejudice to regulation

5(1)(a), the Comm ssioner or any person acting
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pursuant to a perm ssi on gi ven by t he Comm ssi oner
may, for the purposes referred to in columm 1 of
Schedul e 5 and with the consent of the applicant
for an identity card or the person to whom an
identity card relates -

(a) include in the identity card the
information or particulars; and

(b) storeinthe chip enbodiedinthe
identity card the data,

referred to in colum 2 of Schedule 5 which are
not i nformation, particulars or data specifiedin
regul ation 4(1) or Schedule 1.".
(b) In the proposed regul ati on 4A, by adding —
“(1A) If -

(a) the Conm ssioner or any person
acting pursuant to a perm ssion
under subregul ation (1) has
stored any data i n a chi p enbodi ed
in an identity card under that
subregul ati on with t he consent of
the person to whomthe identity
card rel ates; and

(b) the person to whomthe identity
card rel ates presents the
identity card to t he Comm ssi oner
or the person acting pursuant to
such perm ssion, as the case may
be, and requests the renoval of

such data fromthe chip,
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t he Commi ssi oner or the person acti ng pursuant to
such perm ssion, as the case may be, shall as soon

as practicable renove the data fromthe chip.”.

13 By deleting the clause and substituting —
“13. Regul ati ons added
The foll ow ng are added -

“11A. Power to verify identity by
fingerprint match

(1) If -
(a) a person produces his identity
card to a police officer or a
menber of the I nmigration Service
in conpliance with a requirenent
made under any ordi nance; and
(b) the officer or nenber has reason
to believe that theidentity card
i s not issued under the O dinance
to the person,
the officer or nenber may, by using a portable
identify card reader -
(c) viewtheinformation specifiedin
Schedul e 1 reproduced fromthe
data stored in the chip in the

identity card;

(d) scan the person’s thunb-print or
ot her fingerprint; and
(e) match the sanme with the tenplate

referred to in paragraph 1 of



14(a)
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Schedul e 1 and stored in the chip
enbodied in an identity card.
(2) Any person who, w thout reasonable
excuse, refuses to allow a police officer or a
menber of the Inmm gration Service to view any
information or scan any fingerprint under
subregul ation (1) shall be guilty of an of fence

and shall be liable to a fine at |evel 2.

11B. Approval of portable identity
card reader

The Conm ssi oner nmay by notice published in
the Gazette approve types of instrunents as
portable identity card reader for the purpose of

regul ation 11A. 7.

(a) In the proposed regulation 12(1A) -
(1) by adding “or reasonabl e excuse” after
“aut hority”;
(i) by adding -
“(aa) gains accesstoany datastoredin
a chip;”;
(ti1) in paragraph (b), by deleting “adds to,
erases, cancels or alters” and substituting
“erases, cancels, alters or adds to”.
(b) By adding after the proposed regulation 12(1A) -
“(1B) For the purposes of subregul ati on (1A),
a person to whoman identity card rel ates has

| awful authority to gain access to —
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(a) dataspecifiedin Schedule 1which
are storedinthe chipenbodiedin
theidentity cardif he gai ns such
access by using facilities
provi ded by or with the approval
of the Governnent; or

(b) dataspecifiedin Schedul e5 which
are storedinthe chipenbodiedin
theidentity cardif he gai ns such
access only for the purpose for

which the data are stored.”

By deleting everything after “is” and substituting

“repeal ed. ”.

By del eting everything after “anended” and substituting —
“by addi ng —
“(3) An identity card that is valid

i medi ately prior to the specified date shal
remainsountil it ceasestobevalidinaccordance
with the Ordi nance, and the regul ations, as
anended by the Registration of Persons
(Amendnent ) Ordi nance 2003 ( of 2003).

(4) An identity card for which an
applicationis made before the specified date may
be issued as if the Registration of Persons
(Amendnent ) Ordi nance 2003 ( of 2003) had not

been enacted and -



(a)

(b)

Page 13

may be col | ect ed by t he appl i cant,
or sent to himby the registration
officer, wwthin 70 days of the
specified date; or

if not so collected or delivered,
may be destroyed, and the
applicant shall thereupon be
deened not to have appliedfor the

identity card.”.”.

by repealing “5 & 11A” and

4A, 5, 11A & 12(1B)”.

by del eting subparagraph (ii) and

by repeal i ng subparagraph (g) and

such data, synbols, letters or
nunbers representing prescribed
information, particulars or data
wi thin the neaning of section
7(2A) (b) of the Ordinance as the
Comm ssi oner may determ ne;

and”;”

20 (a) In paragraph (a),
substituting “2(1),
(b) In paragraph (b),
substituting —
“(ii)
substituting —
“(9)
New By adding -
“20A. Fees

Schedule 2 is anended —



21

23(b)
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(a) wthin the square brackets, by

repealing “regs. 5, 13, 14, 23" and

substituting “s. 9A; regs. 5, 13, 147;

(b) initem8, by repealing “regul ation 23”

and substituting “section 9A of the

Or di nance”.

By deleting the proposed Schedule 5 and substituting -

“SCHEDULE5  [regs. 4A&12(1B)]

PURPOSES, | NFORVATI ON, PARTI CULARS AND
DATA REFERRED TO | N REGULATI ON 4A

Colum 1

Pur poses

St orage of a
certificate defined
in section 2(1) of
the Electronic
Transacti ons

Ordi nance (Cap. 553)
i ssued by the

Post mast er Cener al
and r ecogni zed under
section 22 of that

O di nance.

By addi ng —

Col um 2

| nf or mati on,
Particul ars and Data

A certificate defined
in section 2(1) of the
El ectronic
Transacti ons

Ordi nance (Cap. 553)

i ssued by the

Post mast er General and
recogni zed under
section 22 of that

O di nance. .



“regul ation 11A(2)

before —

“regul ation 12(1)

Page 15

obstructing public officers
in verification of

identity”

making alteration to
identity card or

docunents”.



