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Taskforce set up to probe internet
leak of police complaint files

Norma Connolly

The Independent Police Complaints
Council has set up a four-man task-
force to investigate how jts files, con-
taining details of thousands of com-
plainants, were released on the
internet.

Council chairman Ron.ny Wong
Fook-hum said the team, which he

‘would head, would deliver a prelim-

inary report on Tuesday into how
the leak occurred, how to remedy it
and how to ensure there would be
No recurrence.

Meanwhile, thé information - -

20,000 names, addresses and ID
numbers of complaints since 1996 -
remains on the internet among
Google's archived files, despite re-
quests from the IPCC to the search
engine company to remove it

After an emergency meeting yes-
terday morning, Mr Wong admitted
that the incident had deait a blow to

the public’s confidence int the IPCC.
“The IPCC rests on the confidence of

the public, and this incident dam-
aged ... the mechanism in place for
considering complaints against

police,” he said. The IPCC database

was a standaloné system that could
‘be accessed only by members of the

IPCC secretariat and a system main-
tepance contractor, he added.
He would not confirm’if there

was a connection between China -

Motif - the registered owner of weh-
site chinaZeasy.com, on which the
data appeared - and the mainte-
nance contractor. But he added:
“We don't rule out any possibility at
this juncture.”

He said the company, and others
involved in the inquiry, were co-

. operating. He would also not con-

firm if the contractor who carried
out.the maintenance work was res-
ponsible for the lealc
. “We are not targeting any pa.mc-
wlar person,” he said.

Yesterday Police Commissioner
Dick Lee Ming-kwai distanced the
police from the incident, saying:
“The IPCC is an independent organ-

isation, outside the police force. It is’
up to the IPCC to take steps to en-

sure its data is well protected.”
The police Technology Crime
Division is conducting an investiga-

DATATRAIL
How the files could have

. ended up on the internet
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tion into the potenﬁafcriminal ele-
ment invoived and the privacy pro-
tection issues arising from the leak,

".at the request of the Security Bureau

and the IPCC. .'r

“So far we have’ asked the"

internet service provider to delete
the information qp the website, Un-
fortunately, some of the.data has al-
ready been oni the Web,” Mr Lee
said. “As far as the police systems are
concerned, we have very extensive

preventive measures to ensure that
all our information and data are well
protected.”

He said police officers against

whom complaints had been made .

were concerned about the secunty
breach.

Mystery still surrounds exactly
how the information, which was

housed in a standalone database -

system not accessible over the
internet, found its way onto the
Web.

IT experts said yesterday there

were several possible scenarios,

ranging from an internal leak within
the IPCC to procedural errors to

hackers infiltrating the organisa- .

tion's computer systems.

David Cheung Wai-lok, head of
the computer science department at
the Urmiversity of Hong Kong, said

that if the database was accessible

on an intranet, it was possible that a
password could have been passed to
someone-outside the IPCC. :

The IPCC has set up a hotline,
2524 3841, for anyone concerned

that their personal data has been re-

leased over the internet.

SEARCHES MEAN
DATA MAY LIVE ON
IN CYBERSPACE
The names, ID numbe;s and

addresses of 20,000 people who
have made complaints against

- police since 1996 could remain
- on the internet indefinitely.

- The interest aroused in the
leak of the Independent Police
Complaints Council’s (TIPCC)
confidential database has led
media ocutléts, complainants and
the public to search for the
information online.

IPCC member Lo Wing-lok
yesterday urged peopie not to .
search the Web for the
information, saying this could
make it impossible to ever
remove the data. :

“[I would advise] the public,
members of the press and

anyone interested in this matter

to &ry to refrain from searching
for this particular file on the -

" internet,” he said.

“The more you search, the
more copies will be left on the
internet. Then that information
will never be deleted.”

" Lee Chan-hee, assoclate
professor of computer science at
City University, agreed that once

-it was widely accessed over the

Internet, it would be stored in the
cache of various servers,

“That will make It difficult to
completely wipe out,” he said.

Even if deleted from Google's
cached files, people who have
accessed the webpage will sefll
have the data on their servers.

IPCC chalrman Ronny Wong
Fook-hum warned that peaple
who copied or stored the data

could be traced. Norma Connolly
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Details of 600
insurance holders
found on Google

Recordsrékﬁeto
policies bought
from ING Life

Robin Kwong

More evidence emerged yesterday
of security breaches making per-
sonal particulars available on the
internet, as police chiefs scrambled
to plug a loophole that allowed pri-
vate details of complainants against
the police to be leaked.

A Sauth China Morning Post
search found details of about 600 in-
surance policyholders freely avail-
able in the archives of the Google
search engine, although the original
file and website had been removed.

Meanwhile, telecommunica-
tions company CSL apologised for
having leaked the personal records
of some of its customers, which
were also still'available yesterday in
the Google cache,

The Post found a database con-

; taining records of customers who
. bought insurance from ING Life be-
' tween 1984 and 2004. It contained

" data on the type and amount of cov-

erage bought, and beneficiaries’

" names, phone numbers, dates of
. birth and addresses.

The data was found in Google's
cache in a search for database files.
Neither the original file nor the
website on which it was posted,

" chings.no-ip.com, were still active.

The search engine showed the in-
formation in the cache was re-
trieved on June 24 last year.

ING Life spokeswornan Carolyn

“Chung said she believed the records

were leaked accidentally by an in-
surance agent.

“The agent took the file home to
his personal computer. We believe
his computer was hacked when he
went online and that was how the
file was leaked.”

Ms Chung said the company
learned of the incident yesterday
through the agent, after a client con-
tacted the agent about the leaked
information. She said the company
was investigating the matter and
had contacted Google to ask that the
data be removed. '

“This is a very serious problem,
although we do believe that it was
an isolated case,” Ms Chung said,
adding that concerned customers

could call the company's 24-hour
hotline.

One of the clients, Patrick Yip
Chi-wai, said he was a former assis-

- tant manager at ING Life and had

trained insurance agents before
leaving the company in 2003,

“We had a section that dealt with
the personal data ordinance and did
teach our agents to be carefil with
clients’ data,” Mr Yip said.

He said he was concerned but
not shocked to leam of the leak, as
ING had many agents. “So far
there’s no proof any harm has been
done or that I've suffered any Joss.”

Insurance sector legislator Ber-
nard Chamwut Chan said stricter
guidelines and better enforcement

- were needed.

“I'm sure the agent did not in-
tend the information to be leaked
but this could serve as a very good

lesson to the whole industry.”

The Office of the Privacy Com-
missioner said it was not aware of
the case but would investigate.

CSL said the data on its custom-
ers had been leaked by “manual
mishandling [by] our service pro-
vider during the process of custom-
er information arrangements”.

It said it had contacted search

 engines to remove the relevant web-
- pages. Last night, however, the in-

formation could still be accessed
through Google's cache.

The cases have come to light
since the Post reported on Friday
that the data of about 20,000 people
who filed complaints against police
was available on the internet.

M Privacy chief seeks more power - A2
B Harry's view - A14
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Watchdog in dark

on Net procedure

Police did not
know names could
have been deleted

Norma lConnolly
and Barclay Crawford

A police complaints body was un-

aware it could have taken steps to’

remove from the internet the per-
sonal details of 20,000 people who
have complained against the force
over the past decade.

The safety of the complainants
may have been jeopardised by a
blunder that led to their names, ad-
dresses and identity card numbers
being available on the Net.

Search engine Google said yes-
terday it had removed archived
links to the list on Sunday, three
days after the South China Morning

' Post inquired about the blunder.

Google spokeswoman Debbie
Frost said the material was only de-

leted after the company became -

aware of the problem.

The Independent Police Com-
plaints Council said on Saturday it
had approached Google “through
the proper channels” when it be-
came known that the list remained
in the public domain even though
the website on which it appeared
had been deleted.

The information could have:

been removed from the internet,
days earlier using simple instruc-
tions offered by Google to webmas-
ters on how to prevent webpages
appearing on the search engine’s
cache.

Nevertheless, fears remain that
those who downloaded the list may
place it back on the internet.

Earlier, complaints council

member Lo Win g-lok urged the
public not to search for the data be-

_ cause this may lead to it remaining

on the Web indefinitely.

A spokesman for the council ad-
mitted the watchdog did not know
it could have removed the data
from Google's cache by itself.

“We are only a small office and -

do not have any in-house IT spe-
cialist. We took all relevant steps to
have the data removed, including

* contacting the police, servers in

Hong Kong, and Google, asking
them to remove the cache.”

Kwok Lau-for, associate profes-
sor at City University’s computer
science department, said if the
webmaster of the site
china2easy.com, on which the
leaked data appeared, had been au-
thorised by a supervisor, he could
have deleted the information.

“He may not have been able to
getrid of it without specific instruc-

" tions,” Dr Kwok said.

However, he said the way to re-
move cached information from the
search engine may not be cornmon
knowledge among IT staff, admit-
ting he had notbeen aware that this
was possible without intervention
from Google,

The complaints council says it

believes the blunder that led to the
names appearing on the site was
caused by an external contractor
who took the information home
and downloaded the names.

Computer security consultant:

Richard Stagg, from Handshake
Networking, said yesterday the in-
competence in failing to properly
secure the information was stag-
gering.

“There is no reason why this in-
formation should have been any-

where near the intemet,” Mr Stagg

said.
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