
 

SB Ref: ICSB 12/06 

Bills Committee on  
Interception of Communications and Surveillance Bill 

Response to Issues Raised by the Bills Committee 
 

 This paper sets out the Administration’s response to certain 
issues previously raised by the Bills Committee. 

Issue 1 : To consider establishing a mechanism for the keeping and 
destruction of intelligence derived from interception of communications 
and covert surveillance activities, and requiring an application for the 
keeping of such intelligence to be submitted to a panel judge. 

2. Clause 56 of the Bill seeks to govern the disclosure, protection 
and destruction of products derived from covert operations provided for 
under the Bill.  Information derived from such operations would fall 
within the definition of products as long as they are the originals, copies, 
extracts or summaries of the products.  Should there be any analysis 
which cannot be traced back to the products (as defined), such 
information is kept by the law enforcement agencies (LEAs) only if it is 
useful for the purpose of prevention and detection of crime or the 
protection of public security.  

3. Any information that constitutes personal data is subject to the 
Personal Data (Privacy) Ordinance (PD(P)O) (Cap. 486).  The LEAs 
already have systems for managing such information, which comply with 
the PD(P)O.  Under the PD(P)O, data users are generally required to, 
among other things, comply with the six data protection principles, 
concerning the purpose and manner of collecting personal data, the 
accuracy and duration of retention of such data, their use, security and 
access, as well as the transparency of personal data policies. 

4. The PD(P)O provides for exemptions from its requirements for 
various specified types of data, including, for example, data held by a 
data user whose business consists of a news activity, data consisting of 
information in respect of which a claim to legal professional privilege 
could be maintained in law, and data held for the prevention or detection 
of crime or for safeguarding security in respect of Hong Kong.  In 
respect of data used or held for the purposes of prevention or detection of 
crime and safeguarding security, relevant exemption provisions in respect 
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of data protection principles 3 and 6 would apply. 

5. The LEAs already have in place systems complying with the 
provisions of the PD(P)O.  Where necessary, we will consider further 
strengthening our current systems, particularly to enhance the 
transparency of the policy on the use of such data. 

6. We are not inclined to the suggestion for establishing a 
mechanism for the keeping and destruction of intelligence derived from 
interception of communications and covert surveillance activities, and 
requiring an application for the keeping of such intelligence to be 
submitted to a panel judge.  We do not think it is practicable, and we are 
not aware of any common law jurisdictions requiring a similar 
arrangement.  

Issue 2: To explain why the Chief Executive (CE) will not be subject to 
the Bill 

7. Article 30 of the Basic Law deals with the privacy of 
communication and provides that – 

“The freedom and privacy of communication of Hong Kong 
residents shall be protected by law.  No department or 
individual may, on any grounds, infringe upon the freedom and 
privacy of communication of residents except that the relevant 
authorities may inspect communication in accordance with 
legal procedures to meet the needs of public security or of the 
investigation into criminal offences.” 

The main purpose of the Bill is to provide “legal procedures” by which 
public officers in the LEAs may conduct interception of communications 
and covert surveillance without breaching Article 30.  The prohibition 
on public officers carrying out interception and covert surveillance other 
than in accordance with those legal procedures is incidental to that main 
purpose. 

8. In the case of CE, there is no intention that he should be able to 
obtain authorization to conduct interception operations under the Bill, 
and so the legal procedures in the Bill do not extend to him.  Nor is 
there any need to expressly prohibit CE from conducting such operations 
since Article 30 of the Basic Law already prohibits interception and 
covert surveillance other than in accordance with legal procedures. 

9. One of CE’s constitutional functions under Article 48 of the 
Basic Law is to be responsible for the implementation of the Basic Law. 
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Infringement upon the privacy of communications other than in 
accordance with the Bill or other legal procedures would be contrary to 
Article 30 of the Basic Law.  CE would therefore be in breach of the 
Basic Law if he were to “inspect” communications other than in 
accordance with the Bill or other legal procedures.  Such action may, in 
a serious case, constitute a serious breach of the law or dereliction of duty 
for the purposes of Article 73(9) of the Basic Law, and may even lead to 
the Legislative Council passing a motion of impeachment against him.  
The mere fact that the prohibition in clauses 4 and 5 of the Bill does not 
extend to CE would not absolve him from his duty to observe and 
implement Article 30 of the Basic Law. 

Issue 3: To explain the rationale for not imposing criminal sanctions 
on public officers breaching the proposed legislation and instead only 
subjecting them to disciplinary action. 

10. All public officers are liable to the same criminal offences as 
non-public officers for any actions carried out not in the course of 
discharging their duties.  In this respect, there is no difference between 
public officers and non-public officers. 

11. Where a public officer is discharging his duties in the service of 
the Government, he is not acting in his personal capacity.  In general, 
where he does not comply with statutory requirements in such a case, he 
may, depending on the circumstances of the case, face disciplinary 
actions according to established civil service regulations.  Where 
applicable, cases of professional misconduct may also be referred to the 
relevant professional bodies for action.  

12. As far as the Bill is concerned, officers of the LEAs are subject 
to a number of checks and balances in carrying out covert operations.  
Besides internal reviews, an independent Commissioner on Interception 
of Communications and Surveillance (the Commissioner) will be 
reviewing compliance of the LEA officers with the relevant requirements, 
as well as receiving complaints from the public and making 
recommendations regarding the arrangements on covert operations.  The 
Commissioner may refer a case to the Secretary for Justice to enable the 
latter to consider whether there is sufficient evidence to bring a 
prosecution against the defaulting officer for criminal offences.  The 
Commissioner could also report any non-compliance with the enacted 
legislation, code of practice and terms of authorization to the respective 
heads of departments and to CE.  In addition, he could refer to the issues 
in his annual reports to be tabled at the Legislative Council.   
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13. Moreover, the Commissioner would be apprised of actions to be 
taken by the LEAs in respect of non-compliance.  The head of the LEA 
concerned is required to provide a report with details of any measures 
taken by the department concerned to address any of the issues arising 
from the decision of the Commissioner following his reviews or his 
examinations pursuant to complaints.  We envisage that these details 
would include, where applicable, disciplinary actions taken by the 
department in respect of the officers concerned.  The above mechanism, 
backed by the possibility of disciplinary action, will be effective in terms 
of rectifying the contraventions in a timely manner.  

14. As far as the Bill is concerned, appreciating the need to make it 
abundantly clear to LEA officers (and, for transparency, to the public) the 
serious consequence of any breach of the relevant requirements, it has 
specifically provided for the making of a code of practice for such covert 
operations, and we shall include provisions in the code to clearly set out 
the possible consequence of such breach.  The code would be published 
and made public.  Finally, applicable laws will continue to apply to 
LEA officers, such as the provisions in the Crimes Ordinance (Cap. 200) 
imposing criminal sanctions against making false statements (whether or 
not sworn). 

Issue 4: To provide a list of legislation in Hong Kong stipulating 
prohibitions on public officers without criminal sanction.  

15. We understand that a number of legislative provisions stipulate 
prohibitions on public officers without specifying any criminal sanctions.  
A few examples are listed below. 

-  Under the Public Finance Ordinance (Cap. 2), section 18 
provides that : 

“[n)o public officer shall make any payment of public moneys 
unless he is authorized to do so: (a) by warrant issued under 
section 19, 20, 21, 22 or 29 or by regulations, directions or 
instructions made or given under this Ordinance; or (b) by any 
other enactment.” 

 Sections 25 and 28(1) of the Public Finance Ordnance also 
prohibit public officers from other financial dealings without 
proper authority or approval : 

Section 25 
“Except where otherwise provided under any enactment, no 
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public officer in the course of his duties shall open an account 
or otherwise deposit any moneys at any bank or other financial 
institution without the authority in writing of the Financial 
Secretary or an officer authorized by him in writing for the 
purposes of this section.” 

Section 28(1) 
“No public officer shall give a guarantee involving any 
financial liability upon the Government unless such guarantee 
is given- (a) for the purposes of and in accordance with the 
provisions of an Ordinance or a resolution of the Legislative 
Council; or (b) with the prior approval of the Finance 
Committee.”  

- Section 13A(3) of the Arbitration Ordinance (Cap. 341) 
provides that : 

“[a] public officer shall not accept appointment as an 
arbitrator or umpire unless the [Secretary for Justice] has 
informed him that he can be made available to do so.” 

Issue 5 : To reconsider the feasibility of providing the number of cases 
of interception of communications/surveillance, broken down by 
serious crime and public security. (raised at the meeting on 25 April 
2006) 

16. We have considered a Member’s request for the Administration 
to provide breakdowns of the number of cases of interception of 
communications and covert surveillance by serious crime and public 
security.  As explained in paper SB Re: ICSB 5/06 presented to the Bills 
Committee for discussion at its meeting on 19 April 2006, we do not 
consider it appropriate to provide such breakdowns.  The relevant 
extract of the paper is at Annex A for Members’ reference.  In gist – 

z We could not preclude the possibility that the provision of any 
further breakdowns, including the proportion of cases 
accounted for by serious crime and public security respectively, 
would inadvertently disclose the operational details and/or 
capabilities of the LEAs to the benefit of criminals. 

z We understand that comparable jurisdictions like the United 
Kingdom and Australia also do not disclose such breakdowns.  
In the United States, although there is a statutory requirement 
for the statistics to be published in respect of authorizations 
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given by the judges of the Foreign Intelligence Surveillance 
Court, the statutory requirement in this aspect is not as 
comprehensive as what we propose to include in the 
Commissioner's report in the Bill. 

z In its recent report on the regulation of covert surveillance, the 
Hong Kong Law Reform Commission has also not 
recommended the provision of breakdowns in respect of the 
grounds for the issue of warrants in the annual reports to be 
furnished by the supervisory authority to the Legislative 
Council.  The Commission envisages that the material 
contained in the annual reports will consist only of aggregate 
statistics and information. 

Having reconsidered the matter, our views have not changed. 

Issue 6 : To provide a copy of the judgment in the case of Esbester v 
UK and any other cases relevant to the view of the European 
Commission and Court of Human Rights referred to in paragraph 6 of 
the Administration’s paper entitled “Response to issues raised at the 
meetings of 3, 6, and 12 April 2006” (raised at the meeting on 2 May 
2006) 

17. A selection of relevant cases are at Annex B. 
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Annex A 

 

Bills Committee on 
Interception of Communications and Surveillance Bill 

Relevant extracts from the Information Paper SB Ref. ICSB 5/06 

 

z To provide the number of cases of interception / covert surveillance, 
broken down by crime and public security, in past three years, and 
examples of issues involved in past public security cases. 

12. On 25 February 2006, we provided Members with the number 
of cases of interception of communications and covert surveillance in the 
last three months of 2005.  We have also undertaken to count, assuming 
the implementation of the regime under the Bill, the number of cases for 
the three months starting 20 February 2006.  We believe these should 
provide useful background information for the purpose of considering the 
Bill.   

13. The provision of any further breakdowns of the numbers would 
need to be considered with great care in order not to inadvertently 
disclose the operational details and/or capabilities of the law enforcement 
agencies (LEAs) to the benefit of criminals.  Balancing this against the 
need for increased transparency, we have already provided in the Bill that 
the Commissioner on Interception of Communications and Surveillance 
(the Commissioner) should in his annual report set out a list of 
information covering various issues such as the number of prescribed 
authorizations issued, the number of renewals, the number of applications 
refused, the major categories of offences and a summary of reviews by 
interception of communications and covert surveillance respectively.  
(For details, please see clause 47 of the Bill.) 

14. Given the sensitivity of public security cases, it would not be 
appropriate for the statistics to be subdivided into public security and 
criminal cases.  We understand that comparable jurisdictions like the 
United Kingdom (UK) and Australia also do not disclose such 
breakdowns.  In the United States (US), although there is a statutory 
requirement for the statistics to be published in respect of authorizations 
given by the judges of the Foreign Intelligence Surveillance Court (FISC), 
the statutory requirement in this aspect is not as comprehensive as what 



- 2 - 

we propose to include in the Commissioner's report in the Bill, in the 
following ways – 

z while we propose to report statistics on both judicially and 
executively authorized cases, the US statutory requirement under the 
Foreign Intelligence Surveillance Act (FISA) covers judicially 
authorized cases, and not executively authorized cases; 

z there are no statutory requirements to publish statistics regarding 
authorizations under section 1802 of the FISA given by the President 
without court orders in respect of operations that are directed at 
communications between foreign powers;  

z there are also no statutory requirements to publish statistics on 
interception of wire, oral and electronic communications involving a 
consenting party, which under US law does not require judicial 
authorization. 

In addition, there are no statutory requirements in the US to differentiate 
between physical search and electronic surveillance for the statistics 
published in respect of the FISC.   

15. Indeed, in the UK, the Interception of Communications 
Commissioner specifically pointed out in his 2004 Report that while 
there was no serious risk in the publication of the total number of 
warrants issued by the Home Secretary (as the total included not only 
warrants issued in the interest of national security, but also for the 
prevention and detection of serious crime), he was of the view that the 
disclosure of the number of warrants issued by the Foreign Secretary and 
the Secretary of State for Northern Ireland (i.e. foreign intelligence and 
national security cases) would be prejudicial to the public interest.  In 
particular, the Interception Commissioner pointed out that the views 
expressed in respect of the disclosure of number of warrants issued in the 
1957 Report of the Committee of Privy Councillors appointed to inquire 
into the interception of communications (“the Birkett Report”)5 should 
still apply.  The relevant paragraph of the Birkett Report is reproduced 
below － 

 “121.  We are strongly of the opinion that it would be wrong 
                                                 
5 The Privy Councillors were appointed on 29 June 1957 “to consider and report upon the exercise by 

the Secretary of State of the executive power to intercept communications and, in particular, under 
what authority, to what extent and for what purposes this power has been exercised and to what use 
information so obtained has been put; and to recommend whether, how and subject to what 
safeguards, this power should be exercised and in what circumstances information obtained by such 
means should be properly used or disclosed.”  Their report was presented to the UK Parliament by 
the Prime Minister in October 1957. 
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for figures to be disclosed by the Secretary of State at regular or 
irregular intervals in the future. It would greatly aid the 
operation of agencies hostile to the State if they were able to 
estimate even approximately the extent of the interceptions of 
communications for security purposes.” 

We believe that in Hong Kong’s context, the general underlying principle 
of not disclosing the breakdown of the number of cases of interception / 
covert surveillance by crime and public security as outlined above also 
applies.  In this regard, we note that in its recent report on the regulation 
of covert surveillance, the Hong Kong Law Reform Commission has also 
not recommended the provision of breakdowns in respect of the grounds 
for the issue of warrants in the annual reports to be furnished by the 
supervisory authority to the Legislative Council.  The Commission 
envisages that the material contained in the annual reports will consist 
only of aggregate statistics and information. 

16. The sample cases involving threats to public security are at 
Annex A. 

 

＊＊＊＊＊＊ 

not attached






























































































































































































































































