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INTERCEPTION OF COMMUNICATIONS AND
SURVEILLANCE BILL

Committee Stage Amendments proposed by Hon James To as positioned July 14,
2006.
The CSAs are in bold italics and double crossing (in case of deletion) for
Members’ ease of reference.

A BILL
To
Regulate the conduct of interception of communications and the use of surveillance
devices by or on behalf of public officers and to provide for related matters.

Enacted by the Legislative Council.

PART 1
PRELIMINARY

1. Short title
This Ordinance may be cited as the Interception of Communications and
Surveillance Ordinance.

2. Interpretation
(1) Inthis Ordinance, unless the context otherwise requires —
“address” (3k), in relation to a communication transmitted by a postal service,
includes a postal box address;

—
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horizi crices:
“code of practice” (B 7557 Hl]) means the code of practice issued under section 59;
“Commissioner” ( EL &) means the Commissioner on Interception of
Communications and Surveillance appointed under section 38;
“communication” (GEzH) means —
(a) any communication transmitted by a postal service; or
(b) any communication transmitted by a telecommunications system;
“communication transmitted by a postal service” (3 E il 155 (#% HYE EH)
includes a postal article;
“conduct” (17 /) includes any act or omission, and any series of acts or
omissions or of acts and omissions;
“conveyance” (GEfgr T.H5.) means any vehicle, vessel, aircraft, hovercraft or other



conveyance,

“copy” (3LA) -

(a) in relation to any contents of a communication that have been obtained
pursuant to a prescribed authorization for interception, means any of the
following (whether or not in documentary form) —

(1) any copy, extract or summary of such contents which-identifies-tseH-
arsteb-copyexmetorstmnan-otseh-cantents,

(i) any record referring to the interception which is a record of the
identity of any person who is the sender or intended recipient of the
communication; or

(b) in relation to any material that has been obtained pursuant to a prescribed
authorization for covert surveillance, means any of the following (whether or
not in documentary form) —

(i) any copy, extract or summary of the material which-identifiesisetas-
such copy, extract or summary of the material;
(i) any transcript or record made of the material which-identifies-itselfas-
such transcript or record made of the material;
“court” (3%£PE), without prejudice to sections 6(3A) and 53 53-and-section-4-of

Schedule 2 -

(a) means a court as defined in section 3 of the Interpretation and General
Clauses Ordinance (Cap. 1); and

(b) includes a magistrate and a tribunal,

“covert surveillance” (PR ES ) —

(a) means any systematie surveillance carried out with the use of any
surveillance device or by an undercover agent or by any person on the
instruction of or under the control of or with the cooperation of an officer
of a department specified in Schedule 1 for the purposes of a specific
investigation or operation, if the surveillance —

(i) is carried out in circumstances where any person who is the subject of the
surveillance is entitled to a reasonable expectation of privacy;
(i) is carried out in a manner calculated to ensure that the person is unaware
that the surveillance is or may be taking place; and
(iii) is likely to result in the obtaining of any private information about the
person; but

(b) does not include any-such-systematic-surveillance to-the-extent that-it-
; - g o thi Y .
(i) any spontaneous reaction to unforeseen events or circumstances; and
(11) any such surveillance that constitutes interception under this Ordinance;

“data surveillance device” (BB E 225 M) —
(a) means any device or program used to monitor or record the input of




information into, or the output of information from, any information system
by electronic means; but

(b) does not include an optical surveillance device;

“department” (#5F5) -

(a) in relation to interception (including any application for the issue or renewal
of a prescribed authorization for interception, any prescribed authorization
for interception and any other matter relating to interception), means a
department specified in Part 1 of Schedule 1;

(b) in relation to covert surveillance (including any application for the issue or
renewal of a prescribed authorization for covert surveillance, any prescribed
authorization for covert surveillance and any other matter relating to covert
surveillance), means a department specified in Part 2 of Schedule 1; or

(c) in relation to any other matter provided for in this Ordinance, means a
department specified in Part 1 or 2 of Schedule 1;

“device” (g8F1) includes any instrument, apparatus and equipment;

“device retrieval warrant” (#3£4HY HiF=4) means a device retrieval warrant issued
under section 33 (and, where the context requires, includes a device retrieval
warrant to be issued under that section);

“directorate officer” (& £k A &) means an officer not below a rank equivalent
to that of chief superintendent of police;

“emergency authorization” ( 2%Z:#%#£) means an emergency authorization issued
under Division 4 of Part 3 (and, where the context requires, includes an
emergency authorization to be issued under that Division);

“enhancement equipment” (¥g5%E%{f), in relation to a device, means any equipment
used to enhance a signal, image or other information obtained by the use of the
device;

“examination” (%) means an examination (including consideration of the
application for the examination) carried out under Division 3 of Part 4 (and,
where the context requires, includes such an examination to be carried out
under that Division);

“exeeutive-District Court authorization” (5L 2 17 7% 71 ) means an exeettive
authorization issued or renewed by a judge of the District Court under Division
3 of Part 3 (and, where the context requires, includes an exeestive authorization
to be issued or renewed by a judge of the District Court under that Division);

“function” (§%gE) includes power and duty;

“head” (E5£%), in relation to a department, includes any deputy ef-the head of the
department;

“information system” (&&H-%%1) has the meaning assigned to it by section 2(1)
of the Electronic Transactions Ordinance (Cap. 553);

“inspect” (#%%) includes listen to, monitor and record;

“install” (Z£5%) includes attach;




“intercepting act” (& U{E f), in relation to any communication, means the
inspection of some or all of the contents of the communication 4a-the seurseof
} s Ission-by-a-pestal-sendce-orby-a-telecommunications system;

(1) by a person other than its sender or intended recipient or

(i) by a recipient who is an undercover agent or by any person on the

instruction of or under the control of or with the cooperation of an
officer of a department specified in Schedule 1;

“interception” (&%) —

(a) in relation to any communication, means the carrying out of any intercepting
act in respect of the that communication; or

(b) when appearing in a context with no specific reference to any communication,
means the carrying out of any intercepting act in respect of any
communications;

“interception product” (Y X 5) means any contents of a communication that
have been obtained pursuant to & i jzat an interception,
and includes a copy of such contents;

“journalistic content” (747" %) means any content of journalistic material;

“journalistic material” (;Téﬁf'g%ﬂéﬂr) has the meaning assigned to it by section 82
of the Interpretation and General Clauses Ordinance (Cap. 1);

“judicialdudgesCourt of First Instance authorization” (Eheii 7 VL FEr HE)
means a judicial-fudges an authorization issued or renewed by a judge of the
Court of First Instance under Division 2 of Part 3 (and, where the context
requires, includes a judicialgudge’s an authorization to be issued or renewed by
a judge of the Court of First Instance under that Division);

“listening device” (EZ¥Eas i) —

(a) means any device used to overhear, listen to, monitor or record any
conversation or words spoken to or by any person in conversation; but

(b) does not include a hearing aid or similar device used by a person with
impaired hearing to overcome the impairment;

“maintain” (#£{£), in relation to a device, includes —

(a) adjust, relecatereposition, repair or service the device; and
(b) replace the device when it is faulty;

“optical surveillance device” (TRYGEEZ 25 #1) —

(a) means any device used to record visually or observe any activity; but
(b) does not include spectacles, contact lenses or a similar device used by a
person with impaired sight to overcome the impairment;

“oral application” (155 H %) means an oral application made under section

“postal article” (E[JE ) has the meaning assigned to it by section 2(1) of the




Post Office Ordinance (Cap. 98);
“postal interception” (Ei{4-#;HY) means interception of any communication
transmitted by a postal service;

“postal service” (FEJELfRTS) means postal service within-the-meaning-of to
which the Post Office Ordinance (Cap. 98) applies;
“premises” (EZF7) includes any place and, in particular, includes —
(a) any land or building;
(b) any conveyance;
(c) any structure (whether or not movable or offshore); and
(d) any part of any of the premises described in paragraph (a), (b) or (c);
“prescribed authorization” (ETHHZ4#) means a judicialqudgess Court of First
Instance authorization, ag-exesutive a District Court authorization or an
emergency authorization;
“Privacy Commissioner for Personal Data” (/[ * ¥#/% &/ £/) means the
Commissioner as defined in the Personal Data (Privacv)Ordinance (Cap.486)
“protected product” ( =7 £#7 Rk 5E) means any interception product or
surveillance product;
“public place” (/X FHF5) -
(a) means any premises which are a public place as defined in section 2(1) of the
Summary Offences Ordinance (Cap.228); but
(b) does not include any such premises to-the-extent that they are intended for
use by members of the public as a lavatory or as a place for taking a bath or
changing clothes;
“public security” (/23:7Z¢%) means the public security of Hong Kong, but does not
include economic security;
“relevant authority” (§fi& &) -
(a) in relation to an application for the issue or renewal of a Judicialjudge’s
Court of First Instance authorization, means the pasel judge of the Court of
First Instance to whom the application is or has been made;
(b) in relation to an application for the issue or renewal of ar-exeeutive a District
Court authorization, means the autherzing-ofteer [udge of the District
Court to whom the application is or has been made; or
(c) in relation to an application for the issue of an emergency authorization,
means the head of a department to whom the application is or has been made;
“relevant purpose” (‘B & H 1Y), in relation to a prescribed authorization, means
the purpose sought to be furthered by carrying out the interception or
covert surveillance concerned as described in section 3 for the purpose of
the issue or renewal, or the continuance, of the prescribed authorization;
“relevant requirement” (5 gi#H1 €) means any applicable requirement under —
(a) any provision of this Ordinance;




(b) the code of practice; or
(c) any prescribed authorization or device retrieval warrant concerned,;

“serious crime” (B EE3E{T) means any offence punishable —

(a) in relation to the issue or renewal, or the continuance, of a prescribed
authorization for interception, by a maximum penalty that is or includes a
term of imprisonment of not less than 7 years; or

(b) in relation to the issue or renewal, or the continuance, of a prescribed
authorization for covert surveillance, by a maximum penalty that is or
includes —

(|) a term of |mpr|sonment of not Iess than 3 7 years; e

“surveillance deV|ce” (;ﬁlﬁf% 7[%‘) means -
(a) a data surveillance device, a listening device, an optical surveillance device or
a tracking device;
(b) a device that is a combination of any 2 or more of the devices referred to in
paragraph (a); or
(c) a device of a class prescribed by regulation made under section 62 for the
purposes of this definition;

“surveillance product” (85225 5) means any material obtained pursuant to a
prescribed authorization for covert surveillance, and includes a copy of the
material;

“telecommunications interception” ( & :H#HY) means interception of any
communication transmitted by a telecommunications system;

“telecommunications service” (B iz 75) has the meaning assigned to it by
section 2(1) of the Telecommunications Ordinance (Cap. 106);

“telecommunications system” (& i) has the meaning assigned to it by
section 2(1) of the Telecommunications Ordinance (Cap. 106);
“tracking device” (GEtz344) means any electronic device used to determine or
monitor the location of any person or any object or the status of any object;
“transmitted” ({225 )-includes-being-transmitted:
“Type 1 surveillance” (551 %HE;%Z) means any covert surveillance other than
Type 2 surveillance;
“Type 2 surveillance” (552 %HE;%X), subject to subsections (3) and (3A), means
any covert surveillance to-the-extent that —




device and , if the use of the device does not involve —

(i) entry onto any premises either physically or by electronic means
without permission; or

(ii) interference with the interior of any conveyance or object without
permission.

M blicol

(3) For the purposes of this Ordinance, any covert surveillance which is Type 2
surveillance under the definition of “Type 2 surveillance” in subsection (1) is
regarded as Type 1 surveillance if it is likely that any information which may be
subject to legal professional privilege will be obtained by carrying it out.

(3A) An officer of a department may apply for the issue or renewal of a prescribed
authorization for any Type 2 surveillance as if the Type 2 surveillance were Type
1 surveillance, and the provisions of this Ordinance relating to the application
and the prescribed authorization apply to the Type 2 surveillance as if it were

Type 1 surveillance.




(5) For the purposes of this Ordinance, the contents of any communication
transmitted by a telecommunications system include any data produced in
association with the communication.

(5A) For the purposes of this Ordinance, association, assembly, strike, confrontation,
advocacy, protest or dissent (whether in furtherance of a political or social
objective or otherwise), unless Hkely intended to be carried on by violent means,
is not of itself regarded as a threat to public security.

(5B) For the purposes of this Ordinance, any act prescribed under Article 23 of the
Basic Law, unless intended to be carried on by violent means (more than
neglible), is not of itself regarded as a threat to public security.

(6) For the purposes of this Ordinance —

(a) an application is alse regarded as being made orally if it is made orally in
person or made by telephone, video conferencing or other electronic means
by which words spoken can be heard (whether or not any part of the
application is made in writing);

(b) information is alse regarded as being provided orally if it is provided orally
in person or provided by telephone, video conferencing or other electronic
means by which words spoken can be heard (whether or not any part of the
information is provided in writing); and

(c) a determination (including the issue of a prescribed authorization or a
renewed prescribed authorization and the giving of any reason) is alse
regarded as being delivered orally if it is delivered orally in person or
delivered by telephone, video conferencing or other electronic means by
which words spoken can be heard (whether or not any part of the
determination is delivered in writing).

3.  Conditions for issue, renewal or continuance
of prescribed authorization



(1) Inthis Ordinance, the conditions for the issue or renewal, or the continuance, of
a prescribed authorization, are that, in the circumstances of the particular case —
(a) the purpose sought to be furthered by carrying out the interception or covert

surveillance concerned is that of —
(i) preventing or detecting serious crime; or
(ii) protecting public security; and
(aa) there is reasonable suspicion that any person has been, is, or is likely to be,
involved in —
(i) where the purpose sought to be furthered by carrying out the
interception or covert surveillance is that specified in paragraph

(a)(i), the particular serious crime to be prevented or detected; or

(i1) where the purpose sought to be furthered by carrying out the
interception or covert surveillance is that specified in paragraph

(a)(ii), any activity which constitutes or would constitute the

particular imminent threat to public security; and

(b) the interception or covert surveillance is necessary for, and proportionate to,
the purpose sought to be furthered by carrying it out, upon —

(i) balancing, ir-operational-terms; the relevant factors against the
intrusiveness of the interception or covert surveillance on any
person who is to be the subject of or may be affected by the
interception or covert surveillance; and

(ii) considering whether the purpose sought to be furthered by

carrying out the interception or covert surveillance can
reasonably be furthered by other less intrusive means; and

(iii) considering-such-other-matters whether the issue or renewal

or the continuance of a prescribed authorization can be
justified in view of human rights factors, including —
(A) the right to freedom and privacy protected by
Article 30 of the Basic Law; and
(B) the rights and freedoms protected in the Basic Law
and the International Covenant on Civil and
Political Rights

(2) In this section, “relevant factors” (5[~ Z%) means —
(a) the immediacy and gravity of —
(i) where the purpose sought to be furthered by carrying out the
interception or covert surveillance concerned is that specified in

subsection (1)(a)(i), the particular serious crime to be prevented or
detected; or

(if) where the purpose sought to be furthered by carrying out the
interception or covert surveillance concerned is that specified in



subsection (1)(a)(ii), the particular threat to public security; and
(b) the likely value and relevance, in relation to the purpose sought to be
furthered by carrying out the interception or covert surveillance, of the
information likely to be obtained by carrying it out.

PART 2
PROHIBITION ON INTERCEPTION AND COVERT
SURVEILLANCE
4. Prohibition on interception
(1) Subject to subsection (2), ae Neither the Chief Executive, bureau heads insofar
as they are not public servants nor any public officer shall, directly or indirectly
(whether through any other person_or otherwise), carry out any interception_in his
public capacity.
(1A) _Contravention to subsection (1) shall be an offence punishable with a
maximum penalty of 2 years imprisonment.
(2) Subsection (1) does not apply to —
(a) any interception carried out pursuant to a prescribed authorization;
(b) any interception of telecommunications transmitted by radiocommunications
(other than the radiocommunications part of a telecommunications
network for the provision of a public telecommunications service by any
carrier licensee under the Telecommunications Ordinance (Cap. 106)); and
(c) any interception authorized, permitted or required to be carried out by or
under any enactment other than this Ordinance (including any interception
carried out in the course of the execution of an order of a court authorizing
the search of any premises or the seizure of any evidence).
(3) Inthis section, “carrier licensee” ({#:% ¥ FERIERFE A), “public
telecommunications service” (/A 3:E AR, “radiocommunications” (HE#REE
5EEN), “telecommunications” (8:H) and “telecommunications network” (& :
f8%%) have the meanings respectively assigned to them by section 2(1) of the
Telecommunications Ordinance (Cap. 106).

5. Prohibition on covert surveillance

(1) Subject to subsection (2), ae Neither the Chief Executive, bureau heads insofar
as they are not public servants nor any public officer shall, directly or indirectly
(whether through any other person or otherwise), carry out any covert surveillance in
his public capacity.

(1A) Contravention to subsection (1) shall be an offence punishable with a
maximum penalty of 2 years imprisonment.

(2) Subsection (1) does not apply to any covert surveillance carried out pursuant to a
prescribed authorization.

10



PART 3
PRESCRIBED AUTHORIZATIONS, ETC.
Division 1 — Relevant Authorities

(1) For the purposes of this Ordinance, a judge refers either a judge of the Court

of First Instance or a judge of the District Court.
(2) Schedule 2 applies to and in relation to the procedures of, an other matters

relating to, a judge.

Division 2 — Judicial dudgels Court of First Instance Authorizations

Issue of judicialjudge’s Court of First Instance authorizations

8. Application for judicial fegess Court of First Instance authorization for
interception or Type 1 surveillance

11



(1) An officer of a department may apply to afpareljudge a judge of the Court
of FEirst Instance for the issue of afudicial-judge’s an authorization for any
interception or Type 1 surveillance to be carried out by or on behalf of any of the
officers of the department.

(2) The application is —

(aa) to be made ex parte;

(a) to be made in writing; and

(b) to be supported by an affidavit of the applicant which is to
comply with the requirements specified in —

(i) in the case of a-judicialdudgeis-an authorization for interception, Part
1 of Schedule 3; or

(ii) in the case of a judicial fadge’s an authorization for Type 1
surveillance, Part 2 of Schedule 3.
(3) An application may not be made under subsection (1) unless the
making of the application has been approved by a directorate officer of the
department concerned.

9. Determination of application for judicialjuege’s Court of First Instance
authorization

(1) _Upon considering an application for the issue of a judicial judge’s an
authorization made under section 8, the paseljudge of the Court of First Instance
may, subject to subsection (2) —

(a) issue the judictal joedge’s— authorization sought under the application,
with or without variations; or
(b) refuse to issue the judicial jeegels authorization.

(1A) When considering the application in subsection (1), the judge of the Court
of First Instance may invite the Privacy Commissioner for Personal Data to make
submission as a special advocate in camera.

(2) _The parel judge of the Court of First Instgance shall not issue the judicial
juege’s authorization_unless he is satisfied that the conditions for its issue under
section 3 have been met.

(3) The panel judge of the Court of First Instance shall deliver his determination
under subsection (1) by —

(a) in the case of subsection (1)(a), issuing the judicial fdge’s authorization
In writing with reason; or
(b) in the case of subsection (1)(b), giving the reason for the refusal in writing.

10. Duration of judicial fadge’s Court of First Instance authorization
A judicial judgels An authorization —
(a) takes effect at the time specified by the garel judge of the Court of First
Instance when _issuing the judicialgdge’s authorization, which in any case
IS not to be earlier than the time when it is issued; and

12



(b) subject to any renewal under this Division, ceases to have effect upon the
expiration of the period specified by the pareljudge of Court of First
Instance when issuing the judicial judge’s authorization, which in any case
is not to be longer than the period of 3 months beginning with the time
when it takes effect.

| Renewal ofjudicial fudge’s Court of First Instance authorizations

| 11. Application for renewal of judicial judge’s-Court of First Instance
authorization
(1) _Atany time before a judicial #4ege’s an authorization ceases to have
effect, an officer of the department concerned may apply to a garel judge of the Court
of First Instance for the renewal of the judicial judges authorization.
(2) _The application is —
(aa) to be made ex parte;
(a) _to be made in writing; and
(b) _to be supported by —
(i) a copy of the judicial jzdgess authorization sought to be renewed;
(i) acopy-ef-any-affidavit copies of all affidavits provided under this
Part for the purposes of any application for the issue or renewal of
| the judicial judges authorization, or for the purposes of any
application made further to an oral application for confirmation of
| the judicial judges authorization or its previous renewal; and
(iii) an affidavit of the applicant which is to comply with the
requirements specified in Part 4 of Schedule 3.
(3) An application may not be made under subsection (1) unless the making of
the application has been approved by a directorate officer of the department
concerned.

| 12. Determination of application for renewal of judicial judge’s Court of First
Instance authorization

(1) Upon considering an application for the renewal of a judicial-judgess an
authorization made under section 11, the panel judge of the Court of First Instance
may, subject to subsection (2) —

(a) grant the renewal sought under the application, with or without variations;
or
(b) refuse to grant the renewal.

(1A) When considering the application in subsection (1), the judge of the Court
of First Instance may invite the Privacy Commissioner for Personal Data to make
submission as a special advocate in camera.

(1B) When consider the application in subsection (1), the judge of the Court of
First Instance shall take into account the total duration of the authorization.
(2) The parel judge of the Court of First Instance shall not grant the renewal

| 13



unless he is satisfied that the conditions for itsgrant-the renewal under section 3 have
been met.
(3) The panel judge of the Court of First Instance shall deliver his determination
under subsection (1) by —
(a) in the case of subsection (1)(a), issuing the renewed judicial faeges
authorization in writing_with reason; or
(b) in the case of subsection (1)(b), giving the reason for the refusal in
writing.
(4) A judicial jzdgez An authorization may be renewed more than once under this
Ordinance.

13. Duration of renewal of judicial jgdge’s-Court of First Instance authorization
A renewal of & judicial j#dge” an authorization —
(a) takes effect at the time when the judicial jgedge=authorization would have
ceased to have effect but for the renewal; and
(b) subject to any further renewal under this Division, ceases to have effect
upon the expiration of the period specified by the pasel judge of the Court
of First Instance when granting the renewal, which in any case is not to be
longer than the period of 3 months beginning with the time when it takes
effect.

Division 3 — Exesutive District Court Authorizations
Issue of-exesutive District Court authorizations

14. Application for exeeutive District Court authorlzatlon for Type 2 survelllance
(1) An officer of a department may apply to ar-autherizing-officeretth
department a judge of the District Court for the issue of an 9@%% authorlzatlon
for any Type 2 surveillance to be carried out by or on behalf of any of the officers of
the_department.
(2) The application is —
(aa) to be made ex parte;
(a) to be made in writing; and
(b) to be supported by a-sta A i an affidavit of the
applicant which is to comply with the reqwrements specified in Part 3
of Schedule 3.

15. Determination of application for exeeutive District Court authorization
(1) Upon considering an application for the issue of an exesutive authorization
made under section 14, the agtherzing-efficerjudge of the District Court may,
subject to subsection (2) —
(a) issue the exeeutive authorization sought under the application, with or
without variations; or
(b) refuse to issue the exeeutive authorization.
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(1A) When considering the application in subsection (1), the judge of the
District Court may invite the Privacy Commissioner for Personal Data to make
submission as a special advocate in camera.

(2) The agtherzing-officer|udge of the District Court shall not issue the
exeeytive authorization unless he is satisfied that the conditions for its issue under
section 3 have been met.

| (3) The agtherizing-offeer|udge of the District Court shall deliver his
determination under subsection (1) by —
(a) in the case of subsection (1)(a), issuing the exeeutive-authorization in
writing with reason; or
(b) in the case of subsection (1)(b), giving the reason for the refusal in writing.

| 16. Duration of exeeutive District Court authorization
An exesytive guthorization —

(a) takes effect at the time specified by the agtherizing-eHicer|udge of the
District Court when issuing the exeeutive authorization, which in any case is
not to be earlier than the time when it is issued; and

(b) subject to any renewal under this Division, ceases to have effect upon the
expiration of the period specified by the autherizing-sfficer|udge of the
District Court when issuing the exeeutive authorization, which in any case is
not to be longer than the period of 3 months beginning with the time when it
takes effect.

| Renewal of exeeutive District Court authorizations

| 17. Application for renewal of exesutive District Court authorization
(1) At any time before an exeeutive authorlzatlon ceases to have effect, an officer
of the department concerned may apply to &
judge of the District Court for the renewal of the e%eeu%e authorlzatlon
(2) The application is —
(aa) to be made ex parte;
(a) to be made in writing; and
(b) to be supported by —

(i) a copy of the exeeutive authorization sought to be renewed;

(i) acopy-efany-statement copies of all statements affidavits
provided under this Part for the purposes of any application for
the issue or renewal of the-exeeutive authorization, or for the
purposes of any application made further to an oral application for
confirmation of the exeeutive authorization or its previous

renewal; and
(iiii) a-statem : ad an affidavit of the applicant
which is to comply W|th the requirements specified in Part 4 of
Schedule 3.

15



18. Determination of application for renewal of exesgtive District Court
authorization

(1) Upon considering an application for the renewal of an exesutive authorization
made under section 17, the agtheszing-etficer|udge of the District Court may,
subject to subsection (2) —

(a) grant the renewal sought under the application, with or without
variations; or
(b) refuse to grant the renewal.

(1A) When considering the application in subsection (1), the judge of the
District Court may invite the Privacy Commissioner for Personal Data to make
submission as a special advocate in camera.

(1B) When consider the application in subsection (1), the judge of the Court of
First Instance shall take into account the total duration of the authorization.

(2) The autherzing-sfficerjudge of the District Court shall not grant the renewal
unless he is satisfied that the conditions for-is-grant-the renewal under section 3 have
been met.

(3) The autherzing-officer|udge of the District Court shall deliver his
determination under subsection (1) by —

(a) in the case of subsection (1)(a), issuing the renewed exesutive
authorization in writing_with reason; or
(b) in the case of subsection (1)(b), giving the reason for the refusal in writing.
(4) An exesutive authorization may be renewed more than once under this
Ordinance.

19. Duration of renewal of exeeutive District Court authorization
A renewal of an exeesutive authorization —
(a) takes effect at the time when the exeeutive authorization would have ceased to
have effect but for the renewal; and
(b) subject to any further renewal under this Division, ceases to have effect upon
the expiration of the period specified by the autherzing-officerjudge of the
District Court when granting the renewal, which in any case is not to be longer
than the period of 3 months beginning with the time when it takes effect.

Division 4 — Emergency Authorizations
Issue of emergency authorizations

20. Application for emergency authorization for interception or Type 1
surveillance in case of emergency

(1) An officer (not less than the rank of superintendent of police or equivalent)of
a department may apply to the head of the department for the issue of an emergency
authorization for any interception or Type 1 surveillance to be carried out by or on
behalf of any of the officers of the department, if he considers that —
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(a) there is immediate need for the interception or Type 1 surveillance to be
carried out by reason of an imminent risk of —
(i) death or serious bodily harm of any person;
(ii) substantial damage to property;
(iii) serious threat to public security; or
(iv) loss of vital evidence; and

(b) having regard to all the circumstances of the case, it is not reasonably
practicable to apply for the issue of a judicial udge’s Court of First
Instance authorization for the interception or Type 1 surveillance.

(2) The application is —
() to be made in writing; and
(b) to be supported by a statement in writing made by the applicant which is
to -
(i) set out the reason for making the application; and
(if) comply with —

(A) in the case of an emergency authorization for interception,
the requirements specified in Part 1 of Schedule 3 which
are to apply to the statement as they apply to an affidavit
referred to in section 8(2)(b); or

(B) in the case of an emergency authorization for Type 1
surveillance, the requirements specified in Part 2 of
Schedule 3 which are to apply to the statement as they
apply to an affidavit referred to in section 8(2)(b).

(3) An application for emergency authorization under subsection (1) may be
made orally in person if, having regard to all circumstances of the case, it is not
reasonably practicable to make an application in writing.

(4) Where an oral application is made, the application shall make an oral
statement providing the required information specified in Part 2 of Schedule 3 as
the case may be.

21. Determination of application for emergency authorization
(1) Upon considering an application for the issue of an emergency authorization
made under section 20, the head of the department concerned may, subject to
subsection (2) —
(a) issue the emergency authorization sought under the application, with or
without variations; or
(b) refuse to issue the emergency authorization.
(2) The head of the department shall not issue the emergency authorization unless
he is satisfied —
(a) that section 20(1)(a) and (b) applies; ard
(aa) that, where an oral application is made, section 20(3) applies; and
(b) that the conditions for the issue of the emergency authorization under section
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3 have been met.
(3) The head of the department shall deliver his determination under subsection (1)
by —
(a) in the case of subsection (1)(a), issuing the emergency authorization in
writing with reason; or
(b) in the case of subsection (1)(b), giving the reason for the refusal in writing.

22. Duration of emergency authorization
(1) An emergency authorization —

(a) takes effect at the time specified by the head of the department concerned
when issuing the emergency authorization, which in any case is not to be
earlier than the time when it is issued; and

(b) ceases to have effect upon the expiration of the period specified by the head
of the department when issuing the emergency authorization, which in any
case is not to be longer than the period of 48 hours beginning with the time
when it takes effect.

(2) Without prejudice to any application under section 8 for the issue of any judicial
padge’s Court of First Instance authorization for the interception or Type 1
surveillance concerned, an emergency authorization may not be renewed under this
Ordinance.

Application for confirmation of emergency authorizations

23. Application for confirmation of emergency authorization

(1) Where any interception or Type 1 surveillance is carried out pursuant to an
emergency authorization, the head of the department concerned shall cause an officer
of the department to apply to a parel judge of the Court of First Instance for
confirmation of the emergency authorization, as soon as reasonably practicable after,
and in any event within the period of 48 hours beginning with, the time when the
emergency authorization takes effect.

(2) The application is —

(aa) to be made ex parte;
() to be made in writing; and
(b) to be supported by —
(i) a copy of the emergency authorization; and
(i) an affidavit of the applicant which is to verify the contents of the
statement provided under section 20(2)(b) for the purposes of the
application for the issue of the emergency authorization.

(3) H-ne In default of any application being made for confirmation of the
emergency authorization is-made within the period of 48 hours referred to in
subsection (1), the head of the department concerned shall —

(a) cause the immediate destruction of any information obtained by carrying
out the interception or Type 1 surveillance concerned, and any further
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information or intelligence or record derived from such information te-

(b) without prejudlce to section 52, submit to the Commissioner a report with
details of the case.

24. Determination of application for confirmation of emergency authorization

(1) Upon considering an application for confirmation of an emergency
authorization as provided for in section 23(1), the parel judge of the Court of First
Instance may, subject to subsection (2) —

(a) confirm the emergency authorization; or
(b) refuse to confirm the emergency authorization.

(1A) When considering the application in subsection (1), the judge of the Court
of First Instance may invite the Privacy Commissioner for Personal Data to make
submission as a special advocate in camera.

(2) The panel judge of the Court of First Instance shall not confirm the
emergency authorization unless he is satisfied that section 21(2)(b) has been complied
with in the issue of the emergency authorization. The judge of the Court of First
Instance may invite the Commissioner of Privacy to assist him in arriving such
conclusion.

(3) Where the gasel judge of the Court of First Instance refuses to confirm the
emergency authorization under subsection (1)(b), he may make one or more of the
following orders —

(a) in any case where the emergency authorization still has effect at the time of
the determination, an order that the emergency authorization is,
notwithstanding any other provision of this Ordinance —

(i) to be revoked upon the making of the determination; or
(i) only to have effect subject to the variations specified by him, from
the time of the determination;

(b) in any case whether or not the emergency authorization still has effect at the
time of the determination, an order that the head of the department
concerned shall cause the |mmed|ate destructlon of any—miepmanew

(i) subject to subparagraph (ii), that-it-coutd-net-have-been-obtained-
witheutcarrying-out-the-interception-or Type-Lsurveitlance any
information obtained by carrying out the interception or Type 1
surveillance concerned, and any further information or intelligence
or record derived from such information; or

(if) where paragraph (a)(ii) applies, any information obtained by
carrying out the interception or Type 1 surveillance concerned that is
specified in the order,_and any further information or intelligence
or record derived from such information.
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(4) Where the emergency authorization is revoked under subsection (3)(a)(i), the
emergency authorization is, notwithstanding section 22(1)(b), to cease to have effect
from the time of the revocation.

(5) The ganel judge of the Court of First Instance shall deliver his determination

under subsection (1) by -
(a) in the case of subsection (1)(a), endorsing his confirmation on the
emergency authorization in writing_ with reason; or
(b) in the case of subsection (1)(b), giving the reason for the refusal and
making any order under subsection (3) in writing.
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Division 6 — General Provisions for Prescribed Authorizations
Matters authorized, required or provided for
by prescribed authorizations

29. What a prescribed authorization may authorize or require under or by
virtue of its terms, etc.
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(1) A prescribed authorization for interception may —
(a) in the case of a postal interception, contain terms that authorize one
or both of the following -

(i) the interception of communications made to or from any
premises or address specified in the prescribed
authorization;

(ii) the interception of communications made to or by any
person specified in the prescribed authorization (whether by
name or by description); or

(b) in the case of a telecommunications interception, contain terms that
authorize one or both of the following -

(i) the interception of communications made to or from any
telecommunications service specified in the prescribed
authorization;

(i) the interception of communications made to or from any
telecommunications service that any person specified in the
prescribed authorization (whether by name or by description)
IS using, or is Hkeby reasonably expected to use.

(2) A prescribed authorization for covert surveillance may contain terms that
authorize one or more of the following —

(a) the use of any surveillance devices in or on any premises specified in
the prescribed authorization;

(b) the use of any surveillance devices in or on any object or class of
objects specified in the prescribed authorization;

(c) the use of any surveillance devices in respect of the conversations,
activities or location of any person specified in the prescribed
authorization (whether by name or by descrlptlon)

(3) A prescribed authorization
contain terms that authorize the domg of anythlng reasonably necessary to
conceal any conduct authorized or required to be carried out under the
prescribed authorization, provided that an assessment of the risk and
damage arising from the concealment has been submitted before the
determination of the authorization and that the nature of concealment so
authorized must be specified in the authorlzatlon

(4) A prescribed authorization - may, if it
IS reasonably necessary for the executlon of the prescrlbed authorlzatlon
contain terms that authorize the interference with any property (whether or
not of any person who is the subject of the interception or covert
surveillance concerned) provided that an assessment of the risk and
damage arising from the interference with any property has been
submitted before the determination of the authorization and that the
nature of interference so authorized must be specified in the
authorization.
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(5) A prescribed authorizatio
contain terms that require any person specmed in the prescrlbed
authorization (whether by name or by description), on being shown a copy
of the prescribed authorization, to provide to any of the officers of the
department concerned such reasonable assistance for the execution of the
prescribed authorization as is specified in the prescribed authorization_
provided that —

(i) an assessment of the implication of assistance has been submitted before
the determination of the authorization;

(ii) the nature of assistance so authorized must be specified in the
authorization; and

(iii) no authorization shall require the specified person to incur any
expense.

(6) A prescribed authorization for interception alse may contain terms that
authorize autherzes —

(a) the installation, use and maintenance of any devices required to be used
in order to intercept any of the communications authorized to be
intercepted under the prescribed authorization_provided that if the device
IS to be installed or used in any private property,

(i) an assessment of the risk and damage arising from the installation
and use of such device has been submitted before the determination
of the authorization; and

(i) the address and if ascertainable, the owner, tenant and occupier of
such property must be specified in the authorization;

(b) the entry, by the use of reasonable force if necessary, onto any premises
in order to carry out any conduct authorized or required to be carried
out under the prescribed authorization provided that an assessment of
the risk and damage arising from the entry has been submitted before
the determination of the authorization;

(6A) A prescribed authorization for interception also authorizes —
£} (a) the incidental interception of any communication which H-is-reeessary
to-interceptin-order-to-tntercept necessarily arises from the interception of
any-ef-the communications authorized to be intercepted-carried out under
the prescribed authorization; and
£} (b) where subsection (1)(a)(ii) or (b)(ii) is applicable, the provision to any
person, for the execution of the prescribed authorization, of particulars of
the addresses, numbers, apparatus or other factors, or combination of
factors, that are to be used for identifying —
(i) in the case of subsection (1)(a)(ii), the communications made to
or by the person specified in the prescribed authorization; or
(ii) in the case of subsection (1)(b)(ii), the communications made to
or from any telecommunications service that the person specified
in the prescribed authorization is using, or is likely to use.
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(7) A prescribed authorization for covert surveillance alse-may contain terms
that authorize agtherzes —
(a) where subsection (2)(a) is applicable —

(i) the installation, use and maintenance of any of the surveillance devices
authorized to be used under the prescribed authorization in or on the
premises specified in the prescribed authorization provided that if the
surveillance device is to be installed or used in any private property —

(A) an assessment of the risk and damage arising from the
installation and use of such device has been submitted
before the determination of the authorization; and

(B) the address and if ascertainable, the owner, tenant and
occupier of such property must be specified in the
authorization; and

(ii) in the case of Type 1 surveillance, the entry, by the use of reasonable
force if necessary, onto the premises, and onto any other premises
adjoining or providing access to the premises, in order to carry out any
conduct authorized or required to be carried out under the prescribed
authorization provided that an assessment of the risk and damage
arising from the entry has been submitted before the determination
of the authorization;

(b) where subsection (2)(b) is applicable —

(i) the installation, use and maintenance of any of the surveillance devices
authorized to be used under the prescribed authorization in or on the
object, or an object of the class, specified in the prescribed
authorization provided that if the surveillance device is to be installed
or used in any private property —

(A) an assessment of the risk and damage arising from the
installation and use of such device has been submitted
before the determination of the authorization; and

(B) the address and if ascertainable, the owner, tenant and
occupier of such property must be specified in the
authorization; and

(ii) in the case of Type 1 surveillance, the entry, by the use of
reasonable force if necessary, onto any premises where the object, or
an object of the class, is reasonably believed to be or likely to be,
and onto any other premises adjoining or providing access to the
premises, in order to carry out any conduct authorized or required to
be carried out under the prescribed authorization provided that an
assessment of the risk and damage arising from the entry has been
submitted before the determination of the authorization; and

(c) where subsection (2)(c) is applicable —

(i) the installation, use and maintenance of any of the surveillance devices

authorized to be used under the prescribed authorization; in or on any
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premises where the person specified in the prescribed authorization is
reasonably believed to be or likely to be provided that if the
surveillance device is to be installed or used in any private property —
(A) an assessment of the risk and damage arising from the
installation and use of such device has been submitted
before the determination of the authorization; and
(B) the address and if ascertainable, the owner, tenant and
occupier of such property must be specified in the
authorization ; and
(it) in the case of Type 1 surveillance, the entry, by the use of
reasonable force if necessary, onto the premises, and onto any other
premises adjoining or providing access to the premises, in order to
carry out any conduct authorized or required to be carried out under
the prescribed authorization provided that an assessment of the
risk and damage arising from the entry has been submitted before
the determination of the authorization.
(8) A prescribed authorization may contain terms that authorize the undertaking of
the following conduct, that is necessary for and incidental to the carrying out of
what is authorized or required to be carried out under the prescribed
authorization —

(a) the installation, use, maintenance and retrieval of any enhancement
equipment for the devices;

(b) the temporary removal of any conveyance or object from any premises for
the installation, maintenance or retrieval of the devices or enhancement
equipment and the return of the conveyance or object to the premises;

(c) the breaking open of anything for the installation, maintenance or retrieval
of the devices or enhancement equipment;

(d) the connection of the devices or enhancement equipment to any source of
electricity and the use of electricity from that source to operate the devices
or enhancement equipment;

(e) the connection of the devices or enhancement equipment to any object or
system that may be used to transmit information in any form and the use of
that object or system in connection with the operation of the devices or
enhancement equipment; and

(f) the provision of assistance for the execution of the prescribed authorization,
provided that an assessment of the risk and damage arising from the above conduct
has been submitted before the determination of the authorization.

30. What a prescribed authorization further-also authorizes
A prescribed authorization further-also authorizes the the retrieval of any of the
devices authorlzed to be used under the prescrlbed authorization unrdertaking-efany
sendust—including-the followingconduct that is necessary to
Hneleﬁake—mereler—t&for and incidental to the carrying out of what is authorized
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| or required to be carried out under the prescribed authorization. anrd-without
limiting 4 lity. of the foregeing _such-conduct includes —

30A. What a prescribed authorization may not authorize
(1) Notwithstanding anything in this Ordinance, unless exceptional
circumstances exist —
(a) no prescribed authorization may contain terms that authorize the
interception of communications by reference to —
(i) in the case of a postal interception, an office or
other relevant premises, or a residence, of a
lawyer; or
(1) in the case of a telecommunications interception,
any telecommunications service used at an office
or other relevant premises, or a residence, of a
lawyer, or any telecommunications service known
or reasonably expected to be known by the
applicant to be ordinarily used by a lawyer for the
purpose of providing legal advice to clients; and
(b) no prescribed authorization may contain terms that authorize any covert
surveillance to be carried out in respect of oral or written communications
taking place at an office or other relevant premises, or a residence, of a
lawyer.
(2) _For the purposes of subsection (1), exceptional circumstances exist if the
relevant authority is satisfied that there are reasonable grounds to believe —

(a) that —

(i) the lawyer concerned:;
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(1) in the case of an office or other relevant premises of the lawyer, any
other lawyer practising with him or any other person working in the
office; or

(iii) in the case of a residence of the lawyer, any other person residing in
the residence, is a party to any activity which constitutes or would
constitute a serious crime or a threat to public security; or

(b) that any of the communications concerned is for the furtherance of a
criminal purpose.
(3) _For the avoidance of doubt, a prescribed authorization does not authorize
any device to be implanted in, or administered to, a person without the consent of the
| person in writing.
(4) _In this section —

“lawyer” (#2£EH) means a barrister, solicitor or foreign lawyer as defined in
section 2(1) of the Legal Practitioners Ordinance (Cap. 159) who
practices as such, or any person holding an appointment under section 3(1)
of the Legal Aid Ordinance (Cap. 91);

“other relevant premises” (E. A4 BdEEFT), in relation to a lawyer, means
any premises, other than an office of the lawyer, that are known or
reasonably expected to be known by the applicant to be ordinarily used by
the lawyer and by other lawyers for the purpose of providing legal advice
to clients.

31. Prescribed authorization may be issued or renewed subject to conditions

| (1) A prescribed authorization may be issued or renewed subject to any
conditions specified in it that apply to the prescribed authorization itself or to
any further authorization or requirement under it (whether granted or imposed
under its terms or any provision of this Ordinance).

(2) _In the case of non-compliance with the specified conditions in subsection

(1), the prescribed authorization shall cease to have effect from the time of
non-compliance.

Device retrieval warrants after prescribed authorizations
having ceased to have effect

32. Application for device retrieval warrant
(1) Where a prescribed authorization has in any way ceased to have effect under

this Ordinance, an officer of the department concerned may apply to a gasel judge of
the Court of First Instance for the issue of a device retrieval warrant authorizing the
retrieval of any of the devices authorized to be used under the prescribed
authorization if such devices —

(a) have been installed in or on any premises or object, pursuant to the

prescribed authorization; and
(b) are still in or on such premises or object, or are in or on any other
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premises or object.
(2) The application is —
| (aa) to be made ex parte;

(a) to be made in writing; and

(b) to be supported by —
(i) a copy of the prescribed authorization; and
(ii) an affidavit of the applicant which is to comply with the

requirements specified in Schedule 4.

33. Determination of application for device retrieval warrant
(1) Upon considering an application for the issue of a device retrieval
| warrant made under section 32, the parel judge of the Court of First Instance may,
subject to subsection (2) —
(a) issue the device retrieval warrant sought under the application, with
or without variations; or
(b) refuse to issue the device retrieval warrant.

(1A) When considering the application in subsection (1), the judge of the
Court of the First Instance shall take into account the assessment of the
risk and damage arising from the retrieval of such device to the premise
or object.

(1B) If the judge of the Court of First Instance refuses to issue the device
retrieval warrant in subsection (1)(b),he shall make an order directing the
relevant head of the department to disable the function of the device.

(2) The parel judge of the Court of First Instance shall not issue the device
retrieval warrant unless he is satisfied that section 32(1)(a) and (b) applies to the
devices concerned.
| (3) The parel judge of the Court of First Instance shall deliver his determination

under subsection (1) by —
(a) in the case of subsection (1)(a), issuing the device retrieval
| warrant in writing_with reason; or
(b) in the case of subsection (1)(b), giving the reason for the
refusal in writing.

34. Duration of device retrieval warrant
A device retrieval warrant —

(a) takes effect at the time specified by the parel judge of the Court of
First Instance when issuing the warrant, which in any case is not to
be earlier than the time when it is issued; and

(b) ceases to have effect upon the expiration of the period specified by the

| ganel judge of the Court of First Instance when issuing the warrant,

which in any case is not to be longer than the period of 3 months
beginning with the time when it takes effect.
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35. What a device retrieval warrant may authorize under or by virtue of its
terms, etc.

(1) A device retrieval warrant may authorize the retrieval of any devices specified
in the warrant.

(2) A device retrieval warrant may contain terms that authorize the doing of
anything reasonably necessary to conceal any conduct authorized to be carried out
under the warrant, provided that an assessment of the risk and damage arising from
the concealment has been submitted before the determination of the authorization
and that the nature of concealment so authorized must be specified in the
authorization.

(3) A device retrieval warrant may, if it is reasonably necessary for the execution
of the warrant, contain terms that authorize the interference with any property
(whether or not of any person who is the subject of the interception or covert
surveillance concerned) provided that an assessment of the risk and damage arising
from the interference with any property has been submitted before the
determination of the authorization and that the nature of interference so authorized
must be specified in the authorization .

36. What a device retrieval warrant further alse-autherizes may authorize or
require under or by virtue of its terms, etc.
(1) A device retrieval warrant further also-aatherzes may contain terms that

authorlze the undertaklng of any-conduct-which-i-is-necessary-to-undertake-in-order

the followmq conduct— that is necessary for and

(a) the retrieval of any enhancement eqmpment for the devices authorized to
be retrieved under the warrant;
(b) the entry, by the use of reasonable force if necessary, onto any premises

where the devices or enhancement equipment is reasonably believed to be
or likely to be, and onto any other premises adjoining or providing access
to the premises, in order to retrieve the devices or enhancement
equipment;

(c) the temporary removal of any conveyance or object from any premises
for the retrieval of the devices or enhancement equipment and the return
of the conveyance or object to the premises;

(d) the breaking open of anything for the retrieval of the devices or

enhancement equipment; and

(e) the provision of assistance for the execution of the warrant,

provided that an assessment of the risk and damage arising from the above conduct
has been submitted before the determination of the authorization.

(2) A device retrieval warrant which authorizes the retrieval of any tracking
devices also authorizes the use of the tracking devices and any enhancement
equipment for the tracking devices solely for the purposes of the location and retrieval
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of the tracking devices or enhancement equipment.

37. Device retrieval warrant may be issued subject to conditions

(1) A device retrieval warrant may be issued subject to any conditions specified
in it that apply to the warrant itself or to any further authorization under it (whether
granted under its terms or any provision of this Ordinance).

(2) In the case of non-compliance with the specified conditions in subsection
(1), the warrant shall cease to have effect from the time of non-compliance.

PART 4
THE COMMISSIONER
Division 1 — The Commissioner and his Functions

38. The Commissioner

(1) There is hereby established an office by the name of the Commissioner on
Interception of Communications and Surveillance.

(2) The Chief Executive shall, on the recommendation of the Chief
Justice, subject to the approval of the Leqgislative Council, appoint an eligible judge
to be the Commissioner.

(3) The Commissioner shall be appointed for a period of 3 years;-and

(4) The Commissioner shall be entitled to such remuneration and
allowances as are determined by the Chief Executive.

(5) The Chief Executive may, on the recommendation of the Chief

Justice, subject to the approval of the Leqgislative Council, revoke the appointment of

the Commissioner for good cause.
(5A) A person previously appointed as the Commissioner may from
time to time be further appointed as such in accordance with the provisions of
this Ordinance that apply to the appointment of the Commissioner.
(6) In this section, “eligible judge” (5 &f%1EH) means —
(a) a Justice of Appeal of the Court of Appeal;
(b) a judge of the Court of First Instance;
(c) a former permanent judge of the Court of Final Appeal;
(d) a former Justice of Appeal of the Court of Appeal; or
(e) a former judge of the Court of First Instance.

39. Functions of Commissioner
The functions of the Commissioner are —

(a) to oversee the overall implementation of this Ordinance (except the
functioning of the Court of First Instance and the District Court
relating to this Ordinance) and compliance by departments and their
officers with the relevant requirements; and

(b) without limiting the generality of paragraph (a), to —
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(1) conduct reviews under Division 2;

(ii) carry out examinations under Division 3;

(i1a) investigate complaints made by any person in relation to any
interception or surveillance carried out whether with or without

authorization under Division 3A;
(iiab) give notifications to relevant persons under Division 3AB;
(iii) submit reports to the Chief Executive and make
recommendations to the Secretary for Security and heads of
departments under Division 4;
(iv) perform any further functions prescribed by regulation made
under section 62 for the purposes of this subparagraph; and
(v) perform such other functions as are imposed or conferred on
him under this Ordinance or any other enactment.

Division 2 — Reviews by Commissioner

40. Reviews on compliance with relevant requirements

(1) The Commissioner shall conduct such reviews as he considers necessary on
compliance by departments and their officers with the relevant requirements.

(1A) Without limiting the generality of subsection (1), the Commissioner shall
conduct reviews on cases in respect of which a report has been submitted to him
under section 23(3)(b)=26£33}H or 52.

(2) Upon the conduct of any review under subsection (1) or (1A), the
Commissioner shall record in writing —

(a) details, as identified in the review, of any case of failure by any
department or any of its officers to comply with any relevant
requirement; and

(b) any other finding he has made in the review.

41. Notifications to departments concerned, etc.

(1) The Commissioner shall notify the head of any department concerned of his
findings in a review under section 40(2).

(2) On being notified of the findings of the Commissioner under subsection (1),
the head of the department shall submit to the Commissioner a report with details of
any measures taken by the department (including any disciplinary action taken in
respect of any officer) to address any issues identified in the findings, as soon as
reasonably practicable after the notification or, where the Commissioner has specified
any period for submission of the report when giving the notification, within that
period.

(3) Without prejudice to sections 47 and 48, the Commissioner may, whether
before or after the head of the department has submitted a report to him under
subsection (2), refer the findings and any other matters he thinks fit to the Chief

| Executive-r-, the Secretary for Justice-or-both or any parekjudge of the Court of
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| FEirst Instance or any or all of them.
Division 3 — Examinations by Commissioner

42. Application for examination
(1) A person may apply to the Commissioner for an examination under this
Division, if he believes-suspects —
(a) that any communication transmitted to or by him has been
intercepted by a department; e+
(b) that he is the subject of any covert surveillance that has been carried
out by a department; or
(c) that he has sustained any damage arising from any interception or
covert surveillance that has been carried out by a department.
(2) The application is to be made in writing.

43. Examination by Commissioner
(1) Where the Commissioner_in the course of performing any of his functions

under this Ordinance considers or suspects that there is any case in which any
interception or covert surveillance has been carried out in contravention of this
Ordinance, or receives an application under sections 42(1)(a) and (b), he shall,
subject to section 44, carry out an examination to determine —

(a) whether or not the interception or covert surveillance alleged has

taken place; and

(b) if so, whether or not a-preseribed-autherization-should-have-been-
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to-the-interception-or-covertsurveillance-alleged-the interception or

covert surveillance alleged has been carried out without the
authority of a-prescribed authorization issued or renewed under this
Ordinance.

(1A) Where the Commissioner in the course of performing any of his functions
under this Ordinance considers or suspects that there is any case in which any
interception or covert surveillance has been carried out in contravention of this
Ordinance, or receives an application under section 42(1)(c), he shall, subject to
section 44, carry out an examination to determine —

(a) whether or not the interception or covert surveillance alleged has
taken place; and

(b) if so, whether or not the applicant has sustained damages arising
from any interception or covert surveillance carried out by a
department.

(2) In the case of subsection (1), if, # on an examination, the Commissioner
determines that the interception or covert surveillance alleged has been carried out
without the authority of a prescribed authorization issued or renewed under this
| Ordinance, he shall give notice to the applicant —
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(a) _stating that —

()] he has found the case in the applicant’s favour and
indicating whether the case is one of interception or covert
surveillance;

(i)  the broad nature of the interception or covert surveillance;

(iii)  the time when the interception or covert surveillance
commences and the time when the interception or covert
surveillance ends; and

(iv) _ the duration of the interception or covert surveillance; and
(b) inviting the applicant to confirm whether the applicant wishes to
seek an order for the payment of compensation under the application,
and if so, to make written submissions to him for that purpose.a-

(2A) In the case of subsection (1A), if, on an examination, the Commissioner
determines that the interception or covert surveillance alleged has been carried out
and that the applicant has sustained damages arising from the alleged interception
or covert surveillance, he shall give notice to the applicant —

(a) _stating that he has found the case in the applicant’s favour; and

(b) _inviting the applicant to confirm whether the applicant wishes to
seek an order for the payment of compensation under the
application, and if so, to make written submissions to him for that
purpose.

(2BA) Upon receiving confirmation from the applicant that an order for the
payment of compensation is sought, the Commissioner, upon taking into account any
written submissions made to him for that purpose, may make any order for the
payment of compensation by the Government to the applicant.

(2CB) The compensation ordered to be paid under subsection (2BA) may include
compensation for injury of feelings.

(3) If, on an examination, the Commissioner makes a determination other than
that referred to in subsections (2) or (2A), he shall give notice to the applicant stating
that he has not found the case in the applicant’s favour.

(5) Notwithstanding subsections (2), (2A) .(2B) and (3), the Commissioner shall
not give any notice or make any order under those subsections for so long as he
considers that the giving of the notice or the making of the order (as the case may be)
would be prejudicial to the prevention or detection of crime or the protection of public
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security.

(6) The Commissioner shall not make a determination referred to in subsections
(2) or (2A) in respect of an interception if the interception is within the description of
section 4(2)(b) or (c).

44. Grounds for not carrying out examination, etc.
(1) Where, before or in the course of an examination, the
Commissioner considers —
(a) that the application for the examination is received by the Commissioner
| more than 4=¢ear 5 years after the day on which the interception or covert
surveillance is alleged to have taken place or, where the interception or
covert surveillance is alleged to have taken place on more than 1 day, the
last occasion on which it is alleged to have taken place, and that it is not
unfair for him not to carry out the examination;
(b) that the application is made anonymously;
(c) that the applicant cannot, after the use of reasonable efforts, be identified
or traced; or

(d) that, having regard to all the circumstances of the case, the application is
frivolous or vexatious or is not made in good faith, the Commissioner
may refuse to carry out the examination or, where the examination has
been commenced, to proceed with the carrying out of the examination
(including the maklng of any determlnatlon further to the examlnatlon)

45. Further provisions relating to examinations
| (1) For the purposes of an examlnatlonL,—theGemmtsswqer—sh&H
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£} and subject to section 51(1), the Commissioner shall carry out the
examination on the basis of written submissions made to him.

(2) Without prejudice to section 51(3), for the purposes of an_examination, the
applicant is not entitled to have access to any information, document or other matter
compiled by, or made available to, the Commissioner in connection with the
examination.

(3) Without prejudice to section 43(5), in giving notice to an applicant
or making any order under section 43(2)(a}, (2A) .(2B) or (3), the Commissioner shall
not —

(a) give reasons for his determination;
(b) give details of any interception or covert surveillance concerned_further
to those mentioned in sections 43(2)(a) or (2A)(a); ardor
(c) in the case of section 43(3), indicate whether or not the interception or
covert surveillance alleged has taken place,
if the giving of the information under subsections (a), (b) and (c) would be
prejudicial to the prevention or detection of crime or the protection of public

security.

46. Notifications to departments concerned, etc.

(1) Where, on an examination, the Commissioner makes a determination urder
referred to in sections 43(2) or 43(2A), he shall notify the head of the department
concerned of the determination, including any order or findings he has made in the
examination.

(2) On being rnotified-of the-determination-given the notification under subsection
(1), the head of the department shall submit to the Commissioner a report with details
of any measures taken by the department (including any disciplinary action taken in
respect of any officer) to address any issues arising from the determination, as soon as
reasonably practicable after the notification or, where the Commissioner has specified
any period for submission of the report when giving the notification, within that
period.

(3) Without prejudice to sections 47 and 48, the Commissioner may, whether
before or after the head of the department has submitted a report to him under
subsection (2), refer the determination and any other matters he thinks fit to the Chief
Executive or, the Secretary for Justice or bethany ganel judge of the Court of First
Instance or any or all of them.

Division 3A — Powers of Commissioner

46A. Powers of Commissioner
The Commissioner shall have a general power —
(a) to investigate any complaint of alleged cases of interception or covert
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surveillance;.
(b) to require any department to investigate any person within that
department, if he has reasonable grounds to believe that the person —

(1) has provided false and misleading information in obtaining
an authorization;or

(i1) has contravened provisions of this Ordinance,

and to require a report from such department on the outcome of any
investigation and any disciplinary action taken;

(c) _to_investigate any complaint by any person alleged to _have been
aqgrieved or adversely affected by —

(1) the execution of any prescribed authorization;

(i) any interception of covert surveillance without the authority
of a prescribed authorization or in excess of any prescribed
authorization;and

(d) to conduct any investigation (including criminal, administrative and
disciplinary) as he considers necessary into the conduct of any, person,
apart from a judge of the Court of First Instance or a judge of the
District Court, and refer any matter to the Director of Public
Prosecutions upon conclusion of such investigation .

Division 3AB — Notifications by Commissioner

46AB. Notifications to relevant persons
(1) If, in the course of performing any of his functions under this Ordinance, the
Commissioner considers that there is any case in which any interception or covert
surveillance —
has been carried out by a department without the authority of a
prescribed authorization issued or renewed under this Ordinance;
(c) has been carried out by a department mistakenly or wrongfully;or
(d) has been carried out by a department in contravention of this
Ordinance , subject to subsection (6), the Commissioner shall give
notice to the relevant person —
(a) _stating that —
(i) __there has been such a case and indicating whether the case is
one of interception or covert surveillance;
(i) __the broad nature of the interception or covert surveillance;
(iii) the time when the interception or covert surveillance
commences and the time when the interception or covert
surveillance ends; and
(iv)  the duration of the interception or covert surveillance; and
(b) informing the relevant person of his right to apply to the
Commissioner for an examination in respect of the interception or
covert surveillance.
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(2) Where the relevant person makes an application for an examination in respect
of the interception or covert surveillance within 6 months after receipt of the notice or
within such further period as the Commissioner may allow, the Commissioner shall,
notwithstanding anything in section 44(1)(a) but subject to the other provisions of
section 44, make a determination referred to in sections 43(2) or 43(2A), and the
provisions of this Ordinance are to apply accordingly.

(3) Notwithstanding subsection (1), the Commissioner shall not give any notice
under that subsection for so long as he considers that the giving of the notice would be
prejudicial to the prevention or detection of crime or the protection of public security.

(4) Without prejudice to subsection (3), in giving notice to a relevant person
under subsection (1), the Commissioner shall not —

(a) give reasons for his findings; or
(b) give details of any interception or covert surveillance concerned further
to those mentioned in subsection (1)(a).

(5) For the purposes of this section, in considering whether any interception or
covert surveillance has been carried out without the authority of a prescribed
authorization issued or renewed under this Ordinance, the Commissioner shall apply
the principles applicable by a court on an application for judicial review.

(6) This section does not require the Commissioner to give any notice to a
relevant person if —

(a) the relevant person cannot, after the use of reasonable efforts, be
identified or traced;
(b) the Commissioner considers that the intrusiveness of the interception or
covert surveillance concerned on the relevant person is negligible; or
(c) in the case of interception, it is within the description of section 4(2)(b)
or (c).
(7) In this section, “relevant person” (/5 & A 1) means any person who is the subject
of the interception or covert surveillance concerned.

Division 4 — Reports and Recommendations by Commissioner

47. Annual reports to Chief Executive by Commissioner
(1) The Commissioner shall, for each report period, submit a report to
the Chief Executive.
(2) A report for a report period is to set out, separately in relation to
interception and covert surveillance —
(a) a list showing —

(i) the respective numbers of judge’s authorizations, executive
authorizations and emergency authorizations issued under
this Ordinance during the report period, and the average
duration of the respective prescribed authorizations;

(i) the respective numbers of judge’s authorizations and
executive authorizations renewed under this Ordinance
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during the report period, and the average duration of the
respective renewals;

(11i) the respective numbers of judge’s authorizations,
executive authorizations and emergency authorizations
issued as a result of an oral application under this
Ordinance during the report period, and the average
duration of the respective prescribed authorizations;

(iv) the respective numbers of judge’s authorizations and
executive authorizations renewed as a result of an oral
application under this Ordinance during the report period,
and the average duration of the respective renewals;

(v) the respective numbers of judge’s authorizations and
executive authorizations that have been renewed under this
Ordinance during the report period further to 5 or more
previous renewals;

(vi) the respective numbers of applications for the issue of
judge’s authorizations, executive authorizations and
emergency authorizations made under this Ordinance that
have been refused during the report period;

(vii) the respective numbers of applications for the renewal of
judge’s authorizations and executive authorizations made
under this Ordinance that have been refused during the
report period:;

(viii) the respective numbers of oral applications for the issue
of judge’s authorizations, executive authorizations and
emergency authorizations made under this Ordinance that
have been refused during the report period; and

(ix) the respective numbers of oral applications for the renewal
of judge’s authorizations and executive authorizations
made under this Ordinance that have been refused during
the report period:;

(x) the respective number of issued or renewed authorization
for the purpose of preventing and detecting of serious
crimes, and issued or renewed authorization for the
purpose of protecting public security during the report
period;.

(xi) the total number of telephone lines intercepted during
the report period;

(xii) the total number of facsimile lines intercepted during
the report period;

(xiii) total number of email accounts intercepted during the
report period;

(xiv) the total number of Internet Protocol (IP) addresses
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under surveillance during the report period;
(xv) the total number of persons who have been the subjects
of surveillance during the report period;
(xvi) the total number of premises under surveillance during
the report period.

(b) a list showing —

(i) the major categories of offences for the investigation of
which prescribed authorizations have been issued or
renewed under this Ordinance during the report period; aré

(ia) the major categories of threats to public security of which

prescribed authorizations have been issued or renewed
under this Ordinance during the report period; and

(i) the number of persons arrested during the report period as a

result of or further to any interception or covert
surveillance carried out pursuant to a prescribed
authorization;

(c) a list showing —

(i) the number of device retrieval warrants issued under this
Ordinance during the report period, and the average duration
of the warrants; and

(i) the number of applications for the issue of device retrieval
warrants made under this Ordinance that have been refused
during the report period,;

(d) a list showing —

(i) a summary of reviews conducted by the Commissioner
under section 40 during the report period;

(ii) the number and broad nature of any cases of

irregularities or errors identified in the reviews during the
report period;
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(iii) the number of applications for examination that
have been received by the Commissioner during the report
period,;

(iv) the respective numbers of notices given by the

Commissioner under section 43(2) and section 43(3)
during the report period further to examinations; a-

(iva) the number of cases in which a notice has been given by
the Commissioner under section 46A during the report
period:;

(v) the broad nature of recommendations made by the
Commissioner under sections 48, 49 and 50 during the
report period; and

(vi) the respective number of cases in which information
subject to legal professional privilege and in which content
of journalistic material have has been obtained in
consequence of any interception or covert surveillance
carried out pursuant to a prescribed authorization during the
report period; and

(vii) the respective number of cases of different departments in
which disciplinary action has been taken in respect of any

officer of a department according to any report submitted
to the Commissioner under section 41, 46 or 50 during the
report period, and the broad nature of such action; and
(e) an assessment on the overall implementation of this Ordinance and the
overall compliance with the relevant requirements during the report
period.

(3) The report is to be submitted within 6 months after the expiry of the report
period.

(4) Subject to subsection (5), the Chief Executive shall cause a copy of the report
to-be-laid-on-the-table-of the Legislative Couneil. The Chief Executive shall cause to
be laid on the table of the Legislative Council a copy of the report, together with a
statement as to whether any matter has been excluded from that copy under
subsection (5) without the agreement of the Commissioner.

(5) If the Chief Executive considers that the publication of any matter in the
report referred to in subsection (4) would be prejudicial to the prevention or detection
of crime or the protection of public security, he may, after consultation with the
Commissioner, exclude such matter from the copy of the report to be laid on the table
of the Legislative Council under that subsection.

(5A) The matter excluded in subsection (5) shall be reported to the Legislative
Council under confidential cover.
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(6) In this section, “report period” (z+HA), in relation to a report required to
be submitted under subsection (1), means —
(a) the period beginning on the commencement of this Ordinance and
ending on 31 December in the same year; or
(b) any of the succeeding periods of 12 months ending on 31 December.

48. Other reports to Chief Executive by Commissioner

(1) In addition to any report required to be submitted to the Chief Executive
under section 47, the Commissioner may from time to time submit any further
report to the Chief Executive on any matter relating to the performance of his
functions under this Ordinance as he thinks fit.

(2) The Chief Executive shall cause to be laid on the table of the Legislative
Council a copy of the report, together with a statement as to whether any matter has
been excluded from that copy under subsection (3) without the agreement of the
Commissioner.

(3) If the Chief Executive considers that the publication of any matter in the
report referred to in subsection (2) would be prejudicial to the prevention or
detection of crime or the protection of public security, he may, after consultation
with the Commissioner, exclude such matter from the copy of the report to be laid
on the table of the Legislative Council under that subsection.

(4) The matter excluded in subsection (3) shall be reported to the Legislative
Council under confidential cover.

49. Recommendations to Secretary for Security on code of practice

(1) If, in the course of performing any of his functions under this Ordinance, the
Commissioner considers that any provision of the code of practice should be revised
to better carry out the objects of this Ordinance, he may make such recommendations
to the Secretary for Security as he thinks fit.

(2) Where the Commissioner makes any recommendations to the Secretary for
Security under subsection (1), the Secretary shall notify the Commissioner and the
Leqgislative Council of any exercise of power by him under section 59(3) to
implement the recommendations, as soon as reasonably practicable after the
recommendations have been made or, where the Commissioner has specified any
period for the issue of the notification when making the recommendations, within that
period.

50. Recommendations to departments

(1) If, in the course of performing any of his functions under this Ordinance, the
Commissioner considers that any arrangements made by any department should be
changed to better carry out the objects of this Ordinance or the provisions of the code
of practice, he may make such recommendations to the head of the department as he
thinks fit.

(2) Where the Commissioner makes any recommendations to the head of the
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department under subsection (1), the head of the department shall submit to the
Commissioner a report with details of any measures taken by the department
(including any disciplinary action taken in respect of any officer) to implement the
recommendations, as soon as reasonably practicable after the recommendations have
been made or, where the Commissioner has specified any period for submission of the
report when making the recommendations, within that period.

(2A) The Commissioner shall cause to be laid on the table of the L egislative
Council a copy of the report, together with a statement as to whether any
matter has been excluded from that copy under subsection (2B).

(2B)If the Commissioner considers that the publication of any matter in the
report referred to in subsection (2A) would be prejudicial to the prevention
or detection of crime or the protection of public security, he may exclude
such matter from the copy of the report to be laid on the table of the
Legislative Council under that subsection.

(2C) The matter excluded in subsection (2B) shall be reported to the Legislative
Council under confidential cover.

(3) Without prejudice to sections 47 and 48, the Commissioner may, whether
before or after the head of the department has submitted a report to him under
subsection (2), refer the recommendations and any other matters he thinks fit to the
Chief Executive-ef; the Secretary for Justice erboth.or any panel judge of the Court
of First Instance or any or all of them.

Division 5 — Further Provisions Relating to Performance of
Functions by Commissioner

51. Further powers of Commissioner
(1) For the purpose of performing any of his functions under this Ordinance, the
Commissioner may —
| (a) require any public officer or any other person, apart from any judge to
answer any question, and to provide any information, document or other
matter in his possession or control to the Commissioner, within the time
and in the manner specified by the Commissioner when making the
requirement; and
(b) require any officer of a department to prepare any report on any case of
interception or covert surveillance handled by the department, or on any
class of such cases, within the time and in the manner specified by the
Commissioner when making the requirement;_and
(c) .require any head of department to take such remedial action and make
compensation as he considers reasonable and necessary.
(1A) Non compliance with subsection (1A) shall be an offence with maximum
penalty of 2 years imprisonment.
(1AB) For the purpose of performing any of his functions under this Ordinance,
the Commissioner may request a panel judge to provide him with access to any of the
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documents or records kept under section 3 of Schedule 2.

(2) Notwithstanding any other provision of this Ordinance or any other law, any
person on whom a requirement is imposed by the Commissioner under subsection (1)
shall comply with the requirement.

(3) Except as otherwise provided in this Ordinance, the Commissioner shall not
be required to produce in any court or to divulge or communicate to any court, or to
provide or disclose to any person, any information, document or other matter
compiled by, or made available to, him in the course of performing any of his
functions under this Ordinance.

(4) Except as otherwise provided in this Ordinance, the Commissioner may
determine the procedure to be adopted in performing any of his functions under this
Ordinance.

52. General obligations of departments to report on non-compliance
Without prejudice to other provisions of this Part, where the head of any
department considers that there may have been any case of _—
(a) failure by the department or any of its officers to comply with any relevant
requirement;
(b) contravention against this Ordinance; or
(c) submission of misleading and false information for the purpose of
obtaining a prescribed authorization or for the purpose of implementing
any provision of this Ordinance,
he shall submit to the Commissioner a report with details of the case.

53. Commissioner not regarded as court
In performing any of his functions under this Ordinance, the Commissioner is for
all purposes not regarded as a court or a member of a court.

PART 5
FURTHER SAFEGUARDS

54. Regular reviews

(1) The head of each department shall make arrangements to keep under regular
review the compliance by officers of the department with the relevant requirements.

(2) Without prejudice to subsection (1), where the head of any department has
made any designation under section 7, he shall make arrangements for officers of a
rank higher than those held by the authorizing officers of the department to keep
under regular review the performance by the authorizing officers of any function
under this Ordinance.
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54(1-or(2); the officer by whom the any regular review is or has been conducted
under section 54(1) or (2) is of the opinion that ary-the ground for discontinuance of a
prescribed authorization exists, he shall, as soon as reasonably practicable after
forming the opinion, cause the interception or covert surveillance concerned to be
discontinued.

(2) Without prejudice to subsection (1), where a prescribed authorization has
been issued or renewed under this Ordinance, the officer of the department concerned
who is for the time being in charge of the interception or covert surveillance
concerned —

(a) shall, as soon as reasonably practicable after he becomes aware that any-
the ground for discontinuance of the prescribed authorization exists, cause
the interception or covert surveillance to be discontinued; and

(b) may at any time cause the interception or covert surveillance to be
discontinued.

(3) Where any officer has caused any interception or covert surveillance to be
discontinued, whether under subsection (1) or (2), he shall, as soon as reasonably
practicable after the discontinuance, cause a report on the discontinuance and the
ground for the discontinuance to be provided to the relevant authority to whom an
application under this Ordinance for the issue or renewal of the prescribed
authorization concerned has last been made.

(4) Where the relevant authority receives a report under subsection (3), he shall,
as soon as reasonably practicable after receiving the report, revoke the prescribed
authorization concerned.

(5) Where any prescribed authorization is revoked under subsection (4), the
prescribed authorization is, notwithstanding the relevant duration provision, to cease
to have effect from the time of the revocation.

(5A) If, at the time of the provision of a report to the relevant authority under
subsection (3), the relevant authority is no longer holding his office or performing the
relevant functions of his office —

(a) without prejudice to section 54 of the Interpretation and General Clauses
Ordinance (Cap. 1), the reference to relevant authority in that subsection
includes the person for the time being appointed as a panel judge or
authorizing officer (as the case may be) and lawfully performing the
relevant functions of the office of that relevant authority; and

(b) the provisions of this section are to apply accordingly.

(6) For the purposes of this section, a-the ground for discontinuance of a
prescribed authorization exists if —

{2} (a) the conditions for the continuance of the prescribed authorization
under section 3 are not met;

(b) the specified conditions in section 31are not met;

(c) the application for, issuance or renewal of any prescribed
authorization was in contravention of this Ordinance;

(d) the interception or acts of covert surveillance carried out was in
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excess of the prescribed authorization. -o¢.
) the rel FI bed authorization|
beenachieved:
(7) In this section, “relevant duration provision” (% B {6 32) means section
10(b), 13(b), 16(b), 19(b) or 22(1)(b) (as may be applicable).

55A. Reports to relevant authorities following arrests

(1) Where, further to the issue or renewal of a prescribed authorization under this
Ordinance, the officer of the department concerned who is for the time being in
charge of the interception or covert surveillance concerned becomes aware that the
subject of the interception or covert surveillance has been arrested, the officer shall, as
soon as reasonably practicable after he becomes aware of the matter, cause to be
provided to the relevant authority by whom the prescribed authorization has been
issued or renewed a report assessing the effect of the arrest on the likelihood that any
information which may be subject to legal professional privilege will be obtained by
continuing the interception or covert surveillance.

(2) Where the relevant authority receives a report under subsection (1),
he shall revoke the prescribed authorization if he considers that the conditions
for the continuance of the prescribed authorization under section 3 or that the
specified conditions under section 31 are not met.

(3) Where the prescribed authorization is revoked under subsection (2),
the prescribed authorization is, notwithstanding the relevant duration provision,
to cease to have effect from the time of the revocation.

(4) If, at the time of the provision of a report to the relevant authority
under subsection (1), the relevant authority is no longer holding his office or
performing the relevant functions of his office —

(a) without prejudice to section 54 of the Interpretation and General Clauses
Ordinance (Cap. 1), the reference to relevant authority in that subsection
includes the person for the time being appointed as a panel judge or
authorizing officer (as the case may be) and lawfully performing the
relevant functions of the office of that relevant authority; and

(b) the provisions of this section are to apply accordingly.
(5) In this section, “relevant duration provision” (5 B [E1{5 2)
means section 10(b), 13(b), 16(b), 19(b) or 22(1)(b) (as may be applicable).

56. Safeguards for protected products
(1) Where any protected product has been obtained pursuant to any
prescribed authorization issued or renewed under this Ordinance on an
application by any officer of a department, the head of the department shall
make arrangements to ensure —
(a) that the following are limited to the minimum that is necessary for the
relevant purpose of the prescribed authorization —
(i) the extent to which the protected product is disclosed;

48



(ii) the number of persons to whom any of the protected product is
disclosed;
(iii) the extent to which the protected product is copied; and
(iv) the number of copies made of any of the protected product;
(b) that all practicable steps are taken to ensure that the protected product
is protected against unauthorized or accidental access, processing,
erasure or other use; and
(c) that the protected product is destroyed as soon as its retention is not
necessary for the relevant purpose of the prescribed authorization.
(1A) Where any protected product described in subsection (1) contains any
information that is subject to legal professional privilege, subsection (1)(c) is to be
construed as also requiring the head of the department concerned to make
arrangements to ensure that any part of the protected product that contains the
information —

(a) in the case of a prescribed authorization for a postal interception or
covert surveillance, is destroyed not later than 1 year after its retention
ceases to be necessary for the purposes of any civil or criminal
proceedings before any court that are pending or are likely to be
instituted; or

(b) in the case of a prescribed authorization for a telecommunications
interception, is as soon as reasonably practicable destroyed.

(2) For the purposes of this section, something is necessary for the relevant
purpose of a prescribed authorization —

(a) in the case of subsection (1)(a), if —

(i) it continues to be, or is likely to become, necessary for the
relevant purpose; or
{b)(ii) except in the case of a prescribed authorization for a
telecommunications interception, it is necessary for the purposes
of any civil or criminal proceedings before any court that are
pending or are likely to be instituted; or.

(b) in the case of subsection (1)(c) —

(i) when it continues to be, or is likely to become, necessary for the
relevant purpose; or

(ii) except in the case of a prescribed authorization for a
telecommunications interception, at any time before the
expiration of 1 year after it ceases to be necessary for the
purposes of any civil or criminal proceedings before any court
that are pending or are likely to be instituted.

57. Record keeping
(1) Without prejudice to section 56, each department shall keep a record which is

to contain —
(a) in respect of each application for the issue or renewal of a prescribed
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authorization under this Ordinance by any officer of the department, a
record of —
(i) the application (including a copy of any affidavit esstatement
provided under Part 3 for the purposes of the application); and
(i) the determination in respect of the application by the relevant
authority (including a copy of any prescribed authorization issued or
renewed under Part 3 as a result of the application);

(b) in respect of each application for confirmation of an emergency
authorization by any officer of the department as provided for in section
23(1), arecord of —

(i) the application (including a copy of any affldawt prowded
under section 23(2)(b) By a-coB

#n%eeﬁ%%él%{-b% for the purposes of the appllcatlon) and
(i) the determination in respect of the application by a garel judge

of the Court of First Instance (|nclud|ng a copy of any
endorsement made R C

(d) a record of —
(i) any case in which any interception or covert surveillance has
been discontinued by any officer of the department under section
55; and (ii) any case in which any prescribed authorization has
been revoked under section 55 further to the discontinuance;
(e) in respect of each application for the issue of a device retrieval warrant
under section 32 by any officer of the department, a record of —
(i) the application (including a copy of any affidavit provided under
section 32(2)(b) for the purposes of the application); and
(ii) the determination in respect of the application by a parel judge_
of the Court of First Instance (including a copy of any device
retrieval warrant issued under section 33(3) as a result of the
application);
(f) a record of —
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(1) any case to which section 23(3) applies by reason that no
application for confirmation of an_emergency authorization is
made within the period of 48 hours by any officer of the_
department;

(iii) any findings in respect of any other irregularities and errors
identified or detected by any officer of the department, whether
in any regular review conducted under section 54(1) and (2) or
otherwise; and

(9) any record reasonably required to be kept by the department to enable the
Commissioner to prepare reports for submission to the Chief Executive
under section 47, or otherwise to perform any of his functions under this
Ordinance.

(2) The record kept under subsection (1) —
(a) to the extent that it relates to any prescribed authorization or device
retrieval warrant —

(i) is to be retained for a period of at least 2 10 years after the day

on which the prescribed authorization or device retrieval warrant
(as the case may be) has ceased to have effect; and

(i) without prejudice to subparagraph (i), where it has come to the
notice of the department concerned that any relevant civil or
criminal proceedings before any court are pending or are likely
to be instituted, or any relevant review is being conducted under
section 40, or, in the case of a prescribed authorization, any
relevant application for an examination has been made under
section 42, is to be retained —

(A) in the case of any pending proceedings, review or
application, for a period of at least unti-1 year after
the pending proceedings, review or application has
been finally determined or finally disposed of erunti-

the-review-has-been-completed-or-finathy disposed-of-
(as the case may be); or
(B) in the case of any proceedings which are likely to be
instituted, for a period of at least untH-1 year after they
have been finally determined or finally disposed of or,
if applicable, for a period of unti-at least 1 year after
they are no longer likely to be instituted; or
(b) to the extent that it does not relate to any prescribed authorization or
device retrieval warrant, is to be retained for a period of at least 210
years.
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(3) For the purposes of subsection (2), any proceedings, review or application is,
in relation to any part of a record that relates to any prescribed authorization or device
retrieval warrant, regarded as relevant if, but only if —

(a) the prescribed authorization or device retrieval warrant (as the case may
be) is or may be relevant to the determination of any question for the
purposes of the proceedings, review or application (as the case may be);
or

(b) in the case of a prescribed authorization, any protected product obtained
pursuant to the prescribed authorization is or may be relevant to the
determination of any question for the purposes of the proceedings,
review or application (as the case may be).
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58A. Information subject to legal professional privilege to remain privileged

Any information that is subject to legal professional privilege is to remain
privileged notwithstanding that it has been obtained pursuant to a prescribed
authorization.

59. Code of practice

(1) The Secretary for Security shall issue a code of practice for the
purpose of providing practical guidance to officers of the departments in respect
of matters provided for in this Ordinance.

(2) Without limiting the generality of subsection (1), the Secretary for
Security may in the code of practice specify the form of any application to be
made to a panel judge under this Ordinance.

(3) The Secretary for Security may from time to time revise the whole
or any part of the code of practice, in a manner consistent with his power to issue
the code under this section, and, unless the context otherwise requires, any
reference to the code of practice, whether in this Ordinance or otherwise, is to be
construed as a reference to the code as so revised.

(4) Any officer of a department shall, in performing any function
under or for the purposes of any provision of this Ordinance, haveregard-te
comply-with the provisions of the code of practice.

(5) A failure on the part of any person to comply with any provision of
the code of practice —

(a) is for all purposes not of itself to be regarded as a failure to comply with
any provision of this Ordinance; and

(b) without prejudice to paragraph (a), does not affect the
validity of any prescribed authorization or device retrieval warrant.

PART 6
MISCELLANEOUS

60. Prescribed authorizations and device retrieval warrants not affected by
minor defects
(1) A prescribed authorization or device retrieval warrant is not affected by any
minor defect in it.
(2) Without prejudice-to-limiting the generality of subsection (1), any information
(including any protected product) obtained pursuant to a prescribed authorization is
not by reason only of any minor defect in the prescribed authorization to be rendered
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inadmissible in evidence in any proceedings before any court.

(3) For the purposes of this section, any reference to minor defect, in relation to a
prescribed authorization or device retrieval warrant, includes any defect or irregularity,
other than a substantial defect or irregularity, in or in connection with —

(a) the issue, or the purported issue, of that prescribed authorization or
device retrieval warrant or of a document purporting to be that prescribed
authorization or device retrieval warrant; or

(b) the execution, or the purported execution, of that prescribed authorization
or device retrieval warrant or of a document purporting to be that
prescribed authorization or device retrieval warrant.

61. Immunity
(1) Subject to subsection (2), a person shall not incur any civil or criminal
liability by reason only of —
(a) any conduct carried out pursuant to a prescribed authorization or device
retrieval warrant (including any conduct incidental to such conduct);
(b) his performance or purported performance in good faith of any function
under this Ordinance; or
(c) his compliance with a requirement made or purportedly made under this
Ordinance.
(2) Nothing in subsection (1) affects any liability that is or may be incurred by
any person by reason only of —
(a) any entry onto any premises without permission; or
(b) any interference with any property without permission.

62. Regulation
The Chief Executive in Council may, subject to the approval of the
Legislative Council, make regulations for —
(a) the better carrying out of the purposes of this Ordinance; and
(b) without limiting the generality of paragraph (a), prescribing any matter
which this Ordinance provides is, or may be, prescribed by regulation
made under this section.

63. Amendment of Schedules
The Chief Executive in Council may, by-neticepublished-in-the-Gazette;

subject to the approval of the Legislative Council, amend Schedules 1, 2, 3 and 4
by notice published in the Gazette.

64. Repeal and consequential amendments
(1) The Interception of Communications Ordinance (Cap. 532) is repealed.
(2) The enactments specified in Schedule 5 are amended as set out in that
Schedule.
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(1) Where any materials have been obtained by or on behalf of any department by
carrying out any telecommunications interception pursuant to an order issued or
renewed before the commencement of this Ordinance under the provision then in
force as section 33 of the Telecommunications Ordinance (Cap. 106), sections 56

| appliesard-58-apsly, with necessary modifications, to the materials, to the extent that
they are any of the contents of the communication intercepted or a copy of such
contents, asgte-therelevant mattars as if —
(a) the order were a prescribed authorization issued or renewed under this
Ordinance, and accordingly —

(i) the materials were, for the purposes of sections 56 are-58-
respestively: protected product and telecommunications
interception product; and

(ii) the application for the issue or renewal of the order were an

application for the issue or renewal of a prescribed
authorization under this Ordinance; and
(b) the purpose sought to be furthered by carrying out the operation required
to be carried out under the order were the relevant purpose of the order.

(2) Subsection (1) is in addition to and not in derogation of section 23 of the
Interpretation and General Clauses Ordinance (Cap. 1).

(3) In this section —

“copy” (3ZA), in relation to any contents of a communication referred
to in subsection (1), means any of the following (whether or not in
documentary form) —

(a) any copy, extract or summary of such contents which-
cohtents;

(b) any record referring to the telecommunications interception
referred to in subsection (1) which is a record of the
identity of any person who is the sender or intended
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66. Expiry

This Ordinance shall expire 2 years from the date that this Ordinance takes
effect unless renewed by a resolution passed by the Legislative Council.

SCHEDULE 1 [ss. 2 & 63]
DEPARTMENTS

PART 1

DEPARTMENTS SPECIFIED FOR INTERCEPTION, ETC.
Customs and Excise Department

Hong Kong Police Force

3. Independent Commission Against Corruption

N =

PART 2
DEPARTMENTS SPECIFIED FOR COVERT SURVEILLANCE, ETC.
Customs and Excise Department
Hong Kong Police Force
Immigration Department
Independent Commission Against Corruption

el e\ =

SCHEDULE 2 [ss. 2, 6, 51 & 63]
PROCEDURES OF, AND OTHER MATTERS
| RELATING TO, BANEL JUDGES

1. Provisions for consideration of applications by pareludge judges of the Court
of First Instance and judges of the District Court

(2) Witheut-prejudice-to-subsection{1)the-Any application made to a
panel judge of the Court of First Instance or a judge of the District Court under this
Ordinance may, where the parel judge of the Court of First Instance or the judge of
the District Court so directs, be considered at-any-place-otherthan-within-outside the
court precincts at any place other than the premises of a department.
| (3) The panel judge of the Court of First Instance or the judge of the District




| Court may consider the application with or without a hearing as he considers

appropriate.-
2y Wit i . :  thi i |
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(4) Any hearing conducted by the sarel judge of the Court of First Instance or
by the judge of the District Court to consider the application is to be held in private.

2. Further powers of garela judges of the Court of First Instance and judges of
the District Court

For the purpose of performing any of his functions under this Ordinance, a
| panel judges of the Court of First Instance and judges of the District Court may
administer oaths and take affidavits.

3. Provisions for documents and records compiled by or made available to pansel
juelge judges of the Court of First Instance or judges of the District Court

(1) A panelqudge judge of the Court of First Instance or a judge of the District
Court shall cause all documents and records compiled by, or made available to, him
for any purpose related to the performance of any of his functions under this
Ordinance to be kept in a packet sealed by his order, as soon as they are no longer
immediately required for the purpose of performing

any of his functions under this Ordinance.

(2) Notwithstanding subsection (1), a judge of the Court of First Instance or a judge
of the District Court pareljudge to whom any documents or records are made
available in the circumstances described in that subsection shall —

(a) cause a copy of each of the documents or records so made available to him to

be certified by affixing his seal to it and signing on it; and

(b) cause the copy so certified to be made available to the department concerned.

(3) Where any documents or records are kept in a packet under subsection (1) —
(a) the packet is to be kept in a secure place specified by a judge of the Court of
First Instance or a judge of the District Court ganeljudas:

(b) the packet may not be opened, and the documents or records may not be
removed from the packet, except pursuant to an order of a panel judge made
for the purpose of performing any of his functions under this Ordinance

(including those performed at the request of the Commissioner under section

51(1A)); and

(c) the packet, and the documents or records, may not be destroyed except

pursuant to an order of a judge of the Court of First Instance or a judge of the
District Court paneludge.
(4) Where any packet is opened pursuant to any order of a judge of the Court of First
Instance or a judge of the District Court paneudge
referred to in subsection (3)(b) —
| (a) if any documents or records have been removed from the packet, the judge of
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the Court of First Instance or the judge of the District Court paneuedge shall
cause the documents or records to be returned to be kept in the packet, as soon
as they are no longer immediately required for the purpose of performing any of
his functions under this Ordinance; and
(b) the judge of the Court of First Instance or the judge of the District Court=
panekudge shall cause the packet to be sealed by his order, as soon as
access to the documents or records kept in it is no longer immediately
required for the purpose of performing any of his functions under this
Ordinance,and the provisions of subsection (3) apply, with necessary
modifications, to thepacket so sealed as they apply to the packet referred to
in subsection (1).
(5) Nothing in this section prevents any of the documents and records
referred to in subsection (1), or any copies of such documents and records, to be
made available to the department concerned, whether for the purposes of any
relevant written determination provision or etheraise-pursuant to an order of a
judge of the Court of First Instance or a judge of the District Courtpaneudge.

(6) In this section, “relevant written determination provision” (15 g &
THRE {65 50) means section 9(3), 12(3), 24(5) (whether with or without
reference to section 28 of this Ordinance), 27(5) or 33(3) of this Ordinance.

SCHEDULE 3 [ss. 8, 11, 14, 17, 20 & 63]
REQUIREMENTS FOR AFFIDAVIT OR STATEMENT FOR
APPLICATION FOR ISSUE OR RENEWAL OF PRESCRIBED
AUTHORIZATION FOR INTERCEPTION OR COVERT
SURVEILLANCE

PART 1
APPLICATION FOR ISSUE OF JUBICIAL IBBGSE'S COURT OF FIRST
INSTANCE
AUTHORIZATION FOR INTERCEPTION

An affidavit supporting an application for the issue of a judictal judgezs Court of First
Instance authorization for interception is to —
(a) state which of the purposes specified in section 3(1)(a)(i) and (ii) of this
Ordinance is sought to be furthered by carrying out the interception;
(b) set out —
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(i) the form of the interception and the information sought to be obtained by
carrying out the interception;

(i1) if known, the identity of any person who is to be the subject of the
interception;

(iii) if known, particulars of the addresses, numbers, apparatus or other factors,
or combination of factors, that are to be used for identifying any
communication that is to be intercepted,;

(iv) the proposed duration of the interception;

(V) thomaiope e nd apnssesopnns oi the pneed e o cos e o e

following information —
(A) where the purpose sought to be furthered by carrying out the interception
is that specified in section 3(1)(a)(i) of this Ordinance, the nature of, and
an assessment of the immediacy and gravity of, the particular serious crime
to be prevented or detected; or
(B) where the purpose sought to be furthered by carrying out the interception
is that specified in section 3(1)(a)(ii) of this Ordinance, the nature of, and
an assessment of the immediacy and gravity of, the particular threat to
public security, and an assessment of the impact, both direct and indirect,
of the threat on the security of Hong Kong, the residents of Hong Kong, or
other persons in Hong Kong;
(vi) the benefits likely to be obtained by carrying out the interception;
(vii) an assessment of the impact (if any) of the interception on any person other
than that referred to in subparagraph (ii);
(viii) the likelihood that any information which may be subject to legal
professional privilege, or may be journalistic material, will be obtained by
carrying out the interception; and
(ix) the reason why the purpose sought to be furthered by carrying out the
interception cannot reasonably be furthered by other less intrusive means;
and
(x) if known, whether, during the preceding 2 years, there has been any
application for the issue or renewal of a prescribed authorization in which —
(A) any person set out in the affidavit under subparagraph (ii) has also been
identified as the subject of the interception or covert surveillance
concerned; or

(B) where the particulars of any telecommunications service have been set
out in the affidavit under subparagraph (iii), the interception of any
communication to or from that telecommunications service has also been

sought, and if so, particulars of such application; and

(c) identify by name, and rank and post the applicant and any officer of the
department concerned approving the making of the application.

PART 2
APPLICATION FOR ISSUE OF JUBICHAL IBBGSE-S COURT OF FIRST
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INSTANCE
AUTHORIZATION FOR TYPE 1 SURVEILLANCE

An affidavit supporting an application for the issue of a judictal judgezs Court of First
Instance authorization for Type 1 surveillance is to —

(a) state which of the purposes specified in section 3(1)(a)(i)and (ii) of this Ordinance

Is sought to be furthered by carrying out the Type 1 surveillance;

(b) set out —

(i) the form of the Type 1 surveillance (including the kind or kinds of any devices
to be used) and the information sought to be obtained by carrying out the Type 1
surveillance;

(i) if known, the identity of any person who is to be the subject of the Type 1

surveillance;

(iii) the identity of any person, other than that referred to in subparagraph (ii), who
may be affected by the Type 1 surveillance or, if the identity of such person is
not known, the description of any such person or class of such persons who
may be affected by the Type 1 surveillance;

(iv) if known, particulars of any premises or any object or class of objects in or on
which the Type 1 surveillance is to be carried out;

(v) the proposed duration of the Type 1 surveillance;

(vi) the-nature-of-and-an-assessment-of- the-immediacy-and-gravity-of —the
following information —

(A) where the purpose sought to be furthered by carrying out the Type 1
surveillance is that specified in section 3(1)(a)(i) of this Ordinance, the
nature of, and an assessment of the immediacy and gravity of, the particular
serious crime to be prevented or detected; or

(B) where the purpose sought to be furthered by carrying out the Type 1
surveillance is that specified in section 3(1)(a)(ii) of this Ordinance, the
nature of, and an assessment of the immediacy and gravity of, the particular
threat to public security, and an assessment of the impact, both direct and
indirect, of the threat on the security of Hong Kong, the residents of Hong
Kong, or other persons in Hong Kong;

(vii) the benefits likely to be obtained by carrying out the Type 1 surveillance;

(viii) an assessment of the impact (if any) of the Type 1 surveillance on any person

referred to in subparagraph (iii);

(ix) the likelihood that any information which may be subject to legal professional
privilege, or may be journalistic material, will be obtained by carrying out the
Type 1 surveillance; and

(x) the reason why the purpose sought to be furthered by carrying out the Type 1
surveillance cannot reasonably be furthered by other less intrusive means; and

(xi) if known, whether, during the preceding 2 years, there has been any application

for the issue or renewal of a prescribed authorization in which any person set
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out in the affidavit under subparagraph (ii) has also been identified as the
subject of the interception or covert surveillance concerned, and if so,
particulars of such application; and
(c) identify by name, and rank and post the applicant and any officer of the
department concerned approving the making of the application.

PART 3
APPLICATION FOR ISSUE OF EXEGUHRAE DISTRICT
COURTAUTHORIZATION
FOR TYPE 2 SURVEILLANCE

‘ A-statement An affidavit supporting an application for the issue of a District Court as
exeeutive-authorization for Type 2 surveillance is to —
(a) state which of the purposes specified in section 3(1)(a)(i)and (ii) of this Ordinance
Is sought to be furthered bycarrying out the Type 2 surveillance;
(b) set out —

(1) the form of the Type 2 surveillance (including the kind or kinds of any devices
to be used) and the information sought to be obtained by carrying out the Type
2 surveillance;

(ii) if known, the identity of any person who is to be the subject of the Type 2
surveillance;

(iii) the identity of any person, other than that referred to in subparagraph (ii), who
may be affected by the Type 2 surveillance or, if the identity of such person is
not known, the description of any such person or class of such persons who
may be affected by the Type 2 surveillance;

(iv) if known, particulars of any premises or any object or class of objects in or on
which the Type 2 surveillance is to be carried out;

(v) the proposed duration of the Type 2 surveillance;

(vi) the-nature-of -and-an-assessiment-of-the-immediacy and-gravity of —the
following information —

(A) where the purpose sought to be furthered by carrying out the Type 2
surveillance is that specified in section 3(1)(a)(i) of this Ordinance, the_
nature of, and an assessment of the immediacy and gravity of, the
particular serious crime to be prevented or detected; or

(B) where the purpose sought to be furthered by carrying out the Type 2
surveillance is that specified in section 3(1)(a)(ii) of this Ordinance, the.
nature of, and an assessment of the immediacy and gravity of, the
particular threat to public security,and an assessment of the impact, both
direct and indirect, of the threat on the security of Hong Kong, the
residents of Hong Kong, or other persons in Hong Kong;

(vii) the benefits likely to be obtained by carrying out the Type 2 surveillance;

(viii) an assessment of the impact (if any) of the Type 2 surveillance on any

person referred to in subparagraph (iii);
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(ix) the likelihood that any information which may be subject to legal
professional privilege, or may be journalistic material, will be obtained by
carrying out the Type 2 surveillance; and

(x) the reason why the purpose sought to be furthered by carrying out the Type 2
surveillance cannot reasonably be furthered by other less intrusive means;
and

(xi) if known, whether, during the preceding 2 years, there has been any
application for the issue or renewal of a prescribed authorization in which

| any person set out in the statement affidavit under subparagraph (ii) has also
been identified as the subject of the interception or covert surveillance
concerned, and if so, particulars of such application; and
(c) identify by name, and-rank and post the applicant.

PART 4
APPLICATION FOR RENEWAL OF JUBICHAL I8B&ES COURT OF FIRST
INSTANCE
|  AUTHORIZATION OR EXECUTIVE DISTRICT COURT AUTHORIZATION
FOR
INTERCEPTION OR COVERT SURVEILLANCE

An affidavit erstatementsupporting an application for the renewal of a judiciat
juegess Court of First Instance authorization for interception or Type 1 surveillance
or a District Court an exeeutive authorization for Type 2 surveillance is to —
(a) set out —
(i) whether the renewal sought is the first renewal and, if not, each occasion on
which the judicial adge’s Court of First Instance authorization or a District
Court ag exeeytive authorization has been renewed previously;
(ii) any significant change to any information previously provided in any affidavit
exstatement under this Ordinance for the purposes of any application for the
‘ issue or renewal of the judicial fadge’s Court of First Instance authorlzatlon
ora D|str|ct Court an exeeutive authorlzatlon- ! :

(iii) an assessment of the value of the mformatlon so far obtalned pursuant to the
‘ fudicial judge’s Court of First Instance authorization or a District Court aa
exeeutive authorization;
(iv) the reason why it is necessary to apply for the renewal; and
(v) the proposed duration of the interception, Type 1 surveillance or Type 2
surveillance (as the case may be); and
(b) identify by name, and rank and post the applicant and any officer of the
department concerned approving the making of the application.

SCHEDULE 4 [ss. 32 & 63]
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REQUIREMENTS FOR AFFIDAVIT FOR APPLICATION FOR ISSUE
OF DEVICE RETRIEVAL WARRANT

An affidavit supporting an application for the issue of a device retrieval warrant for
the retrieval of any of the devices authorized to be used under a prescribed
authorization is to —
(a) set out —

(1) the kind or kinds of the devices sought to be retrieved,

(ii) particulars of the premises or object from which the devices are to be retrieved,

and the reason why the applicant considers that the devices are in or on such
premises or object;

(iii) the estimated time required to complete theretrieval;

(iv) an assessment of the impact (if any) of the retrieval on any person;

(v) an assessment of the risk and damage arising from the retrieval of the

devices before the termination of the authorization; and
(wvi) the need for the retrieval; and
(b) identify by name, and rank and post the applicant.

SCHEDULE 5 [s. 64]
CONSEQUENTIAL AMENDMENTS

Post Office Ordinance

1. Warrant of Chief Secretary for Administration for opening and delaying
postal packets
Section 13 of the Post Office Ordinance (Cap. 98) is repealed.

2. Disposal of postal packets opened under section 10, 12 or 13

(1) Section 14 is amended, in the heading, by repealing “, 12 or 13” and substituting
“or 12”.

(2) Section 14 is amended by repealing “, 12 or 13” and substituting

“or 12”.

3. Extension of sections 12, 13 and 14 to articles

not transmissible by post

(1) Section 15 is amended, in the heading, by repealing *, 13”.
(2) Section 15 is amended by repealing *, 13”.

Post Office Regulations
4. Regulation amended
Regulation 10 of the Post Office Regulations (Cap. 98 sub. leg. A) is amended by
repealing *, 12, or 13” and substituting *“or 12”.
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Telecommunications Ordinance
5. Section substituted
Section 33 of the Telecommunications Ordinance (Cap. 106) is repealed and the
following substituted —
“33. Orders for interception of messages
for provision of facilities
(1) For the purpose of providing or making available facilities reasonably required
for —

(a) the detection or discovery of any telecommunications service provided in
contravention of any provision of this Ordinance or any regulation made under
this Ordinance or any of the terms or conditions of a licence granted under this
Ordinance; or

(2) An order under subsection (1) shall not of itself authorize the obtaining of the
contents of any individual message.
(3) In this section —
“contents” (A1 %), in relation to any message, has the meaning assigned to
it in section 2(5) of the Interception of Communications and Surveillance
Ordinance ( of 2006) in relation to a communication referred to in that section;
“prescribed authorization” (ETHAZ#) has the meaning assigned to it in section 2(1)
of the Interception of Communications and Surveillance Ordinance ( of 2006);
“telecommunications interception” (& i) has the meaning assigned to it in
section 2(1) of the Interception of Communications and Surveillance Ordinance
( of 2006).”.

Prevention of Bribery Ordinance
6. Public bodies
Schedule 1 to the Prevention of Bribery Ordinance (Cap. 201) is amended by adding —
“107. Commissioner on Interception of Communications and Surveillance.”.

Personal Data (Privacy) Ordinance

7. Section added

The Personal Data (Privacy) Ordinance (Cap. 486) is amended by adding —

“58A. Protected product and relevant records under Interception of
Communications and Surveillance Ordinance

(1) A personal data system is exempt from the provisions of this Ordinance to the
extent that it is used by a data user for the collection, holding, processing or use of
personal data which are, or are contained in, protected product or relevant records.
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(2) Personal data which are, or are contained in, protected product or relevant records

are exempt from the provisions of this Ordinance.

(3) In this section —

“device retrieval warrant” (54 B H{5+<) has the meaning assigned to it by section
2(1) of the Interception of Communications and Surveillance Ordinance ( of
2006);

“prescribed authorization” (ETHHfZ##) has the meaning assigned to it by section 2(1)
of the Interception of Communications and Surveillance Ordinance ( of 2006);

“protected product” (=7 {x:& | 52) has the meaning assigned to it by section 2(1) of
the Interception of Communications and Surveillance Ordinance ( of 2006);

“relevant records” (5 a#c.#%) means documents and records relating to —

(a) any application for the issue or renewal of any prescribed authorization or
device retrieval warrant under the Interception of Communications and
Surveillance Ordinance ( of 2006); or

(b) any prescribed authorization or device retrieval warrant issued or renewed
under that Ordinance (including anything done pursuant to or in relation to such
prescribed authorization or device retrieval warrant).”.

Official Secrets Ordinance

8. Information related to commission of offences and criminal investigations
Section 17(2)(c), (d) and (e) of the Official Secrets Ordinance (Cap. 521) is
repealed and the following substituted —

“(c) any information, document or article which is interception product

within the meaning of the Interception of Communications and Surveillance
Ordinance ( of 2006); or

(d) any information relating to the obtaining of any interception

product described in paragraph (c).”.
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