EE A, 17155 CB(2)1906/05-06(01)5F 7 4=
& LC Paper No. CB(2)1906/05-06(01)

t
. » - -
55 . . - SUITE 27C1, 27/F. SINQ BLAZA, TIL: 283843+
; RO S lids i ~ ) Trrn A :
& \y/St@m 'ng G > - 257 GLOUCESTER ROAD, FAX: 2808477
DAY S Ll Ul ’
Ry

25
S CA

o O

USEWAY BAY, HONG KONG

22 March 2006.

Mr. Rorny Wong, SC, TP

Chairman

Independent Police Complaints Council
10/F First Pacific Bank Centre

56 Gloucester Road

Wanchai Hong Kong

Dear Mr. Wong,

Re:  Submission to the IPCC regarding the Leakage of Secured Data

Thank you very much for responding through your Secretariat this morning.
Although I would have preferred to meet you and the members of your Council

and the investigative committee in person, nevertheless, I still welcome the
opportunity to present our submission in writing.

T
4

Our request for a meeting in person remains before your Council makes any
further comments about our Company.

Since we have no access to any transcripts of what was said by the officials of the
IPCC, we like to point out that the following press statements attributed to [PCC

are factually untrue and do not reflect the facts and the contracts, as outlined in
our attached submission: ‘

BERTERREST  _OO=ZONSH  BeEERes HEur R
NI RRSRE TN - TR TS EIRNEE B
WEOELIE - EORERS - LEE i RS R RE L - o
SRS TRANGERE—EE  RUESTRE - BERERA TR

TR L5 - BT BB AR s -

EEETASR MR Sy B AN RS EeE
IR BN R A RERRE ESTRUFESIFEETE
FTREEFARBEAZE EO=FECF O R -

SR TEEES T TRELERERTEEANEN TEX 4
Sen S RERPE P BEEHEREAT - SRERIE T2 21, o
B RETREBESE S . NEBEAEERS PR - - EiRes
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Furthermore, we would like to clarify who is/are the individual(s) in question in the
following statement by Mr. Leung:

R (x5 rrgsnonsymss NEFRESRETIRTR - EREERE
NNESREEER  PEET ARSI -

N

I'look forward to hearing from you and bein

) g heard by your investigative committee
~In person.

With Best Regards,

| [
/ q/\m 1’&\

Ken K.
President
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Submission to

the Independent Police Complaints Council (IPCO)

Regarding the Leakage of Secured Data

22 March, 2006.

Past Contracts between IPCC and EDPS

In 1998, we were awarded the initial contract by IPCC for the “development
of a new computer statistical system for the Independent Police Complaints
Council” for a fee of $95,000, a copy of which is attached herein as
Aftachment 1 (hereinafter referred to as the “Initial Contract”).

In 2001, we were awarded the second contract by IPCC for the “development
of a computer programme for monitoring and verification of statistics on
complaints against police” for a fee of $79,000, a copy of which is attached
herein as Attachment 2 (hereinafter referred to as the “Second Contract”)

In early 2004, we were asked b y IPCC to provide “enhancement of computer
system for Independent Police Complaints Council” for a fee of $22,000. A
copy of the letter-agreement is attached herein as Attachment 3 (hereinafter
referred to as the “Enhancement Contract™).

Annual invoices have been issued by EDPS and paid by IPCC for maintenance
services (hereinafter referred to as “Maintenance Services”). In Paragraph H
of Annex 1 under the Second Contract, the Maintenance Services specifically
cover the provision of advice on unexpected results and minor changes of
screen and report formats. There were certain features from the original
programs under the Initial Contract that were migrated to the programs under
the Second Contract, before the programs m the Initiai Contract were scrapped
in 2002. The Maintenance Services included these migrated programming
features.

All contracts and Maintenance Services have been smoothly and successfully
implemented until the leakage of secured data in question.

The secured data in question and the related work done by EDPS

The secured data in question was the subject of the Enhancement Contract
and the Maintenance Services, The Enhancement Contract covered program
medifications, data conversion and user acceptance, all of which were
completed and accepted by [PCC.
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The issue of subcontracting

A key issue in the media reports concerns the use of third-party manpower.
We would like to simply point out the following:

(1) Contrary to the media reports, none of the above contracts contain any

prohibition against assignment, third-party manpower, or
subcontracting nor is there a requirement for notification fo IPCC of
such.

2) Within the IT industry, using third-party manpower (known as
“outsourcing”) by any contractor, big or small, is a widely recognized
and accepted practice. Indeed, EDPS often supplies third-party
manpower to some of the largest multi-national contractors to fulfil

their government contracts.

In this case, EDPS is the contractor and is responsible for the activities
of the third-party manpower it employs.

(3) Even for the smallest projects from the government or corporations,
any restrictions on assignment, third-party manpower, subcontracting
OT any requirement to notify would be specifically spelled out.

Examples of the above are ample and readily available. Subject to the consent
of the contracting parties, we are willing to provide sample contracts to
substantiate points (2) and (3) above.

Regardless of the above, the issue of outsourcing, assignment, third-party
manpower, subcontracting or notification is not a contributing factor to the
leakage of secured data as you will see in the subsequent paragraphs. The
pursuance of such relating to the leakage by the Investigative Committee can
simply be described as a wild goose chase or a red herring.

How did EDPS come into possession of the secured data?

As part of the development and testing process, a testing environment was
established and test data was requested from the IPCC. Testing environment,
as the term suggests, is not necessarily free from programming bugs or
security shortcomings. That is why testing data are normally computer-
generated “dummy data” or “sanitized”.

In this incident, unbeknown to us, the secured data was copied by an TPCC
staff onto a CD which was left at the IPCC reception for our worker to pick
up. There were no safeguards or warning whatsoever accompanying the CD,

~nor were there any requirements for acknowledgement of receipt by our

worker or undertaking from us to handle such data with care. This CD was
taken back to our worker’s office and copied onto the testing computer as test
data.

In nearly 30 years of serving the Hong Kong government, EDPS has never



been provided with secured data in such a fashion and it Is certainly not in line
with the guidelines or common practices of the government OGCIO or the IT
industry in general.

A general principle is that data and information are provided to the contractors
by the government on a “need-to-know” basis. In this case, we certainly have
no “need to know” the secured data and did not suspect that we were given
data of such a sensitive nature.

Did the secured data leak through any of the contracted programs or
services provided by EDPS?

After the programming and testing phase of the Enhancement Contract, the
programming codes were delivered to IPCC and the IPCC database was
converted on-site at the IPCC premise. As far as EDPS is concerned, no live
data was ever taken outside of the IPCC or made accessible to the public. In

the production environment with the live data, no leakage whatsoever took
place.

Did EDPS knowingly or carelessly handle the secured data, and in the
process, cause the leakage?

EDPS was never aware of the secured nature of the data in OUr possession.
Otherwise, we would have simply returned the data to IPCC and requested

another set of test data. Once again, EDPS had no “need to know” these
secured data.

Why did the test data remain in our possession?

The data is supposed to be data for testing purpose only. The only remaining
ongoing service is for us to provide to IPCC the Maintenance Services
covering the provision of advice on unexpected results and minor changes of
screen and report formats, as stated in Paragraph H of Annex 1 under the
Second Contract. In this case, we do need to retain the test data to perform
any testing of programming changes required from time to time under the
Maintenance Services. '

What happened and what is the cause of the leakage?

The way of the test data was stored, as we now know, has been compromised
by a combination of numerous system tools, search engines, and the Internet,
even though the test data was stored in a private server, which was used only
for testing and internal purposes, protected by user-id and password and
accessible by only a few technicians. This problem is of a technical nature
and is contained entirely within the testing environment. It can easily be
remedied without serious consequences if indeed the data in question is the
test data as it should be.

We categorically state that within the intended and proper use of the
contracted programs and services supplied by EDPS in accordance with the
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contracts between IPCC and EDPS, there was no leakage of secured and
sensitive data.

For almost 30 years, EDPS has provided services to many government
departments including the Police and the ICAC and there has never been any
security breach.

The cause of the present leakage is simply that the secured data was
placed outside of the control of IPCC and unnecessarilv into the testing
environment without anv warning or notification to the contractor and
the necessary control procedures.

In the circumstance, EDPS cannot be held responsible for the leakage.
How similar incidents can be avoided in future?

We respectfully submit that the IPCC and the public interests will be best
served if [PCC will implement the following to avoid a repeat of this most
unfortunate incident:

(a)  Inany IT projects in the future, no live data should be released off-site.
If live data are needed to be used in any part of the process, such work
shall be done by the contractor at the TPCC premise and under IPCC
supervision. Notification to, and acknowledgement by, the contractor
should be made whenever the contractor is given any sensitive
information or data.

(b) Test data must be computer-generated “dummy data” or if necessary,
sanitized data. No live data should ever be released for testing
purpose again.

(o) Contracts involving such sensitive data must include the necessary
contractual safeguards, such as non-disclosure, undertakings, or even
provisions to conduct background checks on anyone coming into
contacts with such data.

The media articles attached as Attachment 4 quoted members of your Council
making extremely damaging statements against our Company and calling for
the striking-off of our Company from the government supplier list. These are
serious matters with major impact on our professional reputation and our
business. The details contained in these media reports deviate significantly
from, and do not reflect, the facts and the contracts.

We treasure our relationship with the Council and would like to resolve this
matter in an amicable fashion. We are sure that you will understand we have
no choice but to spare no effort in clearing our name and we appreciate if vou
will kindly consider the facts and assist us in this matter. ‘
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SECRETARIAT: 10/F, First Pacific Bank Centre,
56 Gioucester Road,
Wan Chai, Hong Kong
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24 December 1998

General Manager & Director

EDPS Systems Ltd.

5/F, Ming Tak Commercial Building
101 Wan Chai Road

Hong Kong

Dear

Development of a New Computer Statistical System
for the Independent Police Complaints Council

Thank you for your proposal and quotation for the development of
the new IPCC computer statistical system. '

This 1s to confirm acceptance of your proposal, which is copied at
— Annex I, at a total cost of . . Details of the job are as follows :-

Description Development of a new computer statistical
system for the Independent Police Complaints
Council in accordance with the details as given
in your proposal attached at Annex 1.

Place of : 10/F, First Pacific Bank Centre, 56 Gloucester
Delivery Road, Wan Chai, Hong Kong.

Date of : Within 8 weeks from the date of acceptance of
Completion offer.

Ownership  :  The finished deliverable should be owned by

the Government of the Hong Kong Special
Administrative Region, People's Republic of
China.



If

.

Payment ¢ Full payment will be made upon completion

Terms of the User Acceptance Test.

Warranty : Six months warranty period with effect from the
date of confirmation of acceptance of the
System.

Year 2000 - The new system should be Year 2000
compliant.

Compliance

The relevant service order (G.F. 220) No. D006149, attached at
Annex II, is forwarded for your reference and necessary action.

Please return the duplicate copy of this letter with your company
chop and original authorized signature to the Independent Police Complaints
Council Secretariat. This will become a binding contract for the sale and

purchase of services between EDPS Systems Ltd and the Independent Police
Complaints Council Secretariat.

Yours faithfully,

A

( A N
Secretary
Independent Police Complaints Council



PROPOSAL

DEVELOPMENT OF A NEW COMPUTER STATISTICAL SYSTEM
FOR

THE INDEPENDENT POLICE COMPLAINTS COUNCIL

OF

HKSAR

Prepared by EDPS Systems 1.td.

Date : October 1998
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Executive Summary

EDPS Systems Ltd. is pleased to present to the Independent Police Complaints Council

(IPCC) of HKSAR this response on the development of a new computer statistical system.

The new system is to replace the existing computer system to manage the statistical data

and information of all complaint cases made against the police by the public.

This project requires the development and more the subsequent on-going maintenance and

support. We feel that a professional team in a highly stable company is the major criteria

for the user to select.

EDPS has been in operation in Hong Kong since 1974 and currently provides more than
170 contract staffs to Hong Kong Government as well as undertaking application turnkey
projects in government, commercial and manufacturing sectors. In recent years, we have
implemented several systems for the Hong Kong Government as well as undertaking

maintenance/support works for other application systems. The details of which can be

found in Section 3 of this proposal.

The one-off development and implementation charge which includes 6-months warranty

after acceptance is HK$ . Optional annual maintenance after warranty period is
HKS

y—
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2.1

Company Background

Introduction

EDPS Systems Ltd was established in December 1974 by a group of computer specialists
whose aims were to maximize work efficiency through the use of effective computer
application. We started out as a system house and service bureau with only a workforce
of 10 qualified computer personnels. Since then EDPS grew steadily and today we
employ approximately 200 computer professionals supported by a strong team of project
managers, system analysts, programmers and technical support experts. Our major

business emphases are in the areas of government, finance, banking, utilities, etc.

From as early as 1977, EDPS has been one of the major suppliers of contract manpower
to the Hong Kong Government and large corporations. Our company’s commitment to

serving the IT industry can be measured by the breadth of projects we have undertaken.

Our installation history and present project profiles underline a strong professional
workforce in supporting the mainframe, mid-range and PC/networking application

systems. We have many successful implementations both in government, commercial and

manufacture sectors.

g}
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2.2

Services

EDPS’ traditional as well as on-going business is to provide mnformation systems and
services to selected markets where we are confident of retaining or achieving a true

leadership position. These services include turnkey systems, software development,

contract staff and standard package support.
a) Turnkey systems

Our turnkey system services consists of -
- consultancy

- hardware selection

- software development

- implementation

- review and enhancement

b) Software Development

EDPS provides system feasibility study, system design and even handle the
implementation for the user. Only after the system is thoroughly tested and

accepted by the user, we then hand the system over to the user.

Besides, we offer software services in a flexible combination comprising project
management, system design and implementation. That means the user has the
option of providing the  project managers and system analysts, while EDPS
arranges the programmers. Alternatively, the user can provide the programmers

and we supply the system analysts.

Such flexibility is usually required by organisation with multiple projects to be

COMMITTED T0O EXCELLENCE

implemented in a time frame that their regular technical staff cannot meet.
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Contract Staff

Secondment of project managers, system analysts, programmers, etc. for a contracted

period can be hired at a fixed rate. During that time, the users have completed discretion

regarding staff schedules.

This service relieves the user of immediate work load pressure but still keep the whole

project under the user control and head-count within budget.

Our staffs have good experiences in market commonly used softwares and hardware

platforms such as :-

RDBMS - Oracle, Sybase, Informix, Ingres, DB2, etc.

Hardware and Operating System - IBM/MVS, Unix, VAX/VMS,
DOS, Networking, Window, etc.

GUT tools - Powerbuilder, Visual basic, Foxpro, etc.

Our staffs are trained not only to be efficient in their jobs, they are pleasant and helpful
in assisting the users to coordinate and organize all aspects of development and
implementation of computer applications. This attitude towards quality and professional

service is very much in line with EDPS philosophy - “Committed to Excellence”.

COMMITTED TO EXCELLENCE /{
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Package Support

EDPS has developed two sophisticated packages in garment and insurance industries to

help these companies to increase productivity and efficiency and in turn churn out more

profits.

Modification of the package to suit individual client’s requirements is allowed and on-

going support of our package to users is guaranteed.
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Reference User Site
The following are some of the recent systems that we had developed and implemented for

the HKSAR.

a) Name of User

Contact Person

Tel :

Application

Hardware/Software HP9000
Oracle RDBMS & Tools;
Focus

Note : 1. The CPIS was originally developed and implemented in VAX/Oracle by
EDPS in 1991.

2. It was then migrated to HP/Oracle in 1997 by EDPS.
3. It is under migration to comply with Year 2000 problem recently.

4. Maintenance support service provided since 1991.
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b) Name of User

Contact Person

Application

Hardware/Software 6 stand-alone PCs
Data is transferred between
PCs by Cross-Talk
Dbase IV is used

Note : 1. The TRADS was originally developed and implemented by EDPS in 1991
2. It was migrated to Year 2000 compliance in early 98.
3. Maintenance support service provided since 1991.
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Name of User

Contact Person

Application

Hardware/Software

HP 9000
Oracle RDBMS & tools.
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PC
Foxpro

Name of User
Contact Person
Application
Hardware/Software

d)




Proposed System
Customised Application Software

The proposed new system is a stand-alone system containing functions and reports as per
User Request dated Sept 30, 98 (Ref. (5) in/PCC 8107 II). The new sysfem would be

developed by using Visual Foxpro 5.0 running under English or Chinese Windows 95 or

above.
Approach for System Development

Prototyping development would be employed for system development. EDPS would

produce a prototype for each screen for users to comment.

Data Conversion

EDPS would provide data conversion programs to IPCC to convert as much data as
possible from the old system to new system. In case data cannot be converted

electronically or the volume of data to be converted is very minimal, it may require user to

input data to the new system.

User Training and Documentation

Two half-day sessions to train up the user to operate the system will be provided. EDPS

will also prepare and deliver to IPCC a User Manual as a reference guide.
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Hardware and Software Configurations for the new System

Hardware

A Pentium 586 PC with 166mhz CPU, 32MB RAM or above, 20MB storage is required
for system software and at least 100MB storage for data.

Software

The new system is to be run under Windows 95 or above. Visual Foxpro will be used in
this project and IPCC shall purchase the license at TPCC’s cost.

Maintenance Services

EDPS provides maintenance services after the application sofrware has been
successfully installed and accepted by user.

Maintenance Services include -

- Advice on system and application operation,
- Debugging of application errors,

- Telephone Hotline Support,

- Emergency On-site Service,

- Software updates through the mail.

IPCC is required to have a PC Anywhere software together with the modem for remote
support by EDPS.

Six months warranty period after system acceptance is included. After the warranty
period, optional Maintenance Services is available at HKS 13,500 at the first year.

Maintenance charge for subsequent years will be revised annually and agreed by both
parties.
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5.1

Implementation Schedule and Prices

Implementation Schedule

The schedule covers the study, design and analysis, programming, testing, installation, training of

the systems.

a)
b)
©)
d)

System Study
System Design and Analysis
Programming

Installation, testing and User Manual

A total of 8 weeks is required.

(1 weeks)
(2 weeks)
(3 weeks)
(2 weeks)

12
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Implementation Charge

The one-time implementation charge of this project which includes all services in Section 4

is HK$
Optional annual maintenance service is HKS

Additional services outside the scope of the proposed system will be charged according to

the following rates : -

Category Daily Rate (HK$)

Project Manager

System Analyst

Analyst Programmer

Prior approval by IPCCon the quotation of additional services will be req’d before any

alternation/ enhancement/modification starts.

COMMITTED TO EXCELLENCE

COMMITTED TO EXCELLENCE

%



Appendix 2



b
]
f

-
il
[
\
/

IIJT&

INDEPENDENT POLICE COMPLAINTS COUNCIL

i g , e SECRETARIAT: 10/F, First Pacific Bank Centre,
CEEETETTESE 58 Gloucester Read,
E—KFETTLI0E Wan Chai, Hong Kong

(41) in [PCC/8/07 (III)
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EEFEZE Our Ref.:
REER Your Ref: -

s 2862 8388
£ = Tel:

I 2525 8042

EFEH E-mall: ipcceng@ipcce.gen.gov.hk

4 May 2001

General Manager & Director
DQ quf.am T +A

A—z_L/J. eSS TL I SV Y

5/F Ming Tak Commercial Building
101 Wanchai Road
Hong Kong

Dearl

Bevelopment of a Computer Programme for Monitoring and Verification
of Statistics on Complaints Against the Police

Thank you for your proposal and quotation for the development of a
computer programme for monitoring and verification of statistics on
complaints against the Police.

This is to confirm acceptance of your proposal, which is copied at
Annex 1, at a total cost of $ . The general conditions of the contract
are attached at Annex 2 for your reference. Please return the duplicate copy
of this letter with your company chop and the original authorized signature to
the Independent Police Complaints Council Secretariat. This will become a
binding contract for the sale and purchase of services between EDPS Systems
Ltd. and the Independent Police Complaints Council,

Yours sincerely,

for Secretary
Independent Police Complaints Council
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Confirmed and Accepted by EDPS Systems Ltd.

I
Company Chop\a{xfd Authorized signature
Name in Block Letter of Authorized Persan- ,
Position of Authorized Person: General Manager & Director
Date: {4 ay 5 Seol




Annex 1

PROPOSAL OF _
COMPUTER SYSTEM FOR MONITORING AND VERIFICATION
OF STATISTICS ON COMPLAINTS AGAINST THE POLICE

Al Background

olice Complaints Council (IPCC) maintains a cormnputerized statistical system
to manage statistics on complaints against the Police. Likewise, ComplAaints Against Police
Office (CAPO) has its own computer system to manage statistics of similar nature. Under the
existing arrangement, as there are minor terminology and classification grouping differences in
the respective computer system used by the IPCC and CAPO for keeping complaints statistics,

considerable time is required for reconciling any discrepancies found.

B.  Requirements

A new Matching System is nesded for more efficient verification of the two sets of statistical
data. CAPO will forward its own set of data in ASCII format to the IPCC periodically. The data
will be loaded into the Matching System which is linked to the existing IPCC Statistical System.
The Matching System will be run to identify discrepancies in the two sets of data. Upon
completion of the matching process, a mismatch report will be prepared and the Secretariat staff

will re-examine the mismatched cases for verification. Finally, the reconciled data will be

incorporated into the IPCC Statistical System.
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C. Recommendations

+  Conver: CAPO data

- CAPO data must provide in text format with delimiter

- Convert master tables

- Convert complaint cases, complainee information and complainan
Update IPCC system master tables with converted CAPO data. (one
*  Convert cases from IPCC system (ome time only)

thom 3 o 1.
- eg. those codes from compl

master tables.

*  Extract data from converted CAPO data and update to IPCC system
cases.

The Matching System would be developed using computer languag
6.0 running, so the new system will be linked up with existing IPCC

*  Prnt reports for references

D. Implementation Schedule

The schedule covers system study, design, specification, programming

training and other related tasks of the systems are as follows:

Tasks / Activities

Clarification of user requirement

Detall design, analysis, and confirmation of all the input / output
screens / reports

Programming and testing

User acceptance test

Training

Preparation of User Manual

A total of 8 weeks is required for development. Two additional weeks may b

parallel run which depends on the results of the trial runs of all modules.

t information

time oniy)

only for the new

e of visual Foxpro

Statistical Systemn.

, testing, installation,

Target Period

2days
1 week

5 weeks
1 week

1 day
2 days

e required for
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E.

F.

G.

Manpower Allocations

Manpower Allocations

Tasks / Activites

Clarification of User requirement

Details design & analysis
Programming and testing

Installation and User acceptance test

Training

Preparation of User Manual
Total

Charge

The on-off charge of the project is HK3

System Requirements

The new system is proposed to be run under

Software

Windows 95 Operating System or above.

Hardware

Pentium 586 166MHz with 64MB RAM or above.,

least 300MB storage for dara.

System Analyst
(man-days)

Programmer
(man-days)

o 1D L\j ~] i

O8]

the following software and hardware
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H. Services and Supports

Support and Mainzenance Services

EDPS provides support and maintenance services after the sofrware has been successfully

installed.
Support and Maintenance Services include:

T Svstem operations

Y
=
—
o
o
O
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Provide advice on un-expected results

Minor changes of screen and report formats

Medium of Services

= Telephone Support Hotline
*  Emergency On-site Service

*  Software updates through the mail

Six months of free Maintenance and Support Services are included in the project. After the

6-months period, optional Maintenance and Support Services are available at 15% of

software price per vear.

NCE
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Genera] Conditions of Contract

General Conditions in respect of the Provision of Services

1. Total Services and Variation
(a) The Services to be ; performed under the Contract sh all be as laid down in
the programme specifications and shall be carried out m satistaction
of *He IPCC All orders placed under the (,mtract shall bc issued in
writing and TPCC will not be responsible for Services performed on oral

L

nstruct tons 1ssued O‘y anly person Whomsoeven

(b)  The Contractor shall not extend the Services bevond the requirerh»edf's
specified in the programme specifications except as 4 ected in writing
by the IPCC; but the IPCC may, subject to the proviso hereinafter
contained, at any time during the Contract period by notice in WrIiting
direct the Contractor to alter, amend, omir, add 10, or otherwise vary any
of the Services and/or the Contract period, and the Coprr actor shall carry
out such variaticns, and be bound by the same conditions, so far as they

are apnhcable as though the said variations war stared in the Tender
Specifications.

2. Quality of Services
The Services 1o be provided shal] be as specified in the programme specification
at Annex 1.
3. {nspection and Acceptance
All Services performed in pursuance of the Contract shall be subject to
nspection and shall not be deemed to have been accepted unless the [PCC shall
so certify
+ Rejectrions
(a) \VILL-OUI prejudice to any statutory rights, the [PCC may reject any
Services (or part thereof) which do not strictly con Fom to the
programme specifications.
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Default

[t the Contractor shall fail 1o carry out all or any of the Services provided for in
the Contract within the Contract period, the IPCC may 2t its a!

terminate the whole or any part of the Contract by

bsolute discretion
Contractor, but without prejudice to any claims by the IPCC for breach of
Contract including but

notice in writing to the

not limited to its right to assign the balance of the
uncompleted Services to another contractor or con

< iractors whereupon the
Contractor shall be liable for any sums so incurred in excess (hereinafier called
“any excess’) of the Conrract price.’

Other General Conditions

6.

Liability and Indemnities

(a) The IPCC and its emplovees or agents shall not be under any liability
whatsoever for or in respect of:

(1) any loss of or damage to any of the Contractor's property or that of
its employess or agents however caused (whether by any
Negligence of the IPCC or any of its emplovess or agents or
otherwise). '

(i)  any imjury to or death of any of the Contractor's emplovees or
agents save and except any such mjury or death caused by the
Negligence of the IPCC or any of its employees or agents.

(b)  The Contractor shall indemnify the IPCC and its emplovees or agents
against any claim or demand made against or lability incurred (including
all costs, charges or expenses whatsoever) bv the [PCC or any of its
employees or agents in respect of -

(1) any loss, damage. injury or death referred 1o n sub-clause(a) of
this clause (save and SXCepU injury or death caused by the
Negligence of IPCC or anv of its employvess or agents). |

'z

1

(1) any loss or damage sustained by or any injury to or death of any
third party in con

sequence of any Negligence of the Contractor or

fe

any of its employees or agents.

-

t. Computer Programme
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(d)  Forthe purposes of this clause "Negligence® shal] have the same meaning
as that assigned to it in Section 2(1) of the Control of Exemption Clauses
Ordinance
7. Bankruptey

The IPCCmay at any ume bv notice in WIILNG terminate the Contract without

entitling the Contractor to any compensation in any of the following events:

(a) [f the Contractor shall at any time be adjudged bankrupt, or shall have
ecelving order or order for administration of his estate made against

Um, or make any conveyance or assign
Or arrangement for the benefit of ki

e

rent of his effzcts or composition
S Creditors or purports so to do; or

(b)  If the Conrractor, being a company shall pass a resolution or the court
shall make an order for the liquidation of its assews or g receiver or
manager shall be appointed on behalf of the debenture holders, or
circumstances shall have arisen which entitle the court or debenrure
holders to appoint a receiver or manager.

Provided always that such determination shall not prejudice or affect any
right or action or remedy which shall have accrued or shall accrue

. thereafter 1o the IPCC.

3. Corrupt Gifts

—
[aS)
N

T the Contractor or any emplovee or agent of the Contractor shall be
found to have commited an offence under the Preven
Ordinance for the time being in force or any subsidi
thereunder or under any law of a similar nature in rel

tion of Bribery

. : : A
arv legislation made

auon to the Contract
0t any other Government contracts. the IPCC mav terminate the

Conrract, without entitling the Contracror 1o any compensation therefor.

-

(b) the Contractor shall be liable for ajl losses and expenses necessarilv

mncurred by the IPCC as the result of such termination of the Contract.




8. Publicity
Lhe Contractor s submit to the IPCC all ads Srusing or other publicity
. O N ~iia N S
¢ Contract or the products supplied or other work done in

me 1S mentioned or
which a connection with the [PCC ca

N reasonably be
.. [he Contractor shall not publish or use anv
.ty material without the prior writte

dvertising or

a
tten consent of the [PCC.

10. Governing Law

¥ and construed in accordance with the laws of
Hong Kong and the parties hereby
) : 4

agree 1o submit 1o the jurisdiction of the
courts of Hong Kong in relation o ny matters arising our of the Contract
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Our Ref. 2866/04

Jan 7, 2004

Independent Police Complaints Council
10/F First Pacific Bank Centre

56 Gloucester Road

Wanchai

HK

Dear

Enhancement of Computer System for
Independent Police Complaints Council

Thank you for your interest in EDPS’ service. I am glad to quote the enhancements of
the captioned system as below : -

1.

(S8

I

Background

As the data structures of another system Complaints Against Police
were changed, the IPCC needs to be modified in order to accep
CAPO.

Requirements

Office (CAPO)
t the data from

- Modify the conversion programs to convert system and master tables from

CAPO,

- Key in the missing data such as the English and Chinese descriptions, modify

the IPCC system to handle the new data structures of CAPO, and

- Convert and test the existing [PCC data with the new code tables.

Implementation Schedule

- Programs modification to be completed on Jan 12, 2004,
- Data conversion to be completed on Jan 15, 2004, and

- Completion of user acceptance test on Feb 15, 2004.

arge

The charge for this enhancement is HK"

COMMITTED TO EXCELLENCE

MIMITTED TG EXCELLENCE {;%
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Should you agree with this quotation, please sign below and return one copyv of this
letter as confirmation.

Yours faithfully,

Accepted and Confirmed By
EDPS Systems Ltd.

Independent Police Complaints Council

Name
Generat-Manger & Director Desjghation L
Date ;7 January 208@4

J P/”S\V

v

COMMITTED 10 EXCELLENC

{;«%
COMAMITTED TO EXCELLENCE
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