
 

Press Release 

 

Independent auditors submit to the Monetary Authority 

interim findings in the section 59(2) report on Octopus Cards Limited 

 

The Hong Kong Monetary Authority (HKMA) announced today (Monday) that 

Deloitte Touche Tohmatsu (DTT), the independent auditors, have submitted to the 

Monetary Authority their interim findings in the report on Octopus Cards Limited 

(OCL) commissioned under section 59(2) of the Banking Ordinance (the “interim 

report”). 

 

2. The purpose of the section 59(2) report is to independently find out and assess 

OCL’s processes and practices for the handling of Octopus cardholders’ personal data 

in the light of the concern about the Rewards Program operated by Octopus Rewards 

Limited.  The scope of the review includes, among other things, establishing which 

third parties had received from OCL Octopus cardholders’ personal data and what 

personal data was passed to these third parties; establishing what policies and 

procedures were in place to govern the sharing of such personal data; establishing 

what due diligence OCL performed before sharing such personal data with third 

parties; and making recommendations to enhance the effectiveness of data privacy 

protection in OCL. 

 

3. DTT found that a total of six entities had received Octopus cardholders’ personal 

data from OCL and other members of the Octopus group for direct marketing 

activities.  No transaction data of Octopus cardholders was transferred to these six 

entities.  The names of these entities are the same as those made public by Octopus 

Holdings Limited on 29 July 2010. 

 

4. DTT have also reviewed the documents, internal policies, procedures and 

guidelines on data security and privacy adopted by OCL, and confirmed that: 
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- OCL Management sought in 2002 legal advice to ensure compliance with 

applicable laws and regulations including the Personal Data (Privacy) Ordinance 

(PDPO) before OCL first started sharing Octopus cardholders’ personal data with 

third parties for marketing activities. 

- OCL Management informed its Board in 2002 about the development of business 

initiatives concerning the use of Octopus cardholders’ personal data, and that 

legal advice had been taken to ensure that the program was in compliance with 

the PDPO. 

- OCL conducted periodic onsite compliance checks on business partners to assess 

their systems of control in relation to data security. 

- OCL conducted internal audits periodically covering, among other things, 

compliance with the PDPO. 

 

5.  DTT also noted a number of communications during the period from early 2004 

to August 2010 between the Office of Privacy Commissioner for Personal Data 

(PCPD) and the Octopus Group relating to the group’s handling of personal data, 

covering among other things, how consent was obtained from cardholders, the 

arrangement for sharing personal data with unrelated third parties for direct marketing 

purpose and the types of personal data shared with these third parties, and the actions 

taken by the group in response to the PCPD’s concerns raised in these 

communications. 

 

6. Based on their findings, DTT have proposed a number of recommendations, 

among other things, to enhance OCL’s systems of control in the collection, storage 

and retention of customers’ personal data, and the due diligence and controls in the 

sharing of such data with third parties should OCL carry out similar business activities 

in the future.   

 

7. The HKMA has published in full the interim report given the recent concern 

about the handling of Octopus cardholders’ personal data (attached).  The HKMA 

has also sent a copy of the interim report to the PCPD for reference and appropriate 

action.  When the outcome of DTT’s final report on OCL is available, the HKMA 

will consider the most appropriate follow-up action.  Among other things, the 

HKMA will require OCL to implement the recommendations in the reports and will 



 

monitor its progress in liaison with the PCPD as appropriate.  The HKMA also 

understands that the PCPD will shortly issue its final report on Octopus.  Taking into 

account any new recommendations and guidelines on the collection and use of 

personal data, we will liaise with the banking industry to ensure that banks will follow 

the latest standards set by the PCPD. 

 

8. DTT expect to complete the field work shortly and to submit a final report to the 

HKMA thereafter.  The HKMA will set out the findings of the final report in an 

appropriate form for public information. 
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