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Chapter 1 — Introduction

Introduction

Background

1.1

1.2

1.3

Under the Registration of Persons Ordinance. Q&7 (‘ROP
Ordinance”), every person in Hong Kong is required to be
registered in such manner as shall be prescrib#teimegulations
made under the ROP Ordinance. In accordance with t
Registration of Persons Regulations, Cap. 177RQP
Regulations)), every person who is not an exempt person (e.g.
children under 11 years of age) or an excludedopeis required
to register for an identity card within 30 dayshi$/her entering
Hong Kong. In the case that this person is alreadyong Kong
when he/she becomes required by the ROP Ordinancelated
regulations to be registered, this person shahiwi80 days of the
date when he/she is so required, whichever isdbaes, to apply
for an identity card.

The Government of the Hong Kong Special Adntiats/e
Region (the Government’) introduced a new Hong Kong
identity card in the form of a smart car@&(hart ID Card”). The
Registration of Persons (Amendment) Bill 200Bi(l”) was
tabled before the Legislative CounciL€gC0o’) in January 2001.
It aimed to provide the legislative framework fétvetSmart 1D
Card with multi-application capacity. To provider fthe “smart
element” of the Smart ID Card, i.e. an integratedutt (“Chip”)
and the data stored in it, the Bill proposed to ran8chedule 1 to
the ROP Regulations to specify the kind of datd Wirare to be
stored in the Smart ID Card. After scrutiny by d€BCommittee,
the Bill was passed with amendments by LegCo orMa®#ch
2003.

Upon passing of the Bill and for the purposantfoducing the
Smart ID Card, a new supporting information syst&mgwn as
the Smart Identity Card SystenSMARTICS”) was launched by
the Immigration Department IthmD”) which would be used to
store all the identity card related information. SRTICS was
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1.4

1.5

designed to support the processing, personalizatohissuing of
Smart ID Cards and the related record managemantiém. The
exercise to replace the existing identity cardsl sl holders by
the issuance of the Smart ID Cards was carriednophases and
was completed on 31 March 2007. As at 31 Decemb@®,2a
total of 8,868,356 Smart ID Cards were issued.

The following personal dataSMart ID Card Data”) set out in
Schedule 1 to the amended ROP Regulations arel4tooeessed
by the ImmD’s SMARTICS, and stored in the new Smart
Cards:

(@) the full personal name and surname of the egptiin
English or in English and Chinese;

(b) the Chinese commercial code (if applicable);

(c) the date of birth of the applicant;

(d) anumber for identification purpose;

(e) the date of issue of the card;

() a photograph of the applicant, unless the appli is under
the age of 11 years;

(g) such data, symbols, letters or numbers reptiegen
prescribed information, particulars or data withthe
meaning of section 7(2A)(b) of the ROP Ordinancehes
Director of Immigration may determine; and

(h) template of the applicant’s thumb-prints orestfingerprints
taken under the ROP Regulations; and

() (where the applicant does not have a righthmice in Hong
Kong) the conditions of stay (including a limit ctay)
imposed in relation to him under section 11 of the
Immigration Ordinance (Cap. 115).

The Smart ID Card is also designed to enaldeitle of the Smart
ID Card Data for non-immigration purposes as lalyfpermitted.
Currently, the Leisure and Cultural Services Deaparit
(“LCSD”) is the sole authorized party who can accessctre
face compartment for non-immigration use. The datthe card
face compartment includes identity card number,liEhghame,
Chinese name (unicode), date of birth and dateegistration.
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1.6

1.7

1.8

1.9

With the consent of Smart ID Card holders, librataff may
collect the data in the card face compartment eartster them to
LCSD’'s computer system for the purpose of librargrdc
registration.

Additionally, Smart ID Card holders may optim embed the
Hongkong Post digital certificate (the-Cert’) into the Chips of
their Smart ID Cards. Subscribers, who had beeunedswith
passcodes for the e-Cert, will then need smart oeaders and
associated software to use the e-Cert for certamine
government services or other commercial operati@tgliring
online digital signature or authentication.

The compliance of SMARTICS in collecting, prss®mg and
handling Smart ID Card Data with the requirementstlte
Personal Data (Privacy) Ordinance (Cap. 486) (bedinance”)

is therefore of great public concerns in view of:

(1) the statutory obligation of every person in ldokong
to register for an identity card under the ROP @adce;

(i) almost every individual in Hong Kong is beiaffected;

(i) the unique and normally unchangeable natufethe

data, for instance, ID number, date of birth, firpyent
template being collected and processed,

(iv) the vast and important database held by Immiiciv
will be built up and amassed over time; and
(v) the grave and adverse privacy consequencesthed

cause data subjects if their personal data areoipeply
handled or if there is any data breach.

The ImmD was therefore committed to seek as®ist from the
Office of the Privacy Commissioner for Personald@D@PCPD”)
to conduct a Privacy Compliance AssessmeRCA”) of the
personal data system with respect to Smart ID @ath on its
compliance with the Ordinance.

In view of the great public interest in ensgrihat the Smart 1D
Card Data are collected and processed in compliante the
requirements of the Ordinance, the Privacy Comiomssi for
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1.10

Personal Data (theCommissioner’) had decided to undertake a
PCA for SMARTICS.

The conducting of the PCA was consistent withe
Commissioner’s regulatory function under sectioh)@() of the
Ordinance to promote awareness and understandingaraf
compliance with, the provisions of the Ordinanae particular,
the data protection principles@PPs).

Memorandum of Understanding signed between PCPD and
the ImmD

1.11

1.12

1.13

With the objective of promoting and monitoricgmpliance with
the requirements of the Ordinance, the Commissientared into
a Memorandum of UnderstandingMbU”) with the Director of
Immigration on 5 June 2009 to evaluate whetherlth@D had
taken effective measures to comply with the reauéets of the
Ordinance including the DPPs in relation to the &nia Card
Data. The results of the PCA would be considergthb ImmD
in revising and fine-tuning the “Draft Code of Preae on Smart
Identity Card Data” (Draft Code of Practic€) to be submitted
to the Commissioner for approval under section 12ifl the
Ordinance.

According to the MoU, the procedures of therapon of the
SMARTICS would be walked through during the PCAhihe
purpose of assessing the level of compliance viigh@rdinance
by the Commissioner, identifying potential weakm®sssn the
personal data system in relation to the Smart IPdd2ata and
providing information and recommendations to ImnaDreview.

Since the Draft Code of Practice had not beemally issued
within the ImmD for compliance, it was not usedaasenchmark
during the assessment but only as a reference ialatier
understand the controls in place.
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1.14

1.15

1.16

1.17

The Director of Immigration undertook to revend fine-tune the
Draft Code of Practice based on the results anoimetendations
of the PCA. The final version of the Code of Preetwill then be
submitted for the formal approval by the Commissionlhe
Code of Practice(*Code of Practic®), as approved, shall then
provide the practice for ImmD, its authorized st&fid agents for
the purpose of protecting personal data and asnaehbgark for
any subsequent PCAs.

The MoU expressly excluded the assessmenh@mrdmpliance
with the Ordinance by other parties or other gowent
departments who might have access to all or pattefSmart ID
Card Data, whether printed on the face of or stonethe Chip
embedded in a Smart ID Card.

It is expressly acknowledged in the MoU tlnet tonduct of the
PCA was without prejudice to the statutory funci@and powers
vested in the Director of Immigration and the Cossioner.

Having completed the PCA in accordance with tbrms of
reference of the MoU, the Commissioner presenthddDirector
of Immigration this Report Report”) with its observations,
findings, recommendations and conclusion.

! The provisions of the Code of Practice are nallgdinding. A breach of the Code of Practice by
ImmD, however, will give rise to certain presumpsoagainst ImmD. Basically the Ordinance
provides that:

@)
(b)
(©)

where a Code of Practice has been approvechdyCbmmissioner in respect of any

requirements of the Ordinance;

if it is necessary to prove any matter in ortteestablish contravention of a requirement
under the Ordinance in any proceedings under théen@nce;

that matter shall be taken as proved if itrsved that there was at any material time failure
to observe any provision of the Code of Practitevient to that matter.

unless there is evidence that the requirement ®fQhdinance was actually complied with in a
different way, notwithstanding the non-observanicéhe Code of Practice.
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Privacy Compliance Assessment

Purpose

2.1

Scope

2.2

The PCA aimed at assessing and evaluatingethed bf privacy
compliance with the Ordinance, in particular the BIPPS in
Schedule 1 to the Ordinance, by the ImmD with respe the
collection, processing and handling of the SmarCHyd Data.

The main scope of the PCA includes:

¢+ the assessment of ImmD’s level of compliance wthie t
requirements of the Ordinance, in particular tlxel#?Ps;

+ the identification of the potential weaknesses nmmiD’s
personal data system for handling Smart ID Carcaatd

¢+ the making of observations and recommendationsefaew
by ImmD of its personal data system for handlinga8nD
Card Data.

Limitations

2.3

2.4

The PCA was conducted on a consensual bases isiwas neither
an inspection nor an investigation carried out urtde Ordinance.
In conducting the PCA, PCPD relied on the inforomatiand
documents that were made available to it and tbities offered
by the ImmD.

Since the Ordinance is technology-neutral R6A did not assess
the technical IT aspects of SMARTICS but focused tbe
evaluation of management controls from an admaitise
perspective. For instance, focus was not put orsthiegency of
encryption algorithm but on the fulfilment of theo@rnment’s
requirements for employing encryption technology achieve

%2 The six DPPs are listed Appendix |. Detailed explanation and expectation on how tfil them
are listed under Chapter 4 and Chapter 5.
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2.5

2.6

2.7

2.8

2.9

personal data protection.

Other potential non-immigration use of the SmBr Card Data
and their corresponding data protection procedatethe Smart
ID Card Chip were out of the purview of this assemst.
According to the Government’s response providethéolLegCo,
such potential use would not be implemented witllbetapproval
of the LegCo.

For the purpose of conducting the PCA, ImmD w@ssidered as
the sole data user. The PCA was not concernedthatlexisting

non-immigration use nor the data protection prastiof other
parties which might receive the Smart ID Card Dditactly or

indirectly from ImmD. The acts and practices ofestgovernment
departments and other parties who have acceskdosgime parts
of the Smart ID Card Data were likewise out of sitepe of this
PCA.

By the same token, the PCA was confined toerewvig ImmD’s
control measures imposed upon its third party serproviders.
The PCA did not assess or examine the system miadopted by
third party service providers.

The findings in this Report represent a reibecof the controls in
place during the period of observation. Nevertlglesasonable
inference had been drawn from those findings fajquting a
bigger picture of the state of personal data sgcuriSMARTICS.

In view of the circumstances mentioned aboke,findings and
recommendations made in this Report shall not batdéd as
exhaustive to cover every aspect of the SMARTICSrafon on
a continuous basis but shall only be regarded afications of
the compliance level of the matters in questiothattime when
the assessment and observations were made.

Privacy Impact Assessment

2.10

During the very early stage of the SMARTIC®jgct, PCPD
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expressed its concern on the necessary privaceqgian and
stressed the importance of the Privacy by Dégigimciple. The
Commissioner at the time highlighted to the DepDisector of
Immigration the need for a Privacy Impact Assessr(i¢dhA”) to

be conducted to identify areas where special pyiatentions
would be needed.

2.11 ImmD took the advice and, from 2000 to 200&pleyed
independent consultants to conduct four PIAs. Tientified
issues were broadly discussed in LegCo in Febr@@fa, July
2002, January 2004 and February 2005 respectivebe (
Appendix II).

2.12 A number of recommendations were made by ¢msutants in
their PIA reports. ImmD also provided its responisethe formal
discussions in the LegCo sessions. These repodsesponses
were noted and examined as part of the PCA. Chdptdrthis
Report examines whether all the recommendations lheeh
addressed by ImmD.

Methodology

2.13 This section briefly describes the proceshiai the PCA was
conducted.

2.14 It is worth noting that the Ordinance does presscribe or define

how a PCA should be conducted. In performance sffimction

to monitor and supervise compliance of the Ordieaaad in
view of the nature of SMARTICS, the Commissioneurfd it
appropriate to conduct the PCA through
policy/guideline/procedure review Rblicy Review) and
workflow review (“Workflow Review”). The bulk of the PCA
work was on the Policy and the Workflow Reviews.rbldetails
can be found in Chapter 4 and Chapter 5 of thioRep

% Privacy by Design is a principle whereby privagmpliance is designed into systems holding
information right from the start and not as an rafitlught. More explanation is given under
Chapter 4.
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2.15

This methodology adopted was not necessarilystandard
approach to be followed by similar assessmentshen future.
Instead the Commissioner expects the methodologyatve and
change according to the specific subject mattéretassessed and
other relevant circumstances.

Preliminary Preparation

2.16

The Commissioner assembled and led an Assesdimam (the
“Team”) comprising PCPD officers to conduct the PCA. The
Team started work by convening an initial meetinthwmmbD on

26 June 2009 to discuss on the assessment appath
assistance required. The Team made detailed eegjumto the
operation of SMARTICS and the use of Smart ID CBata in
terms of by whom and under what circumstances acgesld be
allowed.

The Assessment

2.17

2.18

2.19

The PCA consisted of two major components:Rbkcy Review
and the Workflow Review.

The Policy Review

The objective of the Policy Review was to eedhat there were
sufficient and appropriate formal policies, guidek and
procedures in place. It was intended to be a tesidequacy in
terms of these documentations. These documentasbosild

have laid down the appropriate level and expectatiostandards
and protections to be followed by all who need andie or have
access to some or all of the Smart ID Card Data.

Documents Inspected

In order to assess whether ImmD had a docwueptivacy
protection system and all the necessary policigsgamndelines to
comply with the requirements of the Ordinance, fheam
examined thousands of pages of ImmD documents dimgju
policies, guidelines, internal circulars, memos,foimation



Chapter 2 — Privacy Compliance Assessment

2.20

2.21

2.22

2.23

security incident procedures, operation manual gaaces and
training materials, as well as the summary of reoe@mdations of
the PIAs. A full list of documents examined can foend in
Appendix Il .

Workflow Review

The objective of the Workflow Review was t@emune and assess
whether all the formal policies, guidelines and gadures
mentioned under the Policy Review were being coedplvith.
The Workflow Review might be seen as a test of d@npe in
terms of whether policies, guidelines and procesluvere being
followed in practice. One key criterion was to lokk sufficient
evidence, either from documents or actual pradticassess the
level of compliance.

Given the essence of the Workflow Review waassess the level
of compliance, the Team visited 19 offices and k@moints of
ImmD (Appendix III') during the course of the Workflow Review
to gather evidence and to interview staff and Snh@rtCard
applicants.

Interviews and Site Visits

The Team interviewed 65 ImmD officers rankirfgom
Immigration Assistants to Assistant Directors betwe 24
September and 15 October 2009 located in the 190roffices
and control points mentioned above.

ImmD facilities examined included public wagi areas at
Registration of Persons OfficesROP Office”), service booths,
processing areas, identity card production faesiti records-
storage and destruction facilities, self-servioesks, SMARTICS
terminals, IT server rooms and data backup faediti The
handling, storage and physical security of the $ihacCard Data
were specifically examined during these site visithe sites
visited were specifically chosen after full disaoss with ImmD
in light of the importance of their heavy or spexiinteraction

10
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with Smart ID Card Data.
Survey and Questionnaire

2.24 A survey was conducted face-to-face with 33%a$ ID Card
applicants between 12 and 18 August 208Ppendix 1V). The
survey aimed to assess from the applicants’ petispewhether
the data protection measures taken by ImmbD in #reding of
Smart ID Card Data by staff in daily work were etfee. 300
questionnairesAppendix V) were also handed out to ImmD staff
on 4 November 2009. The questionnaires were designe
examine the level of understanding and compliarfcpeosonal
data protection from the perspective of the Immddfst

2.25 Results of the survey and questionnaires el tools to give
the Commissioner a glimpse of how data protectioragures
were implemented in daily operation and the levelwareness of
ImmD staff on data protection, but they were noé thnly
materials based upon which the Commissioner maglértdings.
These results must be read with caution becaussizkeof the
samples has been restricted by the limited resewtée PCPD,
the varying degrees of involvements with Smart 1BrdCData
based on the respondents' duties and responssiliand the
results only provide a snapshot of responses aivengime.
Moreover, to avoid any possible distortion, isalatesponses did
not form any basis of the Commissioner’s findings.

Discussions

2.26 Throughout the entire PCA exercise, the Teas im constant
contact with the staff members of the ROP DivissbtmmD who
acted as the coordinator to provide documentatoplain and
clarify issues, and facilitated access to all théorimation as
requested by the Team.

Draft Recommendations and Response

2.27 After both the Policy and the Workflow Reviewsd been
completed, the Team consolidated all the findingd aought

11
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clarifications, where necessary, before formingnams and
conclusions on specific issues. A draft report wes drawn up
and passed to ImmD for its responses. Having censidlmmD’s
responses, this Report was finalised.

Closing Meeting
2.28 Before this Report was issued, the Commissi@oavened a

closing meeting with the Director of Immigration ¢iiscuss the
findings and recommendations for follow-up actitmbe taken.

Duration of the PCA
2.29 The Team conducted the PCA during the perrodh fJuly to

November 2009, and prepared the draft report frooveihber
2009 to March 2010.

12
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Smart ID Card Data

Smart ID Card Application

3.1 The procedures for applying and processingpghication for a
Smart ID Card, at the time of the PCA, are illugtdain the

diagrams below:

Applicant returns at a
later date to collect tt
Smart ID Card

ROP Office ROP Office

Verify fingerprints and identity

?

Receive anacceptSmart IC
Card applications

Card Personalisation Offi

Verification Office

Verify fingerprints and identity, Personalize Smart ID Cards |
and referring suspected personalization machine
Impersonation case as a result of automatically. Conduct quality
unmatched verificatic check and quality assurance

Smart ID Card Application Procedures

3.2 Applications for the Smart ID Cards are madeugh the ROP
Office.

13
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ROP Office

3.3

3.4

In the ROP Office, an Assistant Clerical OffigeACO”) will
interview Smart ID Card applicants and capture dpelicant’s
facial and fingerprint images. Completed appliaatiorms and
relevant supporting documents are then checkedeauhed into
SMARTICS by the ACO. The applications will then assessed
by an Immigration Officer (O”) to ascertain the identities, the
guardianships (where applicable) and data accunacythe
applications. The 10 will also verify the appli¢gn live
fingerprints against the images captured by the AG@nsure
accuracy and likeliness.

After these checks, the 10 will approve theli@ppions and the
Smart ID Card Data collected will be forwarded thet
Verification Office. The applicant will then be askto return to
the same ROP Office (th@ftiginating ROP Office”) to collect

the Smart ID Card at a later date.

Verification Office

3.5

At the \Verification Office, the accepted Smadi Card

applications will have the captured fingerprintsrified by

automatic matching against the applicants’ previeR@# records.
A high or a low score will be generated from theoauatic

fingerprint matching. Every low score matching cas#l be

scrutinized by manual comparison of the fingergrion record or
further examination on photographs or other docusbald. The
Verification Office needs to be satisfied with tidentities before
the Smart ID Card applications are moved to thet séage of
card personalization.

Card Personalisation Office

3.6

The Card Personalisation Office is respongini€ustomising the
personalized Smart ID Cards for verified applicasiaeceived
from the Verification Office. The personalisatioropess includes
printing information on the card face and storinga®t ID Card

14
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Data regarding an individual in the Chip of his/Benart ID Card.
The personalized Smart ID Cards will then undergquality
assurance process. During the quality assuranaegspbatches
of Smart ID Cards are tracked as they moved frora staff
member to another. Afterwards, the personalizedrSibaCards
will be dispatched to the Originating ROP Office ansecured
manner for collection.

Originating ROP Office

3.7

When an individual arrives to collect the Sm&tCard in the
Originating ROP Office, ACO will ascertain the idgy of the
applicant or his/her authorized representativesrieeissuing the
personalized Smart ID Card to him/her. If the aggoit collects
his/her Smart ID Card in person, the applicant idlrequired to
match fingerprints against the Smart ID Card udimgerprint
readers (Picture 1 iAppendix VI) installed in the ROP Offices.

Access of Smart ID Card Data

Immigration Use

3.8

3.9

Apart from the Smart ID Card application andfi@ation process,
information printed on the card face and storedhim Chip of
Smart ID Card would be accessed by ImmD or the balder for
various purposes. The check points at various Imati@n
Control Points, such as cross border locations dhd
international airport, where such Smart ID CardeDate accessed
by ImmD staff or e-Channel machines for immigrataantrol is
probably one of the most obvious purposes of acc€ssd
holders may also access their Smart ID Card Dataugih self-
service kiosks located at ROP Offices, Immigratiteadquarters
in Wan Chai and Immigration Control Points to werihe data
held in the Chip of their Smart ID Cards by ingagtithe same
into the readers in these kiosks.

Not only can information be directly accesseanf card faces and
Chips of Smart ID Cards, Smart ID Card Data caro die

15
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retrieved from the information system for SMARTIGfgated in
ImmD. One such unit within the ImmD that has acdesSmart

ID Card Data on a regular basis was the ConfideiRecords
Unit (“CRU”). CRU handles Smart ID Card Data queries and
requests from other government departments in daocce with
section 11 of the ROP Ordinance.

Non-Immigration Use

3.10

As mentioned in paragraphs 1.5 and 1.6 in t&hah the card
face compartment data of the Smart ID Card Datddcbe used
for the purpose of library card with consent frdme tard holders.
Also, Smart ID Card holders can opt-in to embedédH@ert into
the Chips of their Smart ID Cards. These data nien be
accessed by the relevant data users for the sgibges.

Third Party Service Providers

3.11

3.12

The work comprising the design, building armintenance of the
SMARTICS project was outsourced to an international
consortium’ led by PCCW Business e-Solutions Limited as
approved by the Central Tender Board of the Governim

Although the SMARTICS project has been outsedrto this
consortium, no one in the consortium has direces€do Smart
ID Card Data. The consortium’s employees have tedmorted
and accompanied by an ImmD staff when they acclss t
information system of SMARTICS for maintenance [ms.

* Comprised of local companies such as SecureNet lAgiited as well as international companies
including Trib from Switzerland, Cogent System lftom USA, Keycorp Limited from Australia,
ACI Worldwide from Singapore and Mondex Internatibfrom UK.

16



Chapter 4 — Policy Review

Policy Review

Policy Review

4.1

4.2

4.3

4.4

The objective of the Policy Review was to assgbether there
were sufficient formal policies, guidelines and gedures in place.
These documentations should have laid down theogppte level

and expectation of standards and protections toltweved by all

who need to handle or had access to the relevaatt3m Card

Data.

Policies, guidelines and procedures are gdwdmaimulated in a
hierarchical manner with a top-down approach. Manaant
should set the overall but clear directions on kamdling of
personal data at the policy level. Such directiare then
elaborated at the guidelines level to clarify expgons on
behaviours and outcomes. In areas where furthettyclar a
higher degree of conformity is expected, procedumssy be
developed to ensure full compliance with the pebciand
guidelines.

It is understandable that there may not bedecdied set of formal
documentation devoted solely to personal data avagy.

However, it is expected that personal data or pyieandling are
addressed in some formal documentations such asajgmolicy,

operating/office manuals, general security or ITcusiy

documents.

It is worth noting that while almost univergalersonal data of
any size are kept in some form of information syse the

protection of personal data does not rest solelyhensecurity of
those information systems. Protection of persorsh dnust be
viewed end-to-end from collection to erasure/digthofhe scope
of this Policy Review for SMARTICS, therefore, alswluded all

matters such as processes, practices, human imascand

perceptions.

17
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4.5

Governance

4.6

The following paragraphs attempt to systembyicautline the

controls to be examined for the protection of peadalata. The
controls listed below are by no means exhaustive ace

universally accepted assessment standards. Theynserve as a
convenient way of presenting the controls in adrigral manner.
Since the handling of personal data is a compleictand needs
to be looked at holistically, certain areas mayfaat interweave
across multiple topics in practice. Additionalllgetcontrols listed
below need to evolve in accordance with the expiectaof the

public as personal data protection develops.

Governance forms the backbone of personal platzction as it
provides a formal and sustainable framework of st Privacy
protection governance may include, but is not kahitto the
following controls:

4.6.1

4.6.2

Structured Management Control

The roles and responsibilities of all relevant
SMARTICS stakeholders from ImmD management,
officers to technology professional people shoué b
clearly defined, documented and promulgated.
Supervision and monitoring should be an integral pa
the roles and responsibilities of these stakehslder

Privacy by Design

Privacy by Design is a principle according to which
privacy compliance is designed into the systemdihgl
information right from the start and not as an rafte
thought. The emphasis of the Privacy by Design
principle is about proactive planning, preventive
measures and end-to-end consideration. One key
starting point of the Privacy by Design principte to
conduct PIA at the early stage of any projectétinie

18



Chapter 4 — Policy Review

4.6.3

4.6.4

4.6.5

involving personal data so that any findings and
recommendations will be visible and given prominent
attention throughout the project/initiative.

Documentation

Appropriate policies, guidelines and procedures
addressing personal data protection should be tyrma
available to facilitate compliance and consistemty
approach. There should be a “lifecycle” management
system for those formal documents including apgdrova
promulgation, regular reviews, version-control,
dissemination to stakeholders and updating or idelet

Data Classification

Data classification helps to determine and highlidie
level of sensitivity of different Smart ID Card BRatlt
helps to facilitate the application of the “neeektmw”

or “least-privileged access” principles in the puiton

of personal data stored. It also allows appropriate
controls to be applied to different classes of Sniar
Card Data thus channelling resources and attentmns
the corresponding level of protection for thosespasal
data.

Assessment/Audit

Assessment or audit closes the loopholes by examini
the compliance and effectiveness of all the staislar
and controls, whether to be followed by the stakadrs

or applied to any processes or practices, agaimest t
applicable laws, regulations, policies and prastic&
formal and regular programme of assessment or atidit
the right depth will help to identify gaps and pleor
improvements.
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4.6.6 Data Breach Management

Data breach management is important for organizstio
which process personal data. It usually consi$ts o
containment of situation, recovery planning, risk
assessments and notification of breaches. Anteféec
data breach management system can facilitate
organizations to take appropriate measures to stop
prevent the recurrence of data breaches and natigat
accidental loss, destruction of or damage to pe&ison
data.

4.6.7 Training and Awareness

Training and awareness are the key means to redllize
the expectations and controls. There should beradio
programme to ensure that proper and up-to-dateinigi

is provided to all internal stakeholders. The lewél
awareness needs to be assessed continuously tee ensu
the effectiveness of the training programme.

General Comments

4.7

4.8

4.9

In carrying out the Policy Review, the Team mked a large
number of documents which are listed Bppendix II.
Documents regarding policies, guidelines, manupiscedures,
reports, memoranda, circulars and plans for SMAFRSIC
workflows/processes, user sections, incident hagdiind devices
were provided by ImmD. These documents were exairyethe
Team to assess whether all the six DPPs are pyopadressed.

After examining and cross-referencing all thecudimentations
provided by ImmD, the Commissioner was generaltisBad that
the supplied documentations do cover the generatralo of
Governance, with the exceptions mentioned under‘8pecific
Findings” below.

ImmD followed the Privacy by Design principlenda
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commissioned PIAs to be carried out throughoutSMARTICS
project. ImmD then made the summary of recommeadsati
available to LegCo sessions.

4.10 The Team examined the PIA summary of recomatemts for
SMARTICS which were published from 2001 to 2005.
Specifically, the Team studied the recommendatiansl the
ImmD’s responses in respect of each PIA. The Teamahecked
if ImmD had taken actions as proposed in its respsn

411 Generally all actions proposed to be taketmbyD were found to
have been implemented. There is one action iterahiag upon
audit trails that needs to be enhanced, and witdzmdt with under
DPP4 later.

Specific Findings with Potential Impacts

4.12 The Commissioner found two specific areas w/h@provements
are required. Given these issues are related tergamce, it was
the Commissioner’s belief that they should be adedmpriority.

Data Classification

4.13 It is essential for the data user to clagsifgrmation according to
its actual value and level of sensitivity in ordaat appropriate
level of controls can be deployed. A system of daégsification
should ideally be simple to understand and adn@nisto that it
can be uniformly and effectively applied throughothe
organization to ensure a standard level of pratacti

4.14 The categories of classified information immb were defined in
Chapter Il of the Security Regulations of the Gaweent ImmD
employees were required to observe the requirementthe
Security Regulations to protect classified inforimat ImmD had
reminded its staff of the same by disseminatingreular to all
staff concerned requiring them to read and undedsta contents.

4.15 Nonetheless, the Commissioner consideredthieatlassification
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4.16

4.17

4.18

of personal data in SMARTICS should be more specifi
Paragraph 7 of thmformation Technology Security Guidelines for
SMARTICS (*SMARTICS Security Guidelines’) states:
“SMARTICS contains data that are either classifiembs
‘RESTRICTED’ or ‘CONFIDENTIAL'. Access to the infoation
must be properly controlled and should follow threeéd to know”
principle. Special attention should also be paid tbe
[Ordinance].”

According to ImmD,"ROP data means particulars, including
photographs and fingerprints taken, furnished toegistration
officer under the provisions of the ROP RegulaticR®OP data
are normally classified as ‘RESTRICTED’ or abbvéhe Team
found no detailed elaboration on the exact classifon of each
kind of Smart ID Card Data in all relevant guidelnof ImmD.

In fact, an independent auditor had condu@esdecurity risk
assessmenbn SMARTICS between September 2006 and January
2007 and found that“No clear description for the
CONFIDENTIAL information of SMARTICS in documermiati
SMARTICS documents should be revised to descrilee th
CONFIDENTIAL information in SMARTICS, and to pravid
guidelines and procedures to users for proper hizgdlof
CONFIDENTIAL information” and recommended ImmD to
“amend the IT Security Guidelines for SMARTICS @sailibe the
CONFIDENTIAL information and the security requirarte In
addition, system manuals should also be revisedngure that
SMARTICS users are aware of the classificationnédrmation
and relevant handling procedureslmmD had accepted the
recommendation and agreed to implement the santkebgnd of
March 2007.

The Team found that the latest version (daiegust 2008) of the
SMARTICS Security Guidelines was not specific erfouig
defining under what conditions Smart ID Card Dalwwdd be

® Security Risk Assessment Audit Report — SecuritgkRAssessment & Audit Services for the

EXPRESS and SMARTICS of Immigration Department,si@n 1.1, February 2007.

22



Chapter 4 — Policy Review

classified as RESTRICTED or CONFIDENTIAL. The
Commissioner considered that data classificatiordedmes of
Smart ID Card Data should be more specific.

4.19 Response from ImmD There are already guidelines in data
classification. Personal data in SMARTICS are galher
classified as “RESTRICTED?". If the personal datkate to other
sensitive matters such as crime investigation, ahdri
classification of “CONFIDENTIAL” is adopted. Takingnto
consideration of the Commissioner's finding, the AAMICS
Security Guidelines will be revised to provide madetailed
classification of information in SMARTICS and thelevant
handling procedures. Also, training and briefindl Wwe delivered
to SMARTICS users to further increase their awasenen
classification of Smart ID Card Data and their pobion
requirements.

Objective of the Recommendation 1

Clear and easy-to-follow data classification regarding Smart ID Card Data is to be
specified and promulgated to all related stakeholders so that the level of protection

required on all Smart ID Card Data is easily understood and consistent.

RECOMMENDATION 1
1. Amend the SMARTICS Security Guidelines to describe the confidential
information and the corresponding security requirements.
2. System manuals should be revised to document the classification of information
and relevant handling procedures.
3. Conduct training and awareness programme to ensure all SMARTICS users are
familiar with the classification of the Smart ID Card Data and their protection

requirements.

Documentation

4.20 ImmD developed a Manual Procedures that iecudletail
instructions for staff to follow in handling Smdi Card Data.

23



Chapter 4 — Policy Review

4.21

4.22

4.23

During the Policy Review, the Team observed that khanual
Procedures was not up-to-date. For instance, Chaigversion
2.1) of Volume II of the Manual Procedures regagdime handling
of requests for Smart ID Card Data within the RO&cdtds
Section contained the procedures f&equests made via the
Processing Automation (PA) computer terminal®espite the
phasing-out of the PA computer terminals in eafl92 the latest
Manual Procedures had not been amended to refiectiange.

In another example, the reporting line of @RU mentioned in
Chapter 3.2 of the latest Manual Procedures haa lbkanged
from the ROP Support Section to ROP Records Sedtowever,
the Manual Procedures kept by the CRU did not cefluch
change. The Team observed that staff members oCRigd just
made hand written amendments to the Manual Proesdar their
own reference. Moreover, Smart ID Card Centres,ciwhniad
already ceased operation in May 2007, were stilhtroaed in
Chapters 2.2, 2.4, 3.6 of Volume Il and Chapterd.Yolume Il

of the Manual Procedures as if they were stillpemtion.

The Manual Procedures must be reviewed, addteg as needed,
then re-approved so that ImmD staff members knaw tiiey can
rely on its contents. The dates / version referaridbe reviewed
and updated Manual Procedures should be clearigatedl for
users’ attention. It is also helpful to the stdffthe changes are
identified. This can prevent documents from becgmiaccurate
or obsolete over time and assist users in knowirdgatwhas
changed. The above examples illustrated that Imndifsrt in
updating its operation instructions had not bedfcsent.

Response from ImmD There is indeed a lifecycle management
relating to the review, approval, promulgation,séisiination and
updating/deletion for all the documentation esgbcthe Manual
Procedures. Any revised versions of the Manual €&toes will
be first put up to the senior management for eredoemnt and,
after approval, distributed to all stakeholders feference. All
endorsed amendments or updates are centralizeddegignated
section (i.e. the ROP Support Section) who willetadtock and
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closely monitor the updates with a view to incogioyg the

changes and revised procedures into the ManuakeBuoes in a
collective manner normally on a yearly basis. Thetgd changes
had either been consolidated by the ROP SuppotioBgeending

formal changes to take effect, or it had not beeternally

formalised hence it could not be updated to the MaRrocedures
yet, or the section in the Manual Procedures wilsatjuired to

remain for operational reasons. Taking into consitien of the

Commissioner's finding, ImmD will ensure a lifeogcl
management mechanism is in place to be followenlutyir by the

parties concerned.

Objective of the Recommendation 2

Ensure that the lifecycle management for all the documentation including, but not
limited to, approval, promulgation, regular review, version-control, dissemination

and updating / deletion are followed.

RECOMMENDATION 2
To enhance a lifecycle management mechanism of all the documentation to ensure
that they are regularly reviewed and updated. All changes should be clearly marked

and approved. Revised copies should be distributed to all stakeholders. Replaced

documents should be recalled and destroyed.

DPP1 — Purpose and Manner of Collection of Person&lata

4.24

The collection of personal data is governedByP1in Schedule

1 to the OrdinancdDPP1(1)stipulates that personal data shall not
be collected unless the data are collected forwdulapurpose
directly related to a function or activity of thatd user who is to
use the data and the collection of the data is ssacg for or
directly related to that purpose. Further, theadatllected are
adequate but not excessive in relation to that geep DPP1(2)
requires that personal data shall be collected bgms which are
lawful and fair in the circumstances of the case.
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4.25

DPP1(3) provides that on or before a data user collectsopal
data directly from a data subject, the data useill shke all
practicable steps to inform the data subject of thwdre it is
obligatory or voluntary for him/her to supply theatd, and if
he/she is obliged to do so, the consequence fofhbmf he/she
fails to supply data. The data subject should Alsanformed of
the purpose of collection and the classes of teaast of the data.

Personal Information Collection Statement

4.26

4.27

4.28

According to the requirement 8PP1, a statement should be
given to data subjects during the collection ofirtipersonal data
to inform them of such matters as the purpose,ilplesslasses of

transferees, rights of access and correction, and they may

contact to request for access or correction of ghesonal data
collected. This statement is often referred as Bersonal

Information Collection StatementRtCS”").

With the provision of a PICS (or a similar/e@lent document),
data subjects can make an informed decision on hg&hehey
should provide their personal data to the data user

Although the provision of personal data to Inby individuals is
obligatory for registration and application for Sm# Cards
purpose under the ROP Ordinance, still it is a ustay
requirement under the Ordinance for ImmD to pro\adeICS to
the data subjects. Applicants can therefore beredsaf how their
personal data would be used by ImmD and be inforofettheir
rights to request for access and correction of {isonal data.

General Comments

4.29

ImmD collects individuals’ personal data pippadly in the identity
card application process. According to Regulatidresnd 4A of
the ROP Regulations, every person who applies fordantity
card shall furnish his personal data to ImmD. HemomD has a
legal right and obligation to collect Smart ID Cabdta from
applicants and the kinds of personal data colleatedprescribed
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4.30

4.31

Specific

4.32

4.33

by the ROP Regulations for ImmD in the performarmteits

function of issuing identity cards. Regarding gwpe of data
collected by ImmD, the Team examined different kird identity
card application forms and found that the persaladh collected
were in line with that required by the ROP Regolati

ImmD’s Statement of Purpose (which served pghgose of a
PICS)was printed on different kinds of identity card Bpgtion
forms for the attention of Smart ID Card applicantSor those
individuals who also apply for optional immigratiservices such
as Express e-Channel for passengers or e-Channekehicles,
ImmD would inform them the respective collectionrpases by a
specially designed Statement of Purpose. Withetipeactices and
procedures in place, the Commissioner was genesatigfied that
the ImmD had sufficiently addressed the requirententollect
Smart ID Card Data by lawful and fair means.

The Commissiondound that ImmD had generally addressed the
requirements oDPP1 (with one area that needed improvement to
be discussed in paragraph 4.32 below) by provithegStatement
of Purpose which informed the applicants of thelewblon
purpose, classes of transferees, and individuglgs of access to
and correction of the personal data.

Finding that Needs Improvement/Review

It is a requirement und®PP1(3) that where the provision of
personal data by the data subject is obligatodata user has to
inform the data subject of the consequences forfl@mif he/she

fails to provide the data. The consequences fata subject who
fails to supply his/her Smart ID Card Data are syt out in the

Statement of Purpose.

Response from ImmD ImmD will seek further advice from the
Commissioner and Department of Justice on the Bacgs
amendments and wordings in the Statement of Purpose
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Objective of the Recommendation 3

Data subject should be explicitly or implicitly informed, on or before collecting the
Smart ID Card Data, the consequences for him if he should fail to supply the data that

are obligatory for him to supply.

RECOMMENDATION 3
To amend the Statement of Purpose to include the consequences for a data subject if
he fails to supply his personal data in his Smart ID Card application, in accordance

with the requirement of DPP1(3)(a).

DPP2 — Accuracy and Duration of Retention of Persal
Data

DPP2(1) - Accuracy of Personal Data

4.34 DPP2(1) stipulates that all practicable steps shall besnako
ensure that personal data are accurate having dregarthe
purpose (including any directly related purpose) Wdhich the
personal data are or are to be used.

Accuracy Checking

4.35 For the purpose of this Policy Review, Imm@xpected to have a
documented system for checking the accuracy ofctilected
Smart ID Card Data.

General Comments

4.36 ImmD’s documentation showed that it had emsthbt distinctive
roles and responsibilities for different officesdastaff in ensuring
data accuracy.

4.37 ImmD issued atmmigration Services Standing OrdgfISSQO"),

Immigration Departmental Circulars(“IDC”) and internal
memoranda instructing its staff to comply with tequirements of
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4.38

4.39

4.40

4.41

the Ordinance includinpPP2 Besides, it had in place a detailed
Manual Procedures stating the step-by-step proeschfrdifferent
offices in handling Smart ID Card Data for its &taffollow.

The Manual Procedures required its staff suenthe accuracy of
the Smart ID Card Data collected from the applisant every
SMARTICS related function ranging from data colientto card
issuance. For example, it stated that the stafROGP Office
should “ensure the application form is properly completadd
duly signed by the applicant...invite applicant tgnsagainst the
amendmentwhen collecting applicants’ Smart ID Card Data.

After collecting the Smart ID Card Data fropphcants, the data
would be transferred to the Verification Office f@ngerprint

matching with the applicants’ previous records fdes to ensure
the accuracy of the collected Smart ID Card Datdoree
proceeding to the card personalization process.ngdfprint

matching procedures were documented in detail & Manual

Procedures which also required supervisors of thédfivation

Office to conduct spot checks against the verifsedart ID Card
Data. In order to ensure its staff’s proficienay fingerprint

matching procedures, ImmD issued Bxief on Fingerprint

Identification Principledor training its staff.

On top of data verification and card persaaalon, the Manual
Procedures further required ImmD staff to ask tpplieants to
confirm the accuracy of the data on the identityldzefore issuing
it at the ROP Offices.

The Commissioner was generally satisfied sudficient details,
and checks and balances, were provided in the M&roaedures
to ensure the accuracy of the collected Smart |l Cata.

DPP2(2) — Retention of Personal Data

4.42

DPP2(2)stipulates that personal data shall not be kegidothan
iIs necessary for the fulfilment of the purpose I(iding any
directly related purpose) for which the data ararerto be used.
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Data Retention

4.43 ImmD is expected to have a retention policg/@nguidelines for
its staff to follow to ensure that ImmD does notjge¢he data after
the purpose (including any directly related purpdee which the
data were collected has been fulfilled.

General Comments

4.44 ImmD had a retention schedule in place desigmahe retention
periods of different kinds of documents containBmart ID Card
Data on need basis. For instances, the schedglered that
Smart ID Card Application Forms ROP 1, 2, 3 and gibuld not
be kept longer than six months after registrati@®imilarly, any
cancelled identity card returned for destructiomwstt be kept
“until next working day after completion of all redaupdating.
It further stated the retention requirement in gtgdelines and
procedures to facilitate its staff to follow thespective retention
periods of different documents before disposal.

4.45 The SMARTICS Security Guidelines also statest the keeping
of individual audit trail reports‘should be in line with the
specified retention period. After the retentiorripe, the audit
trail reports should be disposed of properlyAlso, Chapter 1.1 of
Volume 1 of the Manual Procedures mentioned ‘ttinet collected
ID card application forms will be retained at thdfice for a
specified period in accordance with the RetentidnRecords
Manual before disposed of as classified waste'ell.

4.46 The process of data verification and retenteguirement were
also clearly defined in the Manual Proceduréee Commissioner

was generally satisfied that ImmD had sufficiendgdressed
DPP2in its guidelines and procedures.

DPP3 — Use of Personal Data

4.47 DPP3provides in essence that unless the prescribeseodof the
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data subject is obtained, his or her personal slaédl not be used
(including transfer and disclosure) for purposeleptthan the
original purpose of collection or a directly reldjgurpose.

Allowable Use

4.48

4.49

4.50

Under section 9(a) of the ROP Ordinance, e of Smart ID
Card Data by ImmD staff is restricted. The secttaies that:

“particulars furnished to a registration officer uerd this
Ordinance may be used for and only for the purpose
enabling the Commissioner to issue identity candd & keep
records on such particulars;

Any person who uses the Smart ID Card Dat&owit lawful
authority or reasonable excuse shall be guiltynobffence.

Moreover, ImmD should not use the Smart IDdCBata for
purposes other than those mentioned in its StateofeRurpose
unless with the prescribed consent of the dataestjaccording
to DPP3 All these restrictions are also required to beesved by
ImmD’s contractors or vendors who need to handlear$i Card
Data when providing their services to ImmbD.

General Comments

451

4.52

To ensure compliance with the legal requiregmeimmD issued
different Immigration Department Notice$*IDN”), IDC and
memoranda to raise its staff's awareness in phaggé@mart 1D
Card Data from unauthorized use. For examples, hON262/97
“Personal Data (Privacy) Ordinante IDC no. 44/96
“Compliance with Personal Data (Privacy) OrdinaihctdC no.
7/97 “Guidance Note on Compliance with Personal Data\&ey)
Ordinancé and an internal memaDisclosure of ROP Particulars
under Section 11 of ROP Ordinaficerere all related to the
protection of personal data.

Under section 11 of the ROP Ordinance, witle thritten
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4.53

4.54

permission of the Chief Secretary for AdministratiommD may
disclose the collected personal data. As deleghyethe Chief
Secretary for Administration, Secretary for Segunias authorized
the disclosure of Smart ID Card Data to governnampartments/
statutory bodies/ organizations/ foreign governmenta standing
approval. In other words, such disclosure is lawfiaccordance
with ROP Ordinance. ImmD has also addressed sisclodure in
its Statement of Purpose thdhé personal data furnished in the
application will be used by Immigration Departmentto exercise
the powers and carry out the duties under the Redien of
Persons Ordinance (Chapter 177) and its subsidRRegulations
including disclosure of information as permittedvimiting by the
Chief Secretary for Administration by virtue of &c 11 of the
Registration of Persons Ordinarice Regarding other parties that
are not within the approved list of government dapants or
statutory bodies, ImmD requires its staff“Biudy the case and
examine whether it is exempted from the provismhn®ersonal
Data (Privacy) Ordinance [PD(P)O]”and “Seek legal advice
where necessaryaccording to the Manual Procedures.

On the computer system level, the Team hadnieea the
“Response to Tender for the Design, Supply, Impletem,
Commissioning and Maintenance of and the ProvieibrOther
Related Services for the Smart Identity Card Syg&WARTICS)
for the Immigration Departmehta technical proposal from the
SMARTICS service provider in response to the teredercise of
the system. It was found that ImmD had stipulatée
confidentiality requirement in the tender documemnirotect all
information, including personal data that the sszviprovider
might come into contact as part of the project.

ImmD had properly informed the applicants dbie possible
transfer of their personal data in its StatemerRwipose. Besides,
ImmD had brought to its staff’s attention the legaduirements
governing the use of Smart ID Card Data throughagaety of
internal circulars. Moreover, ImmD imposed on thed party
service providers (including their sub-contractaitsd obligation
of protecting Smart ID Card Data from unauthorizese and
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disclosure through contractual means. In this nekgdhe
Commissioner found that ImmD had taken practicapstto
prevent contravention dDPP3 by ImmD staff, the SMARTICS
third party service providers and their employees.

DPP4 — Security of Personal Data

4.55

4.56

4.57

4.58

4.59

DPP4 stipulates that all practicable steps shall benato ensure
that personal data (including data in a form inakh&ccess to or
processing of the data is not practicable) heldalata user are
protected against unauthorized or accidental acqaegessing,
erasure or other use.

DPP4 further stipulates to the effect that the levelpobtection
measures should be proportionate to the kind & datl the harm
that could result on unauthorized access, proogsemsure or use.

Most of the Smart ID Card Data are unique l{sa fingerprint)
and unchangeable (or are impractical to changd) ascidentity
card number) for an individual. Coupled with thetf¢hat ImmD

hold such data for the entire population of Hongn#oany

mishandling or unauthorized access will have grawesequence
and implication including, but are not limited tdentity theft.

It was against this potentially damaging backgd that much of
the assessment efforts had been spent aroundDiRR4 to

examine the security measures of the informatiatesy that held
the Smart ID Card Data. Inevitably during the ceurs the
examination of the security measures of an infolonasystem,
the Team had to rely on, but not exclusively, pgptes and
techniques already developed in the area of ITrggcu

The paragraphs to follow describe the priesphnd techniques

being used by the Team during the course of theyBleview in
the area oDPP4for SMARTICS.
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Personal Data Security Domains

4.60

4.61

When examining personal data security docustient the
expectation is that the three specific personala dsécurity
domains are to be addressed. The three specifeomar data
security domains are:

+ Confidentiality
+ Integrity
+ Accountability °

Confidentiality protects against the risk of unauthorized
disclosure of Smart ID Card Data. Confidentialigntrols may
include, but are not limited to the following issue

4.61.1 Physical Access Control

Physical access means access to personal data that
physical forms (such as Smart ID Card application
forms, reports, or ImmD office area where Smart ID
Card Data are kept). In the case of electronic,data
means access to computers, servers or networks that
process/hold the Smart ID Card Data. Physical acces
control is the most basic control to deny unauttedti
access to personal data. Whatever form the da#, exi
access control is about ensuring access is onexd*tee
know” basis (otherwise also known as “least-priydd
access” principle). Controls in this area need & b
formal, documented and reviewed regularly.

4.61.2 Logical Access Control
Logical access control is a more abstract concagt a

applies primarily to electronic data. It concerns
“logical” controls/issues such as whether access to

® CIA (confidentiality, Integrity and AvailabilityJs a commonly accepted notion in IT security.
However, in the context of personal data securihe emphasis is slightly shifted with
Accountability (as opposed to Availability) takireg more prominent place as a major security

domain.
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information system is authorized formally, whetlzer
account is created in the information system tovalfior
access. Furthermore, what other controls (read-only
access, ability to alter data, which part of thelsldata

set can be read/altered, restriction on time-of-@agess,
restriction on location of access, mandatory passwo
complexity requirement, periodic password expiry
forcing change of passwords, “back-door” system
access, etc.) are in place to ensure access isdpdv
and reviewed based on the same “least-privileged
access” principle mentioned before.

4.61.3 Control Measures on ‘Non-Production’ Systems

Smart ID Card Data do not necessary exist onhyhen t
information systems where a range of access cantrol
can be applied. Where applicable, the same data, or
portion of the same data, may exist in other “skddo
systems that the same controls may not apply or be
applicable. Examples of this include backup tapes,
removable processing or storage media,
decommissioned systems, development or testing
environments. It may not be possible to apply tme
level of control over these systems/media so simila
controls may have to be developed to meet specific
needs.

4.61.4 Encryption

Encryption is often considered as another line of
defence in the event that access control to Sniart |
Card Data is compromised. If data are encryptednto
unreadable manner and cannot be decrypted without
specific knowledge, it protects the data even wihés
fallen victim of unauthorized access. In additian t
whether encryption is necessary in a given case and
what encryption algorithrhis in use, another major

" The complexity of the mathematical equation tagfarm the data.
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consideration on the use of encryption is the
management and safekeeping of the encryptiorf.key
Given the sensitivity of Smart ID Card Data and féoet
that the data covers the entire population, itighlly
desirable that encryption is used to protect thar$hd
Card Data where appropriate.

4.62 Integrity refers to the risk of unauthorized alteration aigst 1D
Card Data. Integrity controls may include, but acg limited to
the following issues:

4.62.1 Access Control

The same principle of “least-privileged access” i
previously under Physical and Logical Access Cdntro
also applies here, with the shift in emphasis oa th
controls and risks associated with not only accbss,
also the ability to alter Smart ID Card Data.

4.62.2 Segregation of Environments

In a complex system such as SMARTICS, care should
be taken to ensure that the production system al&ta
not wrongly altered when it is mistaken as theirigsor
development environment. Furthermore, the
recovery/resumption procedure needs to take care of
situation where the backup data are updated during
disaster and need to be synchronized back to the
production. The segregation and independent candrfol
these various environments are therefore important
ensure the accuracy of data.

4.62.3 Data Availability

Within the context of privacy protection and thes uf
information system, data availability can be coessd

8 Encryption key is the specific knowledge, usuafiythe form of a string of characters or codes,
with which decryption can be performed to converdrgpted information to its original form.
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4.63

as part of the integrity control as the loss ortiphloss

of the information system may lead to inaccurat@a.da
Given the heavy use of information technology in
SMARTICS, the business resumption plan/strategy
needs to be formalized and promulgated to all edlat
stakeholders to cater for events of system failore
disaster. Finally, rehearsals need to be performeed
ensure such plan works and data accuracy is maadai
at all time.

Accountability ensures that all the access and/or alteratiomt@ d
is traceable to a single user or process in ordeedtablish
responsibility. Controls in accountability may indk, but are not
limited to the following areas:

4.63.1

4.63.2

Audit Trails

Given the sensitivity of the Smart ID Card Datacess
logging in the form of audit trails is expectedpst of

the controls. Audit trails ensure traceability and
accountability as to what time/date someone has
accessed which piece of Smart ID Card Data, and can
also be used to detect unauthorized access. Howeve
access logging would only be effective if the logs
contain sufficient details, are reviewed and aaipdn
regularly.

Shared Access

If access to an information system is shared byoap

of users, the accountability will be lost. Shariaf
accounts may be due to technical reasons (if the
information system only allow one specific accotmt

be created/used) or human issue (an account holder
deliberately shares his/her own dedicated/personal
account). Procedures or processes, either techarcal
administrative, need to be in place to re-establish
accountability or to prevent sharing of accountthiese

37



Chapter 4 — Policy Review

4.63.3

cases.
Third Party Service Providers

The development and maintenance of SMARTICS
involve the provision of service by third party \see
providers so measures must be taken to ensuréeall t
controls put in place are all applicable to, arel laging
followed by, the third party providers. This maydene
via contractual and procedural means.

General Comments

4.64

4.65

4.66

The Information Technology Security Polickor ImmD (“IT
Security Policy’) addressed security considerations in the
following nine areas:

SR R T T R S S

Organization

General Policy and Basic Guidelines
Physical Security

Access Control Security

Data Security

Application Security

Network and Communication Security
Security Incident Management
Security Risk Assessment and Auditing

Thelnformation Technology Security Guidelines for Imr{fDr
Security Guidelines) elaborated on the overall responsibilities
and procedures to ensure the confidentiality, miyggand
availability of information systems and computetadia ImmD.

As mentioned previously, it was not the Teaexpectation to be
able to compare like-with-like the ImmD documerdas against
the security domains outlined earlier in this cleaptt was
acknowledged, for example, the nine areas undefTtt&ecurity
Policy covered similar areas the personal datarggadomains
tried to address.
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4.67

4.68

4.69

4.70

Specific

4.71

4.72

ImmD drafted the IT Security Policy based be Baseline IT
Security Policy of Office of the Government Chigffdrmation
Officer (“OGCIO”). Policies, guidelines and procedures
examined have all been issued to ensure staff'pbante with
the privacy related legislations and regulationemviperforming
their duties.

ImmD issued many internal circulars, memoraadd e-memos
for staff on a regular basis reminding them to emgfersonal data
security. For example, all service grade staff wexguired to
confirm with their signatures that they had read anderstood the
privacy related internal circulars and memoranda.

ImmD also disseminated other security relatgdulars and
memoranda to staff by circulation of hard copied pasting them
on ImmD’s Intranet portal.

Based on the documentations provided by Immbe
Commissioner was generally satisfied that no maeue was
found (with two areas which require further enhanest) with
regard to the completeness of the documentatiomsvering the
three personal data security domainSenfidentiality , Integrity
andAccountability .

Finding with Potential Impact

The Commissioner, however, found an areaendticumentation
where further enhancement is required. The follgwiimding is
considered as having potential impact and shoulcad=orded
priority.

Audit Tralils

The fourth PIA of SMARTICS report recommendaimD to
provide additional training and support to streegthstaff’s
awareness in personal data protection with respediow to
review the audit trail reports of SMARTICS effedly and
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4.73

4.74

consistently. In response to the PIAs recommepdatimmD
agreed td‘provide further guidance on the review of audigf
guidelines have been issued to section heads icexdfin charge
of the user sections/ offices in May 2004.”

However, ImmD could not provide the specificdglines referred.
Instead, the Team was advised that the guidancepveasded in
the SMARTICS Security Guidelines, in which paradraj4.10
stated:“Section Heads and Oi/c should conduct checks an th
system security audit reports including the Userniigement
Transaction Summary and Authentication Failure Samym.
They should investigate any invalid log-on evertected, seek
explanation from concerned officer and take appiater action”.
Although sample templates were shown, the Commmssiovas
not satisfied that this had achieved the same tbgeof having a
dedicated guideline on how to review audit traifteaively and
consistently.

Response from ImmD Guidelines on checking audit trail reports
are available in SMARTICS Security Guidelines adMARTICS
Manual Procedures, Volume | Chapter 11.11, Volum€Hapter
4.1 and Volume Il Chapter 7.1. With these guidetin the
mechanism of conducting checks on audit trails been running
effectively over the years. Taking into considematiof the
Commissioner's finding, more specific and consisgandelines
will be provided to section heads or officers-iragde of user
sections/offices to facilitate a more effective dkirg of audit logs
for identifying irregularities. Training and awaess programs
will also be arranged as required.
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Objective of the Recommendation 4

To ensure the effectiveness of audit log reviews with regard to identifying

inappropriate rights of access and unauthorized access.

RECOMMENDATION 4
1. To provide specific, effective and consistent guidelines to reviewers so that they
can routinely and consistently conduct effective checks for identifying
inappropriate access rights and unauthorized access.
2. To conduct training and awareness programmes to ensure that all audit log
reviewers are familiar with the procedures on how to conduct the necessary

effective checks.

Specific Finding that Needs Improvement/Review

4.75 The specific finding in this section may natse an immediate
impact when compared with the one listed above.ebeless,
this finding does have implication to the secuafysmart ID Card
Data and therefore should be addressed.

Logical Access Control

4.76 System documentation is important and an agaon should
develop and implement a policy to ensure that theuchents are
kept up-to-date and consistent with each other lattimes.
However, the Team noted that there was inconsigtemcthe
standards of password management between the bfeliera
Security Policy and the specific SMARTICS Secuftyidelines.

4.77 Paragraph 8.6.6 of the IT Security Policy estatUsers shall
change their passwords at least once every threatimsoor
whenever deemed necessarwhereas paragraph 14.6 of the
SMARTICS Security Guidelines did not follow this meo
authoritative policy and stated a lesser requirdroéfiPasswords
for SMARTICS users are valid for six moriths
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4.78 Response from ImmD Taking into consideration of the
Commissioner's finding, the relevant SMARTICS Ségur
Guidelines will be amended to be in line with thie $ecurity
Policy that “Users shall change their passwordsast once every
three months or whenever deemed necessary.” Fachiiege in
SMARTICS to oblige users to change their passwexkasy three
months, it would take some time to implement thendfe.

Objective of the Recommendation 5

To ensure that consistent password expiry/change requirements are aligned with

departmental and system policies/guidelines.

RECOMMENDATION 5
1. To review and determine the correct password expiry/change policy and amend
the appropriate documents to reflect the agreed period of forced password
change.
2. To conduct awareness programmes to ensure all SMARTICS users are familiar

with the requirements.

DPP5 — Information to be Generally Available

4.79 DPP5 provides that all practicable steps shall be takeansure
that a person can ascertain a data user’s polgidspractices in
relation to personal data, be informed of the lohgersonal data
held by a data user, and be informed of the mampgaes for
which personal data held by a data user are dodre used.

Communication to Data Subject

4.80 The ImmD is expected to make readily availatldehe policies,
guidelines and procedures in relation to its calbeg holding and
use of personal data. One way to meet this reaent is to draw
up statements of these matters to be provided ghretficient and
effective channels.
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General Comments

4.81

4.82

4.83

The Team observed that ImmD stated in a Satewf Privacy
Policy and Practices Privacy Policy”) booklet its privacy policy
and categories of personal data held such as treaards,
application and registration records, crime ingzgion,
prosecution records and other records related dcofferation of
ImmD. Also, the Privacy Policy contained ImmD’srgenal data
collection purposes and practices adopted to ensomapliance
with the Ordinance. The Commissioner was satistieat the
Privacy Policy had generally covered the requirésments of
DPP5.

Furthermore, to comply with the transparencygple under
DPP5, ImmD provided its data protection related $DIDNs and
memoranda to all staff by posting them on its Imétaportal.
Besides, hard copies of the circulars and memos wieculated to
the staff. AlthouglDPP5is about the transparency of policies and
practices to data subjects, the familiarisationlramD staff to
these policies and practices would help them conncaten more
effectively these polices and practices to datgesikh

ImmD was found to have taken reasonably maoke steps to
ensure that its privacy policies were readily aaig to all staff
members. No non-compliance by ImmD in respedDBP5 was

revealed in the Policy Review.

DPP6 — Access to Personal Data

4.84

DPPG6 stipulates that data subjects should be able ¢éocese their
rights to access their personal data held by a uksta at a fee, if
any, that is not excessive and to make correcfinadessary.

Data Access Requests and Data Correction Requests

4.85

Under the Ordinance, every individual hasrbht to request a
data user, e.g. a government department or a comfmoonfirm
whether it holds his or her personal data and qoiest a copy of
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4.86

any such data. Such request is called data acegssst (DAR”).
The Ordinance allows the imposition of a fee fomptying with a
DAR but the fee charged shall not be excessivéhdfdata user
concerned has valid grounds to refuse to complip e request,
it should reply to the individual with reasons withhe 40 days
limit. If the data user concerned is unable to clympith the
request within the prescribed period, e.g. dueatia theing stored
overseas, it should inform the individual of theiation within the
same 40 days period and comply with the requessoas as
practicable thereafter.

If the personal data provided in response@#R are inaccurate,
the data subject can request for correction oféhevant personal
data by making a data correction requeddGR”) under the
Ordinance. Similar to DAR, the party receiving a ®&hall also
respond within 40 days. If the request is completth, the party
should provide the data subject with a copy ofdbeected data.
If not, the party should inform the data subjectywthis has not
been done.

General Comments

4.87

In relation to the DAR fee, ImmD issued areinal circular IDC
no. 28/97 tmposition of Fees for Complying with Data Access
Requestsand an internal accounting procedures for collection of
charges related to Section 28 of the Personal D@avacy)
Ordinancé. The documents provided detailed guidelines for
charging DAR fee.

Specific Finding that Needs Improvement/Review

4.88

Among ImmD’s internal circulars and guidelineswever, ImmD
only provided general guidelines to staff in DARdaBCR by
issuing the IDC no. 7/97Guidance Notes on Compliance with the
Personal Data (Privacy) Ordinant@nd the ISSO. For instance,
ISSO states that:
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“Data access requests (section 18 to 21)

(a) Section 18 to 21 of the Ordinance provide wtaty
requirements for data access request; compliandb data
access request; circumstances in which data usdar shmay
refuse to comply with data access request; andication of
refusal to comply with data access request. Inipaldr, the
40-day time limit specified in section 19(1) shob& strictly
adhered to.

Data correction requests (section 22 to 25)

(b) Section 22 to 25 of the Ordinance provide wtaty
requirements for data correction request; complianwith
data correction request; circumstances in whichadaser
shall or may refuse to comply with data correcti@guest;
and notification of refusal to comply with data @mtion
request, etc

Loqg book for refusals of data access and correctequests

(section 27)

(d) Section 27 of the Ordinance requires a datr tig keep a
log book to record all refusals of data access andection
requests and the particulars of the reasons for rifeisals.
All sections must keep and maintain such a log ook

4.89 The Commissioner found that existing guidalingd handling
DAR and DCR are too general.

4.90 Taking note of the Commissioner’s observationsnmD
subsequently issued an e-Memo on 17 May 2010 witrtem
detailed guidelines and procedures for handling Deéxitl DCR
(“the New Guidelines and Procedures). The New Guidelines
and Procedures have been issued and distributedivision /
section heads and officers in charge.
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Objective of the Recommendation 6

To ensure that the staff members who are charged with the responsibility of
handling data access requests (DAR) and data correction requests (DCR) are familiar

with the New Guidelines and Procedures for handling DAR and DCR.

RECOMMENDATION 6
To conduct awareness programmes to ensure that all staff members responsible for

handling DAR and DCR are familiar with such guidelines.
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Workflow Review

Workflow Review

5.1

5.2

5.3

The objective of the Workflow Review is to exaemand assess
whether all the formal policies, guidelines and gadures
examined under the previous chapter are beingwellb One key
criterion was to look for sufficient evidence, eithfrom
documents or actual practice to assess the leegdrdbrmity.

Unlike the Policy Review, the Workflow Reviewvblves more
dynamic interactions with many internal stakehadd&rhe Team
acknowledges that it is not possible for detaileacpdures to be
written for every single step of a workflow and drdgction
between stakeholders. As such, the Team must ererci
judgements on the compliance level of stakeholdstalkiours
against policies and guidelines that are oftenrabisin nature.

The Team conducted the Workflow Review mainly three
channels: (i) observations and interviews, (ii) ocoumes
examination, and (iii) questionnaires and surveys.

Evidence Examined

5.4

5.5

5.6

During the Workflow Review, the Team conductdzservations
and walk-throughs in 19 ImmD offices and controing® between
24 September and 15 October 2089gendix 111).

ImmD facilities being examined included pubhaiting areas at
ROP Offices, service booths, processing areas,titgenard
production facilities, record storage and recordstetion
facilities, self service kiosks, SMARTICS terminald server
rooms and data backup facilities.

During this examination period, the Team obserthe full cycle
of identity card application from the interviewinf the applicants,
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to the issuing of the identity cards. Where neagssand

applicable, the Team also examined relevant recdods and
reports to ascertain the level of compliance whih tequirements
of the Ordinance.

5.7 A survey was conducted face-to-face with 333a$nD Card
applicants between 12 and 18 August 208ppendix 1V). The
survey aimed to assess from the applicants’ petispewhether
the data protection measures taken by ImmD in #oeding of
Smart ID Card Data by staff in daily work were etfee. 300
guestionnairesAppendix V) were also handed out to ImmD staff
on 4 November 2009. The questionnaires were designe
examine the level of understanding and compliaric@ensonal
data protection from the perspective of the Immé&ifsiAll except
three questionnaires were properly completed makingy total
number of staff who had supplied valid answers3a@. Zr'he 300
questionnaires represented 27% of a populationbolital,101
ImmD staff who were responsible for handling Smi&rtCard
Data in the 16 selected offiCest the material time.

Governance

5.8 The importance and the scope of Governance piovacy
protection were described in the previous chapbering the
Workflow Review, the Team looked at the actual iempéntation
of various controls under the category of Govereatocsee if the
stated policies, guidelines and procedures had ethdbeen
followed, and whether such compliance had beereatftl in
actions, behaviours and records.

General Comments

5.9 The following points are the general commehés@ommissioner
wishes to make on the various controls ur@evernance.Details
of the findings which point to possible improvenseate listed in
the sections “Specific Findings” to follow.

® Questionnaire exercise excluded disaster recaarire and resilience centre from the visited
offices.
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5.9.1 Structured Management Control— The Commissioner
found that the roles and responsibilities of allnib
staff were defined and known.

5.9.2 Privacy by Design— ImmD appeared to have followed
up all items recommended in the PIAs save as @me it
as listed in Chapter 4 as Recommendation 4.

5.9.3 Documentation — The relevant policies, guidelines and
procedures are generally available and disseminated
all immediate and related stakeholders regularly.

594 Data Classification — Currently the data classification
of information stored in SMARTICS should be more
specific.

595 Assessment/Audit-= The Commissioner found room for
improvement on timely reporting of privacy compkan
self-assessment exercise.

5.9.6 Data Breach Management— It was reported that no
data breach incident of SMARTICS had ever been
reported in ImmD since its launch so the Commission
could not comment on the compliance in this area.

5.9.7 Training and Awareness — Given the length of time
SMARTICS has been introduced, the frequency and
scope of training could be enhanced to raise pyivac
awareness.

Specific Findings with Potential Impacts
5.10 Specific findings with potential impacts astdd in the sections to

follow. Given these issues are related to Govemaiicis the
Commissioner’s belief that they should be accomiaatity.
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5.11

5.12

Data Classification

This is a related finding based on the PoReview that more
detailed guideline on data classification of Sm&tCard Data
should be provided by ImmD. While the Commissioneted that
the majority, being 201 (68%) of the surveyed stedire able to
answer that the correct classification of SmartQérd Data was
either “restricted” or “confidential’, given the dh degree of
sensitivity of the data, ImmD should strive to het enhance their
awareness.

Response from ImmD Taking into the consideration of the
Commissioner’s finding, the SMARTICS Security Guides will
be revised to provide more detailed classificabbmformation in
SMARTICS and the relevant handling procedures.oAlgsining
and briefing will be delivered to SMARTICS users fuarther
increase their awareness on classification of Shai€ard Data
and their protection requirements.

The issue of data classification was identified previously under Policy Review
(Chapter 4). The finding here in the Workflow Review only reinforces this previous
finding. The objective and recommendation of this specific finding repeat

Recommendation 1.

Training and Awareness

5.13 A survey was conducted to ascertain the lefdbrmal training

provided to staff. In the returned staff surveg0Irespondents
(40%) said that they had never attended any priyaoyection
training.

5.14 The survey also indicated that 213 respond&ges) had failed to

show an understanding of the DPPs of the Ordinaneescenario
question. Of the 213 respondents, 153 of them leaded in
ImmD for eight years or above.
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5.15

5.16

5.17

5.18

134 respondents (45%) said they had not rikad the following
major policy and guidelines, which were requiredéoread by all
staff :
* Information Technology Security Policy for
Immigration Department
* Information Technology Security Guidelines for
Smart Identity Card System
e Immigration Department Circular No. 9/2008 -
Compliance with Data Protection Principle 4 of
Personal Data (Privacy) Ordinance
* Immigration Department Circular No. 2/2009 -
Security in the Handling of Classified Documents

Section heads and officers-in-charge are alibte access audit
trail reports generated by SMARTICS. According dARTICS
Security Guidelines, they are required to store riq@orts in a
lockable cabinet when not in use. The reports Ishbe disposed
of after being kept for six months.

The Team acknowledges the enormous task éfrtm® to update
its staff on all the personal data protection measuand
recognizes the achievements so far. However, tiseséill room
for improvement on the training provided to ImmDafktto
enhance their awareness level to security/privacteption.

Response from ImmD

5.18.1  The high percentage of untrained officersy nie
attributed to their misconception that “training’outd
only mean lecturing inside a classroom while other
teaching methods are not considered by them asrigai

5.18.2  Since October 1995, ImmD had provided pexisdata
protection training programmes for immigration seev
staff. Such training programmes were also incafsa
into all induction courses for new recruits. The
Immigration Service Institute of Training and
Development of ImmD has organized a total of 96 in-
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service courses on personal data protection wkbB2,
officers, and 2,539 officers having received such
training in the induction training.

5.18.3  On-the-job training by means of workshopcidation
of guidelines / instructions, briefing and shariwgh
experienced officers, was also provided to staff.

5.18.4  Since 2003, the Records of Data Managemeciid®
of ImmD has been making arrangements for ImmD staff
to attend the “Seminar on Introduction to the Peaso
Data (Privacy) Ordinance” organized by the PCPD.

5.18.5  Training materials are readily availabletfo staff who
should be well aware of the prevailing policies and
guidelines on privacy protection. Information on
privacy protection is available on Intranet Portaf
staff's reference. Memos / Circulars are issued
periodically to inform and remind staff of matters
relating to the handling of personal data under the
Ordinance.

5.18.6  ImmD will consider organising more in-houssning,
lectures and seminars for the staff.

5.18.7 Respondents who answered that they hadeadt the
specified policy and guidelines might have beersedu
by the lapse of the staff's memory on the titlestto#
related notices / guidelines.
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Objective of the Recommendation 7

To ensure that training and awareness programmes contain sufficient depth on

personal data protection, and that these programmes are effectively delivered.

RECOMMENDATION 7
To consider and review the current arrangement of staff-training so that more staff

can participate and the training program may become more effective.

Assessment/Audit

5.19 It is the Government’s policy that securityliési should be carried
out periodically to monitor the compliance of seturisk. At
ImmD, three IT Security Audits were conducted biatip in 2005,
2007 and 2009 by OGCIO and other IT consultaneydir

5.20 ImmD has in place policy and practice to cayuy reviews on
daily operational procedures for the purpose ofectetg
irregularities, e.g. by examining spot check regstand audit trail
reports. Section heads or officers-in-charge atega¢ed with the
authority to perform the review. Spot check systhas been
adopted by ImmD to ensure that all requests fowipian of
Smart ID Card Data are handled in accordance with t
established policies and procedures.

5.21 Two privacy compliance self-assessment exesaigere conducted
in November 2005 and December 2008 respectively.eXercises
were conducted in accordance with the Privacy Assest
Checklists, which were developed to fit the operal processes
of respective SMARTICS units, and served as a toointernal
audit. Guide for Privacy Compliance Self-assessniexgrcise
was issued for the first exercise to facilitate-gilbsion heads to
perform the audit.

5.22 The results and findings of the exercises wWere@arded to the
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5.23

5.24

Principal Immigration Office (Records and Data Ma@ent) for

comments. As communication issue among departnagrtsinits

was revealed in the first self-assessment exerersaD increased
its efforts to raise awareness and executing measiar address
the issue. The checklists were revised and coratelidagain for
the second exercise.

Nevertheless, the Team noted that considetadewas spent on
the compilation and communication of the final neépowhich

probably affected the timing and effectiveness had follow-up

actions. The Team was told that the report of st €xercise was
distributed to respective division heads in Decen#@96 and the
report of the second exercise was still being pexpan January
2010 for dissemination to respective division heaasl user
sections. Through further enquiries, the Team wstded that
interim feedbacks of the second exercise were geavito user
sections in July 2009 which is an improvement frime first

exercise in terms of the speed of providing feekbac

Response from ImmD There was no delay in the release of the
self-assessment results as well as the timing &edtieeness of
the follow-up actions. Two Privacy Compliance Sedsessment
Exercises were coordinated by ROP Division of ImniD
November 2005 and December 2008 respectively, wseched as
internal audits on the privacy compliance measafesdl Smart 1D
Card Data users of ImmD. Moreover:-

5.24.1  For the 1st Exercise, a total of 154 setBrofacy Self-
assessment Checklists were compiled by respective
Smart ID card data users and consolidated by the RO
Support Section in January 2006. For any case of
irregularities observed during the exercise by uker
sections, immediate action would be taken to addres
the situations promptly with details duly reporiadhe
checklists. The completed checklists, after codstibn
of findings and analysis, were then forwarded to an
independent advisor / auditor on privacy mattershef
Department i.e. Principal Immigration Officer (Red®
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5.24.2

and Data Management)HRIO(RM)”) for examination

in May 2006. PIO(RM) gave his observations to the
ROP Support Section in June 2006 after a thorough
study on the self-assessment results. While it was
viewed that the exercise was conducted properlyadind
sections concerned had generally fulfiled the
requirements as stipulated under the 6 DPPs, PIQ(RM
also offered his views for improvement of the eisc
and rectification of other discrepancies identifiadhe
self-assessment checklists. The assessment resthits
the observations from PIO(RM) were then dissemuhate
to the relevant users in September 2006 for inftiona
and follow-up action accordingly. Upon completioh

all follow-up actions by sections concerned, thpgorée
was then finalized and delivered in November 2086.
such, the final report had indeed embodied all etspef

the exercise from the beginning till the completajrall
actions, and there was no delay caused to thegiamal
effectiveness of the follow-up actions.

For the 2nd Exercise in December 2008, & tft136
sets of Privacy Self-assessment Checklists were
compiled by respective Smart ID card data users and
consolidated by the ROP Support Section in February
2009. Same as the 1st Exercise, immediate actiens w
taken by the user sections in case of any irretjglar
observed during the exercise with details duly regzb

in the checklists. All the completed checklists dahd
consolidated findings and analysis were then fodedr

to PIO(RM) for examination in March 2009. PIO(RM)
delivered his observations in May 2009 after stadyi
the self-assessment results. PIO(RM) also viewed th
2nd Exercise was conducted properly and all sestion
concerned had generally fulfilled the requiremeass
stipulated under the 6 DPPs. The assessment rasalts
PIO(RM)’s observations were then disseminated ko al
users concerned in July 2009 for information and
follow-up action. Upon completion of all follow-up
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actions by sections concerned, the report was
subsequently finalized and delivered in February020
There was no delay caused to the timing and
effectiveness of the follow-up actions as the firegdort

of 2nd Exercise had actually covered all aspeamfr
the beginning of the exercise till the completidnat
actions.

5.24.3  Throughout the process of both exercisesrdbults of
the self-assessment exercises had been dissemioated
all users in a reasonable, effective and timely mean
Any possible irregularities were rectified imme@igt
upon self-evaluation and/or upon receipt of the
comments from the independent auditor i.e. PIO(RM).
The finalized reports merely served as a documentat
to record all the details and course of action nakethe
exercises and no adverse effect / impact whatsoeager
caused to the follow-up actions of the user sestion
throughout the self-assessment exercises.

Objective of the Recommendation 8

To ensure that the results of privacy compliance self-assessment exercises are
compiled and disseminated in a timely manner to maintain effectiveness of the

assessments.

RECOMMENDATION 8
To consider resources and methodology to speed up the documentation process of

reporting results of the privacy compliance self-assessment exercises.

DPP1 — Purpose and Manner of Collection of Person&lata
General Comments

5.25 The Team observed ImmD staff handling appboatof Smart ID
Card at various ROP Offices. Statement of Purptise mmD
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equivalent of the PICS) which explained the coitattpurpose,
classes of transferees and access to personalvwdae,generally
put up in poster form at prominent public areashef offices. In
addition, the Statement of Purpose was printechenowerleaf of
application forms distributed at the offices to wrapplicants’
attention. When applicants were invited for intews, some
Registration Officers would brief them the StatemehPurpose
again. In the survey of Smart ID Cards’ applicab®% of them
responded that ImmD staff had voluntarily explairlee contents
of Statement of Purpose upon collection of persarath for
application.

5.26 In the collection of personal data of Smart@Brd holders for
Express e-Channel for passengers or e-Channel dbicles,
applicants were provided with another StatemenPwipose and
asked to confirm their understanding. Specific eos from the
card holders were requested to transfer card famta @nd
fingerprint to back end server at control pointsat&@nent of
Purpose is also widely communicated with poteradlicants via
posters and leaflets at Control Points. Applicamésnot obliged to
provide personal data if they do not opt in usihg &xpress
services.

5.27 Based on the above observations, non-compliaras generally
not found in ImmD with regard tDPP1L

DPP2 — Accuracy and Duration of Retention of Persal
Data

DPP2(1) - Accuracy of Personal Data
General Comments

5.28 The workflow of processing Smart ID Card’s laggtion was
designed with verification of collected data afeliént stages and
supported with segregation of duties to ensure secbgcking.
First of all, applicants’ personal data were vedfby ACO and IO
respectively at ROP Offices before passing on forenintensive

57



Chapter 5 — Workflow Review

5.29

5.30

5.31

5.32

verification.

To enhance the accuracy of the collected dh&a,Verification
Office was established to perform the function @ficterchecking
applicants’ personal information. Automatic fingenp matching
function was embedded in the SMARTICS process twide
high-score or low-score matching results agains tmage
captured in the previous identity card applicatiohe low-score
ones would be further scrutinized on manual biommerification
including fingerprint, portrait photo and documehyssenior staff.
The Team found that Verification Office would withid
applications from Card Personalization Office skainere be any
doubt on data accuracy. Before the personalizediscavere
dispatched to Originating ROP Offices, there waaligucheck to
ensure accuracy.

When the applicants collected their Smart 1&dS at the ROP
Offices, ImmD staff would conduct a Chip test byuging the

applicants or their guardians to view and confilm Smart ID

Card Data stored on Chip. For those Smart ID Ceaollected by

authorized representative of the applicants, Immiula/ request
the applicants to check the Smart ID Card Dataest@n Chip at
ImmD’s self-service kiosks afterwards.

The Team verified that Senior Immigration Cdfis at respective
offices have conducted random checks. After examgithe spot
check register, it was demonstrated that the recamaied target of
conducting 5% manual checks by senior staff has behieved at
Verification Office for the handling of first-timeapplication
without previous registration records. ImmD has untérily
performed security spot check although it was equired by the
Security Regulations as issued by the Government.

The observation at Airport Control Point comid that Duty
Officers would verify the identity (including finggrints) of
cardholders who reported loss of Smart ID Card tsue
accuracy of personal data prior to the issuancth@ftemporary
document for re-entry.
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5.33

Specific

5.34

5.35

5.36

In general, the Commissioner did not find arajor issue relating
to DPP2(1)in the handling of Smart ID Cards by ImmD staff in
the offices and processes examined, save as ore tarde
discussed in the following sections.

Findings that Need Improvement/Review

CRU handles requests for Smart ID Card Datan frother
government departments. There are an increasingb&urof
requests for ROP Data from the Tobacco Controlo®ftiue to the
increasing number of prosecutions under the SmoKRgplic
Health) Ordinance (Cap. 371). However, the freqyengiquested
field, i.e. “address”, could not be singled outnfraghe scanned
Smart ID Card application form stored in SMARTIGCERU staff
members, therefore, need to print an image of wtHeapplication
form from SMARTICS to obtain this single item frafre printout.

CRU staff members were fully aware that tHeifiormation on

the scanned application form could not be sent toutavoid

disclosure of excessive personal data. They thexef@nually cut
the addresses from the printouts and pasted thémtba reply

letters before sending them to the Tobacco Cortoice. The

existing measure to avoid mismatching of data susjeddresses
iIs to compare the handwritings of the detachedigronvith the

handwriting of the remaining printout by the supsovs before
replies are sent out.

Although the data subjects’ addresses ar@anbtof the Smart 1D
Card Data within the scope of this PCA, the Comiorssr is of
the view that this can still be a potential issA@art from the
possible data accuracy issue in the event of msifgathe wrong
address, the Commissioner is equally concerned tabloe

unnecessary production of an image of the origaggblication

form (the unused classified wastes) when only allspat is

required. Furthermore, the access to the applicéotns was
found in the audit trail as a record of “full acs&sw~vhich has not
reflected the true nature of the access.
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5.37

Response from ImmD In releasing personal data to the requested
departments, all CRU staff members are fully awtéat they
should ensure that the requests are lawful in decme with
section 11 of the ROP Ordinance, Cap.177, and nessxwe data
are disclosed. While all the CRU staff members Goafidential
Assistants who are well versed with the confidemyia
requirements in handling ROP records / persona dalated to
the confidential correspondence with other govemme
departments, the officer-in-charge of CRU i.e. 8edionfidential
Assistant (SCA”) would also conduct a 100% counter-check on
the reply memos/letters prior to sending out. TH@ASwould
countercheck and ensure that (i) the retrieval GPRecords is
proper and appropriate in accordance with the leggirements;
(i) no excessive data is disclosed; (iii) the psown of “address”
Is correct and no mis-pasting occurred; (iv) th@aming portion
of printouts of the form is properly disposed o$ (@nfidential
waste). So far, no inaccurate release of ROP dat faund or
reported by client departments. Besides, given dbeess to
SMARTICS by the Confidential Assistants are govdrbg access
rights and the office of CRU is a confined areahwitgh security
standards i.e. iron bars and strong room doors thre are
sufficient safeguards on the security of recor@ibat said, further
system enhancement will be explored to streamheeautomated
process especially in the retrieval of “addresst &mtomatic-
pasting in the prescribed reply memos/letters te tient
departments. Corresponding audit trial report wallso be
enhanced to reflect the practice for record-keepimg) monitoring
purpose.
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Objective of the recommendation 9

To review and refine the current practice in the CRU so that only relevant

information will be retrieved from SMARTICS.

RECOMMENDATION 9

1. To review the workflow and the needs for the CRU to access various data fields in
SMARTICS with a view to eliminating the need for cutting and pasting
information.

2. To review whether the current practice of printing the original identity card
application form is the best option to meet the requests for provision of identity

card holders’ addresses.

DPP2(2) — Retention of Personal Data
General Comments

5.38 At ROP Offices, the Team noticed that candeBenart ID Cards
were collected and would not be kept longer thazessary. They
were shredded (Picture 2 Appendix VI) as soon as practical or
usually by the next working day.

5.39 The Team was impressed during the visit tdRdeords Provision
Unit (“RPU”) that documents, including audit trail reportsgre
packed and labelled with types and dates in seguencas to
schedule for disposal according to retention pergidilar good
practice also appears to exist in ROP Hong Kongc®fih storing
application forms and in Airport Control Point iredping audit
trail reports.

5.40 Airport Control Point further maintained a bagk to record the

retrieved ROP enquiries and remark whether thecogids were
destroyed in order to ensure those records wouldbeokept
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longer than they should be.

541 The Commissioner found ImmD to have genem@dyplied with
DPP2(2)

DPP3 — Use of Personal Data
General Comments

5.42 Under section 9 of the ROP Ordinance, Smar€#od Data may
only be used for the purpose of enabling the Comioner of
Registration to issue identity cards and to keegonas on such
data. The records may be used for the purposestasraed,
permitted, or required by or under any ordinance.

5.43 Section 11 of the ROP Ordinance stipulatesdtadf of ImmD are
not allowed to disclose the Smart ID Card Data sseith the
written permission of the Chief Secretary for Adrsiration, who
must state the reason for giving such permissiomgeneral, such
power is delegated to the Secretary for Securitp will issue a
standing approval to ImmD on the disclosure of SniarCard
Data.

5.44 Based on the observation of the Team at RRUC&1, staff was
aware of the standing approval from the SecretarySecurity.
Staff of CRU would verify signatures and names @dfuestors
while a SCA would countercheck the Smart ID CardaDa avoid
excessive disclosure prior to sending out the retgaeinformation.
In addition, proper authorisation and segregatibrdwies were
found in place at these two units.

5.45 Under section 58 of the Ordinance, personal dee exempt from
the provision ofDPP3in cases in which the use of the data is for
any of the specified purposes such as the prevewtialetection
of crime and the apprehension, prosecution or tietenof
offenders, etc. and that the applicatiorD&tP3 would be likely to
prejudice the purposes.
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5.46

5.47

5.48

In handling urgent requests from the Hong Ké&uice Force
(“Polic€’), Smart ID Card Data would be transferred to the
designated regional consoles of the Police for@mtie purposes.
ImmD disclosed Smart ID Card Data to the Policentyaihrough
the predefined Secured Document Delivery Systene Fblice
has end-to-end encrypted fax lines installed at RiAd CRU to
facilitate secured electronic communication of 8mart ID Card
Data. This arrangement also exists with the Inddeen
Commission Against Corruption who has similar resjsiefor
Smart ID Card Data. Printouts of the requested SifarCard
Data may also be collected in person by authorinethbers of
the requested parties or sent under the ConfideGuaer for
official dispatch.

SMARTICS Controller confirmed that contractofsSMARTICS
would not be assigned with any SMARTICS account.y An
maintenance of the SMARTICS programmes must goutiiroa
formal change management process. Access to theugiron
SMARTICS were carried out with the escort of Immiafswho
would log on with their own user identity capturn@daudit logs.
The ImmD staff would monitor the whole maintenacbahge
process. There was little opportunity for contraegtdo view,
acquire or change Smart ID Card Data throughoubgszation.

It was found that the use of the Smart ID CBata was in
accordance with its Statement of Purpose and adhtreall
relevant ordinances. The Commissioner did not famy non-
compliance in this aspect.

DPP4 — Security of Personal Data

General Comments

5.49

As discussed in the last Chapteonfidentiality, Integrity and
Accountability are the three personal data security domains that
underpin DPP4. The Workflow Review on the secupitgtection

of the Smart ID Card Data was therefore carriedamaording to
these domains.
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5.50

5.51

The following paragraphs are the general comwsnafter the
Workflow Review on the personal data security dommawas
conducted. Details of the findings which point t@sgible
improvements are listed in the sections “Specifioadhgs” to

follow.

Confidentiality , Integrity andAccountability

5.51.1

5.51.2

5.51.3

Access Control- A high level of physical access control
was observed by the Commissioner with only twoassu
regarding the physical layout of two ROP Officesl an
self-service kiosks. On logical access controlrdhe a
good segregation of duty in the user account hagdli
process. However, the authentication method used by
ImmD staff to return captured Smart ID Cards irf-sel
service kiosks to owners did not appear to have
followed the guidelines. The guidelines requiririge t
access right for staff who are on leave to be teaniy
disabled were not followed. Password policy wastbu

to be inconsistent at departmental and system devel
The role-based access model appears not to have bee
reviewed since the launch of SMARTICS.

Control Measures on ‘Non-Production’ Systems—
There was a discrepancy between the computer-
generated recall report and the actual locatiothode
offsite backup tapes.

Encryption — Although the Government Security
Regulations do not require Smart ID Card Data, twhic
is classified as RESTRICTED, to be encrypted at all
time, it is still highly desirable that encryptiors
deployed where necessary to protect such sensdiitze

It is understood that ImmD was implementing the
desirable encryption requirement of the Security
Regulations 366 (a) on removable media.
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5.51.4 Segregation of Environments— All environments are
segregated and independently controlled. Thereois n
“life/real” personal data stored in testing/devetamt
system.

5.51.5 Data Availability — The Business Resumption Plans
were drawn up and found to be rehearsed regularly.

5.51.6 Audit Trails — More specific guideline on audit trail
checking for irregularities is recommended.

5.51.7 Shared Access- There was no evidence to suggest that
shared access to SMARTICS took place.

5.51.8 Third Party Service Providers — Data protection
clauses are built in contracts. Third party service
provider performance is monitored continuously and
reviewed formally every six months.

Specific Findings with Potentially High Impact

5.52 The order of findings in this Report is basedthe severity of
potential impact. In general, issues that may pathy lead to
personal data being accessible by external pateesonsidered to
have higher impact over issues that may only invainternal
access. Similarly generic or systemic issues hayeeh priority or
take precedence over issues that are relatedrtabes or specific
area.

5.53 The following items are considered as havioigmial impact and
should be accorded priority.

Control Measures on ‘Non-Production’ Systems

5.54 In the event of a disaster such as a fins, [ffossible that all data
maintained at a facility could be destroyed. Imn#dluces this
risk by relocating/storing backup tapes of SmartGbrd Data at
offsite facilities.
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5.55

5.56

5.57

5.58

5.59

During the Workflow Review, the Team obsertlee process of
delivering backup tapes of Smart ID Card Data fremmD
headquarters to an offsite backup office. The bpdapes were
delivered in a locked metal briefcase (Picture 2ppendix VI)
and the keys were kept by two Computer Operatolg) were
responsible for the daily delivery process.

At the offsite backup office, the Team notedttthree backup
tapes, which were supposed to be “recalled” from Ibackup
office to the headquarters for recycle use, cowllbe located in
the backup office. According to a computer-generagport, the
three backup tapes should have been availablesibabkup office.

In response to the Team’s further enquiry, Drliscated the three
backup tapes from a pool of “scratch” tapes in lieadquarters.
ImmD explained that the discrepancy between thertegnd the
actual location of the tapes was caused by a sodteror of the
recall system. ImmD reported that it discovered ffossible issue
in August 2009 and started a monitoring procesastertain the
extents of the issue.

Paragraph 7.4.3 of the IT Security Policyesd&tMovement of
media shall be properly recorded. Periodic invegtaheck shall
be conducted to detect any loss or destructionGiven the
background of this incident and the sensitivitySyhart ID Card
Data, the Commissioner recommends that the movemenht
backup tapes are rigorously monitored and the swoéverror is
fixed as soon as possible.

Response from the ImmD The three backup tapes were
confirmed to be located at the headquarters’ Coengfroom so it
was not a case of missing tapes. The software eppeared to
have repeated the recalling of the same tapes hapes could not
be located in the backup centre when they appdaréee recall
list the second time. The issue was known in Aug089 and was
fixed in December 2009. In the meantime, a standgsguction
had been issued for handling the known discrepaugnario.
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Taking into consideration of the Commissioner'sdifig, the
ImmD confirmed that the software error was fixedl dasted in
December 2009. The movements of backup tapes well b
rigorously monitored and current guidelines andcpdures will
be beefed up where necessary.

Objective of the Recommendation 10

The movements of backup tapes need to be rigorously monitored.

To review the current guidelines and procedures to ensure the movement of

To continue to monitor the accuracy of the recall system to ensure that the same

RECOMMENDATION 10

backup tapes are protected and recorded.

error will not happen again without being undetected.

5.60

5.61

Access Control

In the process of a Smart ID Card applicatibe, applicant is
required to fill in an application form and subntito an ACO at
one of the ROP Offices. The ACO sitting in his/toth will

interview the applicant, collect personal data from applicant
for identity card registration, check the applicantlentity and
capture the applicant’s fingerprint data and fagaftrait. After

that, the applicant will wait for an I0’s assessinaha waiting
area.

During the Workflow Review, the Team visitedef ROP Offices.
At the ROP Hong Kong Office and ROP Fo Tan Offites Team
observed that people sitting in the waiting are® @hle to hear
clearly the conversations between the applicansADO sitting

in their booths. The open design of the booths heaye posed a
potential privacy risk. In fact respondents fromthhstaff and

applicant surveys suggested that ImmD should instaloor at

each booth.
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5.62 Response from ImmD

5.62.1

5.62.2

The personal data required for Hong Kongtitdecard
registration is normally furnished on the applioati
form and supporting documents provided by the
applicants. Throughout the process of identity card
applications at the registration booth of ROP @ffic
staff of ImmD will normally refer to the applicatio
form and supporting documents for capturing theadat
and seldom raise discussion on any sensitive parson
data. The conversation between staff of ImmD ard th
applicants are mainly clarification on the
documents/data required, giving directions for capy
thumbprints and portraits, informing the following
procedures/date of collection etc. For cases innglv
sensitive issues, e.g. change of sex, the apphedirte
invited to a private room for interview/assessment
before the normal registration process at the tegisn
booth.

The existing design of the registration heoat the
ROP Offices has taken into consideration of the
accommodation constraints, transparency of process,
need of supervision, privacy protection as well as
security of the customers and our staff, wheresit i
essential for ImmD to strike a good balance of ¢hes
factors and concerns. Nevertheless, given the stigge

of the Commissioner on the sound insulation of our
booths, the Director of Immigration will consider
improving the design and layout in future, subjecthe
prevailing regulations governing the set-up of
government offices, funding arrangements and
availability of premises etc.
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Objective of the Recommendation 11

To ensure sensitive personal data exchanged in the conversation between an
applicant and the ImmD staff during an identity card application is not overheard

by unrelated parties.

RECOMMENDATION 11
The ImmD to consider improving the sound insulation of the booths in ROP Offices to

ensure that an adequate level of privacy is provided to identity card applicants.

5.63 Self-service kiosks have upright screens lagchcwith filters
limiting the viewing angle of the screens. Thisyoallowed the
users standing in front of the kiosks to view thawn personal
data on the screens. Some ROP Offices had theskkiplaced in
locations that could prevent others in the queoefrviewing the
personal information of the user.

5.64 However, ROP Kowloon Office and ROP Yuen L@rfjce lined
up their kiosks together (Picture 4 iAppendix VI). Such
arrangement might allow the users of the kioskatkack to view
the personal data on the screen of the kiosk atfrihv@. The
positioning of self-service kiosks at ROP Kwun Tdd@fjice was
better to protect data privacy of users (Pictune Appendix VI).

5.65 Response from ImmD All self-service kiosks in the ROP Offices
were installed with screen protector with view anglrotection
(around 45°). The on-screen data could only be etkly the user
standing right in front of the kiosk and it was fdiilt if not
impossible for other unrelated persons to viewda& from other
positions. Owing to the accommodation and layoutst@ints of
ROP-KO and YLO, the two kiosks in these offices ever
positioned in a consecutive way along a single. lilewever, the
on-screen information of the front kiosk could Hgrbe viewed
by the user at the back kiosk as the informatiorevgeotected by
screen protector and also blocked by the body efftont user.
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Nevertheless, taking into account PCPD’s suggestiomD will
consider adjusting the position of the self-senkaesks in future
to prevent any possible viewing by unrelated pesson

Objective of the Recommendation 12

To ensure that sensitive personal data displayed on self-service kiosks cannot be

viewed by unrelated parties.

RECOMMENDATION 12
ImmD shall consider adjusting the position of self-service kiosks in future to prevent

Smart ID Card Data from being viewed by unrelated persons.

5.66 ImmD emphasized access to SMARTICS is onlyntgdh to
authorized officers. The access for SMARTICS iseldagn a role-
based access model meaning each SMARTICS user balgsig
to one of the pre-defined groups (like a job ralegtion) called
User Transaction Group. Once a user belongs to ar Us
Transaction Group, specific access to SMARTICS iantpd
according to that group’s privileges. The mappimjween User
Transaction Group and the access to SMARTICS isimheated in
a spreadsheet called Security Matrix.

5.67 This role-based access model is a commonscoesrol model to
ease the complexity of managing each officer’s ssaadividually.
A simple access model will also help to avoid nketa

5.68 The Team noted that versions of the Securayikobtained from
the ROP Offices and Control Points looked diffeneith different
User Transaction Groups listed. Since there wasvesion
number on the Security Matrix, it was unclear #gh offices were
showing the same version of the Security Matrix.

5.69 As a tool for user access control, clear rejatf the version

number and distribution mechanism of the SecuritgtrM are
important for users to ascertain that they haventbst up-to-date

70



Chapter 5 — Workflow Review

version consistently used and adopted by the aattbofficers.

5.70 Response from ImmD Previous versions of the Security Matrix
was inadvertently retrieved in a rush to the Te&WARTICS
Controller is at all time maintaining the most ufgdhand unique
master Security Matrix.

Objective of the Recommendation 13

A formal versioning and distribution mechanism for the role-based Security Matrix
will help to ensure that all users are referring to the correct version of the Security

Matrix.

RECOMMENDATION 13
To develop a formal versioning and distribution mechanism for the role-based
Security Matrix in order to ensure that the correct version is distributed to and used

by all the relevant parties.

5.71 Access to SMARTICS is controlled by user IDd aorresponding
passwords. Paragraph 9.2 of the IT Security Guidslistates:
“For users who are on leave, the profile of theis&s IDs will be
updated such that during the leave period, thesesusannot have
access to the System. All accounts shall be revafed a
predefined period of inactivity.”. Paragraph 14.4 of the
SMARTICS Security Guidelines also statéSection head and
officer-in-charge should perform user assignment an-
assignment as appropriate”.

5.72 However, the Team learnt that there was noifspénstruction to
specify the duration of leave in handling acceghts of staff on
leave. A staff from the ROP Division informed theam that user
un-assignment would normally be performed for laggannual
leave or study leave. The un-assignment could lbleheid if the
staff was ort‘a short duration of leave, say one to three weeks”
These arrangements, however, were not mentioneinmD’s
policies, guidelines or manuals.
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5.73 Response from ImmD Under the existing design of SMARTICS,
the section head or officer-in-charge could perfégramsaction to
assign or un-assign a user account in accordantk the
guidelines as stipulated in Paragraph 9.2 of theSHcurity
Guidelines. But in practice, most user sectiongnatlly do not un-
assign officers on short leave except those on thgngne.
Nevertheless, there is internal departmental ing8tm i.e. ISSO
9.1 stating that a staff will not return to hisiof/place of duty
where he is not on duty and prior permission ndedse sought
from the section head before he can return to theeaduring the
leave period. Besides, the section head or officeharge could
monitor and identify any irregular logon from redev audit trail
reports. Taking into consideration of the Commissits finding,
ImmD will consider to set out more specific guides on
temporarily disabling access right of staff on keav

Objective of the Recommendation 14

Written departmental procedure of temporarily disabling access by staff members

who are on leave is to be followed.

RECOMMENDATION 14
1. To review the appropriateness of the departmental procedure on access for staff
on leave taking into consideration of the operational need.
2. To impress upon staff members the importance of following the departmental
guidelines on access control for staff who are on leave.
3. To consider the need to issue or enhance procedures to strengthen the

compliance of such guidelines.

Audit Trails
5.74 This is a follow-on finding on the specifimdings under the

Policy Review about the lack of dedicated guidelirier users
who need to carry out audit trail checks.
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5.75 In the absence of detailed guidelines, thenlewas unable to trace
the audit trails of user access and account assigtium-
assignment effectively. The Team found that thatauail reports
were not user-friendly. It was noted that at lehste audit trails
reports, i.e. User Assignment Events Summary, User
assignment Events Summary and User Management abtaons
Summary had to be reviewed simultaneously and mignwéth
ImmD posting orders to check for any irregularity aser access
and account assignment / un-assignment.

5.76 The Commissioner does not believe that gasible in practice to
cross-examine all these bulky printouts regularty detect
irregularity in a consistent manner.

5.77 Response from ImmD Guidelines on checking audit trail reports
are available in SMARTICS Security Guidelines adMARTICS
Manual Procedures, Volume | Chapter 11.11, Volum€Hapter
4.1 and Volume Il Chapter 7.1. With these guidetin the
mechanism of conducting checks on audit trails been running
effectively over the years. However, taking intansideration of
the Commissioner's finding, more specific and csiBsit
guidelines will be provided to section heads orceffs-in-charge
of user sections/offices to facilitate a more diffex checking of
audit logs for identifying irregularities. Trainingnd awareness
programs will also be arranged as required.

This need for having a more dedicated audit trail review guideline on how to
conduct review was identified previously under Policy Review (Chapter 4). The
finding here in the Workflow Review only reinforced the previous finding, that in
the absence of a detailed guideline, it would not be easy for reviewers to identify
inappropriate rights and unauthorised access effectively and consistently. The

objective and recommendation of this specific finding repeat Recommendation 4.

Specific Findings that Need Improvements/Reviews

5.78 The specific findings in this section may pose an immediate
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5.79

5.80

5.81

5.82

impact when compared with those listed above. Nbetsss,
these findings do have implication to the secuafySmart ID
Card Data and therefore should be addressed.

Access Control

ImmD self-service kiosks help individuals dhdbeir personal
data stored in the Chips of their Smart ID Cardsubyg a card
reader installed thereat. However, the kiosks eapture (withheld)
a Smart ID Card and suspend the immigration on-apgdication
if any of the following events occurs: (a) the dateegistration of
the card does not tally with that in the datab@sgthere is a death
indicator in respect of the card; (c) the statusthted card has
become invalid (e.g. invalidated identity card);(d) the limit of
stay of the card holder has expired.

ImmD had written procedures for staff to fallon handling card-
capturing incidents. The Manual Procedures stdias when a
kiosk captures an inserted Smart ID Card, ImmDf ssabuld
retrieve the Smart ID Cards from the kiosk, intewithe card
holder in a meeting room and examine the cardnd 6ut the
cause of the card capturing. Moreover, the staffukh properly
record the incident in a register.

The information of card capturing will be reded in a batch
computer report which will be dispatched to theevaht section
by the SMARTICS Controller on the next working dén receipt
of the computer report, a Senior Immigration Offioéthe section
has to check against the control register to enallréhe cards
captured have been properly handled and accourdedThe

Senior Immigration Officer will sign on the computeeport to

confirm the checking. The Chief Immigration Officef the

respective section is required to conduct spotlkhéx ensure no
irregularities and to enter the result in a spaoiregister.

During the assessment, the Team observed am @apturing

cases at the ROP Fo Tan Office and ROP Kowloonc®ffn
August 2009.
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5.83

5.84

5.85

5.86

At ROP Fo Tan Office, the Team noted thatrambD staff had
appeared not to have made any written record rierviewed the
cardholder to check her identity and the authawtiof the card
when handling the card capturing case. The card suaply

returned to the cardholder after being retrievedifthe kiosk. The
capturing was recorded in the relevant computeortelput there
was no entry in the control register for the whmlenth of August
2009 to record the incident. Besides, the resptmsibecker had
failed to discover the discrepancy between therobnegister and
the computer report.

At ROP Kowloon Office, the Team noted thatimmD staff had
recorded the information of a captured Smart ID dCafter
retrieving it from a kiosk. He returned it to thardholder without
inviting him for an interview to ascertain his idigy» and check
the reason for the card capturing despite the cédeh had
inquired into it.

In both cases, the handling ImmD staff did appear to have
taken any practicable steps to ascertain the igerdf the

cardholders before releasing the captured identatgs to them,
which amounted to a departure from the Manual Riwess.

Response from ImmD

5.86.1  Staff of ROP Offices are well aware of thardal
Procedures and the need to verify the identity haf t
applicants no matter in the processing of apphbcetior
handling of card capturing cases at the self-servic
kiosks.

5.86.2  For the card capturing incident happeneB@P-KO,
internal investigation revealed that the staff who
handled the incident had actually checked the ffacia
appearance of the cardholder against the card and
confirmed that he was the rightful holder. Giveattthe
cardholder was the genuine and rightful holder,stiadf
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5.86.3

5.86.4

returned the card to him after recording the incide a
register without inviting him to an interview room.

For the card-capturing incident occurre8 8D, record
check revealed that the cardholder was a HK-born
permanent identity card holder whose Smart ID card
had never been reported lost or invalidated. Th# st
concerned was unable to recall the incident in viéw
long lapse of time, but confirmed that it was hessmal
practice to conduct a cursory checking of the hddde
facial appearance against the ID card on the spiotré®
returning the card to the cardholder. The staff axaare
that normal verification process should go throtigé
proper procedures by checking the details e.gplioto,
residential status, identity of the cardholder, dhd
authenticity of the questioned ID card etc. Howetles
staff had mistaken that only card capturing castn wi
irregularity would be required for entering intoeth
control register. As the incident on the materiated
bore no irregularity, the staff did not enter suretident

in the control register. Card capturing cases akt n
commonly encountered at ROP Offices. Nevertheless,
taking the incidents, ImmD will strengthen the brigs
and coaching for the staff on the proper protocol i
handling card capturing cases. All staff will benreded

to strictly adhere to the laid down procedures
concerning the operation of the self-service ki@sk
stipulated in the SMARTICS Manual Procedures.
Regular circulation of the relevant Manual Procedur
will be arranged to fortify the staff’s awarenessda
compliance.

Taking into consideration of the Commissitaninding,
ImmD will strengthen the briefings and coaching to
remind the staff to strictly adhere to the laid dow
procedures and the proper protocol in handling $mar
ID Cards captured by the self-service kiosks.
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Objective of the Recommendation 15

To ensure compliance with the established procedures in relation to the returning,

logging and checking of Smart ID Cards captured by self-service kiosks.

RECOMMENDATION 15
1. To increase the ImmD staff’s awareness of the importance of observing the
protocols for handling Smart ID Cards captured by immigration self-service
kiosks.
2. To increase the level of awareness of the senior staff officers of the ImmD the
importance of the reconciliation checks on computer reports and control

registers.

5.87 As mentioned in the Policy Review, paragraph63of the IT
Security Policy states:Users shall change their passwords at
least once every three months or whenever deemessseay”
whereas paragraph 14.6 of the SMARTICS Securityd€lines
does not follow this more authoritative policy astdtes a lesser
requirement of‘Passwords for SMARTICS users are valid for six
months”.

5.88 SMARTICS Controller confirmed that change ew passwords
in SMARTICS is mandatory upon every six months qebri
Besides, user password history is set to one. ifile@ns only one
immediate password cannot be re-used thus an ssiMoad can
be reused after one year.

5.89 Although the SMARTICS Security Guidelines doesot
recommend reuse of recent passwords, recurringfue one in
the second last time is allowed by the systemediity this means
user only need to use and rotate two passwords wisamy
SMARTICS. The use of the same password, or a vieniteld
number of passwords, increases the possibilityassword being
compromised and hence unauthorized access.

5.90 Response from ImmD Taking into consideration of the
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Commissioner's finding (This Recommendation will joently

considered and followed up with Recommendationhs) relevant
SMARTICS Security Guidelines will be amended to ibeline

with the IT Security Policy that “Users shall changheir
passwords at least once every three months or whenkemed
necessary.” For the change in SMARTICS to obligersisto
change their passwords every three months, it wtakd some
time to implement the change.

Objective of the Recommendation 16 (To be read in conjunction with

Recommendation 5)

This recommendation should be read in conjunction with Recommendation 5. It
addresses the same issue discovered during the Policy Review as well as an
additional point revealed during the Workflow Review. It’s objective is to ensure
that the minimum length of time requirement for password changes is uniform at
departmental and system levels. To strengthen the frequency of password changes

and history controls is to ensure that passwords in use do get changed regularly.

RECOMMENDATION 16
1. To align the SMARTICS guideline with the departmental guideline so that
passwords are changed at least once every three months.
2. To consider strengthening the password history control of SMARTICS.
3. To configure SMARTICS to force password change with aligned expiry length of

time and password history requirement, if appropriate.

DPP5 — Information to be Generally Available
General Comments

5.91 During the visits at the frontline ROP Officasd the Control
Points at Lo Wu, Lok Ma Chau and the Airport, tleaimh observed
that ImmD had made available the Statement of Rerpthe
ImmD version of the PICS) for public access.
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5.92

5.93

5.94

5.95

ImmD demonstrated its commitment and openmesgersonal
data privacy protection by publishing the Privaacyli¢y in the
form of a booklet and posters. The Privacy Poling &tatement
of Purpose had been displayed at prominent platébeoROP
Offices and the Control Points (Picture 6Appendix VI). The
booklets would be provided to the public on request

The above-mentioned practice allowed an idd&i to ascertain
ImmD’s policies and practices in relation to pewotata. It also
served the purpose to inform the public about thdskof personal
data being held, and the main purposes for whigsgmal data
held by ImmD are or are to be used.

The Team further observed that ImmD had aabéshed policy
framework for privacy including the policies, guldes, circulars
and memos in relation to personal data protectionmD
disseminated such documents by circulation (staff’'s
acknowledgement was required for specific circumsta where
operation needs deem necessary) and briefing sesstl by
staff’s supervisors. It was demonstrated by an Dywificer that
documents such as Department Circulars could bdilyefound
from the Intranet portal.

The Commissioner was generally satisfied wiié practicable
steps taken by ImmD to make its policies and ptastiavailable
to both public and its staff which is in line withe requirements
of DPP&

DPP6 — Access to Personal Data

General Comments

5.96

ImmD had issued a standing order ISSO requiris staff to
observe the requirements of the Ordinance in hagdlAR and
DCR. In addition, ImmD had designated the Reconid Bata
Management Section to coordinate DAR requests faisse
divisional records. For cases involving cross<lomal records,
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5.97

5.98

5.99

the Registration of Persons Division would assiststipply the
relevant Smart ID Card Data to the applicant thiotige Records
and Data Management Section which played the rdleao
coordinator. For mere request for Smart ID CardaDrelhere only
registration of persons records were involved, rdguest would
be handled by the Registration of Persons Divisidetween 1
July 2005 and 31 May 2009, ImmD received 626 DARelation

to Smart ID Card Data. For compliance with the leggquirement,

all requests received by ImmD were replied witlie 40-day time
limit. During the above-mentioned period, ImmD reed no

DCR in relation to Smart ID Card Data. No non-coiapte cases
were detected during the assessment period.

Furthermore, section 27 of the Ordinance requa data user to
keep a logbook to record all refusals of DAR andRD&nd the
particulars of the reasons for the refusals. To ggnwith the
requirements of the Ordinance, ImmD kept and maiathsuch a
logbook by respective sections. The Team examimed “Log
Book on Refusal for Data Holding/Access/CorrectRequests”
maintained by Records & Data Management SectionLantVu
Control Point. There was no record of refusal ihatren to
DAR/DCR requests on Smart ID Card Data.

Pursuant to section 28 of the Ordinance, a ds¢r may impose a
fee for complying with a DAR. The fee, if any, ioged for
complying with such request shall not be excessivenerally
speaking, the Commissioner opines that the data msg be
allowed to recover the labour costs and actual obymecket
expenses incurred for the location, retrieval aggraduction of
the requested data involved in the process of cgngplwith a
DAR.

The Commissioner was generally satisfied whle degree of
transparency of ImmD on informing the general pulitie rights to
access their personal data, the way of accessiDg\r form, the
way of requesting the correction of personal datd the fee for
complying with DAR (i.e. at the current rate of &r photocopy)
which was explicitly specified in the Privacy Pglic
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6.1

6.2

Conclusion

The SMARTICS launched by ImmD is a significamilestone

achieved by the Government in providing Hong Koegpde with an
electronic smart card which contains personal iflerg for the

purpose of legal identification of an individuataving regard to the
massive amount of sensitive personal data beingdlédnand
processed, the personal data protection measuoggealdby ImmD
to Hong Kong identity card holders have to be oWveay high

standard not only for the reason of compliance Withrequirements
of the Ordinance but also of meeting the legitimgevacy

expectation of the public.

Since the SMARTICS has been in operation fones@ years, it is
appropriate and timely that a comprehensive reaéws operation
be conducted by way of an assessment of its levelbmpliance
with the Ordinance. While PCA is a privacy audiblt which is
usually performed by professional risk managemersudit experts,
the Commissioner accepted the invitation from thevé&enment to
perform the PCA because it is of great public egérnto assess the
privacy compliance level of SMARTICS from the regpor’s
perspective. In this audit, the Commissioner exawchithe personal
data system of SMARTICS through policy and workfloaview.
Overall, the Commissioner found that the ImmD hagprapriate
policies, practices and guidance in place in hagdiand processing
personal data system. There are some functioeakahat require
improvements and rectifications as mentioned in the
recommendations given in this Report which highlitite need for
ImmD :

¢+ to improve its documentation review mechanism s #l
policies and practices shall be clearly documenipdated,
effectively communicated and executed by the staffa

consistent manner;

¢ to provide more frequent and regular on-the-joining to
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the relevant staff to ensure their competence,takaind
integrity in understanding and applying the Ordo®nn
their respective daily work performance; and

¢ to conduct systematic and regular reviews of theoua
operational aspects of the SMARTICS to ensure that
level of compliance is maintained in response te th
changing environment, in particular, the impactugiat by
the rapid advancement in technology, changes inkwor
procedures and personnel, etc.

6.3 The Commissioner wishes to stress the impogtariche need for
organizational data users like ImmD to build andntzan a privacy
governance that incorporates a risk managementoagipr that
covers assessment, audit and breach managemémat SMARTICS
system develops over time.

6.4 The Commissioner has confidence that ImmD shake all
practicable steps to consider carefully and adgtiveiplement the
recommendations made in this Report and will alsmuigate a
Code of Practice for approval by the Commissiomaten section 12
of the Ordinance. Such Code of Practice will semgea practical
guide to facilitate compliance with the OrdinangeltmmD.

6.5 The Commissioner wishes to thank all membertheflmmD who
have provided facilities, information and assistang the Team in
the carrying out of the PCA. The undertaking a§ tRCA and the
publication of this Report shall not prejudice thesrcise of the other
regulatory functions and powers of the Commissionrder the
Ordinance vis-a-vis the ImmD.

%W’Q\W

Roderick B WOO
Privacy Commissioner for Personal Data
30 July 2010
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Glossary

Glossary

Audit Trail
Biometric

Verification

Data Protection
Principles

Data Subject

Data User

Encryption

Need-to-know

Personal Data

Practicable

Audit trail is a kind of record showing who has accessed a
computer system and what operations he or she has
performed during a given period of time.

Biometric verification is any means by which a person can
be uniquely identified by evaluating one or more
distinguishing biological traits such as fingerprints.

The data protection principles in Schedule 1 to the
Personal Data (Privacy) Ordinance.

Data subject, in relation to personal data, means the
individual who is the subject of the data.

Data user, in relation to personal data, means a person
who, either alone or jointly or in common with other
persons, controls the collection, holding, processing or use
of the data.

Encryption refers to algorithmic schemes that encode plain
text into non-readable form or cyphertext, providing
privacy. The receiver of the encrypted text uses a “key” to
decrypt the message, returning it to its original plain text
form.

A method of isolating the information resources based on a
user’s need to have access to that resources in order to
perform their job but no more.

Section 2(1) of the Ordinance defines “personal data” to
mean any data — (a) relating directly or indirectly to a
living individual; (b) from which it is practicable for the
identity of the individual to be directly or indirectly
ascertained; and (c) in a form in which access to or
processing of the data is practicable.

Section 2(1) of the Ordinance defines “practicable” to
mean ‘“reasonably practicable”.
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Glossary

Privacy Impact
Assessment

Segregation Of

Duties

Smart ID Card
Data

The Ordinance

Privacy Impact Assessment is a systematic risk assessment
tool that can be usefully integrated into a decision-making
process in evaluating a proposal in terms of its impact
upon personal data privacy with the objective of avoiding
or minimizing the adverse impact.

Segregation of duties means separating certain areas of
responsibility and duties in an effort to reduce fraud and
unintentional mistakes.

Means the items of information set out in Schedule 1 to the
Registration of Persons Regulations that are personal
data.

Personal Data (Privacy) Ordinance, Cap. 486, Laws of
Hong Kong.
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Appendix I - Personal Data (Privacy) Ordinance

Section 4 - Data protection principles

A data user shall not do an act, or engage in a practice, that contravenes a data
protection principle unless the act or practice, as the case may be, is required or
permitted under this Ordinance.

Schedule 1 - DATA PROTECTION PRINCIPLES

1. Principle 1 — purpose and manner of collection of personal data

(1) Personal data shall not be collected unless-

(a) the data are collected for a lawful purpose directly related to a function or
activity of the data user who is to use the data;

(b) subject to paragraph (c), the collection of the data is necessary for or
directly related to that purpose; and

(c) the data are adequate but not excessive in relation to that purpose.
(2) Personal data shall be collected by means which are-
(a) lawful; and

(b) fair in the circumstances of the case.
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(3) Where the person from whom personal data are or are to be collected is the data
subject, all practicable steps shall be taken to ensure that-

(@) he is explicitly or implicitly informed, on or before collecting the data,
of-

(i) whether it is obligatory or voluntary for him to supply the data; and

(if) where it is obligatory for him to supply the data, the consequences
for him if he fails to supply the data; and

(b) he is explicitly informed-
(i)  on or before collecting the data, of-

(A) the purpose (in general or specific terms) for which the data
are to be used; and

(B) the classes of persons to whom the data may be transferred;
and

(if) on or before first use of the data for the purpose for which they were
collected, of-

(A) his rights to request access to and to request the correction of
the data; and

(B) the name and address of the individual to whom any such
request may be made,

unless to comply with the provisions of this subsection would be likely to
prejudice the purpose for which the data were collected and that purpose is
specified in Part VIII of this Ordinance as a purpose in relation to which
personal data are exempt from the provision of data protection principle 6.
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2. Principle 2 —accuracy and duration of retention of personal data

(1) All practicable steps shall be taken to ensure that-

(a) personal data are accurate having regard to the purpose (including any
directly related purpose) for which the personal data are or are to be used,;

(b) where there are reasonable grounds for believing that personal data are
inaccurate having regard to the purpose (including any directly related
purpose) for which the data are or are to be used-

(i) the data are not used for that purpose unless and until those grounds
cease to be applicable to the data, whether by the rectification of the
data or otherwise; or

(i) the data are erased;
(c) where it is practicable in all the circumstances of the case to know that-

(i) personal data disclosed on or after the appointed day to a third party
are materially inaccurate having regard to the purpose (including any
directly related purpose) for which the data are or are to be used by
the third party; and

(ii) that data were inaccurate at the time of such disclosure, that the third
party-

(A) is informed that the data are inaccurate; and

(B) is provided with such particulars as will enable the third party to
rectify the data having regard to that purpose.

(2) Personal data shall not be kept longer than is necessary for the fulfillment of the
purpose (including any directly related purpose) for which the data are or are to
be used.
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3. Principle 3 - use of personal data

Personal data shall not, without the prescribed consent of the data subject, be used
for any purposes other than-

(@) the purpose for which the data were to be used at the time of the
collection of the data; or

(b) a purpose directly related to the purpose referred to in paragraph (a).

4. Principle 4 — security of personal data

All practicable steps shall be taken to ensure that personal data (including data in a
form in which access to or processing of the data is not practicable) held by a data
user are protected against unauthorized or accidental access, processing, erasure or
other use having particular regard to-

(@) the kind of data and the harm that could result if any of those things
should occur;

(b) the physical location where the data are stored;

(c) any security measures incorporated (whether by automated means or
otherwise) into any equipment in which the data are stored;

(d) any measures taken for ensuring the integrity, prudence and competence
of persons having access to the data; and

(e) any measures taken for ensuring the secure transmission of the data.
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5. Principle 5 - information to be generally available
All practicable steps shall be taken to ensure that a person can-

(@) ascertain a data user’s policies and practices in relation to personal data;
(b) be informed of the kind of personal data held by a data user;

(c) beinformed of the main purposes for which personal data held by a data
user are or are to be used.

6. Principle 6 — access to personal data

A data subject shall be entitled to-

(@) ascertain whether a data user holds personal data of which he is the data
subject;

(b) request access to personal data-
(i)  within a reasonable time;
(if) at a fee, if any, that is not excessive;
(iii) in a reasonable manner; and
(iv) ina form that is intelligible;
(c) be given reasons if a request referred to in paragraph (b) is refused;
(d) object to a refusal referred to in paragraph (c);
(e) request the correction of personal data;
(F) be given reasons if a request referred to in paragraph (e) is refused; and

(g) object to a refusal referred to in paragraph (f).
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Appendix Il — Documents reviewed during Policy

Review

Policies
e Information Technology Security Policy for Immigration Department
(August 2008)
e Statement of Privacy Policy and Practices

Guidelines

e Guidelines and Procedures On Information Security Incident Handling For
Immigration Department (June 2003)

e Information Technology Security Guidelines for Immigration Department
(Aug 2008)

¢ Information Technology Security Guidelines for SMARTICS (August 2008)

e Security Guidelines for Internet Users (June 2003)

e Security Guidelines for Standalone Computers (June 2003)

Procedures
e Manual Procedures (as at 8 June 2007)
e User assignment and un-assignment procedures

Ordinance and Regulations
¢ Registration of Persons Ordinance, Chapter 177
¢ Registration of Persons Regulations, Chapter 177 Subsidiary Legislation
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Organizational Structure

Organization Chart of ROP Sub-division

Organization Chat of Systems Support (Identity Card and Travel Documents)
Section

Organization Chart of Systems Support (Security and Administrative
Network) Section

Organization Chart of SMARTICS Support Team under Technology Services
Division

Post, roles and responsibilities of officers/staff in relation to Smart Identity
Card processing

Responsibility of Immigration Officer in maintaining office security in the
Vferification Office

Roles and responsibilities of offices in relation to Smart Identity Card
Processing

Role and Responsibility of SMARTICS Controllers

Standing Orders & Instructions

Immigration Service Standing Orders 7.2

Airport Division Standing Instruction No. 12/2006 — Enquiry and Disposal of
Registration of Persons (ROP) Records

Task Force Sectional Instruction No. 2/2003 — Portable Identity Card Readers
(Handheld Readers)

Investigation Sub-divisional Instruction No. 8/2003 re Portable Identity Card
Reader (Handheld Readers)

General Investigation Sectional Instruction No. 4/2003 re Portable Identity
Card Readers (Handheld Readers)

Outside Investigation Sectional Instruction No. 1/2003 re Portable Identity
Card Readers (Handheld Readers)

Special Investigation Sectional Instruction No. 2/2003 re Portable Identity
Card Readers (Handheld Readers)
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Workflows

Workflow in relation to Smart Identity Card Processing

Workflow of Handling Lost HK Identity Card Case at Lo Wo Control Point
Workflow of Handling Lost HK Identity Card Case at Lok Ma Chau Control
Point

Workflow of Lost/Invalid/forged Hong Kong Identity Card case at Airport
Control Point

Disaster Recovery Documents

Disaster Recovery Operations Manual for Immigration Department dated 20
March 2009

Disaster Recovery Plan for Immigration Department dated 20 March 2009
Extracts of Computer Operation Procedures Manual and Database Operation
Manual — Version 1.0 (November 2009)

LTO Offsite List

Report on Disaster Recovery Drill for Immigration Department 2007/2008
dated 30 June 2008

Report on Disaster Recovery Drill for Immigration Department 2008/2009
dated 20 March 2009

SMARTICS TSM Monthly Backup Summary Report for 2009

Tape in and out records for SMARTICS

TSM Check-out Tape Report and TSM Scratch Tape Report

Training Materials

Brief on Fingerprint Identification Principles (for new staff to Verification
Office)

Training Materials for 10 1A Induction Course

Training Materials for SIA Efficiency Course

Contracts
e Blank contract for Cleaning Services
e Blank contract for Transport Services
e Extract of SMARTICS contract in relation to confidentiality requirements
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Non-disclosure agreements
e Declaration on Leaving Government Service
¢ Joining Declaration — Official Secrets Ordinance (Cap. 521)
¢ Non-disclosure agreement of employees

Undertakings
e Confirmation by Staff of Immigration Department
e Deed of undertaking for handling of government information
e Undertaking for Handling of Government Information of Immigration
Department

Security Matrices
e Security Matrix of Verification Office
e Security Matrix of Immigration Telephone Enquiry Unit
e Security Matrix of Confidential Records Unit
e Security Matrix of Record Provision Unit
e Security Matrix of Record Maintenance Unit
e Security Matrix of Records Office
e Security Matrix of ROP Record Section
e Security Matrix of Investigation Sub-Division
e Security Matrix of Control Points
e Security Matrix of ROP Offices and ROP(S) Section

Privacy Assessment Checklists
e 1st Self-assessment Exercise — Privacy Assessment Checklist for ROP Data
e 2nd Self-assessment Exercise — Privacy Assessment Checklist for ROP Data
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Immigration Department Circulars (IDCs)

IDC No. 44/96 re Compliance with Personal Data (Privacy) Ordinance

IDC No. 45/96 re Personal Data (Privacy) Ordinance

IDC No. 3/97 re Personal Data (Privacy) Ordinance

IDC No. 7/97 re Guidance Notes on Compliance with Personal Data (Privacy)
Ordinance

IDC No. 28/97 re Imposition of Fees for Complying with Data Access
Requests Under Section 28 of the Personal Data (Privacy) Ordinance

IDC No. 45/99 re Contacts with the Office of the Privacy Commissioner for
Personal Data (PCO)

IDC No. 18/2001 re Unauthorised Disclosure of Official Information

IDC No. 13/2002 re Official Secret Policy

IDC No. 26/2007 re Security of Official Documents and Information

IDC No. 6/2008 re Security in Handling of Departmental Information in the
Internet and Departmental Intranet Portal

IDC No. 7/2008 re Handling of Official Information on Removable Storage
Media

IDC No. 9/2008 re Compliance with Data Protection Principle 4 of Personal
Data (Privacy) Ordinance

IDC No. 2/2009 re Security in the Handling of Classified Documents

IDC No. 6/2009 re Departmental Security Instructions

Immigration Department Notices (IDNs)

IDN No. 229/96 re Reference Materials on Personal Data (Privacy)
Ordinance and Code on Access to Information

IDN No. 28/97 re Office of the Privacy Commissioner for Personal Data
IDN No. 262/97 re Personal Data (Privacy) Ordinance

IDN No. 282/97 re Personal Data (Privacy) Ordinance - Matching Procedure
IDN No. 345/97 re Code on Access to Information

IDN No. 14/98 re Code of Practice on the Identity Card Number and Other
Personal Identifier

IDN No. 319/98 re Personal Data (Privacy) Ordinance

IDN No. 213/99 re Compliance with Data Access Request

IDN No. 338/99 re Compliance with Personal Data (Privacy) Ordinance -
Data Access Request Form
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Circular Memorandum

Memos

Circular Memorandum dated 8 May 2008 re Information Security Guidelines
for Portable Electronic Storage Devices

Memo dated 3 July 2006 re Disclosure of ROP Particulars under Section 11 of
Registration of Persons Ordinance (Cap. 177)

Memo dated 28 September 2006 re Access to ROP Data by Immigration
Assistants of the Travel Document Sections and Branch Offices

Memo dated 7 February 2007 re Access to ROP Data by Photographer I 'and 11
of the Travel Documents Sections

Memo dated 29 May 2007 re Disclosure of Registration of Persons (ROP)
Particulars under Section 11 of ROP Ordinance, Cap.177 — Plain Copy of
ROP Records

Memo dated 2 May 2008 re OGCIO Circular No. 1/2008 — Protection of
Information System and Data

Memo dated 28 November 2008 re OGCIO Circular No. 7/2008 — Revised
Government IT Security Policy and Guidelines and Guiding Principles on the
Use of Internet Services

eMemos

eMemo dated 26 March 2008 re Amended Data Access Request Form and
New Arrangement in Coordination of Data Access Request for
Cross-divisional Records

eMemo dated 20 June 2008 re Compliance with the Personal Data (Privacy)
Ordinance

eMemo dated 4 March 2009 re Protection of Official Information

eMemo dated 3 April 2009 re Compliance with Data Protection Principle 4 of
Personal Data (Privacy) Ordinance

eMemo dated 11 May 2009 re Security and Proper Handling of Personal Data
held in Information Systems

eMemo dated 7 July 2009 re Compliance with Data Protection Principle 4 of
Personal Data (Privacy) Ordinance

eMemo dated 21 July 2009 re Compliance with the Personal Data (Privacy)
Ordinance

eMemo dated 10 September 2009 re Security and Proper Handling of
Personal Data held in Information Systems
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eMails
e eMail dated 8 June 2009 re Retention Period of Computer Printouts in Card
Personalization
e email dated 19 June 2008 to re Reminder for conducting Daily Checking of
Reports
e email dated 9 June 2009 re Re-circulation of Review of Access Rights under
SMARTICS

Minutes
e Minutes on Retention Period for SMARTICS-related Reports Generated from
Card Production System and Card Inventory System

Reports
IT Security Audit Reports

e Security Audit on the IT Security Control and Management Infrastructure for
the Mission Critical Network of Immigration Department (Version 1.1) —
December 2005

e Recommendation on the IT Security Control and Management Infrastructure
for the Mission Critical Network of Immigration Department (Version 1.1) —
October 2005

e Security Risk Assessment & Audit Services for the EXPRESS and
SMARTICS of Immigration Department (\Version 1.1) — February 2007

e |IT Security Audit Report for the SMARTICS of Immigration Department
(\Version 1.0) — January 2009

Reports in relation to Self-service Kiosk
e Self-service Kiosk — Exception Report (Daily) for ROP Hong Kong Office
(10 August 2009 to 10 September 2009)

o Self-service Kiosk — Exception Report (Daily) for ROP Kowloon Office (10
August 2009 to 10 September 2009)

o Self-service Kiosk — Exception Report (Daily) for ROP Kwun Tong Office
(10 August 2009 to 10 September 2009)

o Self-service Kiosk — Exception Report (Daily) for ROP Fo Tan Office (10
August 2009 to 10 September 2009)

o Self-service Kiosk — Exception Report (Daily) for ROP Yuen Long Office (10
August 2009 to 10 September 2009)
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Audit Trail Reports

Verification Office:

e CMOO01 — System Access Summary

e CMO002 — Authentication Failure Summary

e CMO0O06 — User Management Transaction Summary

e CMO0O07 — Update Summary on User Maintenance Details

e CMO015 — User Assignment Events Summary

e CMO016 — User Unassignment Events Summary

e SC/R0O075REO1 — Audit Trail Report on ROP Enquiry
Confidential Records Unit:

e SC/R0O075REO1 — Audit Trail Report on ROP Enquiry
Others:

e Audit trail reports of AIM Section (May 2009)

e Audit trail reports of Task Force (May 2009)

Other Reports

Posting orders, CM007 Update Summary on User Maintenance Details,
CMO015 User Assignment Events Summary and CM016 User Unassignment
Events Summary of Lo Wu Control Point (April 2009)

Posting orders, CMO007 Update Summary on User Maintenance Details,
CMO015 User Assignment Events Summary and CM016 User Unassignment
Events Summary of Airport Control Point (June 2009)

Maintenance Services Reports for (i) Uninterruptible Power Supply; (ii)
Air-conditioning; (iii) Security; and (iv) Fire engineering maintenance
Preventive Maintenance Reports of 18/F Immigration Tower (October 2008
to September 2009)

Preventive Maintenance Reports of Resilience Centre (October 2008 to
September 2009)

Preventive Maintenance Reports of Lo Wu Control Point (October 2008 to
September 2009)

Preventive Maintenance Reports of Lok Ma Chau Control Point (October
2008 to September 2009)

Performance Report on Maintenance Services for Production Systems
provided by IT Services Provider of SMARTICS

Preliminary report on the findings and recommendations of the 2nd Privacy
Compliance Self-assessment Exercise
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Appendix 11 — Documents reviewed during Policy Review

e Report SC/ASCRPOR02 - Monthly Workload Statistics Report
(Confidential Records Unit)

e Report SC/ASCRPOR10 — Statistics on Disclosure of ROP Records for
Requests from Public Authorities and other organization of Confidential
Records Unit

Registers
Spot Check Registers

Verification Office:

e Spot Check Register on High Score Cases in Verification Pending Spot
Check Queue

e Spot Check Register on Low Score Cases in Verified Pending Queue

e Spot Check Register in First Register Queue

e COMS Report Check Register

Others:

e Spot Check Register for ROP Records Office

e Spot Check Register for Confidential Records Unit

e Spot Check Register of AIM Section (May 2009)

e Spot Check Register of Task Force (May 2009)

e Spot Check Register for card dispatch of ROP Hong Kong Office (10
August 2009 to 10 September 2009)

e Spot Check Register for card dispatch of ROP Kowloon Office (10
August 2009 to 10 September 2009)

e Spot Check Register for card dispatch of ROP Yuen Long Office (10
August 2009 to 10 September 2009)

e Spot Check Register of ROP Hong Kong Office (IC Application)

e Spot Check Register of ROP Kowloon Office (Computer Reports)

e Spot Check Register of ROP Kwun Tong Office (Card Dispatch)

e Spot Check Register of ROP Yuen Long Office (All ROP Registers)

e Spot Check Register of Immigration Telephone Enquiry Unit (March to
September 2009)
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Appendix 11 — Documents reviewed during Policy Review

Other Registers

Control Register for ID Card captured by Self-service Kiosk — ROP Kowloon
Office

Register for 1/C Captured by the Smartic Kiosk — ROP Fo Tan Office
Register On Suspected Impersonation Cases

Register for Cases Routed Back from Verification Office to Front Offices
Regular Review of User Access Rights under the SMARTICS — Verification
Office

ROP enquiry registers of AIM Section (May 2009)

ROP enquiry registers of Task Force (May 2009)

Register on the Allocation of SMARTICS Access Rights to Section
Heads/Branch Officer-in-Charge managed by SS(SA) Section

Log Book

Forms
[ ]
[ ]

Log Book on Refusal for Data Holding/Access/Correction Requests

Form COS/ICTR/11 - Media Request Form

Form PCRF - Production Change Request Form

Form ROP1 — Application for a Permanent Identity Card/an Identity Card by
a person of the age of 18 years or over

Form ROP2 — Application for a Permanent Identity Card /an Identity Card by
a person from the age of 11 years to 17 years

Form ROP3 — Application for a Permanent Identity Card by a person under
the age of 11 years

Form ROP143 — Application for a Hong Kong Permanent Identity Card by a
Person of the Age of 18 years or over Resident Overseas

Form ROP144 — Application for a Hong Kong Permanent Identity Card by a
person under the age of 18 Resident Overseas

Form ROP73 — Application for Amendment of Registered Particulars of
Hong Kong ldentity Card

Form ROP99 — Memo for Identity Card Record Check

Form SF/ROP/91 — ITEU Request for Information
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Appendix 11 — Documents reviewed during Policy Review

Document Control
e Document Control for Verification Office
e Document control for SS(IT) Section

Documents related to Automated Vehicle Clearance (AVC) System
e Enrolment Form of AVC System
e Operation Flow of AVC System
e Statement of Purpose of AVC System

Documents related to Automated Passenger Clearance System (Express
e-Channel)

e Enrolment Form of Express e-Channel

e Express e-Channel poster

e Express e-Channel leaflet

e Flow of enrolment of Express e-Channel Service

LegCo papers
e “Panel on Security of the Legislative Council HKSAR Identity Card Project —
Initial Privacy Impact Assessment Report” dated 6 February 2001 with

“Initial Privacy Impact Assessment Summary of Recommendations”

e “Panel on Security of the Legislative Council HKSAR Identity Card Project —
Latest developments and the Second Privacy Impact Assessment Report”
dated 4 July 2002 with “Second Privacy Impact Assessment Summary of
Recommendations”

e “Panel on Security of the Legislative Council HKSAR Identity Card Project:
Progress Report” dated 6 January 2004 with “Third Privacy Impact
Assessment Summary of Recommendations”

e “Panel on Security of the Legislative Council HKSAR Identity Card Project:
Progress Report” dated 14 February 2005 with “Fourth Privacy Impact
Assessment Summary of Recommendations”

IT Security Policies for Government bureaux/departments
e Regulations of the Government of the Hong Kong Special Administrative
Region, Volume 5, Security Regulations (1998)
e Technical Notes Pursuant to Chapter XI of the Security Regulations (July
2007)
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Appendix 11 — Documents reviewed during Policy Review

Daily Workload Statistics for Verification Office

Document on the security features of Secure Access Module (SAMS)
Extracts of ICAC Assignment Report No. 96/2003

Extracts of memo of 1 June 2004 from Director of Immigration to Director of
Corruption Prevention in response to the ICAC Assignment Report No.
96/2003

General and Departmental Common Grades Posting Notice No.: 4/2009
Immigration Telephone Enquiry Unit Daily Statistics Report as at 11 August
2009

List of computer reports available for checking by SIOs or their delegates
Monthly Statistics on Requests for ROP records handled by RPU (Mar
2009-Sep 2009)

Office Daily Handling Capacity (ROP/Joint Offices)

Retention Period of Files / Records in ROP Division containing ROP data
(\Version as at July 2009)

Screen dump of Intranet Portal

Screen dump of SMARTICS

Ten Dos and Ten DON’Ts to help protect your computers from cyber attacks
User manual for changing the content of Transaction Group / template in
SMARTICS
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Appendix 111 - Offices visited

Registration of Persons Offices
» Registration of Persons — Hong Kong Office
Registration of Persons — Kowloon Office
Registration of Persons — Kwun Tong Office
Immigration and Registration of Persons — Fo Tan Office
Immigration and Registration of Persons — Yuen Long Office

YV V V V

Immigration Control Points
» Hong Kong International Airport
» LoWu
» Lok Ma Chau

Registration of Persons (Records) Section
> Card Personalisation Office

Confidential Records Unit

Operations Support Office

Records Office

Verification Office

YV V V V

Other ImmD Offices

Anti-illegal Migration Agency
Investigation Sub-division

System Section (SMARTICS Controller)
Disaster Recovery Centre

Resilience Centre

Offsite backup centre

VV V V VY
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Appendix IV - Questionnaire for identity card

applicants

(A) Questionnaire

Office of the Privacy Commissioner
for Personal Data, Hong Kong

F FHMAGR R E A A S

Questionnaire for identity card applicants
©
i
Date: 12" August 2009 to 18" August 2009
FIf: = FEuF rEH D pIEA

Please answer this questionnaire in English.
(The English version is the original. The Chinese version is a translation of it)

M VA
CRS TR i 583 E)

For PCPD staff only
i L = A |

Begin at:
Pl
End at:

I

Name and signature of PCPD staff:

SRR
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Appendix 1V — Questionnaire for identity card applicants

. What was the purpose of your visit to ROP Office today?
a. O Applying for an identity card (for the age of 18 years or above)
b. OO Applying for an identity card (from the age of 11 years to 17 years)
c. O Applying for replacement of an identity card due to loss, defacement
or destruction
d. OO Applying for replacement of an identity card due to amendment
. Do you understand the content of the “Statement of Purpose” printed on the
application form?
a. O Yes
b. 0 Notsure
c. O Ilam not aware of any Statement of Purpose

. Did the handling staff explain the content of the “Statement of Purpose” to you?
a. O Yes, the staff explained voluntarily

b. OO Yes, the staff explained as per my request

c. O No

. Did the handling staff explain the consequences of not providing the requested
information in the application form?

a. O Yes, the staff explained voluntarily

b. OO Yes, the staff explained as per my request

c. O No

. Did the handling staff use his/her mobile phone or other portable electronic
device (e.g. PDA) when processing your application?

a. O Yes

b. O No

. Do you agree that the Immigration Department had provided an environment
with sufficient privacy to process your application?
a. O Yes
b. OO No, please give details
c. O Nocomment

. Did you use the Self Service Kiosk?
a. O Yes
b. OO No (goto Q9)

. Do you consider that your personal data were well protected when using the
Self Service Kiosk?
a. O Yes
b. OO No, please give details
c. O Nocomment
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Appendix 1V — Questionnaire for identity card applicants

9. Do you consider that your personal data were well protected when the handling
staff processed your application?
a. O Yes
b. OO No, please give details
c. O Nocomment

-End -
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Appendix 1V — Questionnaire for identity card applicants

(B) Results analysis

1. What was the purpose of your visit to ROP Office today?

(5)
2% 1 Application for an identity card - aged
18 or above (59%)

(51)

15% I I
B Application for an identity card - aged

11 to 17 (24%)

Replacement of an identity card due to
loss, defacement or destruction (15%)

B Replacement of an identity card due to
amendment (2%)

2. Do you understand the content of the “Statement of Purpose” printed
on the application form?

H Yes (60%)

B Not sure (4%)

H | am not aware of any
Statement of Purpose (36%)
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Appendix 1V — Questionnaire for identity card applicants

3. Did the handling staff explain the content of the “Statement of
Purpose” to you?

B Yes, the staff explained voluntarily
(57%)

M Yes, the staff explained as per my
request (1%)

No (42%)

(3)
1%

4. Did the handling staff explain the consequences of not providing the
requested information in the application form?

1 Yes, the staff explained voluntarily
(32%)

B Yes, the staff explained as per my

(3) request (1%)

1%
H No (67%)

5. Did the handling staff use his/her mobile phone or other portable
electronic device (e.g. PDA) when processing your application?

(2)
1%

H Yes (1%)

M No (99%)
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Appendix 1V — Questionnaire for identity card applicants

6. Do you agree that the Immigration Department had provided an
environment with sufficient privacy to process your application?

(26)

(17) 8%

5%

H Yes (87%)
= No (5%)

B No comment (8%)

7. Did you use the Self Service Kiosk?

(19)
6%

Yes (6%)

= No (94%)

8. Do you consider that your personal data were well protected when
using the Self Service Kiosk?

(11) (8)
3% 3%

Yes (3%)
B No comment (3%)

B Not applicable (94%)
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Appendix 1V — Questionnaire for identity card applicants

9. Doyou consider that your personal data were well protected when the
handling staff processed your application?

()
2%

M Yes (86%)
B No (2%)

= No comment (12%)

Remarks:
(1) There are altogether 333 submissions and all are valid
(2) All figures are rounded off
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Appendix V - Questionnaire for staff of Immigration
Department

(A) Questionnaire

HEHAERLEEEAE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Questionnaire
)
s
Date: 4™ November 2009
FIRH : = e — E|PUE!

Please answer this questionnaire in English.
(The English version is the original. The Chinese version is a translation of it)

TR B A
(ﬂﬁﬁﬁfﬁﬁWEﬁ@’Hﬁ?%ﬁﬁg¢)

For PCPD staff only
i L = A |

Begin at:
Pl
End at:

I

Name and signature of PCPD staff:

T
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Appendix V — Questionnaire for staff of Immigration Department

This Questionnaire forms part of a privacy compliance audit carried out by the Privacy
Commissioner for Personal Data on Smart Identity Card System (“SMARTICS”) of the
Immigration Department (“ImmD”) to assess and evaluate whether ImmD has effectively
complied with the requirements of the Personal Data (Privacy) Ordinance in relation to the
handling of Smart Identity Card Data.

“Smart Identity Card Data” means any item of information set out in Schedule 1 to the
Registration of Persons Regulations, which stipulates that :
“1. Every identity card shall include-

(@) the full personal name and surname of the applicant in English or in English and
Chinese;

(b) the Chinese commercial code (if applicable);

(c) the date of birth of the applicant;

(d) a number for identification purposes;

(e) the date of issue of the card;

(f) a photograph of the applicant, unless the applicant is under the age of 11 years; (9
of 2003 s.20)

(9) such data, symbols, letters or numbers representing prescribed information,
particulars or data within the meaning of section 7(2A)(b) of the Ordinance as the
Commissioner may determine; and (9 of 2003 s.20)

(h) in the form of data stored in the chip in the identity card-

(i) template of the applicant’s thumb-prints or other fingerprints taken under
regulation 4(1)(a);and

(if) (where the applicant does not have a right of abode in Hong Kong) the
conditions of stay (including a limit of stay) imposed in relation to him
under section 11 of the Immigration Ordinance (Cap 115). (9 of 2003
5.20)...”

For the purposes of this Questionnaire, “access” means and includes the coming into contact
with (including the collection, processing and disposal of) Smart Identity Card Data whether
in paper or electronic form.

You are not asked to disclose your identity in completing this questionnaire nor
will any identifiable data in the completed questionnaire be passed to ImmD.
Please read the following questions carefully before giving your answers by
either ticking the boxes or filling in the blanks. Your assistance is appreciated.
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Appendix V — Questionnaire for staff of Immigration Department

Your present job type is:
A. 0O Registration Officer
B. O Clerical staff

C. [ Administrative/managerial staff
D. 0O Others, please specify:

Which category of staff do you belong to:
A. 0O Disciplined service grades

B. [ General and common grades

C. O Non-civil Services Contract staff
D. 0O Others, please specify:

How long have you been working in ImmD?
[J Less than 1 year

O 1 year to less than 3 years

[ 3 years to less than 5 years

01 5 years to less than 8 years

] 8 years or above

moow»

How long have you been working in your current section?
A. [ Lessthan 1 year

B. [ 1 year to less than 3 years

C. [ 3yearsto less than 5 years

D. 0[5 yearsto less than 8 years

1 8 years or above

mt

In the discharge of your job duties, what form of Smart Identity Card Data will
you handle?

A. [ Paper form

B. 0O Electronic form

C. O BothAand B

Were you required to sign an undertaking that you would comply with the
SMARTICS security requirements when you received the user ID and password?
O] Yes

O No

[J I don’t remember

I I was not required to sign an undertaking because | was not given the access
right to SMARTICS. (Please go to Question 11 directly)

OCOow>

Are your access rights to SMARTICS commensurate with your job
responsibilities?

A. 0O Yes

B. 0O No

If yes, do you find your access rights to SMARTICS sufficient for performing your
duties?

i. [ Yes, it is more than sufficient

ii. [ Yes, it is sufficient

iii. O No, it is not sufficient
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Appendix V — Questionnaire for staff of Immigration Department

8. Have you ever changed your password for SMARTICS before the system prompts
you to do so?

A
B.
C.

1 Yes
[0 No
[ 1 do not remember

9. Do you log out SMARTICS whenever you leave your terminal?

A
B.
C.

I Always
[ Sometimes
01 Never, | rely on auto log-out mechanism

10. Do you know that all of your transactions performed in SMARTICS are logged by
the system?

A
B.

1 Yes
0 No

If ves, according to the retention policy of ImmD, how long will the hard copies of
audit trail reports be retained?

[0 6 months

ii. O 2 years

ii. O 7 years

iv. [0 Permanent

v. O do not know

11. Have you ever read the following ordinance, policies, guidelines or practices of
ImmD? (You may choose to tick more than one box)

m O Owp

F.

O] Section 17 of the Official Secrets Ordinance

I Information Technology Security Policy for Immigration Department

I Information Technology Security Guidelines for Smart Identity Card
System

OO0 Immigration Department Circular No. 9/2008 — Compliance with Data
Protection Principle 4 of Personal Data (Privacy) Ordinance

O Immigration Department Circular No. 2/2009 — Security in the Handling of
Classified Documents

[J No, I am not aware of any of the above

If yes, how do you know of their existence? (You may choose to tick more than one

box)

i.
ii.

iii.
iv.

[J During formal training
[J Being informed by my supervisor, either verbally or in writing
O Finding them out myself from the intranet

I Others, please specify:

12. Does your supervisor follow the guidelines of ImmD to store away hard copies of
Smart Identity Card Data when not in use?

A.
B.

[ Yes
[ No

13. Does your supervisor regularly inspect if there is any hard copy of Smart Identity
Card Data is retained longer than the period specified in the retention policy of

ImmD?
A. 0O Yes
B. O No

C.

[ 1 do not know
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Appendix V — Questionnaire for staff of Immigration Department

14. Which of the following is/are official classification(s) of Smart Identity Card Data?
(You may choose to tick more than one box)

L] Top Secret

[ Secret

O Confidential

O Restricted

[ General

mooOw»

15. Have you attended a training session in personal data privacy protection?
A. O Yes
B. O No

If ves, when did you receive the last training?
i. [ Less than 1 year ago

ii. [ 1 year to less than 3 years ago

iii. [ 3 years to less than 5 years ago

iv. 5 years ago or above

If ves, did you find the training helpful in addressing the security of Smart Identity
Card Data?

(@) O Helpful

(b) O Not helpful

(c) 0O Idon’t know

16. If a staff member reports to his supervisor that an application form ROP1
containing Smart Identity Card Data that was registered on 1 September 2008 and
had not been disposed is missing, which of the following Data Protection Principle(s)
of the Personal Data (Privacy) Ordinance might be involved? (You may choose to
tick more than one box)

A. I Principle 1 — purpose and manner of collection of personal data

I Principle 2 — accuracy and duration of retention of personal data

I Principle 3 — use of personal data

I Principle 4 — security of personal data

I Principle 5 — information to be generally available

I Principle 6 — access to personal data

1 None of the above

O 1 do not know

IOMMOUO®

17. How do you rate the overall measures adopted by ImmD to protect the security of
Smart Identity Card Data?
A. [ Very sufficient
B. [ Sufficient
C. 0O Insufficient
D. 0O Very insufficient

18. How do you rate your colleagues’ level of observance of the requirements of ImmD
in safeguarding the security of Smart Identity Card Data?
A. [ Fully observed
B. [ Broadly observed
C. [ Partially observed
D. 0O Not observed
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Appendix V — Questionnaire for staff of Immigration Department

19. Have you ever seen any sharing of SMARTICS log-in passwords with others in
your section?
A. [0 Yes
B. O No

20. Have you ever seen any SMARTICS terminal not logged out after use in your
section?
A. [OYes
B. O No

21. Have you ever seen any keeping of official documents or draft documents that
contain identifying particulars of individuals as templates or sample case
documents for future use in your section?
A. [ Yes
B. O No

22. Have you ever seen any document containing Smart Identity Card Data not
disposed of as classified wastes in your section?
A. [ Yes
B. O No

23. Do you personally know of any case of missing documents/devices containing
Smart Identity Card Data not being reporting to the supervisors in your section?
A. [ Yes
B. ONo

24. What will you do if you notice an unauthorized transfer/use of Smart Identity
Card Data? (You may write your answer in Chinese or English.)

25. In your opinion, what can be done by ImmD to enhance the security of

SMARTICS? (You may write your answer in Chinese or English.)

--- END ---
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Appendix V — Questionnaire for staff of Immigration Department

(B) Results analysis

1. Your present job type is:

9) (2)
3% 1% M Registration Officer (42%)

B Clerical staff (36%)

1 Administrative / managerial staff (18%)

H Others (3%)

Blank (1%)

2. Which category of staff do you belong to?

(12)
4%

M Disciplined service grades (45%)

B Generaland common grades (51%)

= Non-civil Services Contract staff (4%)

3. How long have you been working in ImmD?

(26)

(12) 9%
4%

M Less than 1 year (1%)

B 1 year to less than 3 years (15%)

(44)
15% 1 3 yearsto less than 5 years (4%)
B 5 years to less than 8 years (9%)

m 8 years or above (71%)
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Appendix V — Questionnaire for staff of Immigration Department

4. How long have you been working in your current section?

(34)
11%

Less than 1 year (11%)
M 1 year to less than 3 years (37%)
3 years to less than 5 years (14%)

B 5 years to less than 8 years (13%)

m 8 years or above (25%)

5. In the discharge of your job duties, what form of Smart Identity Card
Data will you handle?

9)

H Paper form (22%)

(23)

8% M Electronicform (8%)
(]

H Both (67%)

M Blank (3%)

6. Were you required to sign an undertaking that you would comply with
the SMARTICS security requirements when you received the user 1D
and password?

(1)
0% H Yes (76%)

(20)
7%
(4) H No (1%)
1%
M I don't remember (7%)

1 Was not required (16%)

W Blank (0%)
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Appendix V — Questionnaire for staff of Immigration Department

7. Are your access rights to SMARTICS commensurate with your job

responsibilities?

(3)
1%

M Yes (84%)

B No (1%)

m Blank (15%)

If yes, do you find your access rights to

performing your duties?

SMARTICS sufficient for

(11)
4%

(7)
2%

B Yes, it is more than sufficient (4%)

M Yes, it is sufficient (77%)

No, it is not sufficient (2%)

m Blank (17%)

8. Have you ever changed your password for SMARTICS before the

system prompts you to do so?

(5)

H Yes (36%)

® No (46%)

M | don't remember (2%)

Blank (16%)
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Appendix V — Questionnaire for staff of Immigration Department

9. Do you log out SMARTICS whenever you leave your terminal?

(1)

u Always (84%)

B Sometimes (0%)

Blank (16%)

10.Do you know that all of your transactions performed in SMARTICS
are logged by the system?

M Yes (84%)

B No (1%)

Blank (15%)

Remarks:
Only 81 respondents (36% of 225 SMARTICS users) know the 6-month
retention period for audit trail report.
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Appendix V — Questionnaire for staff of Immigration Department

11.Have you ever read the following ordinance, policies, guidelines or

practices of ImmD? (You may choose to tick more than one box)

= Section 17 of the Official Secrets Ordinance

= Information Technology Security Policy for Immigration Department

= Information Technology Security Guidelines for Smart Identity Card
System

= Immigration Department Circular No. 9/2008 — Compliance with Data
Protection Principle 4 of Personal Data (Privacy) Ordinance

= Immigration Department Circular No. 2/2009 - Security in the
Handling of Classified Documents

®= No, | am not aware of any of the above

Know All (55%)

15
(20) (11) (5%) 4 only (9%)
7% 4%
(o]
(31) m 3 only (10%)
10%
H 2 only (10%)
. (163)
(29) 55% ® 1 only (7%)

10%

H None (4%)

B Not aware (5%)
Remarks:

The most popular way to know the existence of the abovementioned
documents was informed by their supervisors, either verbally or in writing
whilst the least popular way was through intranet.

12.Does your supervisor follow the guidelines of ImmD to store away
hard copies of Smart Identity Card Data when not in use?

(23)

(18) gy

6%

= Yes (86%)

No (6%)

Blank (8%)
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Appendix V — Questionnaire for staff of Immigration Department

13.Does your supervisor regularly inspect if there is any hard copy of
Smart Identity Card Data is retained longer than the period specified
in the retention policy of ImmD?

(13)
4%

H Yes (75%)

(2)

1% H No (1%)

= 1 don't know (20%)

Blank (4%)

14. Which of the following is/are official classification(s) of Smart Identity
Card Data? (You may choose to tick more than one box)
= Top Secret
= Secret
= Confidential
» Restricted
=  General

Note: The correct answer is “Confidential” and “Restricted”.

(5)
2%

Correct (68%)

M Incorrect (30%)

m Blank (2%)
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Appendix V — Questionnaire for staff of Immigration Department

15.Have you attended a training session in personal data privacy
protection?

(1)
0%

Yes (60%)

= No (40%)

M Blank (0%)

If yes, when did you receive the last training?

Less than 1 year ago (26%)

M 1 year to less than 3 years ago (23%)

m 3 years to less than 5 years ago (6%)

B 5 years ago or above (6%)

H Blank (39%)

6%

If yes, did you find the training helpful in addressing the security of
Smart ldentity Card Data?

H Helpful (60%)

B | don't know (1%)

H Blank (39%)

1%
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Appendix V — Questionnaire for staff of Immigration Department

16. If a staff member reports to his supervisor that an application form
ROP1 containing Smart Identity Card Data that was registered on 1
September 2008 and had not been disposed is missing, which of the
following Data Protection Principle(s) of the Personal Data (Privacy)
Ordinance might be involved? (You may choose to tick more than one
box)

= Principle 1 — purpose and manner of collection of personal data

Principle 2 — accuracy and duration of retention of personal data

Principle 3 — use of personal data

Principle 4 — security of personal data

Principle 5 — information to be generally available

Principle 6 — access to personal data

None of the above

I do not know

Note: The correct answer is “Principle 2” and “Principle 4”.

m Correct (28%)

M Incorrect (72%)

17.How do you rate the overall measures adopted by ImmD to protect the
security of Smart Identity Card Data?

(1) (4)
0% 2%

\

m Very sufficient (61%)

(110)

37% Sufficient (37%)

M Insufficient (0%)

Blank (2%)
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Appendix V — Questionnaire for staff of Immigration Department

18.How do you rate your colleagues’ level of observance of the
requirements of ImmbD in safeguarding the security of Smart Identity
Card Data?

(1) (4
0% 1%

1 Fully observed (81%)

1 Broadly observed (18%)

B Not observed (0%)

Blank (1%)

19. Have you ever seen any sharing of SMARTICS log-in passwords with
others in your section?

(1) (4)
0% 2%

B Yes (2%)
(292) No (98%)

98%

H Blank (0%)

20. Have you ever seen any SMARTICS terminal not logged out after use
in your section?

(1) (4)
0% 2%
H Yes (2%)
B No (98%)
Blank (0%)
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Appendix V — Questionnaire for staff of Immigration Department

21.Have you ever seen any keeping of official documents or draft
documents that contain identifying particulars of individuals as
templates or sample case documents for future use in your section?

(3) (1)
1% 0%

H Yes (0%)

1 No (99%)

Blank (1%)

22.Have you ever seen any document containing Smart ldentity Card
Data not disposed of as classified wastes in your section?

(2) (2)

1% 1%
B Yes (1%)
1 No (98%)
M Blank (1%)

23.Do you personally know of any case of missing documents/devices
containing Smart ldentity Card Data not being reporting to the
supervisors in your section?

(6) (1)
2% 0%
B Yes (0%)
B No (98%)
Blank (2%)
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Appendix V — Questionnaire for staff of Immigration Department

24. What will you do if you notice an unauthorized transfer/use of Smart
Identity Card Data?

(4)
1%
(15) (37)

- 5% w
2%

1 Report to supervisor (79%)

M Investigation (2%)
Report to supervisor &
investigation (5%)

H Report to other channels (1%)

No response (13%)

25. In your opinion, what can be done by ImmD to enhance the security of
SMARTICS?

B Already sufficient (24%)

M Review on policies &
guidelines, enhancement of
physical settings and IT (9%)

M Training and awareness (15%)

B Monitor and review (5%)

B No comment (47%)

Remarks:
Some respondents provide more than one answer to this question.

Remarks:
(1) There are altogether 300 submissions and only 297 are valid
(2) All figures are rounded off
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Appendix VI — Photographs taken at Immigration Department

Appendix VI — Photographs taken at Immigration

Department
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Appendix VI — Photographs taken at Immigration Department

Picture 3- Metal Briefcase containing backup tapes of
Smart ID Card Data

Picture 4 - Immigration Self-service kiosks at ROP Yuen Long Office
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