LC Paper No. CB(2)1145/14-15(03)

Bills Committee on Electronic Health Record Sharing System Bill

Written submissions
on the major proposed amendments to the Bill

Pursuant to an earlier decision of the Bills Committee, the
organizations and individuals, which/who have given their views to the Bills
Committee, have been invited to provide their written response to the major
proposed amendments to the Electronic Health Record Sharing System Bill
("the Bill") as set out in the paper entitled "Summary of issues involving
major proposed amendments to the Bill raised by members and/or the Privacy
Commissioner for Personal Data and the Administration's position™
(LC Paper No. CB(2)986/14-15(01)) prepared by the Legislative Council
Secretariat. The proposed amendments are mainly related to safeguards for
data privacy under the Electronic Health Record Sharing System.

2. Atotal of nine written submissions, as attached in Appendices | to IX,
from the following organizations and individuals have been received -

(@) submission from eHealth Consortium Limited (Chinese version
only) (Appendix I);

(b) submission from Hong Kong Academy of Medicine (English
version only) (Appendix I1);

(c) submission from Hong Kong Alliance of Patients' Organizations
(Chinese version only) (Appendix I11);

(d) submission from Senior Citizen Home Safety Association
(Chinese version only) (Appendix 1V);

(e) submission from Sin-Hua Herbalists' & Herb Dealers' Promotion
Society Limited (Chinese version only) (Appendix V);

(F) submission from System Aid Medical Services Limited (English
version only) (Appendix VI);

(g) submission from Professor John Bacon-Shone (English version
only) (Appendix VII);
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(h) submission from Mr NG Kwok-keung (Chinese version only)
(Appendix V1I1); and

(i) submission from Dr TANG Shuk-ming (Chinese version only)
(Appendix 1X).

Council Business Division 2
Legislative Council Secretariat
27 March 2015
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Appendix IT

18 March 2015

Bills Committee on EHRSS Bill
Legislative Council Complex

1 Legislative Council Road
Central, Hong Kong

Dear Sir,

Bills Committee on
Electronic Health Record Sharing System (EHRSS) Bill
Major Proposed Amendments to the Bill

Thank you for your letter of 5 March 2015 inviting comment from the
Hong Kong Academy of Medicine on the proposed amendments to the
EHRSS Bill. We have the following comments:

1. A well-developed and properly accessed electronic health record
sharing system would enhance patient welfare and improve the
overall efficiency of our healthcare system provided that it could
draw wide participation from both healthcare recipients and
healthcare providers. In this connection, the Bill should strike a
balance between the needs of protecting patient privacy, and
facilitating share/access of health information by healthcare
providers.

2. As mentioned in the Academy’s position statement sent to the Bills
Committee in May last year, the key value of any electronic health
record platform is for improvement of medical services from the
standpoint of the medical profession. Medical practitioners should
have sufficient medical history of patients for better care
management. While the Academy appreciates the need to protect
privacy of patients, the quality of medical care would inevitably be
affected if with too much emphasis on restriction of data
accessibility by medical practitioners and privacy of patients on the
electronic health record. The Academy understands that a new
division 3A will be introduced in the Bill to stipulate the spirit of
fostering healthcare recipients’ choice over data sharing, but wishes
to reiterate that the sharing restriction would make the patient
information incomplete which could be critical for emergency
conditions. On a side issue relating to this - whether doctors would
have liability for accidentally overlooking data uploaded to the
system during his treatment of a patient should also be clarified.

10/F, HKAM Jockey Club Building, 99 Wong Chuk Hang Road, Aberdeen, Hong Kong
Telephone : (852) 2871 8888 Facsimile : (852) 2505 5577 Email : hkam@hkam.org.hk Website : http.//www.hkam.org. hk
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Any potential punishment on medical practitioners on “wrong
doing” may have adverse effect on how the profession will consider
using the EHRSS.

3. The Academy agrees to the “need-to-know” principle for access to
sharable data. It however involves different healthcare professionals
(e.g. registered medical practitioners, registered/enrolled nurses,
registered chiropractor); and various sharable data (e.g. OT records,
laboratory / image reports, anesthetic notes). As to the proposed new
Clause 35A on healthcare providers’ duty to restrict access to
sharable data, there should be sufficient support and guidance from
the Government for healthcare providers in implementing the “need-
to-know” principle, both on technical level, and actual operation at
different healthcare settings.

4. As to the proposed deletion of Clause 38, while we agree that rights
to data access or data correction were crucial for the protection of
individual’s personal data, yet the healthcare provider concerned
should be involved for the correction, if any, to ensure accuracy of
the health data.

To encourage good use of the EHRSS, the Academy suggests that the
eHR office provide training for eligible users about how to use the
EHRSS properly and safely.

Yours sincerely

10/F, HKAM Jockey Club Building, 99 Wong Chuk Hang Road, Aberdeen, Hong Kong
Telephone : (852) 2871 8888 Facsimile : (852) 2505 5577 Email : hkam@hkam.org.hk Website : http:/rwww.hkam.org. hk
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Appendix VI

Submission to the Bills Committee on Electronic Health Record Sharing
System Bill Meeting in March 2015

We are very pleased to see that significantly progress have been made in the
discussion of the Electronic Health Sharing System Bill. Our comments regarding the
Draft Bill have been submitted to the Bills Committee via our previous two submissions
in May 2014 and January 2015 respectively. We have no further comment to add.

We would like to reiterate our wish that given the overwhelming load of benefits of e-
HR sharing to the Healthcare community and the general popularity of Information
Technology (IT), we fully support the introduction of the Electronic Health Reocrd
Sharing System Bill as soon as possible so that patients can start to enjoy the benefits
and flexibility of e-HR sharing.

Joanna Chu
Marketing Director
System Aid Medical Services Limited

System Aid Medical Services Limited, is a support service provider to the Hong Kong Medical
Association’s Clinic Management System 3X and a trained service provider under the eHR

On-Ramp Service Provider list.

EARFFE R4S R MR A 14015
Room 1401, On Hong Commercial Building, 145 Hennessy Road, Wanchai, HK
Tel: 2151 2811 Fax: 2151 2850 www.samhk.com
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Appendix VII

Written submission on the major proposed amendments to the
Electronic Health Record Sharing System Bill

Professor John Bacon-Shone,

Director, Social Sciences Research Centre,
The University of Hong Kong
Wednesday, 18 March 15

In my earlier submission, | raised four points:

1. Compatibility with the PDPO. The principles enshrined in the PDPO are time-
tested and should certainly not be weakened in any way for health records,
especially since health records may include personal datathat are sensitivein the
two key domains, namely where the disclosure consequence is high (e.g. current
disease status or history, such as sexually transmitted diseases) or the data
contains unique, unchangeable identifiers (e.g. DNA).

2. Sharable scope and exclusion of data. The eHR system proposed will not allow
the data subject ANY control other than “all-or-nothing”. This lack of choice can
only be seen as aform of blackmail that clearly isinconsistent with the PDPO
principle of fair collection (thisis quite distinct from emergency situations where
an override of access restrictions may be essential if the patient is unconscious or
unable to give consent for some other reason). It is easy to see other possible
problems, such as a pre-employment health check, where a patient will be unable
to make the reasonabl e choice to allow the physician to see some, but not all of
their eHR.

3. Re-identification risk. As noted under point 1, medical data may include unique,
unchangeable identifiers, such as DNA. The consegquence of thisisthat
anonymised data cannot be assumed to be privacy safe, asthereisanon-trivial
and increasing risk of re-identification. Another example would be that full details
of hospital and clinic visits may aso be aunique identifier. This means that
releasing of anonymised health records for research cannot be assumed to be
privacy safe and MUST be required to undertake careful review to minimise the
reidentification risk to asafe level (or refuse release).

4. | amalso greatly concerned that the process for review of research access of eHR
recordsislargely undefined in the legislation and there are no guarantees that the
membership of the review board will be competent to assess not only the medical
research value but crucially the privacy risk that must be balanced against the
research value for access to either anonymised or identified records.



The key question is whether the amendments proposed by the administration have
properly addressed these four points.

1. Compatibility with PDPO: It appears to me that this concern has been addressed
and | leave it to the PCPD to highlight any remaining concerns. However, | am
disappointed that the PCPD will have no additional powers for eHR data, given
the high sensitivity of such data and their weak enforcement powers generally.

2. Sharable scope and exclusion of data: The Admininstration is insistent that they
will not agree to any opt-out of HA and DH data“as it was not conducive to the
realization of the System to foster public-private collaboration in healthcare
delivery”. | would support this approach if it was matched with a commitment to
a " safe deposit box”, which has repeatedly been asked for by people like me who
understand the privacy implications of requiring that all DH data must be included,
which by definition includes sensitive information about al visits to the DH
Socia Hygiene Clinics, which cover sexually transmitted infections.
Unfortunately, the Administration’ s response falls far short of what is required,
promising only to conduct a study on enhancing HCRS' choice along a positive
direction, with aview to developing and implementing some form of new device
or arrangement enabling additional choice for registered HCRs over the disclosure
of their data. There should be a firm commitment to follow the Australian lead by
promising a“ safe deposit box”.

3. Re-identification risk.:As noted under point 1, medical data may include unique,
unchangeable identifiers, such as DNA. This means that releasing of anonymised
health records for research cannot be assumed to be privacy safe and MUST be
required to undertake careful review to minimise the reidentification risk to a safe
level (or require research to be done in a safe and secure environment, asis
required by Census and Statistics Department for Census records). This appears
not to have been addressed at all, meaning that control of access for research
becomes critical.

4. Processfor review of research access of eHR recordsislargely undefined: The
Administration has stated the intention to elaborate on the specific requirements
for the 10 non-ex officio members of the Electronic Health Record Research
Board, but the details are absent as of now, so it is unclear whether thiswill be
properly addressed.

In short, while the Administration’ s latest position is an important improvement, it still
fallswell short of what isrequired for an ordinance that is intended to ensure that
personal medical datawill be properly protected in the new eHR system. | would be
happy to elaborate further on these views, if invited.

Yours sincerely

Professor John Bacon-Shone
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