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S5 Thaggage must be matched with the correct
person/owner and positioned on the search table
so that the owner can open the bag .
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J? E Z AVSEC/PAX/BAG/TF/1-WP/06
AN L. International Civil Aviation Organization 17/01/08

CAR/SAM REGIONAL PLANNING IMPLEMENTATION GROUP (GREPECAS)

First Meeting of the GREPECAS Aviation Security Committee (AVSEC/COMM)
Passenger/Cabin Baggage Screening Task Force (AVSEC/PAX/BAG/TF/1)
Montego Bay, Jamaica, 31 January- 1 February 2008

Agenda Item 2: Recruitment and Training
Training of Security Screening Personnel

(Presented by International Air Transport Association)

SUMMARY

Passenger and carry-on baggage screening is one of the key front line
security measure that helps ensure the security of international civil
aviation. The human element is key to the success of that process.
Therefore. training of screening personnel is paramount. This paper
focuses on the security screening procedures that should be included in a
passenger screening training programme.

Note: This Working Paper is an extract of AVSEC/COMM/5-WP/14
presented by IATA at AVSEC COMM/5

References:
e JATA Security Manual, st Edition, Section 5.4 (extracts) —
Effective 1 January 2007
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Screening of Passengers and Cabin Baggage

Technical equipment used for the screening of persons and baggage has limitations. Walk-through metal
detectors (WTMDs) and hand-held metal detectors (HHMDs), for example, cannot detect non-metallic
weapons and explosives and even conventional X-ray equipment has difficulty in imagining or defining
explosive material effectively. To compensate for such limitations or to introduce a random element into
the selection process, States may require an additional manual hand search of passengers and cabin
baggage after being screened by technical means, which may include explosive trace detection.

2.1 Effective Search

In the interest of effective security and passenger facilitation a manual search of the person or
baggage should be conducted in accordance with the following basic guidelines:

consent should first be gained from the person being searched:

the searcher should be tactful, courteous and use caution;

it is important to adopt a systematic approach so that no part of the body, items of clothing or
areas of the bag are overlooked:

attention should be paid to an article of clothing with metal components (e.g. belt buckle)
making sure no metal weapons are hidden between the body and the article of clothing;
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if hand-held metal detectors (HHMDs) are used, the screener should always follow the path
of the HHMD with his/her bare hand:

any items being carried should be searched and preferably passed through X-ray equipment
or other approved means:;

baggage must be matched with the correct person/owner and positioned on the search table so
that the owner can open the bag but not interfere with the conduct of the search;

items found in baggage, which could conceal a prohibited article. should be opened or
subjected to screening by X-ray or other approved means. To increase the detection of
prohibited articles, such items should be X-rayed alone without extraneous clutter;

baggage must not be returned to the person until they themselves have been security cleared:
on completion of the search it is important to thank the person for their co-operation.
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in the presence of the passenger.”
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Attachment D2 - HKASP Part 6, paragraphs 6.2.6 to 6.2.12
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Screening of Passengers and Cabin Baggage

6.26

627

6.2.8

629

62.10

The alrport manager shall ensure thal @ passenger, autharized in accordance with
section 6.1.11 (d) to (g) above to enter or remain in an airport restricled area, and
his cabin baggage are screened o a standard sufficient reasonably to detect a
restricted article, hefore the passenger or cabin baggage is permitted access to an
area sel aside for processing embarking passengers and crew within an enhanced
securlty restricted area. Any security equipment used in such screening shall
conform te the appropriate dards and requ s stiputated in Parl 8 af this
Pragramme and any screening staff shall conform to the appropriate standards anci
requirements slipulated in Parl 9 in this Programme.

The screening of a passenger and his cabin baggage shall be with the consent of

the passenger, which normally is tacit since access to the enhanced sacurity

restricted area shall be conditional on the passengar undergoing such screening. A

refusal on the part of 2 passenger to undergo the screening will normally be

susmdous and the Poﬂce shculd be a|eﬂed (Nolhng in this section prejudlces the
of

i il oaouace

passenger.

6.2.10 All screening of cabin baggage shall be conducted

s on @ passenger y equ
archway melal detector). This seoondsry screening may either be typi by hand
or it may be conducted using a hand held metal detector supported
search. A reasoned secondary screening shall also be conducte

A reasoned secondary screening of a passengef and his cabin baggage shall also

be cond d if, in the J of the scr , the passengar dispiays undue
nervousness or arrogance or who app: o evade screening, conceal an ftem or
aote 1ot ho e ave o L darticla

All sereening of cabin baggage shall be conducled in the presence of the
passenger.

8211

6212

In addition to any reasoned secondary screening described in sections 6.2 .8 and
6.2.9, the Aviation Security Authority may prescribe a percentage of random
secondary screening of passengers and their cabin baggage corresponding lo the
prevalent threat level. This random secondary screening shall be conducted by
hand. The percentage threshold may be set in refation to threat level and may be
adjusted commensurate with any change in the threat,

The airport maneger shall provide for the continuous recording, via closed circuit
television, of the passenger and cabin baggage screening process and the

screening areas, with the video tapes being retained for a period of at least 31 days.

in the presence of the
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Attachment D2 — HKASP Parl 6, paragraphs 6.2.6 to §.2.12

J?j Sereaning of Passengers and Cabin Bagaage
/N 626 The airport manager shall ensure thal a passenger, authorized In accordance with

section 6.1.11 (d) to {g) sbove to enter or remaln in an airport restricled area, and
his cabin baggage are screaned o a slandard sufficlent roasonably lo detect a
restricted article, hefore the passenger or cabin baggage Is permilted access foan
area sl gaide for processing embarking passengers and crew within an enhanced
SOGLT]
l‘;‘:]“ﬂ 6.2.8 A reasoned secondary screening shall be conducted to account for all unidentified
1G1) : - .
requiid objects on a passenger that has set off a security equipment alarm (usually an archway

&3 Thes metal detector). This secondary screening may either be typically by hand or it may be
910113_’- conducted using a hand held metal detector supported by a hand search. A reasoned
resik
refusd secondary screening shall also be conducted of a passenger’s cabin baggage, where any

i}{;": items of a suspect nature have been detected during x-ray examination. This secondary

Ir: leql screening shall be conducted by hand and may be supported by a trace detection system
i;::r:; to examine those items which are difficult to be search by hand.
the i

6.2.8 A 6.2.9 A reasoned secondary screening of a passenger and his cabin baggage shall also

;“;E‘E be conducted if, in the judgment of the screener, the passenger displays undue .

oritm nervousness or arrogance or who appears to evade screening, conceal an item or in any
ol other way suggests that he may have a restricted article.
ray ex
E‘é[;r:: 6.2.10 All screening of cabin baggage shall be conducted in the presence of the

B30 Aves passenger.
be coi
,T.,T,;n), 6.2.11 In addition to any reasoned secondary screening described in sections 6.2.8 and

S5t ks 6.2.9, the Aviation Security Authority may prescribe a percentage of random secondary
' passel screening of passengers and their cabin baggage corresponding to the prevalent threat
6241 Inadd level. This random secondary screening shall be conducted by hand. The percentage
628
secorn)|
preval |

hand | HKASP PART 6 (Apr 2015) Page 11
501., 4

6.2.12 The airporl manager shall provide for the continuous recording, via closed circuit
ledevision, of the passenger and cabin bapgage screening process and the
soreening aceas, with tha video tapes being retained for a period of af least 31 days.

WEFREIGX LHE
( Hong Kong Aviation Security Programme)

Attachment D2 — HKASP Parl 6, paragraphs 6.26 to 6.2.12

J?‘j Sereaning of Passengers and Cabin Bagaage
ZdN 626 The airport marager shall ensure thal a passenger, authorized In accordance with

section 6.1.11 (d) to {g) sbove to enter or remaln in an airport restricled area, and
his cabin baggage are screaned o a slandard sufficlent roasonably lo detect a
restricted arlicle, bofore the passenger or cabin baggage s permilted access toan
area sl gaide for processing embarking passengers and crew within an enhanced
SOGUT]
i‘;:ﬂ‘;‘: 6.2.8 A reasoned secondary screening shall be conducted to account for all unidentified
reaui objects on a passenger that has set off a security equipment alarm (usually an archway

627 Thes metal detector). This secondary screening may either be typically by hand or it may be
U1G1D_’- conducted using a hand held metal detector supported by a hand search. A reasoned
resik
refuss secondary screening shall also be conducted of a passenger’s cabin baggage, where any

iﬂ;ﬁ’; items of a suspect nature have been detected during x-ray examination. This secondary

in tegl screening shall be conducted by hand and may be supported by a trace detection system
ig]

;;::T,fg to examine those items which are difficult to be search by hand.

the fli

628  Aread 6.2.9 A reasoned secondary screening of a passenger and his cabin baggage shall also

;“;fyg be conducted if, in the judgment of the screener, the passenger displays undue .

oritm nervousness or arrogance or who appears to evade screening, conceal an item or in any
L other way suggests that he may have a restricted article.
ray ex
E.é[;r:: 6.2.10 All screening of cabin baggage shall be conducted in the presence of the

W A passenger.
be col
:,‘f;‘;,n), 6.2.11 In addition to any reasoned secondary screening described in sections 6.2.8 and

SoAD. Ak 6.2.9, the Aviation Security Authority may prescribe a percentage of random secondary
' passel screening of passengers and their cabin baggage corresponding to the prevalent threat
6241  Inadd level. This random secondary screening shall be conducted by hand. The percentage
628
secorn)|
preval |

hand | HKASP PART 6 (Apr 2015) Page 11
ad|ust

6.2.12 The airporl manager shall provide for the continuous recording, via closed circuit
ledevision, of the passenger and cabin bapgage screening process and the
screening areas, with the video tapes baing retained for a period of at least 31 days.
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Attachment D3 — HIGA Part 8 (6.1.6.12)

e Sereoning Procedures - Passongors & Cabin (Saggage

o1

62

a4

The screeniy of pessenQons Ond CADIN Bagga0e shal take place n the
uppregriste depariure passenger of lraaulor passengur scromsy laclly
Provided by the Alport Authority

A1 lteme, of catin baggage shal be recury suroenod. generaly by means of
weay tochnology. PUssangirs shall be reaured 10 remow walat pow:

ather accesaaries that moy corceal o restiicied arbicle and these shall
50 b x-ry SCreennd. Thi x-ray machines used In the sereaning of cabin
bagguge are 38 Mm safe’ In crcumstances where xay screaning B ol
appicatia, AVEECO shall conduct physical search on the Bem concerned,
i wehiore CeSEany SUpploMented Dy trace detection technology.

Piashc traye wil be made ovalable o Doseners 10 insert small tams sad /

detectons. Suct) Merns will be eiher 50y 5Ce00ed OF physicaly ispected by
o security o

The pesscnger will bo dracied 1o procosd UNOUGh the archwwy metal
detector. Socurity stalf shol poy particufar ationtion o ensure that thor s
WROpIale 1eDAAN Lolwosn CREENGETs USNO Be sChway metsl
detecior, Passengurs shall be toquired 10 walk through at & nowmal pace.
RUNINg of Umping Uounh ihe arctmay wil ot bs permtied.

A remsorad sovondary search of the passenger shall be condusctnd I

(a) ¥ passenger alsems En archwary metal dateclar; or

(6} the jadoement of the scraansr, the passenger displnys undus
nervonnens, of arogance of who oppears o evide screenng,
conconl & 1M o¢ In any oihar wey sugQEst that he may have &
rouiricled lhem

The secondary search may efther b fypicaly by hard o« It may b conducted

oy 8 bt i el deeck mipgoriad by & Tl et Vln soach
shall bo Mhorough encugh o acceurs for all metalic and urid

on the persan

I & hand search is to B parrnad then the searchar shall be of the same
6% 83 tha passanger Secondary soorches of passenger (incuding amy
Taed #0Ach) 91 980 CORGucted Undar this prograemens Wit the consent of
the passenger undurgoing sech sewrch. Such consant s normaly 1act sece
access %0 Ihe Enhanced Security Restricted Aron is conditiost on the
pessonger undergeing such screering. A rekusal on Ihe part of 3 pasEenger
0 undero  secondary search wil nomsally be suspicious and the Polon wil
e aced ot o=

er

A rapscnsd seccndary search of the cabin haggage shal ba conduciod

(3) @ susDSCt fiem or an em which cannat be iderified and cleared by
XAy EXBMIMG0N, 1§ GIErved Dy the 0D0rator, o

®) n #w judgemant of the soreener, the passenger displays undue
DeIVOUBNUSS, Of Y or who 3ppodrs 10 evade screering,
conceal an llem or in any other wary suggests Ihal be my bave 8
treatricied s

T AW AW LW

F8EH6.7ERARE

Haning of 2
on 27 and 26 March 2016

The search shall be conducted in the presence of the passenger. The
passenger shall be invited to open the bag in arder for s contents to be

hysically inspecled ~ Further x-ray images may be taken of he bag from a
differant angle or of items within the bag.

Tetaction eauipmantn Tl T 130
otect 15 an iarn, AVSECO Duty Securly Manoger
shall collate the uelecmn resull with the circumstance and delermine
whether assistance from Ihe Awport Duty Maneger and the Police Is
warranted.

69 Suspect Device Isclation Unit (SDIL) is provided at each screaning point for
femporary storage of unclear / unresolved Items found during scroaning
AVSECO Duty Security Manager shall make desision whather (o store the
unclear / unresoived fem in the SOIU.

610 The Aviation Socurty Aulhorily may prescibo a porcentage of random
ecordary searches of passcrgors and ther cabin baggage, which are
requred lo be undedaken in addition to any reasoned secandary searchas
described above. Such secondary searches may inciude both hand search
&3 wall a8 search by use of hand held melal deteclor. Tho percontage
threshold may be sel in relation o & throat lovol and may be adjusted
commensurato with any change in the threat.

611 Private search cubicies vl be provided in each of the departure search halls
In case a passenger requests (hat a search be carried out discrately. Simiar
arangements can be made at the ransfer scieening channels

612 In the event of departing passengers al the Terminal 1, who have boen

acurlty sereened bul before departure Immigration clearance, recuest
refurning 1o landskda for persanal reasons, thay may loave the screening hall
under the supenision of AVSECO through the designated exit

=
Za
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g of Unitiended Begs i beiong HKA
an 27 s 20 Morch 2018
J?‘ Atachmend X3 - HKIA Part 8 (8.1-6.12)
/I
Proved p—— The sescoh shall be con - of the pessenger, The
s ) B = ERARSAORAN & 4 Whd e P A o e o for lls corlanls © be

taken of the bag from o

L8] Tha scroening uf pesergers ard cibin bagyage shal lske plce in Pa «r re mu\:(xollml\\swhﬁmahag

« o 67  Areasoned secondary search of the cabin baggage shall be conducted if:
‘;: (a) a suspect ilem or an item which cannot be identified and cleared by
“ x-ray examination, is observed by the operator; or

2o (b) in the judgement of the screener, the passenger displays undue
E nervousness, or arrogance or who appears to evade screening,

ol conceal an item or in any other way suggests thal he may have a
- restricted item.
sl
LT

s Armmannd e e Al Jucted 1. 812 In m: evenl of d‘sp‘ar!m‘g ::mss(‘nunm; at r:\e Tﬁgrnnl L wha have bum:
“l " The search shall be conducled in the presence of the passenger. The

passenger shall be invited to open the bag in order for its contents to be

7l physically inspecled. Further x-ray images may be taken of the bag from
u|  different angle or of items within the bag.

i
s as W passenger. Seccndiy sascches of ssARnGRr (nelerg any
nadd damweh) ore olsn canducsed unider this progrmme wiih She consent of
The passenger Lndeigong Buch BERTCN. SUCN consass W Roemaly (acR 3inca
cxmas fo (e Fbewendd Seciaity Husiched Alea i cordilinl o (v
foesenger IAGepaing BUCH screening. A Mfual on the pan of & passanger
n underpa o sacoodary semch wil n\-l‘ﬂnll\« be suspious and the Polie wil
bo nlatn m # noona for imask

67 Arsssonad sncandary seerch of the catin baggage ahall be conductod il

(=) @ waspect e or an s which cannol e ideniied and deared by
-Fy examinatian, i chanreed by the opareser; or

@) i M ludgwneck of e scroenct, v pisienger chchin e
Pervousedes, OF GrOQONCA of Wha 1 o neadn sermening,
il @ ) W < 9 lher ity SIgossy e sy have &
reavicind i

W WAL




Attachment A1

Sequence of the Event, 27-28 March 2016, based on CCTV timestamps

Compiled by Airport Authority

231S hrs

-end of Aisle B.

The passenger (Miss Leung) was at the boarding pass checkpoint,
Level 7 South DIH. Her bag was left behind on a trolley near the

2320 hrs

The passenger was at the security screening cﬁd&p@n{
Level 7 South DIH,

2342 hrs

The passenger relurned lo Level 7 South DIH and approached an
ImmD officer. She was assisted by Immigration.

The passenger approached AVSECO screening checkpoint and
requested AVSECO to assist.

2347 hrs

The passenger returned to Immigration, as the left bag could not be
located.

2348 hrs

The passenger lefl the Immigration area.

Around the same lime, an unattended bag on a lrolley was spotted
by AVSECO. The AVSECO personnel moved the unattended bag
on trolley to the side.

2358 hrs

CX staff was on phone, in search of the lost bag (near the end of
Aisle B),

0002 hrs

The CX staff met with a woman (passenger's mother) and
proceeded from the end of Aisle B to the lost bag

0013 hrs

The bag was being checked by AVSECO for reclaim by CX staff

(0015 s

AA duty staff arrived at scene and was in conversation with CX staff
(as to delivery of the bag)

0016 hrs

Passenger’s mother moved to Level 7 North DIH with the bag

0018 hrs

CX staff carried the bag into Level 7 North DIH

0019 hrs

The CX staff rushed the bag into airside

0025 hrs

The passenger boarded at Gate 3, with the bag returned






