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Legislative CQunc:l Office of the Hon. Dennis Kwok
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Appendix 2
Coooo

(English version only)
By Fax (2810 1691)

Your ref: CBGYB/S/1(14-15) |
11 March 2016

Clerk to the Legislative Council

Legislative Coﬁﬂcii Sééfetaﬁat

Legislative Councxl Cqmpléx

1 Legislative Council Road

Central, Hongi(.oﬁg'_‘ ,

(Attn: Mr Boris Lam)

Dear Mr. Lam, .
Re: Interception of Communications and Surveillance (Amendment) Bill 2015

I refer to the letter dated 7 March 2016 from Mr. Andrew Tang, Secretary for
Security to the Clerk to Legislative Council titled “Interception of Communications
and Surveillance (Amendment) Bill 2015, which has been forwarded to me (the
“Letter”) Capltahzed texms herein shall have the ‘same meanings as those in the
Letter unless otherwxse deﬁned In the Letter, the administration raised objection to
my CSAs allegmg that they not relevant to the subject matter of the Bill or the
subject matter of the ‘clause to which it relates, hence outside scope within the
meaning of Rule 57(4)(2) of the Rules of Procedures of the Legislative Council (the
“RoP”). Contrary to the administration’s view, I submit that the CSAs comply with
the requirements of Rule 57(4)(a) of the RoP as the CSAs (1) fall within the scope of
the long title of the Bill and (2) are consistent with thtz fundamental principle of the

Bill.

My CSAs

My proposed CSAs intend to declare “for the avoidance of doubt” that a
prescribed authorization must not be for the purpose of (a) an act to obtain the content
of communication stored in or by the system, or (b) an act to obtain data held or

obtamed by a service provider of telecommunications or online services (the “Service

EBPETETERIEGRSRERIR
Room 813, Legislative Council Complex,

1 Legislative Council Road, Central, Hong Kong
REE Tel : 2243 6508 {8 Fax : 2243 5509

‘9000/T000 3 Xvd TT:8T 9102 €0/11
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Provider”), and to require LEAs who intend to conduct the abovementioned acts to
apply for a seizure order pursuant to section 103 of the Criminal Procedures

- Ordinance (Cap. 221). They aim to clarify the confusion created by technological
advancement. The pubhc and members of the Legislative Council have asked the
adnumstrat;qn‘ to‘ explam whether (1) LEAs obta;mng social media and instant
messaging céntents, such as email and whatsapp messages, and (2) LEAs requesting -
subscribers’ information, such as metadata, from the Service Provider (collectively,
the “Acts”) fall within the scope of ICSO. According to the responses given by the
administfatién (Lc Papg:'rv No. CB(2) 1391/14-15(01); LC Paper No. CB (2) 433/15-16
(1)) and-discussions at the Bill committee, such Acts; when being conducted not in the
course of transnussxon of the contents, do not fall within the scope of ICSO and the
LEAs do not seem to be expressly required to apply: for court warrants or other court
approvals in conducting such Acts. The Commissioner, Justice Darryl Saw refused to
comment whether messages sent on WhatsApp and. other newer applicaﬁons can be
intercepted '

(http://www.ejinsight.com/2014 1203-govt-surveillance-raises-concern-over-protest-te

xt-messages/ 3 December 2014). There are no express legal provisions or procedures
authonzmg the mspectmn of information by the Acts. It is submitted that the Acts,

when being conducted not in the course of transmission of the contents, are analogous,
if not similar, to mterceptmg acts” and “communication transmitted by a
! telecommumcatlon system” under the ICSO, as the products obtained would be
3 essentially the_sa;ne. Therefore, the Acts constitute an infringement of the privacy of
commﬁnicétion of Hdng Kong residents and must be authorised by express provisions
according to Arﬁélc 30 of the Basic Law.

All the above lead to uncertainty in the ICSO and one cannot draw the
conclusion as claimed by the administration unamﬁiguously by reading the relevant
sections under the current ICSO. Under the ICSO, inspection acts falling within the
scope of ICSO must be authorized by prescribed authorizations either being approved
by the panel judge or authorizing officers of the LEAs, depending on the type of
covert surveillance intended to be carried out. If the administration wishes to carve
out the Acts from prescribed authorizations under the ICSO, it must be done so by
express provisions. My CSAs address this issue. '

Version A and Version B of my CSAs, both :contain a proposed section 3(3),
seeking to clarify the scope of ICSO with ' reference the administration’s
representation on the issue. This would assist with the Commissioner in determining
whether certain acts of inspection of contents of communication comply with the

2
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i requnements of ICSO when examining the protected products. Further, version A of
my CSAs contams an additional subsection 3(4) attempting to remedy the lacuna of
law created by the administration’s interpretation of the ICSO in carving out the Acts.

The CSAs seeking to clarify the meaning of prescribed autherizations, therefore
falling within the scope of the long title of the Bill

It is submitted that when the President determines whether a proposed CSA is
within the scope of a bill with reference to the propesed objects in the long title of a
bill, he should consider the stated objects of the long title in totality. My CSAs
appropriately fall w1thm the scope of the stated objects of the Bill, which are to,
among other thmgs to allow conditions in the prescribed authorizations; to allow

conditions in prescrzbed authorizations fo be varied; to clarify the meanings of

certain expresszons to treat certain protected products obtained after the prescribed
i authorzzatzons concerned are revoked to be properly-obtained...”. As seen from these
stated ol_;pcts, one of the major objectives of the Bill is to deal with the prescribed
authorizations and the ancillary matters of the prescribed authorizations, including
clarifying the meanings of relevant wordings of the prescribed authorizations. My
CSAs state clearly that they are “for the avoidance of doubt”, hence rightly fall into
the scope of clarifying the meaning of the prescribed authorizations.

My CSAs being consistent th_h tﬁe fundamental principle of the Bill

The ':m'aiﬁ bﬁjecﬁon .from the administration is that the Bill only seeks to
1mp1ement the ﬁrst Comxmssmner s recommendations and my submitted CSAs are
not relevant to any of the recommendations. It is submitted that this alleged aim is not
expressly stated in the long title of the Bill and that'any proposed CSAs not contrary
to the stated objects and the fundamental principle of the long title should be
considered.

i The administration, in their proposed Bill, has selected certain measures from the
first Commissioner’s recommendations. It is submitted that these selected measures,
which are worded as the stated objectives of the Bill, are policy obj ectiize;s which the
administration aims to achieve. Considering the stated objects in the long title of the
Bill in totality, the papers provided by the administration to the Legislative Council
j and taking into account the Commissioner’s recommendations in the annual reports, it
! is also submitted that the administration’s fundamental principle in submitting the Bill,
is to assist the. Commissioner in discharge of its duties under the ICSO, including the

i : 3
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duty to assess “the overall compliance with the relevant requirements during the
report period” in the annual reports (section 49(2)(e)_§ of the ICSO). This is evident in
the Legislative Council Brief of the Bill, i.e. “to enhance the effectiveness of the
regulatory regime under the ICSO and the clarity of certain provisions in the ICSO”
(para 3). The same is also stated in the annual reports:issued by the Commissioner.

The Commissioner must be able to ascertain the scope of the permitted acts
under prescribed authorizations in assessing whether the LEAs have complied with
the relevant requirements of the ICSO. This is particularly important when the
Commissioner examines pr_otectéd products obtaihed pursuant to the prescribed
authorizations. Since whether the Acts come under the ICSO has been controversial
and the Acts potentially interfere with one’s privacy, the ICSO must be drafted clearly
so as to provide certainty to the law.

I must reiterate that my CSAs do not alter the iscope of the ICSO or the Bill in
any sense. They are consistent with the Bill and seek only to clarify the scope of
prescribed authorizatic')ns; My CSAs, assisting the Commissioner to clearly identify
the scope of acts governed by the ICSO, go into the root of such fundamental
principle of th'e’Bill and are consistent with it.

My CSAs address issue of De Facto Deprivation of Commissioner’s Power

As discussed above, the two different means of retrieving information lead to
essentially the same éonéeéﬁehce. It i1s up to the LEAs to choose between making an
application under the ICSO to intercept meésages in: transmission and simply making
a request to the Service Provider or obtaining the contents of communications not in
the course of transmission, which there is no current no express legal basis for such
acts. As the fdxmer comes under the ICSO, the acts are regulated by the Commissioner.
There is no legal protection or commissioner’s checks for the subject’s privacy when

" the LEASs opt for the latter acts. Effectively, such position reduces the Commissioner’s
power in overseeing acts intruding citizens’ privacy. The administration’s policy in
not considering retrieving stored communications:or data as intercepting act and
therefore dispensihg the need to seek approval from a panel judge or authorizing
officers should therefore be stated clearly under the ICSO.

Proposed section 3(4) of my CSAs - Covert and Overt Operations

I also disagree with the administration’s assertion that all acts under the ICSO are

4
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covert whereas acts under my proposed section 3(4) hre overt. It 1s submitted that the
Acts are analdgous to “intercepting acts” and “communication transmitted by a
telecommunication system” in substance. The consequence of intercepting messages
or data in the course of transmission is the same as tlfat of making a request to Service
Provider for the retrieval of contents of messages or data. Essentially, both the sender
and the intended recipient of the messages do not know that the messages are being
reviewed by LEAs. It is only the means of getting the information or data is different.
As a result, one cannot conclusively say that the formier act is covert whereas the latter
1s overt, as suggested by the administration. Rather, carving out the latter from the
ICSO require express clarification as proposed by the CSA because they basically
lead to the same consequence while the former demands a panel judges® / officer’s
approval and the latter is seems to be not governed by any available provisions. My
view is that if the administration’s intended policy is to carve-out the acts which are
unclear and open to interpretation from the ICSO, :it must state such clearly in the
ordinance.

Further, such carving out will lead to a lacuna in law where the Acts, highly
likely constitute an infringement of privacy, afford 0 express legal procedures. My
CSAs aim only to clarify and direct the acts falling out of the scope of the ICSO to
appropriate legal procedures under the Criminal Procedures Ordinance (Cap. 221)

Itis submltted that in case the President considers the addmonal subsection (4) in
version A of my proposed CSAs fall foul of Rule 57(4)(a) of the RoP, version B of my
proposed CSAs still complies with the rule.

Conclusion

According to-para 8 of President's ruling on Committee Stage Amendments to
Interception of Communications and Surveillance Bill proposed by Hon Margaret NG,
Hon James TO Kun-sun, Hon Albert HO Chun-yan, Hon LEE Wing-tat and Hon
CHEUNG Man-kwong (First Part) by the former President, Mrs. Rita Fan, dated 31
July 2006, “The background to the Bill is a relevant factor for the President to take
into account when forming her view on the scope of the Bill. However. she does not
need to be concerned with the question of whether the Bill as presented would
successfully achieve the policy objectives as stated by the Administration in the LegCo
Brief. If she did, she would be considering issues ofmerit which are not relevant to
her rulings which concern procedure.” It seems to be the administration’s policy
objective not to expressly and clearly provide for the scope of the prescribed

5
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authorizations, which would be an important referenc}e point for the Commissioner in
carrying out his duties under the ICSO. My CSAs§, are proposed measures which
would achieve the fundamental principle of this Bill, i.e. to assist with the
Commissioner in discharge of his duty. They also rightly fall into the objects of the
long title of the Bill and are not inconsistent with the: scope of the ICSO or that of the
Bill in any sense. It will be up to my colleagues in thé Legislative Council to consider
the merits of my CSAs but they certainly comply with Rule 57(4)(2) and are relevant
to the subject matter of the Bill.

Yours faxthfully,

- e

Dennis Kwok
Member of the Bill Committee

on Interception of Communications
and Surveillance (Amendment) Bill
2015
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