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Work of the Office of the Privacy Commissioner for Personal Data

Purpose

This paper summarizes the relevant discussions held by the Panel on
Constitutional Affairs' (“the Panel") regarding the work of the Office of the
Privacy Commissioner for Personal Data ("PCPD") since the last term of the
Legislative Council ("LegCo").

Background

2. The Office of PCPD is a statutory body responsible for overseeing the
enforcement of the Personal Data (Privacy) Ordinance (Cap. 486) ("PDPO")
which protects the privacy of individuals in relation to persona data The
Office of PCPD is headed by PCPD appointed by the Chief Executive.
According to section 5(4) of PDPO, PCPD shall hold office for a period of five
years and shall be eligible for reappointment for not more than one further period
of fiveyears. Section 8 of PDPO prescribes the functions and powers of PCPD
as set out in Appendix |. The Office of PCPD is funded mainly by recurrent
subvention from the Government. The incumbent PCPD, Mr Stephen WONG
Kai-yi, was appointed on 4 August 2015.

3. Section 11(1) of PDPO provides for the establishment of the Personal Data
(Privacy) Advisory Committee ("the Advisory Committee") to advise PCPD on
matters relevant to the privacy of individuals in relation to personal data or
implementation of PDPO. Chaired by PCPD, the Advisory Committee comprises
members appointed by the Secretary for Constitutional and Mainland Affairs.

Review and amendment of PDPO

4, In the light of social development and technology advancement over the
past decade or so, as well as the community's increasing concern about personal

1 With effect from the 2008-2009 legislative session, the policy area of personal data protection has
been transferred from the Panel on Home Affairs to be placed under the purview of the Panel on
Constitutional Affairs.



data privacy protection, the Constitutional and Mainland Affairs Bureau, with
the support of the Office of PCPD, had conducted a comprehensive review of
PDPO.

5. In June 2012, the Persona Data (Privacy) (Amendment) Ordinance 2012
("Amendment Ordinance") was passed by LegCo. The Amendment Ordinance
introduced amendments to PDPO, inter alia, to provide for regulation over the
use of personal datain direct marketing and provision of personal datafor usein
direct marketing; to create a new offence for disclosure of persona data obtained
without consent from data users; to empower PCPD to provide legal assistance
to aggrieved data subjects in bringing proceedings to seek compensation from
data users under PDPO; to impose a heavier penalty for repeated contravention
of enforcement notices ("ENs"); and to create a new offence for repeated
contravention of the requirements under PDPO for which ENs have been served.
Some of the provisions therein came into operation since 1 October 2012. The
remaining provisions relating to the use and provision of personal datafor usein
direct marketing as well as the new lega assistance scheme were also brought
into force on 1 April 2013.

Major issues discussed at Panel meetings

6. The Panel held meetings on 15 December 2008, 19 March 2010, 15 and
20 November 2010, 16 May 2011, 21 January 2013, 17 March 2014 and
16 February 2015 to receive briefing by PCPD on the work of the Office of PCPD.
The major issues raised at these meetings are summarized in ensuing paragraphs.

Financial provisions for the Office of PCPD

7. Members expressed concern about the adequacy of the financia
provisions for the Office of PCPD at various meetings. At the Panel meeting
on 16 February 2015, members noted that while the Administration had provided
additional resourcesin the past few years, the funding still fell short of the Office
of PCPD's needs to cope with the increasing workload. In particular, only 69
posts of the Office of PCPD out of atotal of more than 80 staff members were
provided with recurrent funding by the Government. Besides, there had been
no increase in subvention despite the rent of the Office of PCPD had increased
from $11/ft* in the past decade to $33/ft* in 2015. Some members urged the
Administration to provide more resources to the Office of PCPD to strengthen
protection of personal data privacy and to cope with the increased workload.

8. Some members suggested that the Office of PCPD should publish more
investigation reports. The former PCPD advised that the number of published
investigation reports had increased since 2010, and six such reports had been
published in 2013. However, due to manpower and resource constraints,



investigation reports would be published only on selected topics which were of
wide public concern or would serve useful educational and promotional
purposes.

Promotion and public education on protection of personal data

9. At the Panel meeting on 17 March 2014, the Panel noted from the former
PCPD that complaints in relation to "unwanted disclosure of individuas
personal data on social networking sites' and “receipt of unsolicited direct
marketing messages through WhatsApp" received in 2013 "could not be pursued
meaningfully" as stated in his paper submitted to the Panel. Some members
enquired what practical measures would be taken to tackle the problem. The
former PCPD explained that in those cases, either the person responsible for the
data could not be traced or the calls were made to randomly selected telephone
numbers without the use of personal data, hence making it difficult to follow up.
Nevertheless, the Office of PCPD would continue to step up publicity and public
education through organizing free seminars and channels such as YouTube and
Facebook so as to educate internet users to avoid unnecessary disclosure of their
personal data on the internet. Where appropriate, the Office of PCPD would
also advise the complainant to seek assistance from the social networking site to
delete the data concerned.

10. Some members expressed concern about the large increase in the number
of complaints concerning cyber-bullying from six in 2013 to 34 in 2014. The
former PCPD advised that the increase was principaly attributable to the
increasing popularity of social network platform and the prevalent use of the
Internet. The Office of PCPD had published an information leaflet called
"What you need to know about cyber-bullying® in 2014 to raise public
awareness of the precautionary measures to protect privacy on social network
platforms and the remedies that victims of cyber-bullying might consider.
Where there was contravention of Data Protection Principles ("DPPs')? of
PDPO, PCPD could serve an EN on the data user to remedy the contravention.
However, for cases involving criminal offence like criminal intimidation, they
should more appropriately be handled by the Police.

2 Data users must follow the fair information practices stipulated in the six DPPs in Schedule 1 to
PDPO in relation to the purpose and manner of data collection, accuracy and duration of data
retention, use of persona data, security of personal data, availability of data information, and
access to personal data. PCPD is empowered to direct the data user concerned to take corrective
actions for non-compliance with the provisions of DPPs by issuing an EN. With effect from
1 October 2012, if a data user fails to take corrective actions for his contravention by the date
specified in an EN, he will be liableto afine at Level 5 (at present $50,000) and imprisonment for
two years. The data user is liable to a daily penalty of $1,000 if the offence continues. On a
second or subsequent conviction, the maximum penalty is a fine at Level 6 (at present $100,000)
and imprisonment for two years.



Enforcement power of PCPD

11. During discussion on review of PDPO, members had expressed diverse
views at its various meetings on PCPD's proposals of granting criminal
investigation and prosecution power to PCPD, empowering PCPD to award
compensation to aggrieved data subjects, and requiring data user to pay
monetary penalty for serious contravention of DPPs. Nevertheless, membersin
general expressed concern that PCPD had inadequate powers for the effective
enforcement of PDPO.

12. At the Panel meetings on 15 and 20 November 2010, the former PCPD
pointed out that the recent serious contraventions of PDPO and unauthorized
sale of persona data had reflected the inadequacy of the enforcement power of
PCPD. The proposal of granting PCPD crimina investigation and prosecution
powers could meet the public expectations for enhancing deterrent measures against
serious contravention of PDPO. The former PCPD advised that his team had the
knowledge and experience to perform those roles efficiently and effectively.
However, the discretion to prosecute or not still vested in the Secretary of Justice.

13.  The Administration was of the view that in order to maintain checks and
balances, PCPD should not be provided with the power to carry out criminal
investigations and prosecutions, and the existing arrangement under which
criminal investigation and prosecution were vested respectively in the Police and
Department of Justice should be retained. The Government announced in April
2011 that proposals of granting criminal investigation and prosecution power to
PCPD, empowering PCPD to award compensation to aggrieved data subjects
and requiring data user to pay monetary penalty for serious contravention of
DPPs under PDPO would not be implemented.

14. At the Panel meeting on 21 January 2013, some members asked whether
the increase in the number of ENs issued by PCPD from one in 2011 to 11 in
2012 indicated a deterioration of the protection of personal data privacy in Hong
Kong. The former PCPD explained that the increase was largely due to the
implementation of the relevant provisions of the Amendment Ordinance on
1 October 2012, which had provided PCPD with enhanced power to serve ENSs.
Under the relevant new provisions, an EN could be issued in situations where the
data user had contravened a requirement under PDPO irrespective of whether
there was evidence to show that the contravention would likely be repeated,
whereas in the past, ENs could be issued only if PCPD was in the opinion that
the contravention would continue or be repeated.

| mplementation of section 33 of PDPO

15. Some members expressed grave concern about the slow progress in
bringing section 33 of PDPO into operation to regulate the transfer of data



outside Hong Kong. They pointed out that many banks, insurance companies
and telecommunication organizations in Hong Kong had transferred their clients
personal data to their back offices and agencies in places outside Hong Kong for
storage and processing. The former PCPD considered that section 33, which
provided a very stringent and comprehensive regulation of the transfer of data
outside Hong Kong, should be implemented as soon as practicable.

16. The former PCPD advised that the transfer of personal data to places
outside Hong Kong was regulated in some respects under the relevant DPP of
PDPO. However, breaches of DPPs were not criminal offences unless the data
users refused to comply with the relevant ENs issued to them for taking remedial
and preventive actions. Hence the current protection for persona data
transferred overseas was weak and far from comprehensive. The former PCPD
advised that his Office stood ready to assist the Administration to prepare for the
implementation of section 33. The Office of PCPD had compiled a "white list"
of places with privacy laws comparable to Hong Kong and to which data transfer
could be made legitimately. In addition, a guidance containing a set of
recommended model data transfer clauses on cross-border data transfer
agreement with the overseas recipients was available to assist organizations to
prepare for the eventual implementation of section 33.

17. The Administration advised that it had been in close liaison with the
Office of PCPD on the work pertaining to the implementation of section 33, and
would consider engaging a consultant to conduct a business impact study to look
at the possible impact on the relevant sectors and ensure their readiness for the
implementation of section 33.

Data User Returns Scheme ("DURS")

18. At the Panel meeting on 21 January 2013, some members expressed
concern about PCPD's proposal to put on hold DURS®, and the proposed
adoption of the privacy management program ("PMP") as an interim measure.

19. The former PCPD explained that the European Union ("EU") data
protection system, upon which the Hong Kong model was based, was
undergoing reforms. DURS was only put on hold until the reforms in EU had
been finalized and useful lessons were learnt from the exercise. The former
PCPD advised that while DURS operated on the basis of strict compliance with
the requirement under PDPO, PMP was flexible and holistic in data protection
and was a good interim substitute for DURS. Under PMP, the sectors
concerned had to ensure that appropriate policies and procedures that promote
good privacy practices were in place.

¥ Under DURS, PCPD may specify a class of data users and require them to submit to him data user
returns containing "prescribed information™ which includes, among other things, the kinds of personal
data they control and the purposes for which the personal data are collected, held, processed or used.



Regul ation of person-to-person telemarketing calls

20. At the meeting on 16 February 2015, some members expressed concern
about the need to step up regulation of person-to-person telemarketing calls
("P2P cdls'). The former PCPD advised that his Office had proposed
expanding the Do-not-call registers administered by the office of the
Communications Authority to include P2P calls. The Administration
informed members that the Commerce and Economic Development Bureau was
about to commission a consultant to conduct a survey with a view to soliciting
views from the public , the business sector and the industry on the regulation of
P2P calls, as well as the employment and business situations of the industry. It
was expected that the survey would be completed in the first half of 2015.

Recent developments
21. PCPD will brief the Panel on an update of the work of the Office of PCPD
at the next meeting on 15 February 2016.

Relevant papers

22. Relevant papers available on the LegCo website (http://www.legco.gov.hk)
arein Appendix I1.
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(1) a new Commuissioner is appointed under section 5(3); or
(ii) the Commissioner resumes his office.
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8. Functions and powers of Commissioner

(1) The Commissioner shall—

(@)
(b)

(c)

(d)

(e)

N

(g}

monitor and supervise compliance with the provisions of this
Ordinance;

promote and assist bodies representing data users to prepare, for
the purposes of section 12, codes of practice for guidance in
complying with the provisions of this Ordinance, in particular
the data protection principles;

promote awareness and understanding of, and compliance with,
the provisions of this Ordinance, in particular the data
protection principles;

examine any proposed legislation (including subsidiary
legislation) that the Commissioner considers may affect the
privacy of individuals in relation to personal data and report the
results of the examination to the person proposing the
legislation;

carry out inspections, including inspections of any personal data
systems used by data users which are departments of the
Government or statutory corporations;

for the better performance of his other functions, undertake
research into, and monitor developments in, the processing of
data and computer technology in order to take account of any
likely adverse effects such developments may have on the privacy
of individuals in relation to personal data;

liaise and co-operate with any person in any place outside Hong
Kong—

() performing in that place any functions which, in the opinion
of the Commissioner, are similar (whether in whele or in
part) to any of the Commissioner’s functions under this
Ordinance; and

Authorized Loose-leaf Edition, Printed and Published by the Government Printer,
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CAP. 486  Personal Data ( Privacy)

(i) in respect of matters of mutual interest concerning the
privacy of individuals in relation to personal data; and

(h) perform such other functions as are imposed on him under this
Ordinance or any other enactment.

(2) The Commissioner may do all such things as are necessary for, or
incidental or conducive to, the better performance of his functions and in
particular but without prejudice to the generality of the foregoing, may—

(@) acquire and hold property of any description if in the opinion of
the Commissioner such property is necessary for—

(1) the accommodation of the Commissioner or of any
prescribed officer; or
(i) the performance of any function which the Commissioner
may perform,
and, subject to the terms and conditions upon which such
property is held, dispose of it;

(h) enter into, carry out, assign or accept the assignment of, vary or
rescind, any contract, agreement or other obligation;

(¢) undertake and execute any lawful trust which has as an object
the furtherance of any function which the Commissioner is
required or is permitted by this Ordinance to perform or any
other similar object;

(d) accept gifts and donations, whether subject to any trust or not;

(¢) with the prior approval of the Chief Executive, become a
member of or affiliate to any international body concerned with
(whether in whole or in part) the privacy of individuals in
relation to personal data; (Amended 34 of 1999 5. 3)

(/) exercise such other powers as are conferred on him under this
Ordinance or any other enactment.

{3) The Commissioner may make and execute any document in the
performance of his functions or the exercise of his powers or in connection
with any matter reasonably incidental to or consequential upon the
performance of his functions or the exercise of his powers.

(4) Any document purporting to be cxecuted under the seal of the
Commissioner shall be admitted in evidence and shall, in the absence of
evidence to the contrary, be deemed to have been duly executed.

(5) The Commissioner may from time to time cause to be prepared and
published by notice in the Gazette, for the guidance of data users, guidelines
not inconsistent with this Ordinance, indicating the manner in which he
proposes to perform any of his functions, or exercise any of his powers, under
this Ordinance.

Authorized Loose-leaf Edition, Printed and Published by the Government Printer,
Hong Kong Special Administrative Region Issue 18



Appendix |1

Relevant documents on the Work of
the Office of the Privacy Commissioner for Personal Data

Committee Date of meeting Paper
Panel on | 15.12.2008 Agenda
Constitutional (Item V) Minutes
Affars
("CA Pand") 19.3.2010 Agenda
(Item V) Minutes
CB(2)1146/09-10(01)
Legidative 20.10.2010 Official Record of Proceedings
Council Page 145 - 248 (Motion)
CA Pan€ 15.11.2010 Agenda
(Item V) Minutes
20.11.2010 Agenda
(Item ) Minutes
Legidative 12.1.2011 Official Record of Proceedings
Council Page 126 - 209 (Motion)
Legidative 6.4.2011 Official Record of Proceedings
Council Page 13 - 15 (Written question)
CA Pan€l 16.5.2011 Agenda
(Item [11) Minutes
Legidative 22.6.2011 Official Record of Proceedings
Council Page 139 - 141 (Written question)
6.7.2011 Official Record of Proceedings
Page 115 - 118 (Written question)
13.7.2011 Officia Record of Proceedings
Page 138 - 143 (Written question)
31.10.2012 Officia Record of Proceedings

Page 96 - 100 (Written question)



http://www.legco.gov.hk/yr08-09/english/panels/ca/agenda/ca20081215.htm�
http://www.legco.gov.hk/yr08-09/english/panels/ca/minutes/ca20081215.pdf�
http://www.legco.gov.hk/yr09-10/english/panels/ca/agenda/ca20100319.htm�
http://www.legco.gov.hk/yr09-10/english/panels/ca/minutes/ca20100319.pdf�
http://www.legco.gov.hk/yr09-10/english/panels/ca/papers/ca0319cb2-1146-1-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm1020-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm1020-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20101115.htm�
http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20101115.pdf�
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20101120.htm�
http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20101120.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0112-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0112-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0406-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0406-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20110516.htm�
http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20110516.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0622-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0622-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0706-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0706-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0713-translate-e.pdf�
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0713-translate-e.pdf�
http://www.legco.gov.hk/yr12-13/english/counmtg/hansard/cm1031-translate-e.pdf�
http://www.legco.gov.hk/yr12-13/english/counmtg/hansard/cm1031-translate-e.pdf�

Committee Date of meeting Paper
CA Pan€l 21.1.2013 Agenda
(Item V) Minutes
17.3.2014 Agenda
(Item V) Minutes
Legidative 18.6.2014 Official Record of Proceedings
Council Page 180 - 184 (Written question)
22.10.2014 Officia Record of Proceedings
Pages 107 — 111 (Written question)
20.11.2014 Official Record of Proceedings
Pages 61 — 69 (Oral guestion)
and Pages 287 - 312
CA Pand 16.2.2015 Agenda
(Item V) Minutes
Legidative 29.4.2015 Official Record of Proceedings
Council Pages 74 — 76 (Written question)
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