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Purpose 

 

 This paper briefs Members on the regulatory framework on 

aviation security in Hong Kong and the security arrangement for passengers and 

baggage at the Hong Kong International Airport (HKIA).  It also discusses 

how the handling of an incident at the HKIA on 27 and 28 March 2016 has not 

violated the relevant international and local security requirements, which are 

analysed in detail in the report submitted by the Airport Authority Hong Kong 

(AAHK) to the Government on 25 April 2016 (see Annex).  

 

 

Regulatory Framework 

 

2. The Hong Kong Special Administrative Region, through the 

membership of the People’s Republic of China in the International Civil 

Aviation Organisation (ICAO), is obliged to maintain high aviation security 

standards in compliance with the aviation security requirements established by 

ICAO.  

 

3. In Hong Kong, the Aviation Security Ordinance (ASO) (Cap. 494) 

is the principal legislation on aviation security.  The main purpose of the ASO 

is to prohibit acts which pose a threat to international civil aviation and to give 

effect to international conventions on aviation security.  The Hong Kong 

Aviation Security Programme (HKASP), drawn up under section 27(1) of the 

ASO, stipulates security requirements for the protection and safeguarding of 

airports, aircraft, passengers, crew and the general public against acts of 

unlawful interference.   

 

4. Under this regulatory framework, the Civil Aviation Department 

(CAD) is the executive agent responsible for ensuring the implementation of 

HKASP, under delegated authority from the Secretary for Security, who is the 

Aviation Security Authority under the ASO.  CAD assumes regulatory 

functions, including vetting individual security programmes developed by 

airlines and airport operators, and monitoring implementation of the 

programmes.  In fulfilment of the relevant requirements, AAHK, as the 
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manager of HKIA, has developed the HKIA Airport Security Programme to lay 

down the airport security procedures and measures in further detail.  

 

5. The Aviation Security Company Limited (AVSECO), as a 

subsidiary company of AAHK and provider of aviation security services at 

HKIA, conducts security screening of all departing and transfer passengers as 

well as their cabin and hold baggage in compliance with the requirements of 

HKASP and the HKIA Airport Security Programme.  

 

 

ICAO’s Security Requirements for Passengers and Cabin Baggage 

Screening  

 

6. As far as security screening of passengers and cabin baggage is 

concerned, which is a focus in the incident on 27 and 28 March 2016, ICAO’s 

requirements are set out in Annex 17 to the Convention of International Civil 

Aviation, and ICAO’s Aviation Security Manual
1
.  The key requirements are –  

 

(a) passengers and their cabin baggage have to be screened prior to 

boarding an aircraft
2
; and 

 

(b) under certain circumstances, screening equipment operators should 

select baggage for secondary screening, including manual search
3
.  

Manual searches of cabin baggage should always be carried out in 

the presence of the owner of the baggage, and the baggage should 

be opened preferably by the passenger
4
.   

 

 

Relevant Security Arrangements for HKIA  

 

7. In compliance with the relevant ICAO requirements and HKASP, a 

comprehensive and structured security system has been developed by AAHK at 

HKIA to guard against all types of security threats.  The security arrangements 

for passengers and baggage include –  

 

(a) screening of all passengers and their cabin baggage are required 

before entering the Enhanced Security Restricted Area (ESRA) 

with the aid of metal detectors for passengers and x-ray imaging 

for cabin baggage.  Screening is performed to detect the presence 

of restricted articles (e.g. firearms, explosives, incendiary devices, 

                                                      
1
 See Attachments D1 and D4 to AAHK’s report to the Government at Annex.   

2
 See paragraphs 4.4.1 and 4.4.2 of Annex 17 to the Convention of International Civil Aviation (Attachment D1 

of AAHK’s report). 
3
 See paragraph 11.5.8.4 of ICAO’s Aviation Security Manual (Attachment D4 of AAHK’s report). 

4
 See paragraph 11.5.9.1 of ICAO’s Aviation Security Manual (Attachment D4 of AAHK’s report). 
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etc.).  The x-ray technology for screening of cabin baggage as 

well as the use of archway metal detectors and hand held metal 

detectors are fully compliant with the standards stipulated under 

HKASP.   

 

 To supplement x-ray screening (for items that cannot be cleared by 

normal x-ray or physical inspection), explosives trace detection 

technology is also utilised.  The specialised equipment is 

deployed in accordance with the manufacturer’s protocols that 

align with the guidance material set out under the ICAO Aviation 

Security Manual.  The equipment is certified by international 

regulatory authorities including the US Transportation Security 

Administration and the UK Department for Transport; 

 

(b) passengers and cabin baggage are screened at the designated 

screening locations at HKIA.  Passengers departing from Hong 

Kong are screened at one of the three Departures Immigration 

Halls (two in Terminal 1, one in Terminal 2); and  

 

(c) secondary screening of passengers is conducted to account for all 

unidentified objects on a passenger that has activated an alarm of 

the archway metal detector.  It may be conducted by hand or by 

using a hand held metal detector supported by a hand search.  

 

 Secondary screening of cabin baggage is conducted if any item of a 

suspect nature has been detected or an item which cannot be 

identified and cleared during x-ray examination.  Secondary 

screening of the cabin baggage will normally be conducted by 

means of hand search.  Such search must be conducted in the 

presence of the passenger.  The passenger will be invited to open 

the baggage in order for its contents to be examined. 

 

8. An elaborate set of security procedures is also in place for handling 

unattended items found at HKIA, which may pose security risks.  These 

include where appropriate, explosive trace detection testing with dedicated 

equipment by AVSECO staff.  AVSECO has guidelines in place to return the 

unattended item (cleared of security threat) to its owner or an airline 

representative.  If the item has not been claimed, it will be transferred to 

AAHK’s Lost and Found Office. 

 

 

The handling of the incident on 27 and 28 March 2016 

 

9. The incident is detailed in AAHK’s report.  As far as aviation 

security is concerned, the handling of the incident has not violated the ICAO 

and local requirements specified above, or compromised aviation security in 
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any way, in view of the following key actions taken – 

 

(a) the baggage underwent explosive trace detection test after it was 

first discovered as an unattended item on the landside; 

 

(b) the baggage was returned to the airline’s representative after the 

security threat was cleared and ownership confirmed; 

 

(c) before entering the ESRA, the baggage underwent the standard 

x-ray screening which meets the ICAO’s requirements;  

 

(d) there was no need to conduct a secondary screening (manual search) 

after the standard x-ray screening.  Had there been a need for a 

manual search, since the ownership of the baggage had been 

confirmed, the owner would be summoned to the screening area so 

that the manual search could be conducted in the owner’s presence; 

and 

 

(e) the baggage underwent another screening at the boarding gate in 

compliance with the requirement of the relevant authorities of the 

destination country of the flight.  

 

10. AAHK’s report devoted a section to discuss how the handling of 

the incident on 27 and 28 March 2016 has not violated the various requirements 

laid down by ICAO, HKASP and the HKIA Airport Security Programme
5
.  

 

 

Response to Allegations made 
 

11. Following the said incident, some allegations have been made to 

the effect that certain ICAO’s requirements have been breached in the handling 

of the incident.  In particular, it has been asserted that there is an ICAO’s 

requirement that cabin baggage must be accompanied by its owner throughout 

the screening process.  As analysed in AAHK’s report, there is no such ICAO 

requirement.  Some of the references that have been said to be quoted from 

ICAO’s documents include:  

 

(a) “Check that luggage belongs to the passenger and place it on the 

inspection table”: this is in fact extracted from some training 

materials issued by ICAO for airport security staff.  It refers to the 

procedure for manual search of cabin baggage, instead of the 

standard x-ray screening; 

 

                                                      
5
 See paragraphs 3.8 -3.12 of AAHK’s report to the Government at Annex.  
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(b) “Baggage must be matched with the correct person/owner and 

positioned on the search table so that the owner can open the bag 

but not interfere with the conduct of the search”: this comes from a 

working paper on training for conducting manual search presented 

by International Air Transport Association (IATA) at an ICAO 

working meeting in 2008.  Again, it refers to the procedure for 

manual search of cabin baggage; and 

 

(c) “When an item of baggage is separated from its owner through a 

breakdown of the baggage handling system the baggage should be 

subjected to additional security controls which could include a 

combination of manual search, conventional X-ray, explosive 

detection systems, vapour or trace analysis in respect of suspect 

items found in the baggage, or the use of a stimulation chamber 

before being loaded onto an aircraft.”: this comes from a 2002 

version (now outdated) of the Aviation Security Manual published 

by ICAO.  It referred to the handling of unaccompanied hold 

baggage, i.e. check-in baggage that is not transported on the same 

aircraft as its owner.  The sentence specified the requirement for 

additional security controls applicable to a check-in baggage 

separated from its owner through a breakdown of the baggage 

handling system of an airport.  It does not concern cabin baggage. 

 

12. Since the release of AAHK’s report, there have also been 

suggestions that HKASP contained a provision (paragraph 6.2.10) requiring 

passengers and their cabin baggage to simultaneously go through security 

screening.  Members are invited to note that paragraphs 6.2.8 to 6.2.11 of 

HKASP stipulate the requirements on secondary screening.  Paragraph 6.2.10 

in fact refers to the requirement that the secondary screening of cabin baggage 

must be conducted by AVESCO staff in the presence of the owner of the 

baggage.  This requirement specific to secondary screening is fully consistent 

with the ICAO requirement (see paragraph 6 above) and with the HKIA Airport 

Security Programme which was developed based on HKASP. 

 

 

Conclusion 

 

13. A key issue arising from the incident on 27 and 28 March 2016 is 

whether the return of a lost item to its owner in the ESRA by a member of the 

airport staff violates any international aviation security standards or local 

requirements.  The answer is in the negative.  This notwithstanding, AAHK 

has stated in its report that AAHK would, together with other stakeholders, 

review and fine tune the existing handling procedures for lost and found items.  

The Government agrees with this work direction. 
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14. The Government has always attached great importance to security 

at HKIA.  The Government and the airport community will continue to uphold 

high aviation security standards at HKIA in full compliance with relevant 

security requirements under ICAO.  

 

 

 

Security Bureau 

Civil Aviation Department 

Airport Authority Hong Kong  

Aviation Security Company Limited 

 

April 2016 
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