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Security Arrangement for Passengers and Baggage at the
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Purpose

This paper briefs Members on the regulatory framework on
aviation security in Hong Kong and the security arrangement for passengers and
baggage at the Hong Kong International Airport (HKIA). It also discusses
how the handling of an incident at the HKIA on 27 and 28 March 2016 has not
violated the relevant international and local security requirements, which are
analysed in detail in the report submitted by the Airport Authority Hong Kong
(AAHK) to the Government on 25 April 2016 (see Annex).

Regulatory Framework

2. The Hong Kong Special Administrative Region, through the
membership of the People’s Republic of China in the International Civil
Aviation Organisation (ICAQ), is obliged to maintain high aviation security
standards in compliance with the aviation security requirements established by
ICAOQ.

3. In Hong Kong, the Aviation Security Ordinance (ASO) (Cap. 494)
is the principal legislation on aviation security. The main purpose of the ASO
Is to prohibit acts which pose a threat to international civil aviation and to give
effect to international conventions on aviation security. The Hong Kong
Aviation Security Programme (HKASP), drawn up under section 27(1) of the
ASO, stipulates security requirements for the protection and safeguarding of
airports, aircraft, passengers, crew and the general public against acts of
unlawful interference.

4. Under this regulatory framework, the Civil Aviation Department
(CAD) is the executive agent responsible for ensuring the implementation of
HKASP, under delegated authority from the Secretary for Security, who is the
Aviation Security Authority under the ASO. CAD assumes regulatory
functions, including vetting individual security programmes developed by
airlines and airport operators, and monitoring implementation of the
programmes. In fulfilment of the relevant requirements, AAHK, as the



manager of HKIA, has developed the HKIA Airport Security Programme to lay
down the airport security procedures and measures in further detail.

5. The Aviation Security Company Limited (AVSECO), as a
subsidiary company of AAHK and provider of aviation security services at
HKIA, conducts security screening of all departing and transfer passengers as
well as their cabin and hold baggage in compliance with the requirements of
HKASP and the HKIA Airport Security Programme.

ICAO’s Security Requirements for Passengers and Cabin Baggage
Screening

6. As far as security screening of passengers and cabin baggage is
concerned, which is a focus in the incident on 27 and 28 March 2016, ICAQO’s
requirements are set out in Annex 17 to the Convention of International Civil
Aviation, and ICAO’s Aviation Security Manual'. The key requirements are —

(@) passengers and their cabin baggage have to be screened prior to
boarding an aircraft?; and

(b) under certain circumstances, screening equipment operators should
select baggage for secondary screening, including manual search®.
Manual searches of cabin baggage should always be carried out in
the presence of the owner of the baggage, and the baggage should
be opened preferably by the passenger”.

Relevant Security Arrangements for HKIA

7. In compliance with the relevant ICAO requirements and HKASP, a
comprehensive and structured security system has been developed by AAHK at
HKIA to guard against all types of security threats. The security arrangements
for passengers and baggage include —

(@) screening of all passengers and their cabin baggage are required
before entering the Enhanced Security Restricted Area (ESRA)
with the aid of metal detectors for passengers and x-ray imaging
for cabin baggage. Screening is performed to detect the presence
of restricted articles (e.g. firearms, explosives, incendiary devices,

! See Attachments D1 and D4 to AAHK’s report to the Government at Annex.

2 See paragraphs 4.4.1 and 4.4.2 of Annex 17 to the Convention of International Civil Aviation (Attachment D1
of AAHK’s report).

® See paragraph 11.5.8.4 of ICAQ’s Aviation Security Manual (Attachment D4 of AAHK’s report).

* See paragraph 11.5.9.1 of ICAQO’s Aviation Security Manual (Attachment D4 of AAHK’s report).



etc.). The x-ray technology for screening of cabin baggage as
well as the use of archway metal detectors and hand held metal
detectors are fully compliant with the standards stipulated under
HKASP.

To supplement x-ray screening (for items that cannot be cleared by
normal x-ray or physical inspection), explosives trace detection
technology is also utilised. @ The specialised equipment is
deployed in accordance with the manufacturer’s protocols that
align with the guidance material set out under the ICAO Aviation
Security Manual. The equipment is certified by international
regulatory authorities including the US Transportation Security
Administration and the UK Department for Transport;

(b) passengers and cabin baggage are screened at the designated
screening locations at HKIA. Passengers departing from Hong
Kong are screened at one of the three Departures Immigration
Halls (two in Terminal 1, one in Terminal 2); and

(c) secondary screening of passengers is conducted to account for all
unidentified objects on a passenger that has activated an alarm of
the archway metal detector. It may be conducted by hand or by
using a hand held metal detector supported by a hand search.

Secondary screening of cabin baggage is conducted if any item of a
suspect nature has been detected or an item which cannot be
identified and cleared during Xx-ray examination. Secondary
screening of the cabin baggage will normally be conducted by
means of hand search. Such search must be conducted in the
presence of the passenger. The passenger will be invited to open
the baggage in order for its contents to be examined.

8. An elaborate set of security procedures is also in place for handling
unattended items found at HKIA, which may pose security risks. These
include where appropriate, explosive trace detection testing with dedicated
equipment by AVSECO staff. AVSECO has guidelines in place to return the
unattended item (cleared of security threat) to its owner or an airline
representative. If the item has not been claimed, it will be transferred to
AAHK’s Lost and Found Office.

The handling of the incident on 27 and 28 March 2016

9. The incident is detailed in AAHK’s report. As far as aviation
security is concerned, the handling of the incident has not violated the ICAO
and local requirements specified above, or compromised aviation security in
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any way, in view of the following key actions taken —

(a) the baggage underwent explosive trace detection test after it was
first discovered as an unattended item on the landside;

(b) the baggage was returned to the airline’s representative after the
security threat was cleared and ownership confirmed;

(c) before entering the ESRA, the baggage underwent the standard
x-ray screening which meets the ICAO’s requirements;

(d) there was no need to conduct a secondary screening (manual search)
after the standard x-ray screening. Had there been a need for a
manual search, since the ownership of the baggage had been
confirmed, the owner would be summoned to the screening area so
that the manual search could be conducted in the owner’s presence;
and

(e) the baggage underwent another screening at the boarding gate in
compliance with the requirement of the relevant authorities of the
destination country of the flight.

10. AAHK’s report devoted a section to discuss how the handling of
the incident on 27 and 28 March 2016 has not violated the various requirements
laid down by ICAO, HKASP and the HKIA Airport Security Programme”.

Response to Allegations made

11. Following the said incident, some allegations have been made to
the effect that certain ICAO’s requirements have been breached in the handling
of the incident. In particular, it has been asserted that there is an ICAO’s
requirement that cabin baggage must be accompanied by its owner throughout
the screening process. As analysed in AAHK’s report, there is no such ICAO
requirement. Some of the references that have been said to be quoted from
ICAO’s documents include:

(@ “Check that luggage belongs to the passenger and place it on the
inspection table”: this is in fact extracted from some training
materials issued by ICAO for airport security staff. It refers to the
procedure for manual search of cabin baggage, instead of the
standard x-ray screening;

® See paragraphs 3.8 -3.12 of AAHK’s report to the Government at Annex.



(b) “Baggage must be matched with the correct person/owner and
positioned on the search table so that the owner can open the bag
but not interfere with the conduct of the search”: this comes from a
working paper on training for conducting manual search presented
by International Air Transport Association (IATA) at an ICAO
working meeting in 2008. Again, it refers to the procedure for
manual search of cabin baggage; and

(c) “When an item of baggage is separated from its owner through a
breakdown of the baggage handling system the baggage should be
subjected to additional security controls which could include a
combination of manual search, conventional X-ray, explosive
detection systems, vapour or trace analysis in respect of suspect
items found in the baggage, or the use of a stimulation chamber
before being loaded onto an aircraft.”: this comes from a 2002
version (now outdated) of the Aviation Security Manual published
by ICAQO. It referred to the handling of unaccompanied hold
baggage, i.e. check-in baggage that is not transported on the same
aircraft as its owner. The sentence specified the requirement for
additional security controls applicable to a check-in baggage
separated from its owner through a breakdown of the baggage
handling system of an airport. It does not concern cabin baggage.

12, Since the release of AAHK’s report, there have also been
suggestions that HKASP contained a provision (paragraph 6.2.10) requiring
passengers and their cabin baggage to simultaneously go through security
screening. Members are invited to note that paragraphs 6.2.8 to 6.2.11 of
HKASP stipulate the requirements on secondary screening. Paragraph 6.2.10
in fact refers to the requirement that the secondary screening of cabin baggage
must be conducted by AVESCO staff in the presence of the owner of the
baggage. This requirement specific to secondary screening is fully consistent
with the ICAO requirement (see paragraph 6 above) and with the HKIA Airport
Security Programme which was developed based on HKASP.

Conclusion

13. A key issue arising from the incident on 27 and 28 March 2016 is
whether the return of a lost item to its owner in the ESRA by a member of the
airport staff violates any international aviation security standards or local
requirements. The answer is in the negative. This notwithstanding, AAHK
has stated in its report that AAHK would, together with other stakeholders,
review and fine tune the existing handling procedures for lost and found items.
The Government agrees with this work direction.



14, The Government has always attached great importance to security
at HKIA. The Government and the airport community will continue to uphold
high aviation security standards at HKIA in full compliance with relevant
security requirements under ICAOQ.

Security Bureau

Civil Aviation Department

Airport Authority Hong Kong
Aviation Security Company Limited

April 2016



Annex/[f 4

7,

1, HOGME HOMNE

&l
B e R ke ol
fr i 5 | sippoRT

REPORT

Handling of Unatiended Baggage subsequently confirmed
to belong to a Departing Passenger at HKIA on 27 and 28 March 2016

1.1 This reporl covers the handling of a piece of unattended baggage that
was subsequently confirmed to belong to a departing passenger at
HKIA. The event lasted from 2342 hrs on 27 March to 0023 hrs on 28
March. While the Airport Authority (AAHK) was in attendance at scene
during the latter half of the event, the main parties handling the case
were Aviation Security Company Limited (AVSECO) and Cathay

Pacific Ainvays.

1.2 The report also addresses concerns raised in the media regarding
security being compromised during the event. Specifically, the report
will address the allegation that the manner in which AVSECO and
Cathay Pacific Airways resolved the matter resulted in security

requirements being disregarded.

2. The Event

21 On 27 March at 2348 hrs an AVSECO security supervisar detected an
unattended bag of standard cabin baggage size located in the landside
area close to Check-in Aisle B. In accordance with established
AVSECO procedures (please refer to Aftachment B, Annex A),
AVSECO reported the case to the Integrated Airport Centre (AVSECO
desk) and proceeded to carry out the stipulated security check for
unattended baggage found (explosive trace detection). Subsequently,
the result of the check confirmed no indication of explosive trace;
allowing the bag to be treated as lost property. in accordance with
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2.4

standard operating procedures to handle lost property, AVSECO
notified AAHK at 0003 hrs.

During resolution of the aforementioned security check, at 2358 hrs,
staff from Cathay Pacific Ainways check-in approached AVSECO staff
at scene and informed AVSECO that the bag might belong to a Cathay
departing passenger (Miss Leung CY), departing on Flight CX872,
scheduled departure time 0030 hrs. Also present at the scene at similar
time was a female wearing a face mask, claiming to be the mother of

the passenger (subsequently recognised as Mrs, Leung).

Prior to discovery of the unattended bag, at 2342 hrs Miss Leung CY
had approached AVSECO staff at Level 7 Departures Immigration Hall
South to report that she had left a bag behind. She told AVSECO that
the bag might have been left behind at the security screening point,
Acting upon this information, AVSECO searched the security screening
areas at both Departures Immigration Hall North and South. As the bag
was physically located on the landside, near to check- in aisle B it was
not discovered during this search. At 2347 hrs Miss Leung CY left the
Departures Immigration Hall South to seek assistance from the airline
on the airside. Miss Leung CY contacted staff from Cathay Pacific
Ainways at the Cathay Pacific Airways airside lounge known as the
Cabin. She gave a description of the bag to the lounge staff who
passed the information via telephone conversation to Cathay Pacific
Airways staff at the landside scene with AVSECQ and Mrs. Leung.

To verify the ownership of the bag, and with the information relayed
from Miss Leung CY via the staff of Cathay Pacific Airways, AVSECO
inspected the bag in the presence of Cathay Pacific Airways. The given
description of the bag and the items inside (a notebook computer and
some medication), confirmed the bag belonged to Miss Leung CY. At
0013 hrs, upon completion of these checks AVSECO released the bag

to Cathay Pacific Airways, in accordance with procedures for handiing
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found property. Moments later Cathay Pacific Airways handed the bag

for safe keeping to Mrs. Leung.

From CCTV records’ it is apparent that discussion ensued between
Mrs. Leung, and the handling staff of both Cathay Pacific Airways and
AVSECO, As stated in the AVSECO report (attached at Attachment B),
Mrs. Leung requested that Cathay Pacific Airways deliver the bag fo
her daughter on the airside, AAHK duty staff arrived at scene at 0015
hrs. A staff member from Cathay Pacific Airways asked the AAHK staff
whether AAHK would deliver the bag airside and hand it over to Miss
Leung CY. AAHK declined this request as AVSECO had already
cleared the bag and ownership of the bag was confirmed as belonging
to a Cathay Pacific Airways passenger. It was therefore more
appropriate for Cathay Pacific Airways to handle. Cathay Pacific
Ainvays staff then asked an AVSECO manager now on scene as to
whether it would be possible for Cathay Pacific Airways to deliver the
bag airside to Miss lLeung CY at the boarding gate. AVSECO
confirmed that there was no objection for Cathay Pacific Ainvays to
convey the bag airside, as the normal security controls for aviation

security purposes {x;ray screening) would apply.

At 0018 hrs, the Cathay Pacific Airways staff presented the bag for »-
ray screening at the Departures Immigration Hall North. The staff
member concerned was in possession of the necessary Airport Permit.
Upon completion of x-ray examination of the bag and security
screening of the Cathay Pacific Airways staff, the latter proceeded to
boarding gate 3 to hand over the bag to Miss Leung CY. This was done
at 0023 hrs. At the boarding gate AVSECO physically examined the
bag in accordance with US Transportation Security Administration
security requirements. These require boarding gate checks to prevent
the carriage by passengers of liquids aerosols and gels on US bound
flights.

1V CETY records will not be released for security reasons.
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2.8

3.1

5

A sequence of events prepared by AAHK and based on CCTV timings
capture is at Attachment A1. A timeline of events prepared by AAHK
duty staff subsequent to the event is at Attachment A2, Suppoiting
reports prepared by AVSECO and Cathay Pacific Airways are at
Attachments B and C respectively.

The report by Cathay Pacific Airways refers to "approval” being sought
from AVSECO lo convey Miss Leung CY's bag airside. Provided the
airline complies with aviation security requirements and presents the
item for x-ray screening by AVSECQ, there is no specific restriction to
prevent the airlines at HKIA from conveying to airside from landside an
item belonging to one of its passengers, for the purposes of returning
the property to the passenger. (Please also refer to comment at 3.7

below).

Implications for Airport Security

Based on International Civil Aviation Organization international
standards and recommended practices, the Hong Kong Aviation
Security Programme (HKASP) allocates responsibilities to various
stakeholders.  AAHK, being the airport manager of HKIA, is
responsible for establishing and implementing measures to protect the
enhanced security restricled area through security screening of
persons, their baggage and items carried for entry into the enhanced
security restricted area at HKIA in accordance with the requirements of
the HKASP,

In fulfilling the above requirements, AAHK has established procedures
and measures including access controls for passengers, crew and
airport staff seeking to enter the Airport Restricted Area (ARA). In
addition, measures to screen passengers, crew and airport staff

entering the enhanced security restricted area as well as baggage and
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articles carried info this area have also been established. These
measures are to detect and prevent the movement of restricted articles

into the enhanced security restricted area.

At HKIA passenger hold baggage (i.e. check-in baggage) is screened
after acceptance by the airline at check-in, The screening system is
built into the HKIA baggage handling system, such that every item is
security screened and cleared prior to being loaded on board an
aircraft. The model that HKIA has adopted to screen hold baggage is
widely used in other international airports. In the event that a hold bag
cannot be cleared by screening technology, it will need to be physically
inspected. In such cases AVSECO will notify the airline concerned and
then convey the bag to the relevant aircraft. At the boarding gate, the
airline will identify the owner of the bag, The airline will then escort the
passenger concerned downstairs to the AVSECO search vehicle,
where the owner's bag will be physically searched. The passenger will
open the bag. AVSECO will then physically inspect the bag and ifs
contents, Any restricted article will be removed and will not be allowed
to be carried on board the aircraft. Once cleared AVSECO will release

the bag for carriage as hold baggage on the aircrait.

Hold baggage is not allowed to be loaded on board an aircraft in the
event that the owner of the bag fails to fly on the aircraft for any reason.
For instance, should a passenger fail to arrive at the boarding gate, or
arrive at the boarding gate too late to board (a “no show” passenger),
the alrline is required to remove that passenger's hold baggage from
the aircraft hold. This process (known as baggage reconciliation)
ensures a positive check is undertaken before flight departure that any

bag belonging to a no show passenger is removed from the aircraft.

Passengers and cabin baggage are screened at the designated
screening locations at HKIA. Originating passengers are screened at
one of the 3 Departures Immigration Halls (2 in Terminal 1, 1 in
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Terminal 2). Transfer passengers are screened at any one of the ©
transfer security points located at HKIA. Ordinarily passengers will
convey their respective cabin baggage through the security screening
channel, It is possible however for other parties to convey items
belonging to passengers through security controls for the purposes of
returning such items to the owners. Please refer to the examples under
paragraphs 3.6 and 3.7 below. The purposes of security screening of
passengers and their cabin baggage is to detect and prevent the
carriage of restricted articles past the security check point, In the event
that a restricted article is present, (or suspected to be present) in a
passenger's cabin baggage AVSECO will carry out a secondary search
of the bag. AVSECO will request the passenger to open the bag.

AVSECO will then physically inspect the bag and its contents. Any

restricted article discovered will be removed for disposal. Any itemn
detected possession of which is illegal under Hong Kong law, will be

handled by the Hong Kong Police Force.

AAHK has established procedures that cover the handling of lost and
found property. Lost and found property handling allows AAHK staff
and the relevant contractor, subject to availability of manpower, to
provide courtesy delivery of found property to its established owner.
These procedures also include taking the found property into the ARA
{airside) if the passenger is airside. For the period March 2015 to
March 2016 some 517 courtesy deliveries of items were recorded.
[tems including travel documents, bags, wallets, clothing and electronic
items were taken from the landside and after the required security

screening, into the ARA (airside) and returned to their owners.

As stated previously, provided that the airline complies with airport
security screening requirements (x-ray screening of the item) there is
no specific restriction to prevent airlines at HKIA from providing a

similar courtesy delivery of passenger found property to their
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3.9

respective passengers airside. Whether the airlines choose to provide

such service depends on their own discretion,

In the following paragraphs, the security requirements set out under
ICAQ documentation, the HKASP and the HKIA Airport Securily
Programme (HKIA ASP) which may be considered relevant to the
current case are summarised with comments offered in respect of the
relevant security implication. Extracts of the relevant documents are at
Attachment D.

Secreening of Passengers and Cabin Baggage

o |CAD Annex 17, Standards 4.4 & 4,5 [Attachment D)

s HKASP Part 6, paragrapghs 6.2.6 fo 6.2.12 (Attachmeant D2)
#  HKIA ASP Part 8 (6.1 -6.12) (Altachment D3}

Requirement ; All items of cabin baggage shall be security screened,
generally by means of x-ray technology. In circumstances where x-ray
screaning is not applicable, AVSECO shall conduct physical search on
the itern concerned, and where necessary supplement by trace

detection technology.

Comments: The bag in question had undergone explosive trace
detection when it was handled as an unattended bag and was
considered "cleared”. When the bag was carried airside by a Cathay
Pacific Airnways staff, it was screened through x-ray screening as

required and was once again cleared,

3.10 Secondary Search of Cabin Baggage

e ICAQ Document 8973, Aviation Security Manual paras 11.5.8 & 11.5.9 (Manual
searches of cabin baggage) (Atachment D4)

e HKASP Part 8, paragraphs 6.2.8 to 6.2.10 (Attachment D2)

e  HKIAASP Part 8 (6.7) (Attachment D3)

7 of 10



Handling of Unaliended Baggags subsequontly confirned to befong to a Ceparting Passenger af HKIA

o 27 and 28 March 2076

L ol

3.12

e e ———————emmmmm— S S e s

Requirement | A reasoned secondary search of the cabin baggage
shall be conducted if there is a suspicion and the search shall be

conducted in the presence of the passenger.

Comments: The requirement for the passenger to be present applies
when the bag appears suspicious and a secondary search is
necessary. In this case, there was no requirement for a secondary
search and the presence of the passenger was therefore not required.
Some commentary to date has asserted this requirement (for the
passenger to be present) applies in respect of all x-ray screening,

which is not the case.

Staff Screening
e HKASP Part B, paragraph 6.2 4 (Attachment D5)
+ HKIA ASP Farl 8 (8) {Attachment D}

Requirement: The screening of airport staff and their belongings shall
be screened in the same manner as that applies to passengers and

their cabin baggage.

Comments: The Cathay Pacific Airways staff and the bag carried were
subject to the same manner of screening as that respectively applying

to passengers and cabin baggage.,

Unattended Baggage and Articles Handling
s HEKIA ASP Part 11{12) {Attachment D7)

Requirement: If an unattended bag appears suspicious, precautionary
measures will need to be taken by AVSECO staff or the Police
including the use of a trace detection unit to test the item for trace of
explosives. If the result is negative, this will normally be sufficient to

enable the bag to be “cleared’ and treated as found property.
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Comments: Having cleared the bag (through explosives trace detection
and inspection) and confirmed that it was the property of a Cathay
Pacific Airways passenger, AVSECCO released it to Cathay Facific

Airways staff.

Conclusion & Way Forward

AAHK is satisfied that at no time during the event was aviation security
compromised, The bag underwent lhe reguired security clearance
while being treated as an unattended baggage. It was physically
examined to confirm ownership, At the screening point the Cathay
Pacific Airways staff and the bag underwent the required security

screening and both were cleared,

It is recognized that appropriate handling of lost and found propetties is
essential in promoting customer service at HKIA without compromising
safety and security. Together with other stakeholders, AAHK will review
and fine tune the existing handling procedures for lost and found items,
and promulgate specifically to the airlines any change of the
arrangements whereby properties may be retumned to their owner
inside the ARA (airside).

Airport Authority Hong Kong
April 2016

Attachment A -  AAHK Sequence of Events & Duty Staff Report

Attachment B
Attachment C

ANVSECO report
Cathay Pacific Airways repart

Aftachment D1 — |CAQ Annex 17, Standards 4.4 & 4.5

Attachment D? — Hong Kong Aviation Security Programme paragraphs 6.2.6 to
6.2.12

Attachment D3 — Hong Kong International Airport: Airport Security Programme,

Part 8 paragraphs 6.1. to 6.12
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Attachment D4

Attachment D5
Attachment DB

Attachment D7

ICAQ Document 8973 Aviation Security Manual paragraph

T1.588& 11.5.9
Hong Kong Aviation Security Programme paragraph 6.2.4
Hong Kong International Airport: Airport Security Programme,

Part 8, paragraph 8
Hong Keng International Airport: Airport Security Programme,

Fart 11, paragraph 12
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Attachment A1

Sequence of the Event, 27-28 March 2016, based on CCTV timestamps

Compiled by Airport Authority

The passenger (Miss Leung) was at the boarding pass checkpoint,
Level 7 South DMH. Her bag was left behind on a trolley near the

The passenger was at the security _S{:reening checkpm‘nt._

The passenger relurned to Level 7 South DIH and approached an

The passenger approached AVSECO screening checkpoint and |

| 2358 hrs

E 2348 hrs

The passenger returned to Immigration, as the left bag could not be

2319 hrs |
end of Aisle B,

2320 hrs
Level 7 South DIH.

2342 hrs

ImmD officer. She was assisted by Immigration.
requested AVSECO to assist.

2347 hrs
located.

' The passenger left the Immigration area.

Around the same time, an unattended bag on a trolley was spotted

| by AVSECQO. The AVSECO personnel moved the unattended bag
| on trolley to the side.

CX staff was on phone, in search of the lost bag (near the end of
Aisle B).

0002 hrs

0013 hrs

The CX staff met with a woman (passenger's mother) and
proceeded from the end of Aisle B to the lost bag

The bag was being checked by AVSECQ for reclaim by CX staff

0015 hrs

AA duty staff arrived at scene and was in conversation with CX staff
{as to delivery of the bag)

0016 hrs

Passenger's mother moved to Level 7 North DIH with the bag

0018 hrs

0019 hrs

0025 hrs

The CX staff rushed the bag into airside

The passenger boarded at Gate 3, with the L:rag returned




Attachment A2

Airport Authority

Sequence of Events
Incident on 2728 March, 2016 regarding
Lost and Found Cabin Baggage of Miss Leung Chung Yan

Gaoa

T1 Operation Officer (O0) in IAC received a call from AVSECO in IAC slaling |
thal an unattended bag had been found near L7 South Pre-Immigration. OO
toak note of iL. '

005

0007

0010

T1 OO in IAC received another call from AVSECO in IAC stating that AA |
could collect an unattended bag which had passed ion scan.

00 asked T1 QO to attend to the case. |

00 received a call from CX requesting AA to attend to and to release the |

found bag immediately because the case involved the Chief Execulive's
daughter, OO replied that our duty staff had been dispalched to the scene.

D0 called AVSECD in IAC and asked If the owner had shown up and which |

CCTV camera could be used to view the scene, AVSECO replied he didn't |
know.

00 located the scenes with CCTV and found that CX staff and AVSECO staff
wera at the scene,

0014

OO0 called AVSECO in I1AC and asked if AA's presence was required as
handaover of the bag was in progress, AVSECO replied that AA's presence
was nol necessary.

0015

When the two OOs arrived, a male CX staff and AVSECO slaff were at the
scene, They noticed that AVSECO Assistant Manager (AM) was trying lo
explain the procedure of handling such a case to Mrs. Leung and why they
couldn’t take the bag to airside.

The CX staff at the scene told OO that the owner of the bag had been
identified in airside and asked if AA would deliver the bag to its owner at the

| boarding gate.

| 0O declined CX's request to lake the bag fo its owner at the boarding gate

and stated that it was the airline’s responsibility.

0016

Mrs, Leung appearad upéet. She said she couldn't understand why no one
could help her deliver the bag to its owner at the boarding gate as she knew
the owner of the bag and there was no forbidden item inside the bag.

Then, Mrs, Leung started to walk to L7 North Pre-lmmigration stating that she
would take the bag to the boarding gate hersell.

| AVSECO staff tried to stop Mrs, Leung but Mrs. Leung kept walking to L7
| North Pre-Immigration.




“When the two QO0s followed Mrs. Leung, CX staff and AVSECO staff to L7

oo1a
North Pre-Immigration, they naticed that a CX stafl was carrying the bag Into
airside via the staff channel,
0018 After security screening was carried out on the bag, the GX staff ran to the |
hoarding gale with the bag,
0019 Mrs. Leung expressed her dissatisfaction over the procedure and the
handling of this case to AA, AVSECO and CX.
0025 | Miss Leung boarded her ﬂ'rghi at Gate 3.
0041 - Ad duty staff loft the scene.
0063 | Mrs. Leung and the othar pariies left the scene.
|
|
' -End-

Prepared by:

Airport Duly Manager
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AVIATION SECURITY COMPANY LIMITED

1 Cheong ¥ip Read. Hong Kang Intermationzl Aipol, Lanlawy, Hong Kong

Report

Aviation Security Concerns
Arising from the handling of an Unattended Bag

INTRODUCTION

Commencing T April 2016 (Thursday), considerable media attention has been
oiven to a case of unattended bag handled jointly by staff of Cathay Pacific Airways
(CX), Aviation Security Company (AVSLECO) and the Airport Authority (AA) around
midnight of 27" March 2016, Concerns mainly surround whether any unusual
privilege had been pranted to the passenger in this case and whether aviation sceurity

was compromised,

2. This reporl outlines the sequence of events as known to AVSECO. All facts
have heen carefully examined, and il is concluded that all related handling of the
matter was appropriate and in accordance with laid down policy and procedures and
aviation security was properly safeguarded.

INCIDENT

=8 The bag in question belonged 1o a departure passenger for flight CX872 (STD :
0030 hours) on 28" March 2016 for San Francisco. (Nofe ; The passenger is now
known as Miss LEUNG.) She entered (he Airport Restricted Arca (ARA) through
Departures Tmmigration Hall (DIH) at Level 7 South around 2320 hours on 27"
March 2016 and underwent the required boarding pass check and security screcning.

Loss of Cabin Bag

4, At about 2342 hours on 27" March 2016, Miss LEUNG returned from the
airside to Level 7 South DIH and enguired if her lost bag could be found in the
screcning hall. (Note : AVSECO staff were unaware of any special identity of the



pussenger at that time. Requests for assistance of this nature are not uncommon and
AVSECO staff exercise their best judgment to help (he passengers as a customer

service measire. )

i On the request of Miss LEUNG, AVSECO screening staff searched for the lost
bag in the DIIT at Level 7 South and later checked the DIH at Level 7 North (in case
the passenger’s memory was confused as to where she had undergone security
sereening.) Diligent efforts did not tesult in finding the bag. AA Lost and Found
Office was also called with no fruitful results. AVSECO screening staffl advised Miss
LEUNG to seek further assistance from airline staff, and Miss LEUNG lell at about
2347 hours.

Localion of Unattended Cabin Bag

6. Al about 2348 hours, an AVSECO access control security supervisor (38)
noticed an unattended bag at the end of Aisle B of the Check-in counters (landside),
The 88 Tollawed the standing handling protocol Lo take control of the bag and asked a
security officer (SO) to conduct an Explosive Trace Detection test. The test was
completed in about 10 minules and confirmed there was no presence of explosives.
AA Lost and Found Office was informed and two AA staff attended scene at about
0015 hours on 28" March 2016.

fit T the process of the explosive trace detection test, three CX stafl turned
up. They were able to identify the bag as one belonging to a CX passenger by the
name tag attached to the bag, A moment later, the mother of the passenger concerned
also artived, (Note @ The lady is now known as Mrs LEUNG.) They requested to
reclaim the property on behalf of the passenger. (Note : This is allowed if assessed to
be safe by AA staff or an AVSECO supervisor.) The AVSECO supervisor opencd the
bag in the presence of CX staff and Mrs LEUNG confirmed that the computer and
medication inside belonged to the passenger. The bag was relcased to CX staff
according to the laid down procedures. The Action Card governing handling of found

property is attached at Annex A,

8. As time did not allow the passenger to return to the landside (o take over the
bag, Mrs LEUNG requested CX staff to have the bag delivered to the passenger. CX
staff enquired AVSECO if CX could take the bag to the passenger in the resiricted
arca. AVSECO confirmed that AVSECO had finished all screening process ol the
unattended bag and that there was no objection to allowing CX to bring it to the



passenger. At aboul 0018 hours on 28" March 2016, a CX staff took the bag to the
airside through the passenger scrcening channel, Level 7 North DIH.  He wenl
through all necessary permil check and seourity sereening before proceeding to the
flight to return the bag 1o the passenger.

9. At ahout 0024 hours on 28™ March 2016, the passenger presented her bags,
including the bag in question and a handbag, to AVSECO staff outside Boarding Gate
No. 3 for “Liquid Acrosol Gel™ (1LAG) check in compliance with US regulations. No

irrcgularities were found.

10.  Annex B shows the chronological sequence of events.

CONCLUSION

11, Based on all information elicited and the review of related aviation securily

provisions, the conclusions are as follows:

(a) All handling of the bag was in accordance with laid down procedures and
reasonable judgment was exercised in the prevalent circumstances.

(b) The passenger was not granted any unusual privilege. The passenger under the
circumstances was provided with assistance/service by the airline to reclaim
and return the lost bag,

(¢) The aviation security was properly safeguarded throughout the event. The bag
concerned was “cleared” through various security procedures. including
explosive trace detection lest, x-ray screening and compliance with required
US security checks. Hence, at no time were therc any vialations of overall
aviation security requirements.

AVSECO
20" April 2016

o



Annex A
(P.1)
i AU No, -AC -OPS 1-TAD-14.22 (02/12)

e i o
10 EE ¢ EESRmEATS / YR » BT » TEORBYAS Tl RO RO
AT [ R -

2.0 EHAETA WIS, - fEia R e R -
L SRR+ R I S A R TR B R IR 5

TE B L A S R -

AT IAC MR IS B AA YR S SRl —b A -
R (TR R R £&f‘ﬁ’xﬁ£{iﬁﬁfﬂ_ﬁﬁrﬁlﬁﬁil§"
LT B RS (TONSCAN) M, ¢ RS ,h%dl%tﬁ IAC -
LNEARE  BE IAC B A IR S s =]

Uer SR £ AR R T (Incident Book) [ -

o o;mos oW

2.1 Wl}ﬂﬁﬁ 'ﬁﬁﬁ%zﬁﬁAEMEE—Fﬂ$IﬁﬂEﬁﬁﬁ—Fﬂﬁﬁﬁﬁﬂ :
B S B bR 1T 2 A U R AA SRS SR E BT -

9. EEEREATRITIBEL TR R PSD B S SPEHEEEERIS (TONSCAN ) sl - T EA T | B
#98Id TAD £ -

3, AR R T T A SRR R T T AR H-RAY IRE < B
FErT A e RS ) BIRELE L3 PR EE(F XRAY Rt MEEER SRRV E PSD
BT -

4, ARIEEEEEREIAYMIERT A e A BBEEF RN RS Y « ERRRPE
0 BTSN R R

5 HEETRAD R A SRR fRIEARLY s AL - d HEE R
Jnsg AL SR 4 - BISE - S AT - RHEEES . A HEE ST ST A DR

6. IOSEFHRER - e AT U R RS S G S ST BRI EIAT. AA TR
I i dnii R e R LA R L S s AR B HIE AL [P 323
s E R - WE IR ) TR AT TGS R (R IR R T RETT X-RAY
e -

T; z'miﬁﬁiﬂ?‘ﬁ&ﬂﬂ%ﬁ%ﬁfﬁﬁ%£ﬁw{ﬁaﬁﬁﬁ*&%ﬁs DR A G R AR R ﬁ.a*%ﬂl%ﬁﬁﬁﬁ
st o W EERS FHIRERE -

1) i RENANR 2 ) Ei LS iR AR
3) REEFEREAIHTER A ) LR

5 W W sy S G BIANAEEIE -
g, FEifRde A B iR i hl Command Post PESR -
YT R B T AR (ELA RS R LB A -

Pages 1 of 3

4



Annex A
(F.2)
AC Mo, 1AC -OFS [-TAD-14.22 (02/12)

22 WOBRRTE W TR R S TR RIT A B AR TR R

IR TS + BRI
BB FL T 17 Comnand
Post FESS « WAEEE TR -

s | L [ smrTse
1 |
WHEE e R T AR S O TAC e IR EE - R TR P
Feig) L e B pREE p: el f&%ﬁiﬁfﬁ;ﬁgﬁﬂﬂ%ﬁﬁfﬂm + JEE
%ﬁﬂﬁﬂﬁﬁﬁﬂ;{ﬁm&mﬁhﬁﬁ%ﬂ# .
B |

_ I
ZeHFETALE AL FEAIES (Jonscan)

L@%$&ﬂ] LT A
| I
TR e TAC B AR R ARERE AA EEHEIEIRAA
ERE = 4G R ST R Bl 1 (R L T
X AR TE
|
T 1
S IE T Lﬁﬁﬁﬂﬁ
BHENFE AA BELELIGIRIR R ERI TR
&#ﬁﬁﬁﬁﬁ ]
lﬁﬂﬁ&ﬁg@ﬁ‘ B3I R R |
3 - —_—
ki A A B HETRER R TR TTEMERAS O/F - IAC BB RERTIE
# TR B S R

M

Pape 2 of 3

5



Annex A
(P.2)
AC No. :AC -OPS 1-TAD-14.22 (02/12)

2.3 WEBRIRITE /W BRI - SREA R
R4S Command Post ~ JAC KBS EERERRIELE -

1,
2 EIESEHETIE MR AC B L TIG IR -

3, AR SR IED 0% UIoAREH I S SR A LR i P
4, ISR RTINS N R R R Y - LR <

3.0 BEUAIIRG » BRI N RIS
7 R Command Post 14 1AC AMIZEH: « (1T RN AT MY 1)
g i - ( AC-OPS [ -TAD-App.58 )
2. AT IEREIE AR RBE A & o EEERI S A IR
SRER T HE A -
g i BAIESERE RS MO SRR
SoREE A ENESET | LR -
Leid B4R S [REORREE -
mer AN BEH R BN Hrb R R S R SRABHTTAE BT + 32E] TAD Command
Poat 0§
7. ERIEEM AR | P R RS B B L — e T A 2P ST AR R -
H1 18 K Command Post s

8, B4 Command Post b O A R e ek B T SR S R N -

e ow s W

3.0 845 CHUBEIERE ) WYY |

1 JEBETRRAEL IAC S5 IAC EIREEE AN, » PIEER T - B Ruoon -

3. USRI A TAC s A A TR ] IAC #itk - stAFEHEAZlE] Permit Otfices
{E725 Permit office $ 4 IEMIEAS » FEIEAXERPISRETE Command Post ] v

3, AT | ATEtlel » BITTHERCE Permit Office + {875 Permil office JF2XRFRIENS » Rl
HEE S (755 4F Command Post Py =

4 AR IR RAIS A T A R ] « R N B R o
1AC SRS (20 e ¢ 40 DSM JATE - IR ERsmaE A A -

Approved By; TR LER
M/TAD
07.2.2012

Page 3 of 3

6



Ref
Incident ;
Date :

Annex B

(1)

AVIATION SECURITY COMPANY LIMITED

1 Cheang Yip Read, Hong Kong Intermational Afrpor, Lanlag, Heng Kong

IR 1477/ 16
Unattended Bag
2016-03-27 to 28

Sequence of Event

Approximpte Oceurrence
Timing
23:20 Misa LEUNG entered the Airpart Restricted Area (ARA) through Level 7

South Sereening Hall (L78), and underwent hearding pass check and
security screening.

23:42

Miss LEUNG returned to the L7S screening hall [rom the airside and
enquired il she had left her bag in the screening hall, AVSECO assisted

by scarching .78 and LY North (L7N) Screening Halls and called AA Tost
and Found Property Office, with negative result,. AVSECO advised Miss
LEUNG to scck assistance from the airline.

23:47

Miss LEUNG lefi the 175 screening hall and proceeded to the departure
gale.

23:48

An AVSECO supervisor (58) noticed an unattended bag (a black trolley
case of standard cabin bag size) near check-in counter aisle B.

S8 reported to AVSECO Integrated Airport Centre (IAC). He did not
locaie the owner in the vicinity. It was handled in accordance with laid
down procedures.

2355

S0} performed an explosive trace delection Lest, which required a few
minutes to complete.

2358

A CX airlines staff attended and identified the bag as one belonging to a
CX passenger (Miss LEUNG). A moment later, two other CX staft
arrived with a female (Mrs LEUNG) whe claimed to be the mother of the
passenger. AVSECO staff advised them that the screening process was in
progress and no interference of the bag was allowed,

00:05

Explosive trace detection lest completed with negative result. TAC was
updated. 1AC informed AA Lost and Found Office.

Airline staff were in discussion with Mrs LEUNG outside cordon area.




Annex B
(P.2)

0g:12 Airling stall requested to verify the contents of the bag in order to identily
the owner. AVSECO stafT opened the bag in the presence of CX staft and
Mrs, LEUNG and the contents were confirmed Lo be the belongings of the
passenger, The hag was released to CX staff for anward handling.

00:13 Wre LELUNG requested CX lor the hag to be taken to the passenger,

{(0:15:05 2 AA staff attended and assisted in the handling of the bap,

00: 1544 AVEECO AM attended the incident,

00:15:54 | AVSECO AM approached Mrs, TEUNG and CX staff and asked about the
situation. Mrs. LEUNG informed AVSECO AM that no ane could assist
her to send the trolley bag to her daughter.

¥ male staff enquired if CX could take the bag to the passenger in the
airside. AVSECO AM confirmed that AVSECO had finished all the
screening process of the “unattended hag™ and that she had no objection o
allowing him to bring the trolley bag to his passenger,

Qo:16:21 Mrs. LEUNG took the trolley bag and walked to T.7N Departare Hall. All
involved parties including AVSCEQ, CX and AA followed,

0 16:44 AVSECO AM telephoned DSM and updated him on the progress of the
handling of the unattended bag. DSM agreed that AVSECO had no
objection to allowing the airline ta reclaim the trolley bag for their own
passenger alter AVSECO duties had completed all the screening pracess
and cleared the bag,

00:18:28 Upon arrival at L7N StalT Entrance, the CX staff took the wolley bag from
Mrs LEUNG.

(n:18:49 The CX staff took the trolley bag and passed through the screenimng at LN
screening channel, No irregularities were [ound during security screening,

00:24 Miss LEUNG presented her cabin bags to AVSECO staff (ASD) outside
' Boarding Gate No. 3 for open bag check prior to boarding, No
irregularities were found.

00:19 — 00:53 | Mrs. LEUNG discussed with the 2 CX female staft about the baggage
handling procedures. AVSECO AM explained to Mrs, LEUNG that it was
not appropriate for AVSECO to take the trolley bag to her daughter in this
case, as the trolley bag was reclaimed hy the airline.

hrs LELNG left at 00:53.
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051 AVSECO DSM attended the scene to understand the incident.

01:01 AVSECO DSM continued to discuss the incident with CX staff and
exchanged business cards.
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Calhay Facilio Cilv, & Hoeenle Hosd
Lardaw, Flond Ko
wiw. calhayscific.oom

CONFIDENTIAL Page 1/2
Date: 19 April 2016
Ter: The Airport Authority Hong Kong

Report on Left Behind Baggage of Pax LEUNG/ICHUNG YAN MS. CX872HKGSFO/I2EMARZO16

Set out below (in chronological arder} are the events which took place in relation to the above subject
rmatler as recarded in our eARS report, the Duty ASM log, the MOD log baok and the interview notes with
the concerned staff.

Schedule departure time of CXBY2/28Mar was 0030 from Gate 3,

27 Mar 2016 { 23571 T

The passenger, Ms. Leung, approached the supervisor at the CX lounge (The Cabin) and told the launge
supervisor that her hand carry bag was left at the entrance of the south hall security check point. She
further told the lounge superviscr that she realised she had left her bag after going through the X-ray
screening point and had informed Avesco staff about her left bag and requested to retrieve it and, after 20
minutes of discusslon with Avesco staff, har reguest to relrieve lhe bag was refected. She said that
Avesco stafl had told her to seek help from aifine staff st which point she sought assistance from the
airline staff at The Cabin.

The lounge supervisor explained to the passenger that the procedures to retrieve her bag would be to

cancel her deparure, go back to arrival hall thraugh immigration and back to the landside to collect her
bag. The passenger said she must get on the flight to catch up with an exam,

27 Mar 2016 /2368LT

The CX landside supervisor received a call from the lounge supervisor at The Cabin about the soft black
hand carry bag left behind by the passenger. The landside supervisor went to the south hall security check
point and noticed that one black hand carry bag with a name tag CY Leung was held by an Avesco staff.

28 Mar 2016 / 0005LT

The passenger's mother, Mrs. Leung, arrived at the south hall security check point and confirmed that the
bag belonged to her daughter. Avesco staff explained to Mrs. Laung that the bag could only be released
by Avesco until upon the arrival of AA staff. The CX landside supervisor also explaingd to Mrs, Leung that
the bag was under the control of Avesco, and Avesco would not allow the aifline or Mrs. Leung to claim the
bag before AA Lost and Found staff arrived.’ At this time, no AA staff had arrived.

In the meantime, the lounge supervisor assigned a customer service officer ("CS0") to accompany the
passenger to the south immigration exit near the Disney shop to wail.

1 Thiz iz In accordance te Alrport Authority Tenminal 1 Circular TADW01 3711 - any found property at the Hong Kong Intematicnal
Alrpert shall not be remaoved from the place ontil 1AC"s duly staff or AA's Losl & Found office stall has altended Lo record and fake

cver the item.

<afl
PHSWIRE = DRAGONAIR Regfalerst uos 30nd Flucr, Gne Paciic Place, 80 Qusansway, |fng Kung @
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28 Mar 2016 / 0008LT

AA staff still had not arrived on site. Avesco Assistant Manager arrived on site and Mrs. Leung explained
that her daughter must he on board with the bag. Discussion look place between Avesco staff who were
present, After a positive match of the description and content of the hand carry bag was conducted by
Avesca staff, Avesco staff released the bag to Mrs. Leung, Mrs. Leung claimed that there was no one to
assist her to take the bag to the boarding gate and ran with the bag to the north immigration entrance as
the south side was closed. CX and Avesco stall followed Mrs Leung lo the io the north hall immigration

entrance.

28 Mar 2018 / 0012

Avesco Assistant Manager tried to obtain approval from the Avesco Duty Manager to allow CX staff ta lake
the bag to the passenger at the boarding gate. In the meantime, the CS0 accompanied the passenger to
the hoarding gate. While waiting at the boarding gate, the passenger passed her mobile phone to the G50
and it was the passenger’s father, Mr, Leung, on the line asking for an update of the situation. The C50
informed Mr, Leung of the progress.

28 Mar 2016 /0015

Avesco Assistant Manager verbally confirmed to another CX landside supervisor on site that CX is
permitted to bring the bag through security on the passenger's behalf, who then took the bag through north
immigration to the boarding gate where the bag was handed over to the passenger al 0023, At the same
time, the Avesco Assistant Manager and Avesco Duly Manager gave copies of their name cards ta the first
UX landside supervisor as a record of Avesco's approval for the airline to take the bag lo the passenger at
the boarding gate.

28 Mar 2016 / 0024

Passenger bearded the flight tegether with the bag.

Mrs. Leung, the Assistant Manager and Duly Manager of Avesco, an AA slaff and the CX landside
supervisor continued to wait at landside at the north hall immigration entrance.

Al the landside in between conversation, Avesco continued to explain to Mrs. Leung thal the passenger
must identify the baggage herself,

Mrs. Leung was appreciative of CX's efforts but she raised concerns about why flexibility could not be
extended to get the luggage through security checkpolint on her behalf in the first place. CX landside
supervisar apologised and explained to her that due to security protocol, airlines cannot bring any items on
behalf of passengers.

Key Facts

1. The passenger approached CX for assistance 33 minutes before the scheduled flight departure time.
CX staff explained the proper procedures were to cance| departure and return to landside to retrieve

her bag.

2 \hen CX staff arrived at the site of the hand carry bag as advised by the passenger, the bag was
already in custody of Avesco.

3. Upon approval granted by Avesco, CX staff was permitted to bring the bag through the security
channel and deliver it to the passenger at the boarding gale,

FSwireE ok DRAGONAIR Feegialered nftca: ddrd Flocr, One Padfe Place. D8 Quasnswny, Horng Keag w
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Handling of Unaltended Baggage subsequantly confinmed to belong o g Departing Passanger al HKIA
o 27 and 28 Marcly 2076

Attachment D1 - ICAQO Annex 17 Standards 4.4 to 4.5

4.4 Measures relating to passengers and their cabin baggage

4.4 .1 Each Contracting Stale shall sstablish measures lo ensure that originating passengers
of eommercial air transport oparations and thair cabin bagoage are screenad priar to
boarding an aircrafl deparling from a security restricted area.

4.4.2 Each Conlracting State shall ensure that transfer passengers of commercial air
transport operalions and their cabin baggage are screened prior to boarding an aircrafl,
unless it has established a validation process and cantinvously implements procedures,
in collabaration with the other Contracting State where appropriate, to ensure that such
passengers and {heir cabin baggage have been screened to an appropriale level at the
point of origin and subsequently protected from unauthorized interference from the
point of screening at the originating airport to the departing aircraft af the transfar airport.

Note — Guidance material on this issue cah be found in the Aviation Security Manual
(Do 8973 — Restricted). :

4,43 Each Contracting State shall ensure that passengers and their cabin baggage which
have bean screened are protected from unauthorized interference from the point of
soreening until they board thelr aircrafl. If mixing or cantact does take place, the
passengers concerned and their cabin baggage shall be re-screenad before boarding
an aircraft.

4.4.4 Each Contracting State shall establish at an airport measures for transit operations to
protect transit passengers' cabin baggage from unauthorlzed interference and protect
the Infegrity of the security of the airport-of transit,

4.4.5 Recommendation.— Each Confracling State should ensure that practices are
established at aiports and on board aircrafl to assist in the identification and resolution
of suspicious activity that may pose a threat to civil avialion.

4.5 Measures relating to hold haggage

4,51 Each Contracting Stale shall establish measures to ensure thal originaling hald
baggage Is screened prior lo being loaded onto an alreraft engaged In commercial air
transparl operations departing from a securlty restricted area.

4.5.2 Each Contracting State shall ensure thal all hold baggage to be carried on a commercial
aircraft Is protected fram unauthorized intedference from {he point it s screened or
aceepted into the care of the carrler, whichever is earlier, until departure of the aircraft
an which il is to be carried. If the Integrity of hold baggage |s jeopardized, the hold
haggage shall be re-screened before being placed on board an aircrafl.

4 5.3 Each Contracting State shall ensure that commercial air fransporl aperalors do not
transpart the baggage of persons wha are not on board the aircraft unless that baggage
is identified as unaccompanied and subjected to appropriate screening,

4.5.4 Each Conlracting State shall ensure that transfer hold baggage is screenad prior to
being loaded onto an aircraft engaged in commercial air transport operations, unless il
has established a validation process and continuously implements procedures, in
collaboration with the other Contracting State where appropriate, to ensure thal such
hold baggage has been screenad al the point of origin and subsequently protected from
unauthorized interference from the originating alrport to the departing aircraft at the
transfer airport. :



Handiing of Unaltended Baggage subsequantly confirmed to belong lo & Depariing Passcenger at HEIA
an 27 and 28 Marchr 2018

#

Nole.— Guidance material an this issue can be found in the Aviation Security Manual
{Dac 8973 — Reslrictad),

4.5.5 Each Contracting State shall ensure that commercial air transport operators transpart
only ftems of hald baggage which have been individually identified as accompanied or
unaccompanied, screened to the appropriale standard and accepted for carriage on
that fiight by the air carrier. All such baggage should be recorded as meeting these
criteria and aulhorized for carriage on that flight.

4.5.6 Recommendation.— Fach Caniracting State should establish procedures to deal with
unidentified haggage in accordance wilth a security risk assessment carried out by the

refevant national authorifies.
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Handiing of Unatlended Baggage subseguently contirmed fo balong fo & Depanting Passenger at HEKIA
on 27 and 28 March 2076

Attachment D2 — HKASP Parl 6, paragraphs 6.2.6 to 6.2.12

Sereening of Passengers and Cabin Baggage

626

6.2.8

6.2.9

6.2.10

6.2.11

6.2.12

The airport manager shall ensure thal a passenger, authorized in accordance with
section 6.1.11 (d) to {g) above to enter or remain in an airpor restricled area, and
his cabin baggage are sereened to a slandard sufficient reasonably to detect a
restricted article, before the passenger or cabin baggage is permitted access to an
area set aside for processing embarking passengers and cremw within an enhanced
sacurlty restricted area. Any securily equipment used in such screaning shall
confarm te the appropriate standards and requirements stipulated in Part & of this
Pragramme and any screening staff shall conform to the appropriate standards and
requirements stipulzled in Part 8 in this Programme.

The screening of a paszenger and his cabin baggage shall be with the consent of
the passenger, which normally is tacil since access to the enhanced security
restricted area shall be conditional on the passenger undergaing such screening. A
refusal on the part of 2 passenger to undergo the screening will normally be
suspicious and the Police should be alerted. (Nothing in this section prejudices the
authority of police officers to conduct searches in accardance with powers provided
in legislation.) Such refusal shall also result in the passenger being refused entry ta
the enhanced security resiricted area or in the case of a transferf/transit passenger,
heing refused entry into the airside departure lounge (and thus denied boarding of
the flight).

A regsoned secondary screening shall be conducted to account for &l unidentified
objects on a passenger that has set off a securily equipment alarm (usually an
archway metal detector). This secondary screening may elther be typically by hand
or it may he conducted using a hand held metal detector supperted by a hand
search. A reasoned secondary screening shall also be conducted of a passenger's
cabln baggage, where any items of a suspect nature have bean detected during -
ray examination. This secondary screening shall be conducted by hand and may be
supporled by a trace detection system to examine those items which are difficult to
be search by hand.

A reasoned secondary screening of a passenger and his cabin baggags shall also
be conducted if, in the judgment of the screener, the passengar displays undue
Nervousness or arogance or who appears to evade screening, conceal an item or
in any other way suggests lhat he may have a restricted article.

All screening of cabin baggage shall be conducted in the presence of the
passenger.

In addition to any reasoned secondary screening described in sections 6.2.8 and
£.2.9, the Aviation Security Authority may prescribe a percentage of random
secondary screening of passengers and their cabin baggage corresponding lo the
prevalent threat level. This random secondary screening shall be conducted by
hand. The percentage threshold may be set in relation to thraal level and may be
adjusted commensurate with any change in the threat,

The airport manager shall provide for the continuous recording, via closed circuit
lelevision, of the passenger and cabin baggage sereening process and the
screening areas, with the video tapes being retained for a period of at least 31 days,
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Handiiry of Unattended Baggage subsequeritly confirmed fo belong fo a Departing Passanger at HKIA
on 27 and 28 March 2016

Attachment D3 — HKIA Part 8 {6.1-6.12)

o

Secreening Procedures — Passengers & Cabin Baggage

61

6.2

6.4

6.5

6.6

6.7

The screening of passengers and cabin baggage shall take place in the
appropriate departure passenger or transier passenger screening lacility
provided by the Airport Authority.

All ilems of cabin baggage shall be security screened, generally by means of
¥-ray technology, Passengers shall be required to remowve waist pouchas
and other accessories that may conceal & restricted article and these shall
also be x-ray screened. The x-ray machines used in the screening of cabin
baggage are all 'film safe'. In circumsiances where x-ray screening is not
applicable, AVSECO shall conduct physical search on the item concerned,
and where necessary supplemented by trace dalection technology,

Plastic trays will be made available for passengers lo insert small items and /
ar foodstuffs thal require x-ray screening. Passangers will be encouraged to
divest themselves of metallic abjects thal might alarm the archway metal
detectors, Such iterns will be either x-ray screenead or physically inspected by
the soourity staff,

The passenger will be directed te proceed through the archway metal
detector. Securily stafl shall pay particular attention to ensure that thera is
approptiate separation hetween passengers using the archway metal
detector, Passengers shall be reguired to walk through at & normal pace.
Running or jumping through the archway will not be permitted.

A reasoned secondary search of the passenger shall be conducted if.

(a) the passenger alarms the archway metal deteclor; or

{b) in the judgemernd of the screener, the passenger displays undue
nervousness, or arrogance or who appears to evade screening,
conceal an item or in any other way suggests that he may have a
restricted item.

The secondary search may either be typically by hand or it may be conducted
using a hand held metal detector supported by a hand search. The search
shall be tharough enough to account for all metallic and unidentified objects
on fhe person.

If & hand search is to be perfarmed then the searcher shall be of the same
sex as lhe passenger. Secondary searches of passengers (including any
hand search) are also conducted under this programme with the consent of
the passenger undergoing such search, Such consent is normally tacit since
access to the Enhanced Security Restricted Area is conditional on the
passenger undergoing such screening. A refusal on the part of a passenger
to undergo a secondary search will normally be suspicious and the Palice will
be alerted to the scene for investigation.

A reasoned secondary search of the cabin baggage shall be conducted if:

(a) a suspecl ilem or an item which cannot be identified and cleared by
x-ray examination, is abserved by the opearator; or

() in the judgement of the screener, the passenger displays undue
neryvousnoss, or arfogance or who appears to evade screening,
conceal an item or in any other way suggests that he may have a
restricted item.
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G.12

The search shall be conducled in the presence of the passenger. The
passenger shall be invited to open the bag in order for its contents to be
physically inspecled. Further x-ray images may be taken of the bag from a
different angle or of iterms within the bag.

ltems thal cannot be cleared by normal x-ray o physical inspection may ba
further screenad using trace detection equipment. In tha evend that the frace
deleclion equipment registers an alarm, AVSECO Duty Security Manager
shall collate the detection resull with the drcumslance and determine
whether assistance from the Airport Duty Manager and the Police is

warranted.

Suspect Device Isolation Unit {SDIU) is provided at each screening poinl for
temporary storage of unclear [ unresolved items found during screening.
AVSECO Duty Security Manager shall make decision whether o store the
unclear f unresolved item in the SDIW,

The Aviation Security Authority may prescribe a percenlage of random
secondary searches of passengers and lheir cabin baggage, which are
required to be undertaken in addition to any reasoned secondary searches
described above. Such secondary searches may include both hand search
as well as search by use of hand held metal detector. The percentage
threshald may be sel in relation to a threat level and may be adjusted
commensurate with any change in the threat.

Private search cubicles will be provided In each of the depariure search halls
In case a passenger requests \hal a search be carried out discretely, Similar
arrangements can be made at the transfer screening channels.

In the event of departing passengers at the Terminal 1, who have been
security scresned but before departure Immigeation clearance, request
returning to landside for personal reasons, they may leave the screening hall
under the supervision of AVSECO through the designated exit,
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Attachment D4 — ICAQ Document 8973, Aviation Security Manual paras
11.5.8 & 11.5.9

11.5.8 Screening of cabin baggage

11.56.8.1 The cabin baggage of all departing passengers should be screened using one or
more of the following lechnigueas,

a) manual search of the content of each bag and item carried. Screeners should be
particularly alert for suspicious signs, such as inconsistent weight;

by conventional X-ray;

c) explosives lrace deleclors;

d} liquid explosives detection syslems (LEDS), and

&} other appropriate technology and equipmenl,

11.5.8.2 All soreening technology equipment should be used in accordance with the concept
of operalion provided by the manufacturer ar the supplier,

11.5.8.3 Any item or bag that activates an equipment's alarm, or cannot be cleared by the
normal screening process, should be referred for manual searches or be subjected
to an alternate method of screening. Any item or bag which cannot be satisfaclorily
cleared aftar completing the entire screening process, including a manual search,
should be denled entry into security restricted areas.

11.5.8.4 Screaning equipment operators should always select baggage for secondary
screening when;

a) the screening equipment used generates an alarm that cannot oiherwise be
resolved;

b) lhe screened baggage appears to conlaln a prohibited article, or an article for
which its transporl is restricted due to national regulation and therefore warrants
further inspection;

c) the operator cannot confirm that the screened baggage does nol contain any
prehibited article; or

d) the screened baggage generates obligue, opaque or complicated images (when
such images are available).

11.5.8.5 A proportion of cabin baggage should be subjected lo secondary screening using the
principles of randomness and unprediclability, insofar as this iz practicable, The
screaning methods to be applied may include manual search, other screening
technology equipmert (e.g. ETD), or a combination thereof. The praportion of cabin
haggage to be subjected to these measures should be based on a risk assessment
carried out by the relevant authorities. A greater proportion may be applicable to
specilic flights considered to be under an increased threat.

11.5.9 Manual searches of cabin baggage

11594 Manual searches of passenger cabin baggage should always he carried oul in the
presence of the owner of the baggage and should be carried out as follows:

al  the baggage should be opened, preferably by the passenger, and examined
to ensure lhal there is no false bottomn. A straighl edge gauge-rule, rod ar
other device may be used o esfablish whether there is a significant
discrepancy in external and internal measurements;

o) particular attention should ba paid lo he lining, trim, seams, rims, studs, zlp
fasteners, locks, hinges, wheels and handles to identify signs of tampering
or repair that may indicate the concealment of a restricted article,
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¢ the contents of the baggage should be removed layer by layer, with each
layer being examined until the baggage is emply. The empty baggage
should then be lifted by hand and assessed for balance and empty weight. If
there is any suspicion that the baggage is not of uniform weight or nat of a
weight consistent with being empty, the baggage ilsell should be examined
for concealment of restricted items and, if necessary, should be screened by
H-ray aguipment;

d} alectrical items, such as razors, caleulatars, radios, clocks, cameras and
personal stereos including their accessaories, should be examined to ensure
ihat they have not been tampered with, are of the expecled weight, are
balancad and have no additional balteriss. |l necessary, an itam should be
screened by X-ray equipment to ensure that il has no additional power
source or that there is no arganic material within what should be an
inorganic shell;

e]  articles such as vacuum flasks, books, umbrellas and crulches should be
examined in sufficlent depth, by X-ray equipment if necessary, to establish
{heir bona fides;

i attention shauld be given to the contents of cantainers and bottles capable
of holding volatile or flammable liquids. Liquids should be rejected when
there are grounds for suspecting that they could lead to unruly ar disruptive
behaviour. Special attention should be given Lo liquids, aerosols, gels,
creams, eto. as these could contain explosive or dangerous substances.
Even in small guantities, such substances are potentially lethal because of
ihe possibility thal & team of perpetrators may combine their contents to
construcl an IED. Guidance on security contrals for screening LAGs can be
found In Appendix 22;

gl searchers should look for greasy stains and small holes in the exlerior of the
baggage and for the smell of almonds, nail polish, glue, perfurme or other
masking vapours, which might indicate the presence of explosives; and

hy  the baggage should be closed and fastened on completion of the search,
and held until the person presenting it has also bean searched,

Screening officers should wear prolective gloves when carrying oul manual
searches, and ensure that the owner of the baggage does not interfere with the
search process, using assertive bul courteous verbal commands if necessary.
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Attachment D5 — HKASP Part 6 paragraph 6.2.4

Screening of Persons, Articles and Vehicles

6.2.4 The airport manager shall ensure that a person, article or vehicle that is authorized in
accordance with section 6.1.11 (&) and (b}, 1o enter an airport resiricted area, is screened o a
standarg sufflcient reasonably to detect a restricled arlicle, before the person, article or
vehicle is permitted access to an enhanced security restricted area. Any security eguipment
used in such screening shall conform to the appropriate standards and requirements
stipulated in Part & of this Progamme and any screening staffl shall confarm to the appropriate
standards and requirements slipulated in Part 9 of this Programme.
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8.1

8.3

Screening Procedures — Staff & Vehicles

Airport stafl {i.e., Airport Restiicted Area permit holders and their escortees {if
any)) are required to be screoned to a standard sufficient reasonably to
detect a restricted article before accessing Into the Enhanced Security
Restricted Area. The screening of airport staff and their belongings shall be in
the same manner as that applies o passengers and their cabin baggage as
prescribed n Section 6.

During normal airport operations thera s no exemplion from  security
scraening requirements for government officers from Police, Customs &
Excise Department, immigration Department and Fire Services Deparlment
whether such officers are in uniform or in plain clothes. Similarly, there is no
exemption for officers from the Independent Commissian Against Corruption.
Those officers carrying firearms {Police, C&E and ICAC) whether averlly or
covertly are also subject io security screening but with the following provisos.

(1) They need not divest themselves of the firearms, ammunition and
related equipmenl.

(2) They are required to walk through the Archway Melal Detector
located at the screening point.

{3} Secondary search conducted by AVSECO shall not encompass the
firearms, ammunition and related equipment,

Under emergency condilions officers from Police, Customs & Excise
Department, Immigration Department and Fire Services Department are
exampt fram scresning requirements at entry points to the Enhanced
Security Restricted Area.

Airport Staff { permit holders on board vehicles or otherwise entering through
one of the designated airfield perimetar gates or mid-field securily scraening
points will be screened through the screening channel located at the
gatehouse. Drivers will normally be screened beside their vehicle {using a
hand hetd metal detectar).

Vehicles shall be visually inspected. With the exception of vehicles operating
under a 'sealed vehicle’ protocet, all goods inside the vehicle will need to be
removed and screenad using an x-ray machine inside the gatehouse, unless
{al the discretion of the gatehouse security supervisor) they can be visually
checked and cleared Inside the vehicle, Airport Organizations should
therefore endeavour lo keep the interiors of thelr vehicles clear of
paraphernalia, so that the screening process can be expedited.
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Attachment D7 — HKIA ASP Part 11 (12)

12 Suspicious and Suspect ltems

121

122

12.3

Under normal circumstances where generally there is a low security risk 1o
the sirport and civil aviation operations, an unaliended bag within the
Passenger Terminal Building will not normally in itself create sufficient
grounds for considering it to be 'Suspect. However, the Airport Autharity
(and AVSECO) shall actively discourage members of the public from leaving
their belongings unaltended.

However, during periods of elevated threat or if the circumstances in which a
bag or article has been left unattended appear suspicious, then precautionary
measures will need to be taken by AVSECO slaff or the Police. This will
entail.

Making enqguiries with other stafl and passengers in the vicinity to
establish ownership of the object and to account for its presence.
Wisually inspecting the objacl for suspicious signs (e.q., threat notices,
protruding wires, leaking chemicals or noise emissions, etc.), as well as
chacking for labels or luggage tags, which might identify the owner. No
attempt should be made to move or otherwise interfere with the
abject.

If the owner can be identified, consideration may be given to making &
PA announcement requasting the owner to retrieve the item.

If the owner cannot be identified and located and other enquiries in the
vicinity have not been able to 'clear' the item, then AVGECO may use a
trace detection unit to test the exlernal surfaces of the item (without
disturbing 1) Tor lraces of explosives. |If the result indicales a ‘Posilive’
trace of explosives then the item will be deemed to be 'Suspect’ and the
Paolica may declare a ‘Major Security Incident’. If the trace detection test
produces & 'Megative’ result for traces of explosives then this will
normally be sufficient to enable the hag to be 'cleared’ and treated either
as found properly

However, during periods of elevated threat, such items may warrant
additional precautions.

AVSECO is responsible for conducting lrace delection on any suspicious
baggage once alerled to the scene,
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