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'Nonsense' reason for data breach blasted

Critics ask why details of 3.8m registered voters were needed at chief executive election

The office in charge of elections in Hong Kong was ridiculed yesterday for its "nonsensical" account
of why it transported the personal data of nearly 3.8 million registered voters to a back-up venue for
the chief executive ballot, only to have it stolen a week ago.

The Registration and Electoral Office said the information was needed to check the identities of
Election Committee members entering the venue at the AsiaWorld-Expo.

Facing criticism that such reasoning made no sense because all that was required was a list of the
1,200 committee members tasked to pick the city's leader instead of the entire electorate at large, the
office admitted its procedures had been "inappropriate” in hindsight.

Grilled by lawmakers on the Legislative Council's finance committee, chief electoral officer Wong
See-man revealed that the follow-up apology to voters had cost taxpayers HK$5 million.

Two laptops containing the voters' data were stolen during the chief executive election on March 26,
prompting concerns about one of the worst breaches of privacy in the city.

Apologising again, Wong said the personal data was stored in a voter information inquiry system that
could verify voters' identity by inputting their ID numbers.

The system 1s used for other local elections, such as helping police identify voters such as inmates
who cast ballots.

Wong explained that during the last leadership election in 2012, people who were not on the Election
Committee had entered the venue, prompting officials to decide to require verification.

Only 1,194 members were listed as voters for last month's election, and Wong could not explain the
logic of bringing details for 3.78 million voters to the back-up venue this time.

He admutted the two laptop computers had been locked in a room that was not guarded. He said the
staff involved left after testing the system, and only realised the laptops had been stolen upon their
return the next day. The laptops held names, addresses, and ID numbers of all geographical
constituency electors.
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Democratic Party lawmaker Lam Cheuk-ting was incredulous: "Those 3.8 million voters have no right
to vote [in the chief executive election]. Is the explanation nonsense? How come there was no one to
guard the computers? "

At another meeting yesterday, government chief information officer Allen Yeung Tak-bun said his
office had already recommended strong security measures.

He said correctly implemented encryption technology would take "hundreds of years for even a
supercomputer to unlock". But he refused to clarify if the information in the stolen laptops had been
similarly encrypted.

Ombudsman Connie Lau Yin-hing said her office was looking into the data breach.

Additional reporting by Elizabeth Cheung

EELRGRE: 201704043223966

TAREENNEFMBRMY - LEAS - RNECE2R - HERESRREREEARE - WRE—UEF - GRERENTTASHER
ZETEE  BRAETHZEARS - IREFURASENEIIEE / BREIERE -

1

EREAFEATRA T ETaEEE: (852) 2948 3888 EHE[EE: info@wisers.com 4&HE: htp://www.wisers.com
EREREARAT (2017) - WHERTE > BIEIXE -

http://legcoes.wisenews.net/we3/tool.do? 6/4/2017



51| E[] H1/1

4

C 4
T

j{%\%u\ﬁ: 1 %

1 EE H R | B H B REIE 28 | 3817 =45 A2 149,739 1 2017-04-04
#rE | A0 I3ERE
F 8 482 words

AT AT REREERT

UAsRER ) ERER SR T i 2 W B A 2 i a3 008 R IR BRIy T2 8RS - A/ DEER
ELRRBERIINE  IDAGE RS GER R S DR AT — A — S ITTERE L
MUREERTLRG > BN FHSL AR H B AF SR T 146554 - T B BHMTER
o IEEIRERR SRS - EFHZIREE SR A LA T ELHFHEE -

FHETE S LB A

AR B E e RRIAEFREAE NS - ITERSE B P AE A 2SR
BRI TS - R TRERR ~ (TBURE - R E B AEFELHEE - UHHEAR
TEAFABABRE -

SPEHERR > MRIBBUNNEZ 2155] - BUT AN B EEHIRE &R - WA BUTE
ARt - A A LR E R RAEA A T BT at RO B A E - M RIS H YA
ARz - BIATEUE_ESEEINER - MIRR R R I - S BRI AR A Y]
T BadEs] > mEJRER T (EAER (AR RE1) BprEERRAT -

FHETEE S BRI ERE B A F YR T - E/RRE R > NIERAEER A RIE T Kt
B NForEgEGREE - APbrg L8N E - HithssRE LR AR AR RER AR
Mz AR ERETET

W:CE TRE

SCEEARSE: 201704043196114

FABRKENWEFRBREM - LEASR BENECEER  BEKEREEEARE - TRE—UEF - RERENETASHER
ZETAE  BRASHZSEAS  MEFUHALSIENEMIEE / BRFIESRE -

1

EREAEARAE EHE5E: (852) 2948 3888 B E: info@wisers.com 4Hk: http://www.wisers.com
ERENEARAT (2017) - BHEATE > BIEIXE -

http://legcoes.wisenews.net/we3/tool.do? 6/4/2017





