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(English translation of the motion)

Panel on Constitutional Affairs

Motion passed under agenda item |
""Loss of Registration and Electoral Office notebook computers
containing personal data of registered voters and follow-up measures''
at the special meeting on 11 April 2017

The theft incident involving the notebook computers of the Registration and
Electoral Office ("REQO") containing the personal data of all registered
voters in Hong Kong is the most serious data leakage incident that has ever
happened in Hong Kong. The incident shows that REO has neither
adopted adequate data security measures nor taken all reasonable and
practicable steps to protect voters' information, resulting in the sensitive
personal data of about 3.78 million geographical constituency voters being
stolen. In view of the widespread implications of this incident, this Panel
strongly condemns the authorities for maladministration in handling the
personal data of members of the public, and requests that the relevant
officials be held accountable for the incident. This Panel urges the
Government to formulate comprehensive contingency plans to minimize the
risk of loss suffered by members of the public, including conducting
authentication of the applications for voter registration and change of
voters' particulars, and reviewing afresh the compliance of all government
departments with the Government's guidelines on information security in
handling the personal data of members of the public to prevent the
recurrence of privacy leakage incidents.

Moved by : Hon Charles Peter MOK
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(English translation of the motion)
Panel on Constitutional Affairs

Motion passed under agenda item |
""Loss of Registration and Electoral Office notebook computers
containing personal data of registered voters and follow-up measures''
at the special meeting on 11 April 2017

In view of the grave implications of the incident in which the Registration
and Electoral Office ("REO") lost the information of over three million
voters in Hong Kong, this Panel expresses strong condemnation and
requests the Constitutional and Mainland Affairs Bureau to expeditiously
publicize REO's investigation report, penalize the officials concerned for
dereliction of duty, and adopt remedial measures to prevent voters'
particulars from being used illegally, including immediately reviewing the
procedures for change of voters' particulars so as to ensure that those who
have got access to such information cannot, in any manner, change the
particulars of any voters; at the same time, the Government should review
the practices adopted by various departments in handling the personal data
of members of the public, expeditiously formulate the relevant procedures
for handling issues relating to the privacy of members of the public with
enhanced encryption grades, and put in place corresponding contingency
plans to cater for different scenarios.

Moved by : Hon WONG Ting-kwong

Seconded by: Hon CHEUNG Kwok-kwan
Hon LAU Kwok-fan
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