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1. Following the above incident, the Administration, the Electoral Affairs 
Commission, the Privacy Commissioner for Personal Data and the Hong Kong 
Monetary Authority have respectively issued press releases on the incident (see 
Appendix I).  Some relevant newspaper clippings are also attached in 
Appendix II for members' reference. 
 
2.  The Administration has issued the "Government IT Security Policy and 
Guidelines" for compliance by bureaux/departments, which can be browsed at 
https://www.ogcio.gov.hk/en/information_security/policy_and_guidelines.   
 
3.  The Administration will brief the Panel on Constitutional Affairs on the 
loss of Registration and Electoral Office notebook computers containing 
personal data of registered voters and follow-up measures at the special meeting 
on 11 April 2017. 
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Suspected theft of Registration and Electoral Office computers 
**************************************************************

     The Registration and Electoral Office (REO) today (March 27) 
found that two notebook computers stored at a locked room in 
AsiaWorld-Expo, the fallback site of the 2017 Chief Executive 
Election, were suspected to be stolen. The REO has reported the 
incident to the Police and will fully assist in the 
investigation.

     The two computers contain respectively the names of Election 
Committee members, and the names, addresses and Hong Kong 
Identity Card numbers of electors of geographical constituencies 
which have been encrypted in accordance with the relevant 
security requirements.

     "There has been no information so far showing any leakage of 
the relevant information. The REO has all along been handling 
voter registration information very carefully and attaching great 
importance to the security of the information. The staff have 
been strictly complying with the security regulations and codes, 
and the requirement of encryption as required by the Government 
and relevant organisations in handling important personal 
data. The REO has reported the incident to the Office of the 
Privacy Commissioner for Personal Data," a spokesman for the REO 
said. 

Ends/Monday, March 27, 2017
Issued at HKT 23:36
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Appendix I 



CMAB further follows up on computer theft case 
**********************************************

     Regarding the suspected theft case of two notebook computers 
stored in a locked room at AsiaWorld-Expo, the fallback site of 
the 2017 Chief Executive Election, the Constitutional and 
Mainland Affairs Bureau (CMAB) said it has attached great 
importance to the case and has requested the Registration and 
Electoral Office (REO) to submit a detailed incident report as 
soon as possible.

     "We have been liaising closely with the Police and also 
learned that the Police have accorded high priority to it and 
classified the case as theft. The Police are making every effort 
in launching a thorough investigation which includes taking 
statements with relevant persons related to the case and checking 
the closed-circuit television footage," a spokesman for the CMAB 
said.

     "The CMAB has already instructed the REO to fully assist in 
the Police investigation of the case. Since the criminal 
investigation is still in progress, it is inappropriate for us to 
make further comment on it but we hope that the truth could be 
found soon.

     "At the same time, the CMAB has requested the REO to submit 
a detailed incident report which should include the process of 
delivering the computers concerned from the REO office to 
AsiaWorld-Expo, computer data security and the various security 
measures that had been put in place in the room. The report 
should also state if there is any maladministration."

     Apart from the above, the CMAB understands that the Office 
of the Privacy Commissioner for Personal Data (PCPD) has 
initiated a compliance check in relation to the incident. If the 
PCPD makes any recommendations on improvement measures, the REO 
will follow up and implement accordingly. 

Ends/Tuesday, March 28, 2017
Issued at HKT 19:35

NNNN

1 / 1CMAB further follows up on computer theft case

6/4/2017http://www.info.gov.hk/gia/general/201703/28/P2017032800882p.htm



EAC expresses concern on computer theft case 
********************************************

The following is issued on behalf of the Electoral Affairs 
Commission:

      The Electoral Affairs Commission (EAC) today (March 28) 
made the following statement on the suspected theft of notebook 
computers of the Registration and Electoral Office (REO) 
containing voter registration information:

      The EAC is very concerned about the incident. The EAC has 
instructed the REO to fully assist in the police investigation of 
the incident and launch a comprehensive review on the handling of 
voter registration information in the Chief Executive Election to 
strengthen the security of information, and submit a detailed 
report to the EAC.

      The EAC appreciates that the REO needs to fully prepare the 
fallback venue for the Chief Executive Election to ensure that it 
can be ready for operation at short notice. However, areas to be 
covered in the review and the report must include the 
implementation details such as storing notebook computers 
containing voter registration information in the fallback venue 
in advance and saving registration information of electors of 
geographical constituencies on those computers, and how to 
further enhance the encryption standard of the information. 
Ends/Tuesday, March 28, 2017
Issued at HKT 23:05
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Registration and Electoral Office responds to media enquiries 
*************************************************************

     In response to follow-up media enquiries on the suspected 
theft case of notebook computers today (March 28), the 
Registration and Electoral Office (REO) gives the following 
response:

     The REO is fully assisting in the police investigation of 
the incident, and will submit reports to the Electoral Affairs 
Commission and the Constitutional and Mainland Affairs Bureau 
after conducting a comprehensive review on the department’s 
arrangements for handling voter registration information in the 
Chief Executive Election. The REO apologises for the distress to 
electors caused by the incident.

     During the 2017 Chief Executive Election, the REO needed to 
ensure that the fallback venue of the election could start 
operation at short notice. After completing the venue set-up, the 
staff put the notebook computers in a locked room at the 
AsiaWorld-Expo with closed-circuit televisions. When the REO 
staff picked up materials from the fallback venue on March 27, 
they found that two notebook computers were suspected to be 
stolen.

     Two notebook computers are suspected to be stolen. One 
contains the names of Election Committee members with no other 
personal information. The other computer contains the names, 
addresses and Hong Kong Identity Card numbers of electors of 
geographical constituencies which have been encrypted in 
accordance with the relevant security requirements. The 
information is protected by multiple encryptions which are 
extremely difficult to break through. No voting records are 
stored on these notebook computers.

     According to established procedures, on completion of the 
Chief Executive Election, the information will be deleted from 
the notebook computers.

     The REO will notify affected electors of the incident as 
soon as possible. 

Ends/Tuesday, March 28, 2017
Issued at HKT 23:17
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Registration and Electoral Office notifies electors of suspected 
computer theft case 
****************************************************************

     The Registration and Electoral Office (REO) will issue a 
letter to all electors of geographical constituencies from this 
evening (March 30) to notify them of the earlier suspected theft 
of notebook computers containing voter registration particulars 
to increase their awareness and mitigate potential damage. The 
REO sincerely apologises for the inconvenience and distress to 
electors caused by the incident.

     The REO has informed government departments and relevant 
organisations from various sectors, including finance, insurance, 
telecommunications, retail, estate agents, information 
technology, etc., about the incident, and called upon them to 
adopt appropriate measures to forestall crime by identity theft 
using the data concerned to protect their own interest and also 
the interest of the data subjects.

     About 550,000 electors who have provided email addresses to 
the REO will receive the letter (please see attachment) by email 
from this evening. The REO will send the letter to other electors 
by post in batches starting tomorrow. The letter will also be 
uploaded to the REO website (www.reo.gov.hk).

     Electors may log in to the Online Voter Information Enquiry 
System (OVIES) (www.voterinfo.gov.hk) to check their registration 
status and latest registration particulars. If electors have any 
questions about the letter or find any irregularities concerning 
their voter registration particulars through the OVIES, they may 
contact the REO (reoenq@reo.gov.hk).

     On March 27, the day following the 2017 Chief Executive 
Election, the REO found that two notebook computers stored inside 
a locked room at the AsiaWorld-Expo in Chek Lap Kok, the fallback 
venue for the election, were suspected to have been stolen. One 
computer contains the names of Election Committee members without 
other personal particulars. As the relevant names have already 
been promulgated through public platforms, there is no risk of 
data leakage. The other computer contains the names, addresses 
and Hong Kong Identity Card numbers of about 3.78 million 
geographical constituency electors in the 2016 final 
register. All the information has been encrypted in accordance 
with the relevant security requirements and is protected by 
multiple encryptions which are extremely difficult to break 
through. The REO reported the incident to the Police and is fully 
assisting in the investigation. 
Ends/Thursday, March 30, 2017
Issued at HKT 22:21
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如欲收取候選人的電子選舉廣告，可致電 2891 1001 或登入 www.reo.gov.hk，以提供或更新您的電郵地址。 
For receiving electronic election advertisements from candidates, please provide/update your email address 

Call Tel: 2891 1001 or access www.reo.gov.hk 
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10/F Harbour Centre 
25 Harbour Road 

Wan Chai  
Hong Kong 

圖 文 傳 真 Fax      :  2891 1180 

電 話 Tel      :  2891 1001 
網       址  Web Site  :   www.reo.gov.hk 

 
                 30 March 2017 
Dear Sir/Madam, 
 

Suspected Theft of Notebook Computers 
of the Registration and Electoral Office 

 
 On 27 March 2017, i.e. the day following the 2017 Chief Executive Election, the 
Registration and Electoral Office (REO) found that two notebook computers stored inside a 
locked room in the AsiaWorld-Expo in Chek Lap Kok, the fallback site of the election, were 
suspected to be stolen.  One computer contains the names of Election Committee members 
without other personal particulars.  As the relevant names have already been promulgated 
through public platforms, there is no risk of data leakage.  The other computer contains the 
names, addresses and Hong Kong Identity Card numbers of about 3.78 million Geographical 
Constituencies electors in the 2016 Final Register.  All the information has been encrypted in 
accordance with the relevant security requirements and is protected by multiple encryptions 
which are extremely difficult to break through. 
 
 The REO reported the above incident of suspected theft to the Police on 27 March and the 
Police is currently carrying out investigation and has classified the case as theft.  The REO is 
fully assisting in the police investigation of the incident and will launch a comprehensive review 
on the handling of voter registration particulars in the Chief Executive Election to further 
strengthen the security arrangements of the relevant information. 
 
 The REO has all along been handling the voter registration particulars very carefully and 
attaching great importance to the security of information, and complying with the security 
regulations and codes, and the requirement of encryption as required by the Office of the 
Government Chief Information Officer and the Office of the Privacy Commissioner for Personal 
Data (PCPD) in relation to the handling of important personal data. 
 
 The REO has also reported the incident to the PCPD.  Following the PCPD’s guidance 
and advice, we hereby provide the details of the incident to the data subjects, i.e. electors 
concerned, to increase public awareness and mitigate the potential damage.  On the other hand, 
the REO has informed Government departments and relevant organisations from various sectors, 
including finance, insurance, telecommunications, retail, estate agents, information technology, 
etc., about the incident and called upon them to adopt appropriate measures to protect their own 
interest and also the interest of the data subjects.  We sincerely apologise for the inconvenience 
and distress to electors caused by the incident. 
 
 You may log in to the Online Voter Information Enquiry System (OVIES) 
(www.voterinfo.gov.hk) to check your registration status and latest registration particulars.  If 
you have any questions about this letter or find any irregularities about your voter registration 
particulars through the above OVIES, please contact the REO (reoenq@reo.gov.hk) and we shall 
try our best to provide assistance to you. 
 
 
 
 WONG See-man 
 Chief Electoral Officer 

 

(Attachment) 
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Press Releases
HKMA’s Response on the Incident of Suspected Theft of Voter Registration 
Particulars

In view of the recent incident of the suspected theft of a notebook computer containing voter registration particulars, there 
have been concerns about the potential use of the data by fraudsters who pose as the data subjects to conduct internet 
banking or phone-banking transactions, or to obtain loans, putting the interests of the data subjects or banks concerned 
in jeopardy.  It is understood that the relevant data includes the names, Hong Kong Identity Card (HKID) numbers and 
addresses of the data subjects.

The HKMA notes that the Registration and Electoral Office has written to the financial institutions about the incident.  We 
have contacted a number of retail banks and they indicated that the customers are required to use pre-registered login 
names and passwords / PINs to access the online banking system for the banking services.   Therefore, one cannot 
access the online banking services by using his or her name and HKID number alone.

On phone-banking service, all banks have in place necessary procedures (including the request for a phone-banking 
PIN) to verify the identity of their customers.  For any customer claiming to have forgotten or misplaced his or her 
password and requesting to manage the account via phone-banking, the banks would ask additional questions to confirm 
the identity of the caller.  Even if the caller manages to produce correct answers to those questions, conducting high-risk 
transactions, e.g. transferring funds to a third-party account, are not allowed.

In addition, the banks have indicated to the HKMA that they follow rigorous loan vetting and approval procedures, and an 
individual (in his capacity as such) cannot obtain any bank loan by simply providing his name, HKID number and 
address.

The HKMA has reminded retail banks to stay vigilant and continue to monitor the relevant developments.

Hong Kong Monetary Authority
31 March 2017

© 2017 Hong Kong Monetary Authority. All rights reserved.
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