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Section 33 of the Personal Data (Privacy) Ordinance

Purpose

This paper gives an account of the past discussion of the Panel on
Constitutional Affairs (“the Panel”) on the implementation of section 33 of the
Personal Data (Privacy) Ordinance (Cap. 486) ("PDPQ™).

Background

2. Enacted in 1995, PDPO protects the privacy of individuals in relation to
personal data. According to the information provided by the Office of the
Privacy Commissioner of Personal Data, section 33 of PDPO (in Appendix 1)
provides stringent and comprehensive regulation of transfer of data to places
outside Hong Kong. It expressly prohibits the transfer of personal data to
places outside Hong Kong, except in specified circumstances such as:

(@) the place is specified by the Privacy Commissioner of Personal Data
("PCPD") as one which has in force a data protection law which is
substantially similar to, or serves the same purpose as PCPO; and

(b) the data user has taken all reasonable precautions and exercised all
due diligence to ensure that the data will not, in that place, be
handled in a manner tantamount to a contravention of a requirement
under PCPO.

The purpose of the provision is to ensure that the standard of protection afforded
by PDPO to the data under transfer will not be reduced as a result of the transfer.
However, section 33 of PDPO is not yet in operation.



Discussions held by the Panel

3. It is the usual practice of the Panel to receive a briefing by PCPD on the
work of the Office of PCPD in each legislative session. Issues relating to the
implementation of section 33 of PDPO were discussed at the relevant meetings.
The major views expressed by members are summarized below.

Lack of progress of implementation

4, Some members expressed grave concern about the slow progress in
bringing section 33 of PDPO into operation to regulate the transfer of data to
places outside Hong Kong. They pointed out that many banks, insurance
companies and telecommunication organizations in Hong Kong had transferred
their clients' personal data to their back offices and agencies in places outside
Hong Kong for storage and processing. They considered that section 33 of
PDPO should be brought into operation as soon as possible. The former PCPD
advised that the transfer of personal data to places outside Hong Kong was
regulated in some respects under the relevant Data Protection Principle ("DPP")*
of PDPO. However, breaches of DPPs were not criminal offences. Hence,
the current protection for personal data transferred overseas was weak and far
from comprehensive. He agreed that section 33 should be implemented as
early as possible.

5. The former PCPD also informed the Panel that, to assist the
Administration to prepare for the implementation of section 33, his Office had
commissioned a consultancy study on drawing up a "white list" of jurisdictions
with privacy protection standards comparable to that of Hong Kong and to which
data transfer could be made legitimately. It would also draw up a sample
contract to assist organizations to ensure a comparable standard of protection
would be afforded by the overseas data user to the personal data so transferred.

6. In addition, the Office of PCPD published in 2014 a Guidance which
assisted organizations to prepare for the eventual implementation of section 33
and enhance privacy protection for cross-border data transfer. In particular, the
Guidance contained a set of recommended model data transfer clauses to assist
organizations in developing their cross-border data transfer agreement with the

! Data users must follow the fair information practices stipulated in the six DPPs in

Schedule 1 to PDPO in relation to the purpose and manner of data collection, accuracy
and duration of data retention, use of personal data, security of personal data, availability
of data information, and access to personal data. PCPD is empowered to direct the data
user concerned to take corrective actions for non-compliance with the provisions of DPPs
by issuing an enforcement notice.



overseas data recipients. Organizations were encouraged to adopt the practices
recommended in the Guidance as part of their corporate governance
responsibility before section 33 came into operation.

Business impact assessment conducted by the Administration

7. Members noted that PCPD had submitted the aforementioned consultancy
report covering a "white list" of jurisdictions to the Government (see paragraph
5), and issued a Guidance Note on Personal Data Protection in Cross-border
Data Transfer. Members enquired about the Administration's follow-up actions
taken to prepare for the commencement of the operation of section 33 of PCPO.
The Administration advised that it had been in close liaison with the Office of
PCPD on the work pertaining to the implementation of section 33. The
Administration explained that as implementing section 33 would have significant
implications on data transfer activities of various sectors of the community, the
Administration had engaged a consultant to conduct a business impact study to
look at the possible impact on the relevant sectors and ensure their readiness for
the implementation of section 33. The study report was expected to be
completed in the first half of 2017.

Recent developments

8. The Administration will brief the Panel on the preliminary findings of the
business impact assessment on the implementation of section 33 of PDPO at the
next meeting on 15 May 2017.

Relevant papers

9. A list of the relevant papers on the LegCo website is in Appendix I1.
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Appendix I

Personal Data (Privacy) Ordinance

33. Prohibition against transfer of personal data to place outside
Hong Kong except in specified circumstances

(M

@)

(Not yet in operation)

This section shall not apply to personal data other than
personal data the collection, holding, processing or use of
which—

(a) takes place in Hong Kong; or
(b) is controlled by a data user whose principal place of

business is in Hong Kong.

A data user shall not transfer personal data to a place outside
Hong Kong unless—

(a) the place is specified for the purposes of this section in a
notice under subsection (3);

(b) the user has reasonable grounds for believing that there is
in force in that place any law which is substantially
similar to, or serves the same purposes as, this
Ordinance;

(c) the data subject has consented in writing to the transfer;

(d) the user has reasonable grounds for believing that, in all
the circumstances of the case—

(i) the transfer is for the avoidance or mitigation of
adverse action against the data subject;

(ii) it is not practicable to obtain the consent in writing
of the data subject to that transfer; and

(iii) if it was practicable to obtain such consent, the data
subject would give it;
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(e) the data is exempt from data protection principle 3 by
virtue of an exemption under Part 8; or (dmended 18 of
20125 2)

(f) the user has taken all reasonable precautions and
exercised all due diligence to ensure that the data will
not, in that place, be collected, held, processed or used in
any manner which, if that place were Hong Kong, would
be a contravention of a requirement under this
Ordinance.

Where the Commissioner has reasonable grounds for believing
that there is in force in a place outside Hong Kong any law
which is substantially similar to, or serves the same purposes
as, this Ordinance, he may, by notice in the Gazette, specify
that place for the purposes of this section.

Where the Commissioner has reasonable grounds for believing
that in a place specified in a notice under subsection (3) there
is no longer in force any law which is substantially similar to,
or serves the same purposes as, this Ordinance, he shall, either
by repealing or amending that notice, cause that place to cease
to be specified for the purposes of this section.

For the avoidance of doubt, it is hereby declared that—

(a) for the purposes of subsection (1)(b), a data user which is
a company incorporated in Hong Kong is a data user
whose principal place of business is in Hong Kong;

(b) a notice under subsection (3) is subsidiary legislation;
and

(c) this section shall not operate to prejudice the generality
of section 50.
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Appendix 11

Relevant documents on Section 33 of the Personal Data (Privacy) Ordinance

Committee Date of meeting Paper
Panel on | 20.11.2010 Agenda
Constitutional (Item 1) Minutes
Affairs
("CA Panel™)
Legislative 12.1.2011 Official Record of Proceedings
Council Page 126 - 209 (Motion)
("LegCo")
CA Panel 16.5.2011 Agenda
(Item I11) Minutes
17.3.2014 Agenda
(Item IV) Minutes
16.2.2015 Agenda
(Item IV) Minutes
LegCo 29.4.2015 Official Record of Proceedings
Pages 74 — 76 (Written guestion)
CA Panel 20.3.2017 Agenda
(ItemV)
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http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20101120.htm
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20101120.htm
http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20101120.pdf
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0112-translate-e.pdf
http://www.legco.gov.hk/yr10-11/english/counmtg/hansard/cm0112-translate-e.pdf
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20110516.htm
http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20110516.pdf
http://www.legco.gov.hk/yr13-14/english/panels/ca/agenda/ca20140317.htm
http://www.legco.gov.hk/yr13-14/english/panels/ca/minutes/ca20140317.pdf
http://www.legco.gov.hk/yr14-15/english/panels/ca/agenda/ca20150216.htm
http://www.legco.gov.hk/yr14-15/english/panels/ca/minutes/ca20150216.pdf
http://www.legco.gov.hk/yr14-15/english/counmtg/hansard/cm20150429-translate-e.pdf
http://www.legco.gov.hk/yr14-15/english/counmtg/hansard/cm20150429-translate-e.pdf
http://www.legco.gov.hk/yr16-17/english/panels/ca/agenda/ca20170320.htm
http://www.legco.gov.hk/yr16-17/english/panels/ca/agenda/ca20170320.htm
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