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One Year at-a-glance

A Year in Numbers

Mission Statement

Privacy Commissioner’s Message
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MONITORING COMPLIANCE, EMBRACING CHALLENGES

Privacy Sweep 2016 - Study of Internet of Things Devices
Compliance Checks and Investigations

ERIINRIBIR Data Breach Notifications

BAERWZEEF Data Matching Procedure

PR R B ENFORCING DATA PROTECTION

BRIEEH Handling Enquiries

BRIERRFEFE Complaint Handling Chart

AERF Complaint Investigation

FEMEE Significant Cases

IERERER Prosecution and Conviction Cases

EFRELHOBRS Electronic Health Record Sharing System

5 s e R R UPHOLDING LEGAL PROTECTION

(EBEANER (FABB) EHINFREMKIEEY  Publication of “Personal Data (Privacy) Law in Hong Kong -
A Practical Guide on Compliance”

BIREREE Cross-Border Data Transfer

LFEREEMNERR Court of Appeal Decision

BE AR B HARR EARERM (2015F 5624 5K)
BITHR EFREESRHMW LR
DERABRBHFAIEINERS
DNEHEBPIEOIRITBEEETEN TR
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High Court Magistracy Appeal (HCMA 624/2015)

Appeals Lodged with the Administrative Appeals Board

Submissions Made in Respect of Public Consultations

Comments Made on Proposed Legislation and Administrative Measures
Legal Assistance Scheme
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PROMOTING DATA PROTECTION AND RESPECT

PCPD 20th Anniversary Activities

Amplifying Messages through the Media
Engaging Organisations in Data Protection
Promoting Awareness in the Younger Generation
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STRENGTHENING EXTERNAL CONNECTIONS

Asia-Pacific Economic Cooperation Electronic Commerce Steering Group
Data Privacy Subgroup

Asia Pacific Privacy Authorities

Asia Privacy Bridge Forum Joint Declaration 2016

Global Privacy Enforcement Network

International Conference of Data Protection and Privacy Commissioners
Exchanges with Overseas Data Protection Authorities and Privacy Experts

BEEN  RiE & Reception of Overseas/Mainland Delegations

ML R R HE MR BUILDING A HIGH QUALITY PROFESSIONAL TEAM
B8 B A R Staff Promotion and Training

B Recruitment

ABEREE Internal Compliance Check

REREE TR Long Service Awards for Staff Members

=& Commendations

BETEH Staff Activities

W R FINANCIAL STATEMENTS

ki &% APPENDIX

— RFEERRAI 1: Data Protection Principles

= AEBHAFER 2: Media Statements Released by the PCPD

= AEQIRHBEREAOKE 3: Organisations to Which the PCPD Delivered Talks
EBRBMEESTEE 4: School Partners of the Recognition Scheme
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The annual Privacy Awareness Week with the
theme “Data Protection in Your Hands”
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s SnBEAEABERER HERBEARER A marketing company being fined $16,000 for
FERFBFRZHRE | using personal data in direct marketing without
The “Mobile App Development Forum on Privacy customer’s consent and failing to comply with an
and Security” for mobile apps developers opt-out request
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s —EREBREBAKRSEETEABAERMEESE o EEBE S BERESEUEFSRE CTLRMAEND
REHFE BRI WAL S RES Producing the “Privacy Beyond Price 1I” TV
A Community Service Order being imposed on an Programme with Radio Television Hong Kong
insurance agent for using personal data in direct
marketing without consent




B17 E%E "Personal Data (Privacy) Law in

Hong Kong —A Practical- Guide on- Compliance”

Publishing “Personal-Data—(Privacy)-Law-in-Hong—

Kong - A Practical Guide on Compliance™
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Inter-regional assistance in relation to a case when
the images captured from unsecure Webcams in
Hong Kong sold at a UK art exhibition

SEXRE —ENRE

HiR (BERE) ERER

Publishing an information
leaflet “BYOD (Bring Your I
Own Device)”

BEBRBEEBRENE [ ABREBREEE
RED |

s HIRKERXERZEZRE
EFEAERES])
Publishing “Guidance on
the Proper Handling of
Customers’ Personal Data
for the Beauty Industry”

The fourth “Privacy Commissioner Prize in Privacy
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& Data Protection Law” scholarship, jointly set

up with the Faculty of Law, the University of
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C ABRY—+EE Signing the Joint Declaration with the Korea Internet
& Security Agency, Barun ICT Research Center, and
privacy experts-and-academia from the mainland of
China, South Korea and Japan, to strengthen privacy
research, privacy education, and policy co-operation
in Asian-region

Barun ICT Research Conference 2016
\sia Privacy Bridae Forum
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Jointly organising the Symposium—on “Data
Protection Law Development in the Information
Age” with the School of Law, the City University of
Hong Kong

PCPD’s 20th anniversary
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Attending the 46th APPA Forum in Manzanillo, Mexico
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Attending the 38th International Conference of

Data Protection and Privacy Commissioners, held

in Marrakech, Morocco . —[EERATRKERRT AL EBHEREAER
DEBE R A SR —B T T

A watch company being fined HK$ 16,000 for using
personal data obtained from public domains in
direct marketing without consent
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Delivering a Report on the Work of PCPD in 2016
at a meeting of Legislative Council Panel on
Constitutional Affairs

s ERMENEEERIEB2016FMH T1E
A press conference on PCPD’s work in 2016
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Announcing the results of the international Privacy
Sweep exercise coordinated by the Global Privacy
Enforcement Network on the privacy transparency of
fitness bands in Hong Kong and the rest of the world
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April 2016 —March 2017:

. 2016%4H-20174E3H -
A Year in Numbers s

24,879
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24,879 people
i talks,
rkshops
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Carried out

256 compliance checks,
10.5% decrease

from last year
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-—_Responded to 179 media enquiries,
~23.4% increase from last year

~Issued 37 media statements,
9% increase from
~lastyear
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Mission Statement
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To secure the protection of privacy of individuals with respect to personal
data through promotion, monitoring and supervision of compliance with the
Personal Data (Privacy) Ordinance (Cap 486), Laws of Hong Kong

REEEHEEEHF
Strategies and Key Goals

g FEARE
Strategies Key Goals

HiE - BRALE - AFNMERERNERE - PER B MRERF T R IRFFER
Enforcement c BY - MefE - BERERMITES - EEMAMR MO EEH
CRBINHEMRESE  BREMANEIERE C BEATEERARGAER MBI RE - R
1~ BIENHEED  BITABNEE BAERLBZRERILENARALIES
BEUBMNIRIEEREBEFREIEBEIEN e
BB R
« To ensure equity, fairness and operational - Complaints are investigated and resolved
efficiency efficiently in a manner that is fair to all
« Toactindependently,impartiallyand without parties concerned
fear or favour « Enquiries are responded to professionally
+ To partner with other regulators, leveraging and efficiently
their legislative mandates, institutional » Meritorious  applications for legal
tools and enforcement powers assistance are entertained and aggrieved
- To partner with overseas data protection individuals compensated

authorities for handling cross-border privacy
issues and complaints

T EBRAEAEBRBERE R cREHBETREBAAERNEEMER
Monitoring CHERHMREE > BREMMNEERE MRIFNVRERBITELSX
and Supervising B BIENBERESD BITABNWER
Compliance CEDBINREEEREBSEREEIEN
FLBRERE R R
- To investigate proactively and fairly into areas - Organisational data users are facilitated
where the privacy risks are significant to meet their data protection obligations
- To partner with other regulators, leveraging and adopt good privacy practices

their legislative mandates, institutional
tools and enforcement powers

- To partner with overseas data protection
authorities for handling cross-border
privacy issues and complaints
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FAMA - HiRAER  HERZNE
BNHBEHA

EEME BRI ZEBESA
HATERMENT  HEEREA
EMERESBA

To seek proactively the holistic
engagement of stakeholders

To promote best practices among
organisational data users on top of
meeting minimum legal requirements

To maximise publicity and education
impact through websites, publications
and media exposure

To engage the community, in particular,
young people

To use lessons learnt from investigations
as a means of educating data users and
data subjects

T EFERHEMBEEMEHNFEE
EABERULERKBERZ - MERMA
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To adhere to the principles of transparency
and accountability

To maximise utilisation of resources to
achieve economy, efficiency and
effectiveness

To make continuous effort to streamline
work procedures

To apply a “selective in order to be
effective” approach in prioritising work,
with an emphasis on assignments that
will have the greatest impact

To build and maintain a loyal and
professional team

SRR E
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To keep abreast of technological
development

To monitor international development
and trend

To keep track of evolving local privacy
expectation
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A better understanding of the laws and
principles in the community is articulated,
recognising not only the rights and
obligations but also expectations and
limitations in personal data protection
Organisations in public and private sector
understand their obligations as data users
under the Ordinance and the ways to
meet them

Individual and organisational data users
understand the role of the Privacy
Commissioner for Personal Data (PCPD)
and the assistance the PCPD may provide

High standard of corporate governance
is achieved

RITREBEENRERTINERTE
REXM

Existing and proposed laws and regulatory
systems are relevant and effective
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Stephen Kai-yi WONG
Privacy Commissioner for Persona | Data, Hong Kong
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It was another solid year, in terms of both quantity and quality of
the work in protecting personal data privacy right.

While the figures show that privacy complaints appeared to stabilise
generally,therewasasignificantincreaseindirectmarketing-related
cases (381 cases) and ICT-related complaints remained at a high
level (243 cases). Last year, about 18,000 enquiries and complaints
were received (1,741 complaints and 16,035 enquiries), recording
a double-digit drop in percentage as compared to the year before
(14% for complaints and 14.2% for enquiries). The time required for
settling these complaints and enquiries was reduced markedly, too.
The drop, which is expected, seems to be continuing. We attribute
the drop to the efforts we have put in retraining our front line
staff, streamlining the procedures, promoting and educating all
stakeholders as well as engaging the organisations (data users) in
developing the culture of respecting other stakeholders’ data. As
foreshadowed by earlier surveys and experience, both individuals
(data subjects) and organisations were calling for understanding of
what and how data should be protected or otherwise.

Data breaches and cybersecurity became emerging concerns,
particularly in terms of the number of data subjects affected and
the different scenarios and methodologies in which the breaches
occurred. Borderless as they are, cyberattacks are becoming more
frequent and threatening as adversaries are more determined and
more sophisticated. The threat is not only to data but also to the
myriad digital systems we increasingly use to control important
infrastructure, such as autos, airplanes, utilities and supply chains.
The number of cybercrimes has risen from a few hundred per year
in the 1990s to about 6,000 in 2016.

Extensive collection, online and offline, of personal data, in
conjunction with sophisticated data mining and profiling
techniques, may expose one’s innermost secrets, or intimate space,
and the results of the analytics can be biased or embarrassing, and
often without one knowing it.

Whilst the era has evolved to one of digital technology, we have
marched into the age of big data (BD), artificial intelligence (Al) and
machine learning (ML). It is no exaggeration to say that nowadays
big data fuels the engine of the digital economy, including the recent
application of Behavioural Tracking, Blockchain and Fintech.
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One of the sources of BD is our digitalfootprintsleft with-ouronline
activities, like Internet searching, browsing websites, posting
messages at social platforms, online shopping. The rich source of BD
feeds the algorithmic analytics of Al and ML which turn correlations
into predictions, as well as automated decisions-andactions.

It is indisputable that BDAIML creates business opportunities-and
promotes efficiency in private and public sectors, from banking,
retail, insurance, education, transportation, government operations
to law enforcement. Nonetheless, BD is also stretching the limits of
some fundamental principles of personal data protection, such as
data minimisation, transparency and use limitation. Given the much
acclaimed value of BD, organisations tend to amass huge amount
of data from all possible sources. The ubiquity of data collection
and the unpredictability of data use make it very difficult, if not
impossible, to provide individuals with helpful notice, or obtain
their meaningful consent for the use of their personal data.

Much of the data nowadays (often in an unstructured form)-is-not
collected directly from individuals, but is generated, or derived
from their use of, or interaction with ICT and Internet of Things
(IoT) devices, or processing of BD. There are however-instances
where the observed data and inferred data, collectively known as
generated information, might not have been intended-as personal
data based on source and sensitivity of information as classified
under the current laws of many jurisdictions. Very oftenthe result
is that the processing of generated-information-is-out of the data
subject’s control and it is difficult for data user to anticipate the
outcome of generated information-processing-

Indeed, the global privacy landscape has changed phenomenally
since the implementationof the 1980-OECD Guidelines and the EU
Data Protection Directive 1995 which shaped many data protection
regimes, including the one in‘Hong Kong:.

Ourneighbouringjurisdictionslike Japan, Singapore, Korea, Macao
and_the mainland of China—are reforming and updating their
data protection and cybersecurity laws and regulations. So are
Columbia, Brazil-and-Mexico in Latin America. The European Union
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(EV) is undergoing a major reform of their data privacy law. The
EU’s General Data Protection Regulation (GDPR), which will come
into effect in May 2018, has introduced enhanced rights to protect
individuals’ data privacy through legal and pragmatic approaches
providing a new and unique model for data protection authorities.
The GDPR applies, inter alia, to the processing of personal data,
including the collection, use and disclosure of the data. It also
provides additional protection to the processing of special
categories of personal data, such as personal data revealing racial
or ethnic origin, political opinions, genetic and biometric data, and
data concerning health or a person’s sexual orientation.

In England, the 217-page Data Protection Bill is set to be introduced.
Itis quite clearthatthe scope of data protection has been broadened
by reinforcing current rights and creating new rights.

The direct impact of the GDPR relates to the territorial scope of the
GDPR in that it applies to data users (controllers and processors)
with an establishment in the EU, or with an establishment outside
the EU that targets individuals in the EU by offering goods and
services or that monitors the behaviour of individuals in the EU. It
appears that a Hong Kong organisation, offering products available
online in English with payments to be made in Euros, processing
multiple orders from individuals within the EU and shipping these
products tothem, should be compliant with the GDPR. Furthermore,
this organisation will generally have to appoint a representative
established in-an EU member state as the point of contact for all
data protection authorities and individuals in the EU on all issues
relating to data processing.

Cross-region interoperability and interconnectivity are also being
explored between the GDPR and the APEC Cross Border Privacy
Rules, in particular with respect to the certification system.

Inthe online environment, the UNESCO is exploring a new
approach to internet issues. Concretely, this means that UNESCO
stands for the concept of “internet universality” and the related
“ROAM principles” which refer to a Human-rights-based, Open
and Accessible internet that is governed by Multi-stakeholder
participation. In this context, the freedom of expression, the value
of transparency and the right to privacy are being addressed.
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The GDPR categorically places an emphasis on the accountability
obligations of data controllers (i.e. the organisations that define
the purposes and means of the processing). Not only do they
have to ensure compliance but also be able to demonstrate such
compliance. The ~data controllers generally must implement
appropriate technical -and organisational measures, including
data protection policies. In assessing which or how such measures
should be implemented, the data controllers should consider the
nature, scope, context and purposes of the processing as well as
the risks for the rights and freedoms of individuals.

The emergence of disruptive ICT and complex data uses have
also forced us, data subjects and users alike, to re-think how data
protection principles should be applied now, albeit they being
intended to be technology-neutral. It is quite understandable that
the consumers expect more than selling brand relationship — they
request security and trust. Given that data is a sustainable resource,
we need to have trust. If issues of BDAIML are not addressed
properly, they may well undermine data subjects’ trustin the data
users and processors. As a result, the fuel of the digital-economy
may be cut off as the quantity and quality of BDAIML may diminish.

Consumers would expect that their personal data privacy right-is
not only duly protected but also duly respected. Respect-probably
includes the elements like meaningful consent (so that thereare no
surprises) and due regard to the rights, interests and autonomy-or
control of the individual concerned. This requires the engagement
of all parties - the consumers (data subjects), organisations
(data controllers and processors) and the regulators. Building
transparency and control is at the heart of getting it right in that
data users/processors will enjoy the fruit of leveraging mutual
confidence, trust and respect, thereby meeting the expectation of
the data subjects and vitiating consumers’ defection. Furthermore,
satisfying the legal requirements of compliance and accountability
to recognise the intrinsic values of data privacy rights would be
improved by an ethical approach including a fair and ethical use
or processing of data. Data users need to add value beyond just
complying with regulations. To make accountability work, ethical
data standard and stewardship would be helpful.
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Given the irreplaceable attribute of Hong Kong in respect of the
free flow of information, which finds its enabling environment on
the protection of freedoms and human rights as guaranteed under
the Basic Law, including the working implementation of our data
protection law and framework, we are well poised to help make
Hong Kong the Belt and Road data centre within one country
but outside the jurisdiction of the mainland of China, facilitating
transfer and storage of data, connecting and converging ideas and
information among Hong Kong, the mainland of China and the
rest of the world. The opportunities arising from the Guangdong-
Hong Kong-Macao Bay Area development also help promote ICT
development, with large-scale data flows resulted, thus attracting
data centres to bring in advanced data technology, talents and
capital, and in turn fostering economic development on the
mainland of China and Hong Kong.

Like other regulators, we are faced with increasing responsibilities
and higher expectation but with meagre resources. As the cases
in this Report show, penalties on conviction of offences might
not have the deterrent effect one would expect. That said, we
will continue to enforce the law fairly without sparing the sticks.
At the same time, we would try to achieve effective regulation
through a result-based approach. We aim to take the lead in
providing timely guidance and support to the regulated, engaging
and incentivising them with appropriate carrots. Specifically, we
will continue to secure protection through public education and
provision of facilitating assistance and advice before a complaint
is lodged or a breach incident occurs. We will help organisations
build confidence and trust amongst their clients through a privacy
management programme; and try to establish in the long run a
culture of consciously keeping one’s personal data under one’s
own control, as well as a culture of respecting others’ personal data
by being more responsive to expectation; more transparent, more
forthcoming, more meaningful and user-friendly in expressing the
privacy policy and obtaining consent.

Stephen Kai-yi WONG
Privacy Commissioner for Personal Data,
Hong Kong
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BEREAERILEES
Privacy Commissioner

for Personal Data,

Hong Kong

The PCPD is headed by the Privacy Commissioner for PersonatData
(Commissioner), who has overall responsibilities for promoting,
monitoring and supervising compliance with_the Personal Data
(Privacy) Ordinance (Ordinance). (See Appendix 1 fordetails)

The PCPD had a total of 76 staff at the end of the report period
comprising six divisions. (See page 18to-25fordetails) ———

BERBEAENLERES

Deputy Privacy

Commissioner for

Personal Data,

Hong Kong

— o RERED EFER PR R it 2 &R ERED ERREAEER
— Legal Division — Complaints Division 2320 Policy & Research Compliance Communications &
— Corporate Support & Division Division Education Division

Enquiries Division
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Mr Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong

Ms Fanny WONG

Deputy Privacy Commissioner for Personal Data, Hong Kong
Ms Brenda KWOK

Chief Legal Counsel, Head of Legal Division

Mr Daniel LEUNG

Chief Personal Data Officer,

Head of Corporate Support & Enquiries Division

Ms Joyce LAI

Chief Personal Data Officer, Head of Compliance Division
Ms Amy CHAN

Chief Personal Data Officer (Acting),

Head of Complaints Division

Mr Ilvan CHAN

Senior Personal Data Officer,

Head of Communications & Education Division

Mr Aki CHEUNG

Senior Personal Data Officer (Acting),

Head of Policy & Research Division
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REFEEESRHNIRIFF — « To receive and handle complaints lodged with

- BPMEREEETHE the Commissioner
. ﬁﬁjﬁﬁﬁakﬁﬂﬂgﬁw@m“t investigations of suspected breaches

=R ~———————« Toprovide advice on matters that may affect the privacy
. EEEABREEEpEEEISRAaEY  ofindividualsin relation to personal data

XE ————« Toprovideothersupport to PCPD as and when required in

———relation tocomplaints
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To receive notifications and follow up data breaches —
incidents where appropriate 7

To carry out compliance checks and investigations

To process applications from data users for approval of
automated data matching procedures

To undertake inspections of personal data systemsand—————————
make recommendations to the data users concerned for —————————
improved compliance

To issue compliance and security related leaflets ————————
and guidance
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Legal wm
Division

« AREBRIFENIRMAEEER « Toprovide legal advice in respect of all aspects of the work

. BIEUSANERHREEERNRR nf the-PCPD

. BN EEEASELENIETRESN « Toreserach on developmentsin overseas data protection laws
JEABI + To review existing and proposed legislation relating to

. TEARE (EATR (RLEB) A1) personal data privacy

. RENEEEHEEERTRLIFES « To keep review of the Personal Data (Privacy) Ordinance
SHVERER « To represent the Commissioner in any relevant court and

. B TEEREEE Administrative Appeals Board hearings

o Toadminister the Legal Assistance Scheme
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Corporate
Support and Enquiries
Division & mmemm

. BREEREHNEEER « To ensure proper and adequate corporate governance
. FEXRBTEREEER  To provide strategic planning and management of resources
- EEBRAEREEF  Toundertake office day-to-day management and operation
. EZREETRREREBIRLENES  To receive and handle general enquiries from members of
. GEEIELR GLE) ZMEsSeels the public and organisations

Wi HWE X ERE « To coordinate and provide secretarial support to the
. BEHREEE  TE - KBRS/ Personal Data (Privacy) Advisory Committee

FRE R « To provide and maintain the accounting, payroll,

procurement and financial / budgeting systems
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Eommunications and
Education Division wmmzscs

. FHEBEMERBREBRRUHER « To advise on corporate communications strategies R —
. FEREEER  HENARBEED and practices =
. ESEEEHE TR Y + To develop and implement promotion, education and
. EEE > AN REMEEENEAS public relations programmes

BE WSS URE SR » To attend to media enquiries and arrange press conferences

« To maintain a website to provide comprehensive
information about the Ordinance, PCPD news and
activities and online resources
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Policy and
Research
* Division s xwrsei

. HERFHAHMEEERER » HEA « Toresearch and advise on policy issues (including responses

ERRENBRRRBEETHRERIE to stakeholders) relating to personal data protection in light
) H®ER of latest local and international developments
— . FEBEABNHY (HIMEK<FA - 53] « To provide input in the preparation of the PCPD
E— RERER) RHE publications, e.g. codes of practices, guidance notes and
. BEE - EARERARRELE information leaflets
. ZERNEREEEESSSE . WiEw » To provide support in investigations, compliance checks
WE T IERK and inspections
o B R R LA FA B S MBI T R A » To coordinate and provide secretarial support to the
T {ERsER Standing Committee on Technological Developments

o To establish and maintain working relationship with
international counterparts
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BAEE (/2 FMRE Y PERSONAL DATA (PRIVACY) ADVISORY COMMITTEE

BHHEESHKERBYREAMEREERESES The Advisory Committee members were appointed by the Secretary ———————————

1£ - EEMEAERFLABRENRAIEITH for Constitutional and Mainland Affairs to advise the Commissioner

HESEOLBEEEREER - on matters relevant to the privacy of individuals-in relation to
personal data and the implementation of the Ordinance. ————

1 WHEsEEE i-yi WONG
BERBAERIEES - Privacy Commissioner for Personal Data, Hong Kong
5 4=1 — MEMBERS —
2 ILEBER5EXE 2 MrBillyHing-chuen HUNG
BHRTHXARLTDES Director, Shiu Pong Enterprises Ltd

3 BRillRA%t 3 Ms Susanna Shuk-ching SHEN
) £3 i = AR Head, Information Technology,
The Hong Kong and China Gas Co Ltd

4 Mr Jimmy Chun-wah KWOK, BBS, MH, JP
Managing Director, Rambo Chemical (Hong Kong) Limited

5 Mr David Chuck-fan WAN
Regional Head, Compliance,
Greater China & North Asia,
Standard Chartered Bank (Hong Kong) Limited

6 Ms Winnie Cheung-wah YEUNG
R Rt S A SR (T5) B Director, Legal & Corporate Affairs, Microsoft Hong Kong Limited

8 BN 7 Ms Cordelia CHUNG
=S I R TR A ST e, Managing Director, Corporate Strategy, Asia, LIXIL Corporation

=E | it ® et brecutive Officer,
| i E| \\% !
——— IRMHEHREE R Digital Broadcasting Corporation Hong Kong Limited

S— LTk .

— N 9 Ms Rosanna Shuk-pui LAW, JP
A 2% D EEERNE ,
—— Rl Putts RERERRE Deputy Secretary for Constitutional and Mainland Affairs

10 Miss Phidias TAM
Principal Assistant Secretary for Constitutional and Mainland Affairs
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STANDING COMMITTEE ON TECHNOLOGICAL DEVELOPMENTS

The Standing Committee was established to advise the
Commissioner on the impact of the developments in the processing
of data and computer technology on the privacy of individuals-in
relation to personal data.

CO=CHAIRPERSONS

1 Mr Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong

2 Ms Fanny WONG
Deputy Privacy Commissioner for Personal Data, Hong Kong

MEMBERS

3 Professor John BACON-SHONE
Director, Social Sciences Research Centre,
University of Hong Kong

4 DrKPCHOW
Associate Professor, Department of Computer Science,
University of Hong Kong

5 Dr Samson Wai-ho TAM, JP
Chairman of Group Sense Ltd.

6 Professor YB YEUNG
Adjunct Professor, Department of Computer Science,
Hong Kong Baptist University

7 Mr Mark PARSONS
Partner, Hogan Lovells




ERBEENEDHEREREZBRUFTSERINBRE - BEEF
EMPESRERMIOTENLERLRE RSB ERBER
BB LEMFR  UREEAAER  XEEHEENEAE
BIFLLE -

The Compliance Division monitors and promotes compliance with
the provisions of the Ordinance. In view of the privacy risks brought
about by the rapid advances in information and communication
technology, we encourage and facilitate organisations to apply all
means to ensure personal data protection and respect consumers’
personal data privacy.
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In May 2016, the Commissioner joined forces with 24 other privacy
enforcement authorities around the globe to conduct the Privacy
Sweep exercise coordinated by the Global Privacy Enforcement
Network (GPEN). The targets of this year’s Privacy Sweep were
loT devices. loT is the network of physical objects embedded
with electronic sensors and software that enables the physical
objects to exchange data with one another via the Internet. The
purpose was to examine the adequacy of privacy protection in the
communications through the devices. A total of 314 loT devices
were examined by the privacy enforcement authorities.

Both the local and the global results of the Privacy Sweep showed
that the privacy communications undertaken by the manufacturers
of loT devices to end users was generally unsatisfactory.

The Privacy Sweep 2016 revealed that the majority of manufacturers
did not provide sufficient information to their customers about the
exact personal data collected by the devices and how the collected
data would be processed. Below are some of the significant findings
of the Privacy Sweep by the 25 privacy enforcement authorities
engaged in the Privacy Sweep 2016:

59% of the manufacturers failed to adequately explain to users
how their personal data would be collected, used and disclosed;

68% of the manufacturers failed to properly explain to users
how their personal data would be stored;

49% of the manufacturers failed to inform users about how
their personal data would be safeguarded against unauthorised
access or processing;

72% of the manufacturers did not provide clear instructions to
users on how to delete their personal data from the devices or
the related mobile apps; and

38% of the manufacturers failed to provide easily identifiable
contact details should the users have any privacy concerns.
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Local findings

In Hong Kong, the PCPD examined five locally manufactured loT
devices, i.e. fitness bands, during the Privacy Sweep 2016. A fitness
band is an electronic sensor worn on the wrist of a user for tracking
his daily activities and physiological signals, e.g., distance walked,
calories burnt, and heart rate. The loT devices examined by other
privacy enforcement authorities included smart meters, connected
toys, and connected cars. Very often, these loT devices were used in
conjunction with supporting mobile applications (apps).

The Privacy Sweep revealed that more than half of the loT devices
did not provide users with privacy policies that adequately
explained collection and use of personal data. The table below
summarises the major findings of the Privacy Sweep and compares
the Hong Kong results with the global results.

&
(AfAERERI BT )

2
(314 EMBHARE)

Global
(314 loT devices)

Hong Kong
(five fithness bands)

ELRBRT R OHEBREAERBNWENERERL

Providing sufficient explanation on the collection and 2 (40%) 41%
use of personal data in privacy policy
BAAFEAERERER UAEEL X #F

. 0 (0%) 32%
Informing users where and how to store personal data
AR EREUR Z i e R IR E A E

. 1 (20%) 51%
Committed to protect the personal data collected from users
7640 75 B a0 ey i BR1E A &k o o
Providing sufficient instructions on deletion of personal data 1(20%]) 28%
2 (LR AR A A DA B EEFARE VEH
REBREN A FEARELBHEENSEE 2 (40%) 62%

Providing contact information for privacy-related enquiries
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Observations and recommendations

loT devices may collect a lot of our intimate information, such as our
location data and health conditions, and these intimate information
can be transmitted, and may even be shared through the Internet.
The inherent privacy risks of loT devices being high, it is crucial for
manufacturers of loT devices to provide sufficient information for
users to evaluate the privacy risks. The manufacturers should also
adopt privacy-friendly designs in the devices, and take sufficient
steps to safeguard personal data collected by the devices against
unauthorised access and processing.
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provide privacy policy in simple language to users, and help
users locate important information in the privacy policy easily
(e.g., by dividing privacy policy into different sections and
adding headings to each section);

clearly state the types of personal data to be collected, the
purposes of collection, the would-be transferees of the personal
data, and the security measures adopted for protecting the data;
adopt “Privacy by Design” by, for example, minimising data
collection, incorporating sufficient security safeguards for
personal data in transmission and in storage, and adopting the
least privacy intrusive settings as default on the devices and the
mobile apps;

offer opt-out choice to users if the supporting mobile apps would
access data in smartphones that is not directly relevant to the
main purpose of the device (e.g., location and contact list);

provide clear instructions to users for erasing their personal data
stored in the devices, smartphones and remote storage (e.g., the
backend servers of the manufacturers and sports-related social
networks where appropriate); and

provide contact information (e.g., contact person, telephone
number, email address, and office address) for users to pursue
privacy-related matters, and respond promptly to users and
address their privacy concerns.
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Users of fitness bands and other loT devices should also play a role
in protecting their personal data privacy. The PCPD recommends
that users should:
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carry out research on personal data privacy impact before
purchase, ascertaining the types and extent of personal data to
be collected by the devices and the supporting mobile apps, the
intended use of the personal data collected, and the safeguards
in place;

use pseudonyms for account registration whenever possible;

set up dedicated accounts (e.g., dedicated email accounts) for
the devices, and avoid linking the device accounts with social
media accounts whenever possible;

review the default settings of the devices and the mobile apps,
and turn off unnecessary functions (e.g., location data access)
where possible;

set strong and complex password by themselves, and never use
default usernames and passwords provided by the devices;

update device and mobile app software whenever possible to
enhance security; and

purge the data in the devices before disposal or resale.
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The Commissioner conducts compliance checks or investigations
of practices that he has sufficient grounds to take the view
that they may be inconsistent with the requirements under the
Ordinance (see Appendix 1). Upon completion of a compliance
check or investigation, whether on receipt of reports or at his
own initiative, the Commissioner alerts an organisation in writing,
pointing out the apparent inconsistency or deficiency, and advising
the organisation, if necessary, to take remedial actions to correct
any breaches and prevent further breaches.

During the report year, the Commissioner carried out 256 compliance
checks. Of these, 78% were conducted on private sector organisations,
while the remaining 22% were on government departments and
statutory bodies, non-government organisations, and government-
funded educational institutions.

Below are the highlights of some of the compliance checks conducted
during the year.

The Fifth Term Chief Executive Election of Hong Kong was held
on 26 March 2017. One month prior to the election, a civilian
group organised a “civil referendum” activity in which any
Hong Kong citizens aged 18 or above could cast their votes
for or against a list of Chief Executive candidates prepared
by the group in both the “nomination stage” and the “civil
referendum stage” through a voting system operated by the
group. About 19,000 and 65,000 participants cast their votes
in the two stages.

The voting system used an instant communication application
called Telegram for the voting process, which collected
participants’ Hong Kong Identity Card numbers, mobile phone
numbers and Telegram IDs. Based on the information obtained,
the Commissioner took the view that (i) there was no explanation
on the purposes and lawful basis of personal data collection;
(i) the identity of the data users / controllers (organisers) was
unclear; and (iii) the reliability of the de-identification technology
adopted in the voting system was questionable.
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On 8 February 2017, the PCPD commenced a compliance check
against the group, calling for the immediate suspension of the
activity and the “Telegram” communication application.

In response to the PCPD’s request, the group took remedial
actions to enhance the transparency and accountability of
the “civil referendum” activity. It also suspended the voting
system and replaced it with new data security measures. After
completion of the activity, the group provided the PCPD with an
independent certification of the erasure of personal data.

A government department reported to the PCPD that its IT system
had been hacked. The intruded server contained over 11,000
unencrypted temporary files, which included patients’ personal
data like their names, Hong Kong Identity Card numbers, gender,
clinical histories and assessments. The department suspended
the serverimmediately, and its subsequent investigation revealed
that less than 4% of the temporary files might have been accessed
or downloaded by the hacker.

The department’s investigation also revealed that the temporary
files were generated by an Application Programming Interface
which was not deleted immediately after use, owing to a
programming bug. Although the programming bug had already
come to the department’s knowledge several months before
and the department had since conducted the first batch
deletion, the remaining files were still susceptible to hacking.

The department identified the security vulnerability during the
investigation and subsequently rectified the programming bug.
It also conducted a comprehensive security risk assessment
and privacy impact assessment before the resumption of its IT
system. The following long-term measures were recommended
and devised to prevent recurrence of similar incidents:

Migrate the IT system to the e-Government Infrastructure
Service provided by the Office of the Government Chief
Information Officer in one year with a view to enhancing
system security;

Acquire an IT security consultancy service to enhance system
security and monitoring; and

Acquire resources to strengthen the in-house support team
and minimise the reliance on its contractors.
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On the day following the 2017 Chief Executive Election (namely
27 March 2017), the office concerned (office) found the loss of
two notebook computers kept in Asia World-Expo, the fallback
venue of the 2017 Chief Executive Election. The first notebook
computer contained the names of about 1,200 Election
Committee members, and the second notebook computer
contained the names, Hong Kong Identity Card numbers, the
constituencies in which they were registered, and the addresses
of about 3.78 million Geographical Constituencies Electors,
including Election Committee members.

In light of the voluminous personal data involved and the
wide attention of the community, the Commissioner initiated
an investigation’.

To ensure the accuracy and thoroughness of the investigation
and impartial enforcement of the law, PCPD collected detailed
factual information from the office, and sought advice of
experts from Hong Kong Computer Emergency Response Team
Coordination Centre, Cyber Security and Technology Crime
Bureau of Hong Kong Police Force, and the overseas data
protection authorities (including Federal Trade Commission,
the Israeli Law, Information and Technology Authority (ILITA),
the Office of the Privacy Commissioner of Canada, the Office
of the Privacy Commissioner of New Zealand, the Information
Commissioner’s Office in the United Kingdom, and the Office
of the Australian Information Commissioner) for verifying and
examining the factual and legal issues involved.

The investigation revealed that the office (i) did not fully review
and evaluate the necessity and privacy risk of continuing to use
and store all Electors’ data in portable storage devices (including
notebook computers) for the Chief Executive Election; (ii) did
not set out clear policies or internal guidelines regarding the
storage of Electors’ personal data in portable storage devices
(including notebook computers); (iii) did not provide all staff
with detailed guidelines to protect Electors’ personal data

1 The investigation report was published on 12 June 2017. The Commissioner also

attended the meeting of the Panel on Mainland Affairs of the Legislative Council
held on 19 June 2017.
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for the Chief Executive Elections; (iv) allowed staff to share
passwords for activating the encrypted Voter Information
Enquiry System and handle passwords without extreme care;
and (v) had deficiencies in its physical security measures at the
fallback venue.

The first notebook computer contained the names of Election
Committee membersonly. Suchinformation was available to the
public in the Election Committee Final Register, and could also
be viewed online. As an Election Committee member’s name
was public data, and given that a name initself is not considered
sensitive personal data, the Commissioner took the view that
even if the names of Election Committee members were leaked
as a result of the loss of the first notebook computer, harm
would unlikely be done to the Election Committee members.

Moreover, as the Election Committee members could vote at
the Chief Executive Election, the Commissioner considered it
acceptable for the office to download the names of the Election
Committee members to the first notebook computer for the
purpose of recording re-issuance of name badges. The security
measures (including using passwords to protect the data and
storing the computer concerned in a locked room) taken by
the office to protect the personal data (Election Committee
members’ names) stored in the first notebook computer were
also considered adequate in the circumstances. Therefore,
the Commissioner concluded that the office did not contravene
DPP 4(1) (Data Security Principle) for the loss of the first
notebook computer.

The second notebook computer however contained, in addition
to the name and address available to the public in the Final
Register of Electors, the Hong Kong Identity Card numbers of
all Electors, which are considered sensitive personal data and
not accessible by members of the public. After considering all
the facts and circumstances of the case and experts’ opinions,
the Commissioner found that the circumstances relating to
the loss of the second notebook computer are unique and
unprecedented. Although the personal data of the Electors
involved had already undergone multiple layers of encryption
and the chance of leakage was low, the loss of the second
notebook computer containing the personal data of all Electors
could have been avoided. Hence, the privacy concerns arising
therefrom were understandable.
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The Commissioner was of the view that the assessment and
approval of the use of the enquiry system containing the
Electors’ data, which included personal data not being open
to the public and sensitive, was especially not well thought
out or adaptive to the circumstances of the case. The office
simply followed past practices and failed to review, update or
appraise the existing mechanism in a timely manner and in light
of the circumstances. The claimed effectiveness of the need for
storing personal data of all Electors was not proportional to the
associated risks. The security measures adopted by the office
were not proportional to the degree of sensitivity of the dataand
the harm that might result from a data security incident either.
The result of the investigation showed that the office lacked the
requisite awareness and vigilance expected of it in protecting
personal data, rules of application and implementation of
various guidelines were not clearly set out or followed, internal
communication was less than effective, and hence failed to take
all reasonably practicable steps in consideration of the actual
circumstances and needs to ensure that the Electors’ personal
data was protected from accidental loss, thereby contravened
Data Protection Principles (DPP) 4(1) under the Ordinance.

The Commissioner served an Enforcement Notice on the office
directing it to (i) prohibit the download or use of Geographical
Constituencies Electors’ personal data (except their names
and addresses) for the purpose of handling enquiries in Chief
Executive Elections and issue notice on this to the relevant staff
members on a regular basis; (ii) set internal guidelines for the
processing of personal data in all election-related activities
(including technical and physical security measures, and
administrative measures on the use of notebook computers and
other portable storage devices); and (iii) implement effective
measures to ensure staff members’ compliance with the above
policies and guidelines.

The Commissioner also recommended that the office should
use only “necessary” personal data in different elections; strictly
review, approve, and monitor the download and copying of
systems containing Electors’ personal data; adopt effective
technical security measures when storing Electors’ personal
data; formulate, systematically review, and update personal data
security policy; conduct Privacy Impact Assessment in a timely
fashion; and adopt the Privacy Management Programme as a
top-down organisational imperative to regain the confidence
and trust of the Electors.
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The customer databases and servers of a toy maker were
hacked, leading to the leak of the personal data of about
5 million parents and 6.6 million related children. The data
included parents’ names, email addresses, mailing addresses,
IP addresses, passwords, secret questions and answers for
retrieving the passwords, and download history; children’s
names, gender, and full dates of birth; and chat and voice
messages, photos, and bulletin board postings.

As the incident involved a large number of data subjects
including children and the company was based in Hong Kong,
the Commissioner initiated an investigation into the incident
to ascertain whether the company had contravened the data
security principle and data collection principle. In accordance
with the international practice and cooperation arrangement,
PCPD kept privacy enforcement authorities in other jurisdictions
informed of the investigation progress.

The investigation showed that no Hong Kong customers
were involved in the incident. In respect of data security, the
investigation revealed that the systems under attack were
not protected by new security measures. The company’s IT
security policies and guidelines did not retroact upon systems
that had existed before those policies and guidelines were
introduced. Moreover, the company failed to monitor the
implementation of its IT security policies and guidelines and
did not regularly review and update them in light of the latest
technology development. The company also did not take
certain basic security measures, including countermeasures
to prevent SQL injections, installing web application firewalls,
and encrypting personal data such as names, email addresses,
mailing addresses, and dates of birth, etc.

The Commissioner therefore determined that the company had
contravened DPP 4(1) under the Ordinance for failing to take all
reasonably practicable steps to ensure that the personal data
was protected against unauthorised access.

Regarding data collection, the Commissioner questioned the
need to collect children’s full dates of birth for child account
registrations. The company explained that it required the
children’s age for grading their performance in certain games.
The Commissioner took the view that the company needed
only the children’s age or their years of birth for the purpose
of grading, and therefore determined that the company had
contravened DPP 1(1) (Data Collection Principle) by collecting
excessively the dates and months of birth of the children.



EHBRER > ZQREWT LT -3
R - BFE

hniEph B3 e L S B RHE TN E R EN
B HINERIBEENRRERE
i~ EMETRERRS
BIEH NV ERMR LR
RYIBEEEFERENERRZE
BREEE  BEFHABERRZR
RIVRE -~ BEEBERNEREAN EME
TR R
FLEEETRFRRERENHEAR
BRBAR -

MEREEZ QA CRIERIE M IE
BREERBIRE  BRARERZA T
REHTEA - ZEINEHAUEYHE
RESFALHEHRRETRKRENEES
g IABEECOZQRAMFEHES W
= E A RIERLERFIRB B TR
HARREIRE - BB SHRIFIETE

LEBEESQLE2016-17F ]
PCPD ANNUAL REPORT 2016-17

After the incident, the company took the following
remedial actions:

Enhanced its protective measures against unauthorised
data access by administering strict authentication controls,
conducting regular network scans, etc,;

Promulgated a new Data Security Policy;

Formed a Data Security Governance Board chaired by the
Group Chairman to decide on matters concerning the Data
Security Policy, oversee the Policy’s implementation, and
review it periodically; and

Stopped collecting the children’s dates and months of birth
during account registration.

The Commissioner was satisfied that the company’s
contraventions had been remedied and therefore no
enforcement notice was served to the company. Considering
that the incident could have far-reaching adverse impact
on the affected data subjects, the children in particular, the
Commissioner warned the company that enforcement action
against it would be considered should it fail to comply with the
Ordinance in similar circumstances in future.
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A data breach is a breach of security of personal data held by a data
user, which results in exposing the data to the risk of unauthorised
or accidental access, processing, erasure, loss or use. The breach
may amount to a contravention of DPP4. Data users are strongly
advised to give a formal data breach notification (DBN) to the
affected data subjects, the Commissioner, and other relevant
parties after a data breach has occurred.

Upon receipt of a DBN from a data user (which could be
submitted through the designated DBN form or other means
of communication), the PCPD would assess the information
provided in the DBN and decide whether or not a compliance
check is warranted. If a compliance check is to be conducted, the
Commissioner would alert the data user in writing, pointing out
the apparent deficiency and inviting him, where appropriate, to
take remedial actions to prevent a recurrence of the incident.

During the report year, the PCPD received 88 DBNs (37 from the
public sector and 51 from the private sector), affecting 3,859,338
individuals. The PCPD conducted a compliance check in each of
these 88 incidents.

A matching procedure is a process by which personal data
collected for one purpose is compared electronically with personal
data collected for other purposes with aim of taking adverse action
against the data subjects concerned. A data user shall not carry
out a matching procedure unless it has obtained the data subjects’
prescribed consent or the Commissioner’s consent.

During the report year, the Commissioner received a total of 20
applications for approval to carry out matching procedures. All
of the applications came from government departments and
public-sector organisations.
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Upon examination, all applications were approved, subject to
conditions imposed by the Commissioner. The followings are some
of the matching procedures approved by the Commissioner:

EmEEZREREPHEEEFTEININEBARENBBERYIHHX
EREWRENEAER  HEBEEZESRENEEXEFS - HF K
FAEABRENBAAEREELEE  UEBRAHEEREREZER -
Comparing the personal data collected by the Urban Renewal
Authority from the successful applicants and listed family members
of Subsidised Sale Flat Scheme with the personal data collected by
the Hong Kong Housing Authority from the owners, tenants and
applicants for subsidised housing, in order to prevent the abuse of
public housing resources.

EERRERSEEYSHEREEHRBESHFABRENEAE
B B EENERGEHEREEYFEZARENEAERE
MR URREREAESHREES -

Comparing the personal data collected by the Working Family and
Student Financial Assistance Agency from the applicants of Grantham
Maintenance Grants with the personal data collected by the Social
Welfare Department from the beneficiaries of Comprehensive Social
Security Assistance, in order to ensure proper spending of funds under
Grantham Maintenance Grants.

BHEEMNBRESHEREEYFERAXLEFNSFTEZBIAKE
HEAER - EARSHEERENEAERIEAELE - LGERIHLES
PWARBEMIREERNRETENERBBMERMWAH -
Comparing the personal data collected by the Social Welfare Department
from the beneficiaries of Comprehensive Social Security Assistance
and Social Security Allowance with the personal data collected by the
Immigration Department, in order to identify whether the beneficiaries
whose temporary absence from Hong Kong or Guangdong in a
payment year have exceeded the permissible limit.

EE R EREE SRR EEAEHEAREERHENEBRFBARK
EMEAER  HEERXZEEERFTEIFABRENEAEREMEL
B EERFBANELR -

Comparing the personal data collected by Housing Authority from
applicants of the Green Form Home Ownership Pilot Scheme and
Home Ownership Scheme with the personal data collected in Housing
Authority’s various subsidised housing schemes, in order to assess the
eligibility of the applicants.



Enforcing
Data fi féié*ﬂr
Protection

BERERE

HRHERNRFRES  RFEDBINEEIEREHBS
EHANME - AFRAENRAEREE - FRREEENL
BRRBNBERFE  BMESEBFELAS -

Thorough and Impartial Investigations

The Complaints Division and the Corporate Support and
Enquiries Division investigate and resolve complaints
and enquiries effectively in a manner that is fair to all
parties concerned, and proactively investigate areas
where privacy risks are significant.
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In 2016-2017, the PCPD received a total of 16,035 enquiries', 14.2%
less than the 18,690 enquiries received in 2015-2016.0n average, 64
enquiries were handled per working day. They mainly related to the
collection and use of personal data (e.g. Hong Kong Identity Card
numbers and copies, 14% and 13.9% respectively), employment
(9.7%), and use of personal data in direct marketing (7.8%).

There was an increase of 39.2% in internet-related enquiries,
from 730 cases in 2015-2016 to 1,016 cases in 2016-2017, mainly
concerning cyber-profiling, mobile apps and cyber-bullying. The
majority of the enquiries (83.2%) were made through the PCPD
hotline (2827 2827).

Moreover, the PCPD responded to 179 media enquiries, an increase
of 23.4%from 2015-2016’s 145 media enquiries. The PCPD organised
promotional and educational activities to cater for the needs of the
individuals and organisations, and promoted the importance of
personal data privacy protection.

1 An enquiry may cut across different categories.
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2FEEMMER
Annual enquiry caseload

F19 Year 2010-11 18,103
2011-12 19,094
2012-13 19,861
2013-14 23,459
2014-15 16,331
2015-16 18,690
2016-17 0000000000 0603

BERHERHE

Number of enquiries

= EAYEE
Means by which enquiries were made

B =Fa

Hotline
N =E
Written
. 83.2%
u ﬁgfﬁjﬁ] (13,334 R cases) 3.7%
Walk-in

(592 R cases)

(2,109 R cases)

HHERME
Number of enquiries 13.1%
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EERONEE

Nature of enquiry cases

BAER B E
Collection of personal data

BAELHER
Use of personal data

ANBRERE
Human resources management

HiZfEsH
Direct marketing

EFRNEERER

Data access and correction requests
NEBEN/BHERABAE

Information about the PCPD / Contact PCPD staff

FEAERFHNLEEE
Privacy other than personal data privacy

FARREIR /MR / B E e
CCTV / Camera / Voice recording

EESOFRBREMS GRS
HKID card number and other personal identifiers

=G IS &Y 5T
Information and communication technology

BAERHRE

Security of personal data
e

Exemptions

BN B A MBIV RE
Questions unrelated to PCPD functions

B8 A E LAY ZERE 14 K 4R B8 2A
Accuracy & retention of personal data

EXETESED

Workplace surveillance

BRIRIRERIR
Complaint handling policy

REEE
Building management

1RGN —REH

General questions about the Ordinance
EVPHRERBR

Biometrics

FBBER R

Privacy policy statement

EIRERER

Transfer personal data outside Hong Kong
BREEE

Electioneering activities

BUWER

Debt collection

AHREEMER

Public register / information

BAEEER

Consumer credit data
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COMPLAINT INVESTIGATION

Data Privacy Complaints Received

A total of 1,741 complaint cases were received in 2016-17, a 14%

decrease from last year.
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FriEEm1,741 RIRFEREIE Of the 1,741 cases received :

° 72% (1,2525R) IRIFFEHE «  72% (1,252 cases) were against private-sector organisations;

° 17% (303 R) BFHRMBA ; & + 17% (303 cases) were against individuals; and

© 11% (1863R) IRIF DN E#E (BN EATEP +  11% (186 cases) were against public-sector organisations
PIRAHHE) - (i.e. government departments and public bodies).

I ERE XA B

Types of parties complained against

TS 0000000000000 (252
Private Sector 1456
BA OO ® (303
Individuals 345
BURFERPY ® 137
Government Departments 145
DR @49
Public Bodies 76
B EREE M 2016-17

Number of complaint cases 2015-16
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BERS RAE BN ETE Complaints against the private-sector organisations included :
29% (360:R) REAFIRIT I B FEHEAE 29% (360 cases) against the banking and financial sector;
17% (217 3R) IRFYIEEEEBEHEE . Kk 17% (217 cases) against the property management sector; and
6% (80:R) IREFEM QT © 6% (80 cases) against the telecommunications sector.

ST B RENMAAINERFER - K The majority of the complaints against companies in the financial

EB o # R H R UWEEAERFERIEGE and telecommunications sectors related to the collection of

FAEEREHENRX - RIFYESERBAER personal data and breaches of the direct marketing provisions of the

EBNWERZTERENEREAHKRIEEE Ordinance. Most of the complaint cases in the property management

BAERN X HRZHEFAKRSRIBE - sector concerned the posting up of notices containing personal data
in public areas and the installation of CCTV cameras.

RITRESTE 360
Banking & Finance 367

MEER 217
Property Management 199

=i 80
Telecommunications 101

REFERBE 2016-17
Number of complaint cases 2015-16
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The majority of complaints against public-sector
organisations involved :

the lack of security measures to protect personal data (26%);

the use or disclosure of personal data beyond the scope
of the collection purpose and without the consent of the
individual (25%);

the excessive or unfair collection of personal data (20%); or

the non-compliance with data access or correction requests (19%).

Most of the complaints in the public sector came from the public
organisations involved in electioneering, health care services,
housing, and the police force.
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24
27

22
48

RIFEREE 2016-17
Number of complaint cases 2015-16



HIEREE R ENFORCING DATA PROTECTION

NEBR 2015 Z16 FEZEMN 1,741 RIREFFE
RHAW K 2,363 B ERIKHIRENIERE (—F
REFERTS R SR —EIERE) .

1,85518 (79%) IEBIER REERFER (A
BTBRMERET) &

508718 (21%) I5MBE ARG HIER S (B
MEZRIT) -

REFIERAMEENT ¢

751 IHEEAANERERKEREZNERT
WERAERA

720 HENEERMNB R ENER ;
390IEEEH (R RS ;

228 THEEERNWRZHEE ;

150 IEEERN N ERMERRBHER

115 HEMREERMIREERERSE
B R

OIHEAH i+ EHE o

REERZFEH
Use without consent

g

Collection

HiEfeH
Direct Marketing

RETE
Inadequate security

ZETEE R AR EE HR
Accuracy and retention

=R/ EER
Access / correction requests

Hib4 e
Other Nature

A total of 2,363 breaches of the requirements under the Ordinance
were alleged in the 1,741 complaints received in 2016-17 (there
may be more than one breach in a complaint).

1,855 (79%) breaches contravened the DPPs (not a criminal
offence per se); and

508 (21%) breaches contravened the provisions of the Ordinance
(a criminal offence).

Nature of the alleged breaches was as follows:

751 related to the use of personal data without the consent of
the individual concerned;

720 related to the purpose and manner of data collection;
390 related to direct marketing;

228 related to data security;

150 related to accuracy and period of retention;

115 related to compliance with data access or correction
requests; and

9 related to other nature.
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The PCPD received a total of 88 electioneering-related complaints
in 2016-17, and the majority of these complaints related to the
2016 Legislative Council General Election. Most of those complaints
related to using personal data in electioneering activities without
consent. The PCPD also received 24 complaints against a government
department near the end of March 2017 in respect of the loss of
two notebook computers containing personal data of about 3.78
million registered voters, and the influx of complaints against that
government department concerned continued after 31 March 2017.
The PCPD commenced an investigation pursuant to section 38(b) of
the Ordinance to ascertain whether there was any contravention of a
requirement under the Ordinance.

The below figure shows the breakdown of complaints by subject.
Similar to the past few years, direct marketing-related complaints
outnumbered those of any other nature, and a substantial
portion of these complaints concerned the use of personal data
by organisations for direct marketing without obtaining the
complainants’ consent or ignoring their opt-out requests.

A total of 243 information and communication technology (ICT) -
related complaints in 2016-17 represented a 2% increase from last
year, and they comprised:

97 cases related specifically to social networks;

90 cases concerned disclosure or leakage of personal data on
the Internet;

60 cases about smartphone applications;
36 cases involved cyber-bullying; and
10 cases related to other subjects.

(There may be more than one subjects involved in a complaint).
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TEAEE  AEEET2202REELFEDN In addition to the new complaints received, the PCPD handled 262
BRI OMEFIBENRF  SAREAE complaints brought down from the previous year, bringing the
2,003 RIRF - EEL@ZET+ > 1,810 total number of complaints handled during the year to 2,003. Of
R (90%) EAFHPRESKLTLHE » MERT these, 1,810 (90%) were completed during the report year, and
FI193R (10%) » BIZ2017F 3 A31H1D 193 (10%) were still in progress as of 31 March 2017.
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FERFRE

Summary of complaints handled in the year
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262 253 329 393
Complaints brought down
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EEH’H.X 7 . 1,741 2,022 1,690 1,888
Complaints received
4% = T P S
A EE’J&“& 2,003 2,275 2,019 2,281
Total complaints processed

':'it \) H
Bz E.’J&pﬁ: 1,810 2,013 1,766 1,952
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i 193 262 253 329

Complaints outstanding




RIFEEEN
AEHRMASHTREERT,810RER -

© T49R (41%) HETHLZEMRETE
REMEESR Pl AERENARES
BIFOR - BIREFAEZERBPRF—F &
EHHEAEBHERT BETE  RE
REFBERPESR

¢ 4513R (25%) WAREREBARKFA
TR REESHIRFE - AELE
EEERRIFAMBLBAEERE - &R
RARBIEHEE ;

¢ 2043 (12%) BYIREF AR EIRER |

o 164K (9%) NMEMRBINEZEE |

© 13B3R(7%) EERBERTELHS &k

© 1095R (6%) XHESEMNEAE -

KREERN
Handling of complaints

0 wsEmEEsS
Completed after
preliminary enquiries

B e RHERHELHRE

Insufficient information

to follow up

N &=
Withdrawn

B seEEE
No jurisdiction

N EX®@E
Formal investigation

B xBEESEHNERAE
Transferred to
Hong Kong Police

FEBEE N F2016-17F
PCPD ANNUAL REPORT 2016-17

Handling of complaints

1,810 cases were completed during the report period:

749 cases (41%) were completed after preliminary enquiries
on various basis, e.g. through conciliation or mediation, by
expressing the complainants’ concerns to the parties complained
against, on the ground that the cases were unsubstantiated,
or there were no prima facie case of contravention of the
Ordinance;

451 cases (25%) were closed because the complaints were
anonymous, the parties complained against were not traceable,
or the complainants did not respond to the Commissioner’s
enquiries after being invited to elaborate their allegations;

204 cases (12%) were withdrawn by the complainants;
164 cases (9%) were outside the jurisdiction of the Ordinance;

133 cases (7%) were completed after carrying out formal
investigations; and

109 cases (6%) were transferred to Hong Kong Police for
criminal investigations.
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1 case (1%) was found to have contravened DPPs with the
issuance of an enforcement notice;

4 cases (3%) were found to have contravened the provisions of
the Ordinance with the issuance of enforcement notices;

2 cases (1%) were found not to have contravened the provisions
of the Ordinance;

58 cases (44%) were discontinued on the ground that the
parties complained against followed the PCPD’s advice, and
did take the appropriate remedial actions in the course of the
investigation process;

65 cases (49%) were discontinued on the ground that there were
insufficient evidence to substantiate the allegations; and

3 cases (2%) were transferred to Hong Kong Police for criminal
investigations.

‘]
1%
(1 SR case)

o
2%
(3 R cases)

49%
(65 R cases)

449
(58 ZR cases)

*]
3% 1%
(4 5= cases)

(2 5= cases)

Enforcement Action

Of all the 5 cases found to involve contraventions of the DPPs or
provisions of the Ordinance, the Commissioner issued enforcement
notices to all of the parties complained against to stop or prevent
contraventions. Among the 5 cases, 1 case concerned the use of
personal data without consent (DPP3) and 4 cases related to the
compliance with data access requests (sections 19 and 28 of

the Ordinance).

Inadditiontotheissuance of enforcementnotices,the Commissioner
also issued warning notices to the parties complained against in 33

investigation cases.
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In addition to the issuance of enforcement notices and warning
notices to the parties complained against for contravention
cases, the PCPD also directed the parties complained against to
take remedial actions to rectify the problems during preliminary
enquiries or investigation processes. The remedial actions taken by
the parties complained against are categorised in the below figure
(more than one type of remedial action may have been taken by
the parties complained against in some cases):

Revision of operational practices to prevent a similar breach in
future (70 cases);

Proper guidance to be given to the staff concerned to ensure
compliance with the Ordinance (62 cases);

Supply / correction of the personal data in compliance with the
complainants’ data access / correction requests, or reduction in
the fee for complying with the data access requests (59 cases);

Deletion of personal data unnecessarily collected or disclosed
to third parties (58 cases);

Remedial actions which met the complainants’ privacy
expectations (31 cases); and

Undertakings to cease the malpractice leading to the
complaints (28 cases).
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The Complainant hired a wedding photography company
for recording his wedding ceremony. To the Complainant’s
surprise, the video clip of his wedding ceremony, containing
his name and other personal data, was later broadcast publicly
at the shop of the company for advertising the service of the
company to other customers.

The PCPD drew the company’s attention to the requirements
of DPP3. The broadcast of the video clip by the company for
advertising purpose without the Complainant’s consent was
inconsistent with the original collection purpose of the data (i.e.
provision of recording service to the Complainant), and thus the
company had contravened DPP3. Upon the PCPD’s advice, the
company immediately ceased broadcasting the video clip and
destroyed the clip.

The Complainant was satisfied with the remedial actions taken
by the company, and further investigation of the case could not
reasonably be expected to bring about a more satisfactory result.
The Complainant agreed that it was not necessary for the PCPD
to investigate the case further.



RFAEEMZE QA REMITERENEE
EBNEHFER  BURSBRREERA
BEA-LEXHE - ZBESBAHEET
KRFABRRNEAENEREEDE - I
LR BBREEEBARER » AR
RA T B LR AR » ReF ATz
ZRNRAAREBEHREEREEEREN
BIAER - ZEDBELIRF

ZMZERTRRDS - MPIEEERERRE
FHRERMTBAER RS BN AIRE
BRHER BHREIRERRKRFAE
RAEBWECENE I I H AR HES 3
o gL REREREEBANRERR
ACBERMSRFAREANER » BREE
B IRER AR S M FEAI T@ 8B AR
EREN  ZMEQATARTERHEBED
EREF AR LSRR - WEESAE
BRAETHE - B ZME LD FER
EREBBEAERBANRER®E - AR
MIErBRARAR -

R AR A B IRFARRNEAER
B AENEARERFAESREEEE
B ENRBAERNEAERENER
H - AES - ZMEAABE B AR
FrE SR B RTINS RBER & HIRF
AL R B EER A BERZMZE 2 REE
R EVEAER - UREZERNER
TREANRER - A - EFHREEH
BRFANBESSETHESH —F -

REELEERBLVETFBR LIRS
ZMEAT BT REESIR [IWEEAER
REH|  c BEMEARABEEB LM
N EREFNEAER RAGEEREAER
BATENMARERA - KHELNUEER
EREAAAWER ERBAERAI B -

LEBEESQLE2016-17F ]
PCPD ANNUAL REPORT 2016-17

When the Complainant sought to check-in for a flight to Taiwan
at an airline’s counter, an airline staff member discovered some
tourist stamps on the inner pages of her passport. The airline
staff member captured the page containing the Complainant’s
particulars and the pages with the tourist stamps, and sent
the images to the Taiwanese immigration authority seeking
confirmation if the Complainant could enter Taiwan with her
passport. The Complainant complained to the PCPD that the
airline had collected her personal data in her passport without

her consent.

According to the airline, there was a duty to ensure that
its passengers’ travel documents were valid and met the
requirements of the immigration authorities of the destinations.
Given that the tourist stamps were not official records of
immigration authorities, the airline was concerned that the
Taiwanese immigration authority might consider the passport as
having been tampered with, and refuse the Complainant’s entry.
The airline hence decided to consult the Taiwanese immigration
authority before allowing the Complainant to check-in for the
flight. The airline stated that its staff had verbally explained the
situation to the Complainant and sought her consent before
its staff captured the images. The airline also stated that it had
deleted the images immediately after sending them to the

Taiwanese immigration authority.

It was obvious that the passport contained the Complainant’s
sensitive personal data, and whether the reasons for capturing
those passport images had been properly explained to the
Complainant beforehand became the determining issue of this
case, namely whether the airline staff had taken all reasonably
practicable steps to explicitly inform the Complainant that it was
obligatory or voluntary for her to allow the airline to capture the
information of her passport and transmit the data to the Taiwanese
immigration authority. However, this issue remained unresolved

on evidence.

To improve the ease of proof and to avoid miscommunication
with customers in the future, the airline revised its guidelines
and amended its “Personal Information Collection Statement”.
The airline staff are now required to inform their passengers
of the purpose of collection and use of their personal data
in writing before collecting and sending of the same to the

immigration authority of the destination.
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The Complainant was an ex-employee of a sports event organising
company. After the Complainant had left the company, she
received a telephone call from a government department, which
was responsible for sport facilities booking, stating she frequently
did not show up at the sports facilities that she had booked.
The Complainant denied having made such bookings. She later
discovered that her ex-employer had continued to use her
personal data (including Hong Kong Identity Card number) for
booking sports facilities even after she had left her ex-employer.
The Complainant felt that her personal data was misused and
lodged a complaint against her ex-employer with the PCPD.

Our investigation revealed that the Complainant had given her
written authorisation for her ex-employer to use her personal data
for booking sports facilities during her employment, which was part
of her duties at the time. Her ex-employer stated that its continued
use of the Complainant’s personal data for booking purposes was
permitted by the said authorisation, which prescribed no expiry
date and was not withdrawn by the Complainant.

An employer may collect personal data from an employee for
a lawful purpose directly related to his employment or the
business carried out by the employer. However, the employer
should limit its use of the employee’s personal data in relation
to the employment. In this case, the authorisation was given
by the Complainant in the capacity of an employee for a
job-related purpose, and there was no reason for that employer
to assume that the Complainant would agree to the continued
use of her personal data after she had left the job. As the
relevant conditions giving rise to the said authorisation ceased
to exist, the authorisation was considered null upon termination
of the employment. In the circumstances, the Complainant’s
ex-employer should have ceased using the Complainant’s personal
data for booking purpose. PCPD was of the view that such act of the
ex-employer amounted to a breach of the requirements of DPP3.

After the PCPD'’s intervention, the Complainant’s ex-employer
confirmed having ceased using the Complainant’s personal
data for booking sports facilities and revised the authorisation
letter template stating that the authorisation would end upon
termination of the employment. It also undertook to the PCPD
in writing not to use ex-employees’ personal data for the said
purpose in future.
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The Complainant was a customer of a bank. The bank required
the Complainant to provide supporting documents in relation
to some withdrawals and deposits of his account. Believing that
the bank had collected excessive personal data, the Complainant
lodged a complaint with the PCPD.

The bank explained that according to the Anti-Money Laundering
and Counter-Terrorist Financing (Financial Institutions) Ordinance
and the Guideline on Anti-Money Laundering and Counter-Terrorist
Financing issued by the Hong Kong Monetary Authority, it was
required to conduct due diligence procedures on its customers
when opening an account and when it is necessary (e.g.
unusual banking activities are spotted). Under the due diligence
procedures, a customer might be required to provide details of
the transactions to the bank for the purposes of enabling the
bank to detect suspected transactions and to report the same to
the relevant authority.

The bank stated that the number of the transactions and amounts
were not commensurate with the Complainant’s occupation,
so they were considered to be unusual banking activities. To
comply with the legal requirements for detecting and reporting
suspected transactions to the relevant authority, the bank must
request the Complainant’s details of the transactions for follow-
up and investigation.

As an authorised financial institution regulated by the Hong
Kong Monetary Authority, the bank was required to set up an
effective mechanism and control measures to prevent and
detect money laundering and terrorist financing activities. In this
case, the supporting documents collected by the bank from the
Complainant were relevant to those purposes. The collection was
therefore directly related to the bank’s functions and activities.
Hence the collection was not excessive and not in contravention
of DPP1(1).
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The Complainant lived on the ground floor flat with a garden.
For security reasons, the incorporated owners of the building
installed CCTV covering the common platform of the ground
floor. As the Complainant’s garden was adjacent to the common
platform on the ground floor, the Complainant considered that
the camera pointing to his garden was intruding his privacy.

The Ordinance does not prohibit incorporated owners of a
building from installing CCTV in the common areas for security
purposes. Generally speaking, the installation and operation of
CCTV for security purposes would not amount to a breach of the
requirements under the Ordinance, even though it may capture
the images of passers-by.

Afterreceiving the complaint,the PCPD enquired theincorporated
owners and examined the position of the camera and the images
captured by it. The incorporated owners confirmed that residents
of the building were explicitly informed that they were subject to
CCTV surveillance by a notice placed within the monitored areas.

Having considered that the camera covered only the common
areas outside the Complainant’s garden but not the interior of
it, the PCPD accepted that the camera was installed for security
purposes but not for the collection or compilation of information
about the Complainant or other individuals. As there has been
no collection of personal data, the DPPs would not be engaged.
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A teacher who was an ex-employee of a school sent a letter to
the principal of the school and complained that a number of
ex-colleagues treated her badly. The school later sent a reply
to the teacher informing her that the matter had already been
handled. Having received the letter from the school, the teacher
sent another letter to the school and asked for the identities
of the staff members who had seen her complaint letter. The
Complainant did not receive any response from the school. In
addition, the teacher noted that the principal had instructed
a staff member of the school to mail the earlier reply to the
Complainant. The Complainant was dissatisfied that another staff
member other than the school principal could access her address.

There is no requirement under the Ordinance requiring a data
user to inform a data subject of the identities of the persons
who were given access to his / her personal data. A data user is
only required to comply with the access and disclosure principles.
In this regard, the school’s non-response to the Complainant’s
enquiry was not a contravention under the Ordinance.

It is inevitable that organisations handle personal data in their
operations. The division of work, including assignment of staff
members to handle personal data, is the internal matter of an
organisation, and is not governed by the Ordinance, and the
school’s assigning of any staff member to handle the reply letter
with the teacher’s address is therefore not a contravention of any
requirement under the Ordinance.
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The Director and the Personnel Manager of the Complainant’s
employer both received a letter issued by the Complainant’s
landlord, stating that the Complainant had failed to pay rent
and the landlord had filed a claim against the Complainant at
the Lands Tribunal. Copies of the relevant legal documents and
tenancy agreement were attached to the letters. The landlord
requested both the Director and the Personnel Manager to pass
the letters to the Complainant.

The evidence showed that the letters and the attached legal
documents were sent by the landlord’s wife to the Director and
the Personnel Manager of the Complainant’s employer, with
intent to embarrass the Complainant and force him to settle the
tenancy dispute.

Hence, the letters were not sent for the purpose of complying
with the requirements for serving legal documents to the
Complainant under the Lands Tribunal Ordinance, and, the
exemption in connection with legal proceedings in Hong
Kong under section 60B(b) of the Ordinance did not apply
in this case. The action of the landlord’s wife therefore
constituted a contravention of DPP3.

While a party to a legal action may serve legal documents
on the other party by mailing them to the latter’'s company
address, such documents should be addressed to the recipient
party with the envelope clearly marked “pass it to [the name
of the recipient partyl”, “private and confidential”, or “to be
opened only by [the name of the recipient party]”. None of
these lines was marked on the envelope of the letters sent to

the Complainant’s employer.

An Enforcement Notice was served on the landlord’s wife
directing her to undertake the destruction of the letters and
not to disclose the tenant’s personal data to any irrelevant third
parties for future rent recovery actions.
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The Complainant was an ex-employee of a religious organisation.
He was assigned with a laptop computer while working
there for his daily use. The Complainant later discovered that
the organisation had engaged a consultant to investigate him
before he was summarily dismissed. Without the Complainant’s
knowledge, but with the permission of the organisation, the
consultant read and retrieved personal information stored in the
laptop computer that showed that the Complainant had engaged
in outside work without the organisation’s consent.

With the intention to clear the doubts of some of the members
of the organisation about the dismissal of the Complainant, the
organisation announced at a religious sharing session the reason
for dismissing the Complainant, i.e. he had engaged in outside
work without the organisation’s consent.

The Complainant felt that his privacy had been intruded and
lodged a complaint with the PCPD.

The PCPD considered the retrieval of the Complainant’s personal
data by the organisation through its consultant was unfair,
contravening DPP1(2), because:

the organisation failed to inform the Complainant that the
laptop computer was assigned to him for official use only;

the organisation failed to inform the Complainant that it
might access the information stored in the laptop computer
without his knowledge or consent; and

the retrieval of the Complainant’s personal data from the
laptop computer by the organisation was inconsistent with
the reasonable expectation of personal data privacy of the
Complainant when he was assigned with the laptop computer.

The PCPD also found that the disclosure of the reason for the
Complainant’s dismissal at the religious sharing session was
inconsistent with DPP3. This was because the purpose of
retrieving the information stored in the laptop computer was
to conduct a disciplinary investigation against the Complainant,
i.e. to investigate whether the Complainant had engaged in
any improper conduct. This was a matter concerning human
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resource management. The members attending the religious
sharing session were unrelated to the internal human resource
management of the organisation and the dismissal of the
Complainant. Furthermore, the disclosure of the reason for the
dismissal of the Complainant at the religious sharing session
was out of the Complainant’s reasonable expectation of the use
of his employment data.

Upon the PCPD’s intervention, the organisation devised a written
policy about the monitoring of its employees’ performance, to
clearly inform its staff members that in certain circumstances,
the organisation might access the personal information stored
in laptop computers assigned to them. The organisation also
agreed to delete the Complainant’s personal data retrieved from
the laptop computer and undertook to comply with DPP3 when
disclosing employee’s personal data in the future.

The Complainant was a member of a professional association.
The association created a WhatsApp group for the purpose of
disseminating activity information to its members. Against this
background, the Complainant joined the WhatsApp group. To
the Complainant’s surprise, he received via the WhatsApp group
canvassing messages for a candidate running in the functional
constituency election. These messages were sent out by some
officers of the association. The Complainant considered that the
act of canvassing for a candidate in an election was inconsistent
with the original purpose of setting up the WhatsApp group, and
the association should have prohibited its officer from doing so.

In response to the PCPD’s enquiry, the association confirmed that
the canvassing messages were sent out by individual officers in
their own capacity (not on behalf of the association).

The original purpose of collecting members’ personal data and
creating the group by the association was for disseminating
information on the association’s activities to its members. To
canvass electioneering activities in the WhatsApp group was
inconsistent with the original purpose of collecting the personal
data of members by the association, hence contravening DPP3.

After the PCPD’s intervention, the association reminded its officers
not to send out canvassing information in the WhatsApp group.
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In the report year, six cases have been prosecuted, among which
onerelated to section 64 (disclosing personal data obtained without
consent from data users) and the rest related to the use of personal
data in direct marketing. In the section 64 case, the prosecution
offered no evidence against the accused, as the primary witness
was found to be unfit to testify in court. The remaining five cases
resulted in conviction. It was the first case that the Police had, in
response to the Privacy Commissioner’s suggestion, laid additional
charges in relation to direct marketing against the accused of other
criminal cases, details of which are set out in Case 3 below.

The Complainant purchased an insurance policy at an insurance
company. Subsequently, an insurance agent working for another
insurance company sent a letter to the Complainant’s home
address. In the letter, the agent promoted financial services to
the Complainant after knowing about the suspension of service
of the first mentioned insurance company. The Complainant
complained that the agent had failed to take the specified action
before using his personal data in direct marketing and to notify
him of his opt-out right when using his personal data in direct
marketing for the first time.

The agent was charged with the offence of (1) using the personal
data of the Complainant in direct marketing without taking
specified actions, contrary to section 35C(2) of the Ordinance;
and (2) failing to inform the Complainant, when using his personal
data in direct marketing for the first time, of his right to request
not to use his personal data in direct marketing without charge,
contrary to section 35F(1) of the Ordinance. The agent pleaded
guilty to both charges. A Community Service Order of 80 hours
was imposed by the Court on him for each charge.
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The Complainant once made a reservation with a restaurant
of a hotel and provided his surname and mobile number for
that purpose. Since then, the Complainant had received calls
promoting the membership and services of the hotel. During
one of those promotion calls, the Complainant requested
the caller not to call him again and obtained the caller’s
acknowledgement of the request. However, the Complainant
still continued to receive another call from the same marketing
company promoting the membership of the hotel.

The marketing company was charged with the offence of (1)
using the personal data of the Complainant in direct marketing
without taking specified actions, contrary to section 35C(2) of
the Ordinance; and (2) failing to comply with the Complainant’s
request to cease using his personal data in direct marketing,
contrary to section 35G(1) of the Ordinance. The marketing
company pleaded guilty to both charges and was fined HK$8,000
for each charge.
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The Police received a series of complaints against two loan
referral service companies for charging unreasonably high
consultation fee as well as other suspected criminal offences such
as blackmail and unlawful detention. The Police subsequently
raided the offices of both companies and seized computers,
files, and documents. Having been aware of the aforementioned
raid, the Privacy Commissioner wrote to the Police requesting
an investigation into whether the companies had contravened
direct marketing related offences under the Ordinance. Evidence
suggested not only prima facie breaches of the same on the
part of the companies but also by their directors, as the breaches
appeared to be conducted under their connivance.

Both companies and the said directors were prosecuted, among
others, for a total of 66 charges in relation to the offence of
“using the personal data of the customers in direct marketing
without taking specified actions”, contrary to section 35C(2)
of the Ordinance. One of the companies was fined a total of
HKS$105,000 for seven convictions, while the other was fined
HK$60,000 for four convictions. The Magistrate found insufficient
evidence to prove that the offending acts were conducted under
the connivance of the said directors, and as a result, the directors
were acquitted.
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ELECTRONIC HEALTH RECORD SHARING SYSTEM

After the launch of the Electronic Health Record Sharing System
(the eHRSS) in March 2016, the PCPD not only dealt with enquiries
and complaints related to the eHRSS, but also continued to provide
advice on personal data privacy-related issues in relation to the
eHRSS to the government.

On 14 March 2017, the PCPD was invited by the Hospital Authority
to be a speaker in a seminar on “Understanding Privacy in the
eHRSS - The Proper Handling of Personal Data” targeting at the
frontline staff responsible for processing registration for the eHRSS.
In addition to a walk-through of the Ordinance and the data breach
notification mechanism, the PCPD also shared the take-aways of
cases handled with the participants. The audience was also briefed
on a series of privacy-related policy documents, and offered
practical privacy tips from the operational perspective.

The seminar was well received. The PCPD, the Electronic Health
Record Office and the Hospital Authority are contemplating to
launch a similar event again next year, and hopefully to expand the
scope of targeted participants to cover healthcare providers.
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| joined the PCPD about three and a half years ago. | am grateful for the
opportunities offered by the PCPD and its trust in me, | was recently
promoted to Assistant Personal Data Officer. | started as an administrative
assistant working backstage. The PCPD soon gave me the opportunity
to perform under the spotlight, learning how to handle public enquiries
received through telephone calls, emails, letters, and meeting enquirers
face-to-face. During the process, | have improved my understanding of the
Ordinance and | also learnt the skill of listening!

Like other members of the enquiry team, | listened to and read each
enquiry empathetically, and then clearly explained to the enquirer the
requirements of the Ordinance and his or her rights protected by them. We
believe that each enquirer comes to us with confidence in the PCPD. We
therefore should not take our job lightly, and must listen to and answer
each enquiry with our full dedication.

| am excited to continue my growth under the PCPD and serving the public
in my present position.

‘B

B EAER EFE

Selene SUEN

Assistant Personal Data Officer
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Fairness and Equity

The Legal Division provides legal advice on all aspects of the work
of the PCPD, and reviews existing and proposed legislation and
government policies that may affect the privacy of individuals
with respect to personal data. We also monitor developments in
overseas data protection laws that are relevant to the PCPD’s work.
The Division also administers the Legal Assistance Scheme, and
represents the Commissioner at hearings before the courts or the
Administrative Appeals Board.
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PUBLICATION OF “PERSONAL DATA (PRIVACY) LAW IN
HONG KONG - A PRACTICAL GUIDE ON COMPLIANCE”

As one of the activities to mark its 20th anniversary of establishment,
the PCPD jointly published with the City University of Hong Kong
Press an English Guide Book entitled “Personal Data (Privacy) Law
in Hong Kong - A Practical Guide on Compliance”. This Guide
Book, which was officially released at the Hong Kong Book Fair in
July 2016, explains the conceptual, legal, and practical frameworks
of the personal data privacy protection in Hong Kong. It offers a
practical guide on compliance for all stakeholders, as well as
those who are interested in the personal data privacy landscape
in Hong Kong. Expanding on the PCPD’s handbook entitled “Data
Protection Principles in the Personal Data (Privacy) Ordinance -
from the Privacy Commissioner’s perspective” (2nd Edition, 2010),
this Guide Book has incorporated the 2012 legislative amendments,
recent court cases, the Administrative Appeals Board decisions,
and the three Codes of Practice issued by the PCPD.

The PCPD has collaborated with the City University of Hong Kong
Press on various promotional activities of this Guide Book, including
the pre-launch campaign and shooting of a short promotional
film for broadcasting at the Book Fair and other platforms. The
Commissioner also attended a Book Talk on the topic of “Managing
your Personal Data - Now and in the Future” in September 2016.
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I would like to express my gratitude to you for your efforts in publishing
the book which provides a useful comprehensive review of the personal
data privacy landscape in Hong Kong. | am sure that the book will assist the
work of the practitioners and stakeholders, as well as enhance the public’s
understanding on the matter. It will also be an indispensable addition to the
bookshelf of everyone interested in this area of the law.

BHA R R RERERAEEM

(2016 5F8H22H)

Mr Rimsky YUEN, SC, Secretary for Justice
(22 August 2016)
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I am most pleased that this handy and useful reference, peppered with
live cases which are not otherwise reported, has finally gone to print. It is
also much of a delight to find that the intricate issues are dealt with in so
compendious a manner for those who wish to see that the regime protecting
such an important part of our lives is complied with.

BHAPER R EEEE P ERKEA

(2016 E8H18H)

Mr Wesley W.C. WONG, SC, Solicitor General, Department of Justice
(18 August 2016)

( )

= &F Commendations

BRESEEHMMABENLEAZRESETBESE  CHRIEFFTHEEN
BEER -

I have already consulted the book on a few topics that have arisen this week
and it can assure you it is a very valuable resource.

Messrs Hogan Lovells &% A Mr Mark PARSONS
(2016 8 H19H)

Mr Mark PARSONS, Partner, Messrs Hogan Lovells
(19 August 2016)
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When the Ordinance was enacted in 1995, reference was made to
the Organisation for Economic Co-operation and Development
(OECD) Privacy Guidelines and the European Union Directive 1995
on protection of personal data. Free flow of information to facilitate
trade was one of the underlying factors triggering the enactment of
the Ordinance.

Following its adoption of the General Data Protection Regulations
(to be effective in May 2018), the European Union has announced
that it would actively engage with key trading partners in Asia
in 2017 to establish frameworks to determine whether the data
protection legal regime of a particular jurisdiction offers adequate
protection to personal data privacy. Ensuring adequate protection
for personal data transferred outside European Union member
states is required under both the Directive 1995 and the new
General Data Protection Regulations. Similar requirements are
commonly found in many overseas data protection regimes.

Section 33 of the Ordinance stringently and comprehensively
regulates the transfer of data outside Hong Kong. It expressly
prohibits all transfers of personal data “to a place outside Hong
Kong” except in specified circumstances. However, section 33 has
not been brought into force since its enactment in 1995.

To encourage the Government to have a renewed focus on section
33 of the Ordinance, the PCPD has undertaken the necessary
preparatory work, including the preparation of a “White List” of
jurisdictions with privacy standards comparable to that of Hong
Kong and published in 2014 a “Guidance on Personal Data Protection
in Cross-border Data Transfer” with a set of Recommended Model
Clauses for data users to adopt in their data transfer agreement. The
White List report was provided to the Constitutional and Mainland
Affairs Bureau for consideration.

Subsequently, the Government has engaged a consultant to
conduct a business impact assessment for the implementation of
section 33 of the Ordinance. During the report period, the PCPD has
rendered comments to the Government’s consultant concerning
the interpretation, application, and compliance issues of the
relevant legal requirements under the Ordinance.
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No reasonable explanation for the delay of almost 5 years in
making the application for leave for judicial review — section 39(3)
of the Ordinance operates where the PCPD decides to refuse to
investigate a complaint - the 45-day statutory time limit should
start to run from the date of last receipt of the evidence in
support submitted by the Appellant — there was a lack of legal
basis to show the PCPD’s decision was unlawful or unreasonable -
No reasonable prospect of success of the Appellant’s intended
judicial review application

The Honourable Mr Justice Lam, VP
The Honourable Ms Justice Chu, JA
The Honourable Mr Justice Pang, JA

Coram:

Date of Judgment: 26 October 2016

In October 2010, the Appellant lodged a complaint to the PCPD
with 10 allegations against certain sizable companies and their staff
in Hong Kong for unfair collection of her personal data (including
her bank accounts information) and disclosure of the same without
her consent to various people and/or organisations. The Appellant
continued to supply further information to the PCPD (in two more
letters in January and May 2011 respectively) whilst admitted
in writing that she had no concrete evidence in support of her
allegations. On 24 May 2011, the PCPD informed the Appellant
of the decision not to carry out an investigation of her complaint
because there was a lack of evidence to substantiate a prima facie
case of contravention. Instead of lodging an appeal in a prescribed
form pursuant to the Administrative Appeals Board Ordinance,
the Appellant merely sent a letter dated 18 June 2011 to the
Administrative Appeals Board without leaving any correspondence
address or contact number.

In March 2016, almost five years after the PCPD’s decision, the
Appellant applied to the Court of First Instance for leave to
commence judicial review proceedings against the PCPD'’s decision
not to investigate her complaint (under HCAL No.36 of 2016). After
considering the merits of the application, the Court of First Instance
dismissed the application in April 2016.

The Appellant then appealed to the Court of Appeal.
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The Court of Appeal considered that the Appellant had not
provided any reasonable explanation for the delay of almost
five years in making the application. The Appellant’s sending of
complaint letters to various government departments and bureaux
was not to be construed as lodging any “appeal”. In particular,
the Court of Appeal condemned the Appellant’s allegation that
the Administrative Appeals Board should have taken the initiative
to contact her and considered such argument as vexatious. The
Court of Appeal found that there had been undue delay on the
part of the Appellant.

Furthermore, the Court of Appeal held that the PCPD had not failed
to comply with the 45-day statutory time limit under section 39(3) of
the Ordinance. Although the complaint was made by the Appellant
to the PCPD in October 2010, the PCPD continued to receive further
evidence from the Appellant until 11 May 2011. Until then, but not
earlier, the PCPD was in a position to decide to refuse to carry out
or terminate an investigation of her complaint. The PCPD reached
the decision on 24 May 2011 after considering all the information.
The Court of Appeal was of the view that the 45-day statutory time
limit should start to run from the date of last receipt of the evidence
submitted by the Appellant in support of her complaint. Therefore,
the PCPD had informed the Appellant of the decision within the
45-day statutory time limit.

Besides, the Court of Appeal considered that the Appellant’s
intended judicial review application had no reasonable prospect of
success. The Appellant had failed to provide any evidence to show
that the PCPD’s decision was unlawful or unreasonable.

In dismissing the appeal, the Court of Appeal ordered the Appellant
to pay the costs of the PCPD.

The Appellant acting in person (absent)

Ms Ebony Ling,

Barrister-at-law

for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)
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Direct marketing offence under section 35G - strict liability - the
prosecution needs not prove mens rea — the only available defence
is found in section 35G(5) - “offering” includes the meaning of
offering to provide - content of voice message exceeded the realm
of reminding existing customer that his contract would soon expire
- the Appellant failed to prove that it had taken all reasonable
precautions and exercised all due diligence to avoid non-compliance
with the opt-out request

Coram: The Honourable Mr Justice Wong,
Judge of the Court of

First Instance of the High Court
Date of Judgment: 26 January 2017

The Appellant was charged with the offence under section 35G of
the Ordinance for failing to comply with a data subject’s request
to cease using his personal data in direct marketing. The Appellant
was convicted after trial and fined $30,000. The Appellant appealed
against the conviction.

The Appellant was an internet service provider. One of the
Appellant’s existing customers (the Customer) had subscribed for
the Appellant’s service in December 2011 for a term of 24 month:s.
In April 2013, the Customer emailed an opt-out request requiring
the Appellant to cease using his personal data in direct marketing.
The Appellant acknowledged receipt of the Customer’'s opt-out
request by sending a reply to his email address.

On 17 May 2013, a telemarketing staff member of the Appellant
(the Staff) called the Customer at his mobile phone, but the call
was not answered. The Staff then left a voice message reminding
the Customer that his service contract was due to expire. The
Staff also mentioned that the service charge would be revised
in June, but the Customer would be granted a concession to pay
the current service charge if he chose to renew his contract by
May. The Staff also left her surname and phone number for the
Customer to revert.

The Appellant argued that its Staff was only providing “after
sale service” to existing customers and reminding them of the
approaching of the expiry of their contracts. The Appellant hence
submitted that reminding its customers to renew their contracts
was an essential service, and had nothing to do with “direct
marketing”. The Appellant did provide training and departmental
guidelines to its employees to ensure that they would convey
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accurate information to its customers, and also provided a training
script to its employees for customers who had opted out from
using their personal data in direct marketing. However, the voice
message of the Staff deviated from the said script by adding that
the service charge would be revised for contracts to be renewed
in June and that concessionary service charge would be granted
for renewal in May. The quality assurance department of the
Appellant would choose one to two phone calls each week for the
purpose of monitoring the conversation between its employees
and customers.

(a) The Magistrate noted that the Appellant required its employees
including the Staff to communicate with the Customer
by different means, including by phone, email, and SMS,
notwithstanding that there was still a long period of time (i.e.
more than 6 months) before the expiry date of the Customer’s
contract. While these communications purported to remind the
Customer of the soon expiry of his contract, they in substance
aimed to obtain a renewal of his contract. The voice message
was sent to a specific person, i.e. the Customer, for the purpose
of providing information in offering the Appellant’s service on
contract renewal, and thus amounted to “direct marketing”.

(b) The Magistrate did not accept the call made to the Customer
aimed at reminding him that his contract was due to expire.
Nor did the Magistrate agree that the renewal of contract was
not a “new purpose”.

(c) The Magistrate considered that the Appellant had not taken
all reasonable precautions and exercised all due diligence to
avoid the commission of the offence. On the contrary, the
script reflected that the Appellant had neglected the will of its
customer not to use his personal data in direct marketing. The
Magistrate found that the Appellant had disquised the direct
marketing of its service to an existing customer in the name
of reminding him the imminent expiry of his contract, and
convicted the Appellant.

Ground of Appeal (1)

The Appellant submitted that regarding the elements of the
offence under section 35G of the Ordinance, it is incumbent on
the prosecution to prove mens rea of the accused, i.e. the intent
to commit the direct marketing offence, but the Magistrate had
failed to set out properly the elements of the offence, in particular
the mens rea, and had failed to adequately consider, analyse and
adjudicate the evidence on this issue.

Relying on HKSAR v Hin Lin Yee (2010) 13 HKCFAR 142 and
Kulemesin v HKSAR(2013) 16 HKCFAR 195, the Judge considered
that section 35G is a regulatory offence in nature. Though the
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penalty can be substantial depending on the facts of the case, the
culpability of the offence is far less than those offences which are
truly criminal in nature. The language of the statute and the defence
provided therein also indicate that the legislature intends the proof
of mens rea is unnecessary. In practice, many data users are
organisations and not individuals. Those who carried out the acts
that contravened the requirement are usually employees of these
organisations, not employers or persons-in-charge. The effect of
the Ordinance will be greatly undermined if mens rea must be
proved. On the contrary, displacing the requirement of proving
mens rea will enhance the implementation of the legislative intent
and compliance of the Ordinance by the public at large.

The Judge ruled that the offence was one of strict liability. The
prosecution must prove beyond all reasonable doubt the following
elements of the offence:

(1) a data subject required a data user to cease using his personal
data in direct marketing;

(2) the data user received such requirement from the data
subject; and

(3) the data user failed to comply with the requirement.

Once all these 3 elements are proved, the accused will be
convicted unless he can rely on the defence under section 35G(5).
In the present case, the prosecution had proved all the necessary
elements of the offence beyond doubt, and was not required to
prove the mens rea.

This ground of appeal could not be sustained.
Ground of Appeal (2)
“Direct Marketing” and “Advertising”

The Appellant submitted that when interpreting the term “direct
marketing” in section 35G, the word “offering” should be given its
meaning in contract law. As regards “advertising”, it refers to the
sending of information to the public at large.

In reliance of section 19 of the Interpretation and General Clauses
Ordinance, the Judge adopted a purposive interpretation of
the relevant provision. The interpretation would be too narrow,
if applying the concept of “offer” in contract law to this criminal
case. A person importunes with the obvious intention of marketing
goods or services, but owing to rejection of the target customer
or absence of a positive response, may be unable to convey the
terms of sale in details. This cannot constitute an “offer” in contract
law. It is certainly not the legislative intent that such act does not
amount to direct marketing, and therefore not to be governed
by the Ordinance. “Offering” includes the meaning of offering to
provide. The Chinese term should embody the meaning of offering
to provide as well. Section 10B of the Interpretation and General
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Clauses Ordinance provides that if a comparison of the English and
Chinese language texts discloses a difference of meaning, having
regard to the object and purposes of the Ordinance, the meaning
which best reconciles the texts shall be adopted. The Judge took the
view that adopting the approach in section 10B actually came to
the same conclusion.

As regards the meaning of “advertising”, the Judge considered
that the effect of section 35G would be greatly undermined, if it
only applied to sending information to the public at large, thus
excepting the making of telephone call to an individual. In addition,
the evidence of the case showed that the Appellant’s act of
reminding its customers was not only targeted at the complainant
of this case, but also all customers within the same category.
Thus, the Judge considered that the Appellant’s act amounted to
advertising of the availability of services.

Data Protection Principle 3: New Purpose

The Appellant submitted that the purpose of section 35G of the
Ordinance is consistent with that of DPP3. The law aims to strike
a balance between ensuring business efficacy and protecting
personal privacy. The act of the company should not be regulated
by section 35G, if it is not intended for a new purpose. The Ordinance
aims to prevent cold calls from being made.

The Judge agreed with the Magistrate’s ruling that in this case,
the Staff's reminder of the expiry of contract was just a pretext
to start the dialogue. Upon scrutinising the entire message, one
would notice that the Staff was offering the availability of services,
i.e. offering a concession to the customer in enjoying the same
service at a rate which would otherwise be different, or advertising
the availability of such services. Reminding customers that their
contracts will soon expire is a good service. But what the Staff had
done and said exceeded the realm of a reminder, and fell within
the ambit of direct marketing.

Hence, the Judge held that this ground of appeal failed.
Ground of Appeal (3)

The Appellant submitted that the Magistrate had taken into

account considerations irrelevant to the charge, and/or failed to

consider issues that were relevant to the charge, such as:

(1) starting to remind customers the soon expiry of their contracts
as early as 6 months ahead;

(2) whether the means used for reminding customers was appropriate;

(3) reminder of expiry of contract was just a pretext to start the
dialogue; and

(4) the content of the script adduced by the Appellant during the trial.
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The Magistrate had not explicitly stated her reasons for taking these
issues into account. However, it seemed that she was examining
the genuine purpose or intention of the Appellant’s leaving of the
voice message. Having already ruled that the prosecution need not
prove the purpose or intention of the Appellant’s leaving of the
voice message, the Judge considered that the Magistrate was not
required to take these issues into account but having done so did
not mean the conviction was unsafe. This was especially the case
given the Magistrate had made her finding of facts on all matters
that the prosecution was incumbent to prove, and whether the
defence could invoke the statutory defence.

Therefore, the Judge held that this ground of appeal was unsubstantiated.
Ground of Appeal (4)

The Appellant argued that when the Magistrate made the adverse
finding of facts against the Appellant, she had considered those
parts of the testimony relating to the offences not charged against
it which included the number of times the Appellant’'s employee(s)
had called the Customer, whether the Appellant had used other
means to contact customers, and why the Appellant’s employees
had not sent letters to customers, etc.

Offences not charged has a designated meaning, which originated
from a series of judgments subsequent to the Court of Final Appeal
judgment in Chim Hon Man v HKSAR (1999) 2 HKCFAR 145. The
Judge considered that the above issues did not amount to offences
not charged as decided by the Court of Final Appeal.

The Appellant had adduced evidence to prove that guidance and
training were provided to its employees, but offered no further
details. According to the script provided by the Appellant, its
content included taking the initiative to introduce the terms of the
contract renewal which the Judge considered as direct marketing.
Even if the customer did not give a positive response, the employee
might attempt to ask the customer if he could make a call later.
These measures could hardly be regarded as satisfying the
requirements of the statutory defence. The Judge considered that
one desirable means of reminding the customers was informing
them in writing that they might face a higher rate of service charge
after expiry of their contracts. This method has the advantage of
achieving the desired purpose effectively, avoiding human errors
given clear language is used, and satisfying the requirements of
the statutory defence. The method adopted by the Appellant on
the one hand amounted to direct marketing, and on the other
hand could not avoid its employees crossing the line. The measure
taken by the Appellant at that time was to record the telephone
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{FIEE AV EAE R A B EIES » FTEKR conversation between its employees and customers. However,

BERTH AR EERERE © such measure could not ensure the content of its employees’
conversations was not violating the law. Hence, the Judge
considered that the Appellant could hardly be said to have taken
all reasonable precautions and exercised all due diligence to avoid
non-compliance with the Customer’s request, i.e. to cease using
his personal data in direct marketing. The Appellant could not
successfully invoke the statutory defence.

ZEBUBEERRRBEN > TURE The Judge therefore considered the conviction was safe and dismissed
5o the appeal.

AR EMITEIK Mr Selwyn Yu, SC and Mr Tony Li instructed by

FAEAEERKERM R ZEAKER Messrs. Woo, Kwan, Lee & Lo, for the Appellant

REEFA

FERASRPERNEREEEEFER Mr Eddie Sean,

RERBFRBRA (BEBFENITHERE) Senior Assistant Director of Public Prosecutions of the

Department of Justice
for the Respondent (Hong Kong Special Administrative Region)
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Data privacy protection is one of the most dynamic areas of law, and a change of the privacy

law is sometimes driven by “incidents” and the need to keep up with rapid technological
advances. Therefore, working as a legal counsel in the PCPD would never be boring.

| joined the PCPD in 2010 when the widely publicised investigation report on the “Octopus
incident” had just been released, and the community’s awareness of personal data privacy
had reached an all-time high at that time since the enactment of the Ordinance. This
also prompted a complete revamp of the regulatory regime for direct marketing. My first
project in the PCPD was the 2012 Ordinance review exercise.

The PCPD is now comparing the current legislation protection under the Ordinance with
the newly released EU General Data Protection Regulation. The PCPD is again taking a
great leap forward in keeping abreast of the global trend in data privacy protection. | am
delighted to be a part of the professional and forward-looking team in the PCPD.

I am always learning in the PCPD.
2R
Catherine CHING
Legal Counsel
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APPEALS LODGED WITH THE ADMINISTRATIVE
APPEALS BOARD

The Administrative Appeals Board (AAB), established under
the Administrative Appeals Board Ordinance (Cap 442), is the
statutory body that hears and determines appeals against the
Commissioner’s decisions by a complainant, or by the relevant data
user complained of.

Statistics of AAB cases concluded / received in the year
2016-2017

A total of 28 appeals were concluded and 34 new appeal cases were
received during the report year.

Most of the appeals were eventually dismissed by the AAB or
withdrawn by the appellants.

61%
(17 >R{EIZR cases)

28%
(8 R1EZE cases)

.

e 28 RAER
Total: 28 cases

11%
(3 R1EZE cases)
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EXRFEZEENIARTLFERS 31 Of the 34 new appeal cases received in the year, 31 appealed against

RRLFIABEETETHLLEERXRA the Commissioner's decision not to carry out or terminate a formal
EWNARAE - REEEEHEHZERER investigation. The Commissioner made these decisions considering: (i)
R RFWRBTRBEHMEL 5 (DR the complaints were not considered to have been made in good
MW EEEIEEEAGR A EERS ; (i) g faith; (i) the primary subject matter of the complaint was considered

BEXRAREIFEBOERTS (V)R not to be related to personal data privacy; (iii) there was no prima
RAESRREERRR - EBEREBAE facie evidence to support the alleged contravention; (iv) the DPPs
B/ (v) HIRFE S ERBERAITEI A E were considered not to be engaged at all, in that there had been no
FTiEBmERITR collection of personal data and / or (v) the party complained against
had taken remedial action to rectify the alleged contraventions.

—ReEtLtRIBEEEELHRERTREH One appeal was against the Commissioner’s decision not to serve
ITBERVRE ° an enforcement notice after the investigation.

BRTHMRE LFABEESEFHAETRE The remaining two appeals were against the Commissioner’s decision
EHATBHRDRE - to serve an enforcement notice after the investigation.

LERFAPEOME
Nature of the appeals

B LB EERETNEITAS
WA IEFAER LR
Appeals against the 3%
Commissioner’s decjsion not (1 =B case)
to carry out or terminate a
formal investigation 91%

== M2
B SHEAEESREERE R (31 *R1EIZ cases)
EATEAM LR
Appeals against the
Commissioner’s decision

not to serve an enforcement
notice after the investigation

B YL EEERERRERE
HATBAIH L3R 6%
Appeals against the (2 SR1EZE cases)
Commissioner’s decision to

serve an enforcement notice
after the investigation

e 34ARER
Total: 34 cases
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Of the 34 new appeal cases, 27 cases involved complaints concerning
breaches of the DPPs, six cases involved non-compliance with data
access requests, and one case concerned about the “Code of Practice
on Consumer Credit Data”.

The provisions of the Ordinance involved in the appeals

B ExErRERA

Contraventions of DPPs

B rEfEREEEsR
Non-compliance with
data access request

N FEf (EAEEEREHTAD

Non-compliance with

“Code of Practice on Consumer

Credit Data”

BHERFERREERRYMN27R LR
F(—RERTESZR-EREEHR
A ERIRBFEER/RTDFRE
BAER S MRS REAERVERMER
REHE  20”RFRAREERNESZTARR
TEAR/IRBEHBEAER  RARSIR
BABERNRE °

o
|

(27 *R1E 2R cases) 30

(1 SR{E 2R case)

e 34ARER
Total: 34 cases

18%
(6 SR1EZE cases)

Of those 27 appeal cases involving the complaints concerning
contraventions of the DPPs, seven cases involved excessive and / or
unfair collection of personal data; two cases involved accuracy and
duration of retention of personal data; 20 cases involved the use
and / or disclosure of personal data without the data subject’s prior
consent, and six cases involved security of personal data.
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When the 40-day period under section 19(1) should start to
run — whether a doctor passing his patient’s personal data to
his solicitors for seeking legal advice can invoke the exemption
under section 60B(c)

Coram: Mr Alan Ng Man-sang (Presiding Chairman)

Mr Philip Chan Kai-shing
(Member)

Mr Nelson Cheng Wai-hung (Member)

Date of Decision: 30 June 2016

The Appellant was a patient of a doctor from December 2008
to December 2011 for treatment of her knee pain and other
problems. On 2 June 2012, the doctor through his solicitors issued
a letter to the Appellant informing her the termination of their
doctor-and-patient relationship. Dissatisfied with the doctor’s
decision, the Appellant made a number of data access requests to
the doctor. Subsequently, she complained to the Commissioner
against the doctor for his failure to comply with her data access
request (DAR) made on 24 February 2013 and the disclosure of
her medical information to his solicitors.

With respect to the compliance with the DAR, the Commissioner
was of the view that apart from the Appellant’s mere allegation,
there was no evidence to support that the doctor was
withholding any documents from the Appellant. As for the
disclosure of the Appellant’s medical information by the doctor
to his solicitors, the Commissioner found that the purpose of the
disclosure was for handling the Appellant’s DAR which sought
to obtain copies of her medical information. The Commissioner
considered that such use was directly related to the original
purpose of collection which was for handling matters relating
to her medical condition and treatment. In addition, such
disclosure fell squarely within section 60B(c) of the Ordinance
which exempted liability from the provisions of DPP3 where
the use of the data was required for establishing, exercising or
defending legal rights in Hong Kong.

At the hearing, the Appellant agreed that there was sufficient
compliance with the DAR. The remaining question was whether
the doctor had failed to comply with the DAR within 40 days after
receiving it.
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The AAB took the view that the DAR lacked clarity. The description of
the requested data was open to an interpretation that the Appellant
requested first from the doctor an index of all the documents
contained in the several inches thick multiple medical files, then
from the index supplied, worked out what documents she did
not have, and thereafter requested from the doctor for those
documents she did not have. However, the DAR might also mean
that the Appellant requested from the doctor all medical records
which she did not have, so that she could have a complete set of
all records. It was incumbent on the Appellant to clarify the scope
of the documents requested in the DAR before the 40-day period
started to run. Hence, it was only until the receipt of the amended
DAR on 27 April 2013 that the 40-day period commenced. Given
that the Appellant eventually received 281 pages of copy medical
records from the doctor’s solicitors and the Appellant’s concession
at the appeal hearing that there was no dispute as to the sufficiency
of compliance with the amended DAR, the AAB held that there
was no prima facie non-compliance under section 19(1)? of the
Ordinance or DPP6(b)(i).

The doctor’s purpose of collecting the Appellant’s personal data
was to handle matters relating to her medical condition and
treatment. It was plain that the purpose for which the doctor
disclosed the 281 pages of copy medical records to his solicitors
was in relation to the DAR, which in turn related to the doctor’s
purpose of collecting the Appellant’s personal data. The AAB
therefore agreed with the Commissioner that there was no prima
facie case of contravention of DPP3.

Even if there was a breach of DPP3, the AAB took the view that
the exemption provided under section 60B(c) of the Ordinance
would be applicable in this case. It would be artificial to suggest
that section 60B(c) should be restricted to situations where legal
proceedings, legal claims, or complaints have been commenced
or lodged against the relevant data user. There might be cases
where the relevant data user would like to obtain legal advice
on the appropriate prophylactic actions to be taken in a bid to
prevent the situation from ballooning into a formal dispute, or for
the purpose of defending his legal rights in the future potential
dispute. Therefore the AAB concluded that the Commissioner’s
decision in this aspect could not be faulted.

The AAB dismissed the appeal.

The Appellant acting in person

Miss Cindy Chan, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)

Miss Catherine Yeung, Solicitor of Messrs. Mayer Brown JSM
for the Person Bound by the decision appealed against (Doctor)

2 Section 19(1) : A data user must comply with a data access request within 40
days after receiving the request.
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Whether an insurance company had taken all reasonably
practicable steps in safeguarding the security of its customers’
personal data — the Appellant had never received her insurance
policy — the Appellant’s signature on the acknowledgement
receipt of insurance policy was suspected of being forged - the
security measures adopted by the insurance company were
examined under the requirements of DPP4

Coram : Mr Liu Man-kin (Presiding Chairman)

Mr Kwok Sze-chung (Member)
Ms Yuen Miu-ling (Member)

Date of Decision: 13 September 2016

In August 2014, the Appellant took out an insurance policy
through an insurance agent of an insurance company. As the
Appellant had not received her insurance policy, she made
enquiries with the insurance company in 2015, and was informed
r that she had already signed the acknowledgement receipt
of the insurance policy on 22 September 2014. The Appellant
suspected that someone had forged her signature on the
acknowledgement receipt, and her personal data might have
been accessed by unauthorised persons due to the inadequacy
of security measures adopted by the insurance company. Hence,
she lodged a complaint with the Commissioner against the
insurance company.

The insurance company explained its usual practice to
the Commissioner :

(@) An insurance policy would be delivered to the relevant branch
office by internal mail after it was issued, and the secretary
or assistant of the branch office would then acknowledge
receipt before passing it to the relevant insurance agent. The
agent would deliver the insurance policy to the customer
by hand, by registered mail, or by courier, and request the
customer to acknowledge receipt of the insurance policy.

(b) At the same time, the insurance company would send a
notice to the customer by ordinary mail, informing him
that the insurance policy was issued and reminding him
to contact the Customer Service Hotline of the insurance
company if he did not receive it within nine days from the
issuance date of the notice.
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The Appellant stated that she had not received the said notice
from the insurance company.

The Commissioner found that the insurance company had taken
all reasonably practicable steps to ensure that its insurance
policies were properly delivered to its customers. According to
the procedures, an insurance agent was required to deliver the
insurance policy to his customer by hand, by registered mail, or
by courier and to request the customer to acknowledge receipt.
The additional step to send out the said notice to customers by
ordinary mail was a precautionary measure to ensure that the
customer would call the Customer Service Hotline for enquiries
if he did not receive the insurance policy. It was a very rare case
that (i) the Appellant received neither the insurance policy
nor the notice; (ii) someone had forged her signature on the
acknowledgement receipt; and (iii) the insurance company had
not realised this until the Appellant lodged the complaint. That
being the case, the insurance company had not contravened the
requirements of DPP4.

The AAB agreed that DPP4 requires data users to take only all
reasonably practicable steps to ensure (but not fully guarantee)
that personal data held by them are protected against
unauthorised or accidental access, processing, erasure, loss,
or use. Although the insurance company could not ascertain
who signed on the acknowledgment receipt and when it was
sighed, one could not then conclude that the insurance company
had contravened DPP4, without first examining its security
mechanism.

After examining the security mechanism of the insurance
company, the AAB was of the view that its procedures met
the requirement of “reasonably practicable” under DPP4. In
particular, the AAB had taken into account that steps (a) and
(b) above were handled by different staff of the insurance
company to ensure the delivering of insurance policies to
customers and allowing them to enquire their delivery at the
earliest possible time.

The AAB agreed with the Commissioner that based on the written
reply from the insurance company as well as its production of
the copy acknowledgement receipt and notice, on a balance of
probabilities, the insurance company did deliver the insurance
policy and notice in accordance with its established procedures.

The appeal was dismissed.

The Appellant acting in person

Miss Cindy Chan, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)

The Person Bound by the decision appealed against (insurance
company) acting in person (absent)



B & ERE UPHOLDING LEGAL PROTECTION

EERRBERDIREAEL —WERBAAE
REBEREBE  WEFRTESERTA
F—ERINAAE S BB A TR
BRERECMER — EEAAERLE
FEER BN RV IR A 2 R H P 1

KRZEEKE : MMEBE L (BIEF)
EEAKE (FEH)
EERLE(FS)

HOREER : 201612 A 6H

BANALELRFANBEAERHERSRERES

x o LARE LFAFES  RBREXTE
HEKRE - H& » LR ARVEANE R HBAR
AMREFERERM - LSRAZEWREESES
BENSTEBNERRALKSHEN - B
AL LLERE - EMREEQRBEHRER
F - BIEBRZERHAFENEEEA

LUMBREEAER - ESRABDEBRFE
BEKE [ TEEMEE | OV EANER
REEBAAERMAERNEZERSLMANL
BREHESH -

IEEERARARBERARESHET
BIEMEUS ESR AR EAER o BEEH
BEEWEERRERLEFRFBR (HABLHFAN
BAER) FHEH - ACKE - REEET
RABRREBERCRNAESELIE N
TR  BREXNBEZLTHMAMEA
BRER - AEHE ERARBINELTE
HMEBSERATRMERERRE - £Z
BEBAC AR NSRS IR E
REBEANS D mERESEKETLE
RENELSEMNERE  WBEEKE

Identity theft in voter registration — collection of personal data
was not unlawful or unfair when collection was passive - all
reasonably practicable steps had been taken to ensure accuracy
of the register of voters — to balance between personal data
privacy rights and voting rights of individuals

Coram : Ms Cissy Lam King-sze (Presiding Chairman)

Mr Lam Wai-choi (Member)
Mr Law Chi-yuen (Member)

Date of Decision: 6 December 2016

Someone had forged the Appellant’s signature and submitted
a false voter registration form to the Registration and Electoral
Office (REO) using the personal particulars of the Appellant.
Subsequently, the Appellant’s personal particulars had been
included in the provisional register of voters. The Appellant
discovered the identity theft upon receiving the Notice of
Registration from the REO and had since complained to the REO
by telephone, email and fax but refused to provide a signed
written notice to REO for deletion of his personal particulars.
The Appellant lodged a complaint to the PCPD against REO for
“unlawfully obtaining” his personal particulars and for failing to
verify his identity before including his personal particulars in the
final register of voters.

The Commissioner found that there was no evidence to
substantiate that REO had unlawfully obtained the Appellant’s
personal data. The REO took a passive role in receiving the
application for voter registration which contained the Appellant’s
personal particulars. The Commissioner further found that the
REO had taken all reasonably practicable steps to ensure the
accuracy of the personal data in the final register of voters, in
particular, the Notice of Registration which was received by
the Appellant and which enabled the Appellant to find out the
fact that someone had impersonated him to submit a false
application. Having regard also to the fact that the Government
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had openly stated that it would take further measures to
enhance the verification of applicants’ identities and that
REO had already referred the case to the police for criminal
investigation, the Commissioner exercised his discretion not
to investigate the complaint further pursuant to section 39(2)(d)
of the Ordinance and paragraph 8(h) of the Commissioner’s
Complaint Handling Policy.

The AAB considered that the REO was not the party which
obtained the Appellant’s personal data illegally or submitted
the false voter registration form. Since REO was discharging its
statutory obligations by collecting the voter registration form
for purposes directly related to the statutory obligations of the
Electoral Registration Officer, there was nothing illegal or unfair
about it, and the personal data collected was not excessive.
Accordingly, the Electoral Registration Officer and the REO had
not breached DPP1.

The AAB also considered that the use of the Appellant’s
personal data in the voter registration form to issue the Notice
of Registration and the subsequent inclusion of the Appellant’s
particulars in the provisional and final registers of voters complied
with the statutory requirements and the relevant timelines.
Such use of the Appellant’s personal data by the REO did not
contravene the requirements of DPP3 as it was consistent with
the purpose of collection.

In respect of DPP2(1), the AAB considered that the personal
data of the Appellant stated on the false voter registration form
was basically not incorrect, and the REO had a mechanism to
enable voters to amend any incorrect data. It was stated clearly
in the Notice of Registration that the Appellant could amend his
personal data by notifying the Electoral Registration Officer on
or before 25 August 2015, and the voter registration form also
stated that it was an offence to provide false, incorrect or misleading
information. The AAB agreed with the Commissioner’s finding
that the REO had already taken reasonably practicable steps to
ensure the accuracy of the data and to prevent identity fraud in
submitting a false voter registration.

The AAB took the view that the REO had not contravened
DPP2(2) in respect of its retention of the Appellant’s personal data on
the final register of voters. On the ground that the Appellant only
lodged his complaint to the REO after the Appellant’s personal
data had been included in the provisional register of voters. The
Electoral Registration Officer had no power to amend or delete
entries in the register of voters unless in accordance with the
relevant legal requirements and prescribed time frame to put the
Appellant’s name and address in the omission lists, or with the
approval of the Revising Officer.
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The AAB agreed with the Commissioner’s view that a balance
must be struck between the personal data privacy rights and
the right to vote of individuals, both of which were important
rights. The AAB considered that REO’s declaration system based
on honesty of voters did not contravene the requirements of the
Ordinance as there was no restriction on the format or means
regarding the collection of personal data under the Ordinance.

The AAB was sympathetic with the Appellant but took the view
that REO had to follow the statutory requirements to register or
remove a voter and it would not be permissible to remove a
registration in response to a telephone enquiry or a letter from the
Commissioner. As the REO had already referred the Appellant’s
complaint to the police forinvestigation, the AAB agreed that further
investigation by the Commissioner would not bring about a more
satisfactory result. The AAB also requested the REO to inform
the Constitutional and Mainland Affairs Bureau about this case
for consideration in the review of the voter registration system
in future.

The AAB dismissed the appeal.

The Appellant acting in person

Miss Joyce Wong, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)

Ms Yau Pui-yee
for the party bound by the decision appealed against (Registration
and Electoral Office)
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Photos of the balcony of a residence taken for the purpose
of investigating water seepage problem - not personal data
of the owner - showing only images such as slippers, rack
and unidentifiable objects - owner of the flat not identifiable
from the images - residential address alone constituted the
Appellant’s personal data — his identity could be ascertained
from the Land Registry

Coram: Mr Liu Man Kin (Presiding Chairman)

Mr Lau Kwai Hin (Member)
Mr Ling Ho Wan (Member)

Date of Decision: 4 October 2016

The Appellant lodged a complaint against the estate manager of
his residence who had, without giving prior notification to the
Appellant, entered his flat and taken 14 photos showing mainly
the balcony thereof and disclosed those photos together with the
Appellant’s name and residential address to the resident of the flat
on the floor below the Appellant’s.

The Commissioner found that the matters reported by the
Appellant did not involve his personal data because the identity
of the Appellant could not be ascertained from the photos and
the residential address only, and that the Appellant had failed
to provide sufficient information to show that the manager
had disclosed his name to the resident of the flat below. The
Commissioner concluded that the matters reported by the
Appellant did not qualify as a “complaint” under section 37 of the
Ordinance3and decided not to carry out an investigation.

The AAB first dealt with the question of whether the Commissioner
was correct to base his decision upon section 37(1) of the Ordinance

3 Section 37: (1) An individual, or a relevant person on behalf of an individual,
may make a complaint to the Commissioner about an act or practice (a)
specified in the complaint; and (b) that (i) has been done or engaged in, or
is being done or engaged in, as the case may be, by a data user specified in
the complaint; (ii) relates to personal data of which the individual is or, in any
case in which the data user is relying upon an exemption under Part 8, may be,
the data subject; and (iii) may be a contravention of a requirement under this
Ordinance (including section 28(4)).
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to refuse to investigate the case. The AAB stated that in determining
whether a complaint met the requirements set out in section
37(1)(b), namely, whether the act or practice specified therein
was done by a “data user”, relating to “personal data”, and
contravened the Ordinance, one would have to look at the act
or practice specified in the complaint by taking the complainant’s
case at its highest (i.e.,, assuming all the allegations in the
complaint were true) in order to determine whether there was
a case meeting the criteria in section 37(1)(b). If the answer was
“No”, no “complaint” had been made and the Commissioner
would have nothing to investigate. If the answer was “Yes”, the
complainant had made a “complaint” to the Commissioner. The
complainant then had to adduce evidence to show that he had
prima facie evidence, and if the complainant was unable to do
so, the Commissioner would be entitled to refuse to carry out
an investigation of the complaint pursuant to section 39(2)(d)
of the Ordinance.

The AAB agreed with the Commissioner that the photos did not
constitute “personal data” as the Appellant could not be identified
from the photos. The photos were taken for the purpose of
investigating the water seepage problem and only captured
images such as slippers, rack and unidentifiable objects. None
of the photos showed the appearance of the Appellant. The AAB
considered that even taking the Appellant’s case at its highest,
the Appellant’s complaint did not relate to “personal data”, and
the requirements in section 37(1)(b)(ii) of the Ordinance would
not be satisfied. Hence, there was no complaint as defined in
section 37 of the Ordinance in respect of the alleged personal
data in the photographs.

With regard to the residential address, the AAB was of the view
that the residential address alone would constitute “personal
data” in the context of this case, as the owner’s identity could be
ascertained directly or indirectly through the residential address
by conducting a land search. However, as there was no evidence
to show that the estate manager had disclosed the Appellent’s
address or his name to the resident of the lower flat, the
Commissioner was correct in not carrying out an investigation
but the basis to do so should have been section 39(2)(d) instead
of section 37(1) of the Ordinance.

The AAB dismissed the appeal.

The Appellant acting in person

Miss Joyce Wong, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)
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LERLOBBAFRREHERE SUBMISSIONS MADE IN RESPECT OF
PUBLIC CONSULTATIONS

AEMRBEEFUT ARBHIEIRER/A During the report period, the Commissioner provided advice on

ERRENER: personal data privacy protection in response to the following
public consultations:

= RAYEBFT R RS
Consulting Organisation Consultation Paper

BITER CHEZEN BB A B

Labour Department Draft Code of Practice for Employment Agencies
EERRERR RABBARANERERENERE

Financial Services and the Treasury Bureau Enhancing Transparency of Beneficial Ownership of

Hong Kong Companies

I

. BENFARNBTAREEAERE - For detail submissions, please refer to the PCPD website.

dl
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During the year, the Commissioner provided comments on the
following proposed legislation and administrative measures:

Organisation

TARIRERREE
Civil Engineering and Development
Department

BEREBERD
Commerce and Economic Development
Bureau

BRE
Development Bureau

EEEEEFEE
Electoral Affairs Commission

HREBREKRR
Financial Services and the Treasury Bureau

BERE

Marine Department
HFHERPEEREREZES
Securities and Futures Commission

RERF
Security Bureau

BEaREER
Transport and Housing Bureau

BREYER / TR RE

Proposed legislation / administrative measures

ZERZARRDBEREARGH LB ETERILBE RS
FHBES R BT S B A R AR IS

Consultancy Services for Privacy Impact Assessment and Privacy
Compliance Audit for Proof of Concept Study for Multi-Link Free
Flow Toll Collection System

RN EE RER IR FREE R B R R EMGINLEEER
Proposed legislation for the establishment of a Travel Industry

Authority in place of the existing self-regulatory regime for the
tourism sector

BEFRNRRERD — ZRERER
Security of Payment Legislation for the Construction Industry -
Drafting Instructions

THREERETHESRES
Proposed Guidelines on Election-related Activities in respect of
the Chief Executive Election

SEEESE R EZEEL
Proposed Guidelines on Election-related Activities in respect of
the Legislative Council Election

(EIR1T (BB) BRA R (&6F) &6 HER
Draft provisions of Bank of Communications (Hong Kong)
Limited (Merger) Bill

REGG ESRBIN R BB EE R
Legislative Proposal on Safety Measures during Major Events
at Sea

HEHIRE BRI E R

Proposed implementation of investor identification regime

REREYRALEIERRBEERERDELRRFIE
Establishment of a Reporting System on the
Cross-boundary Movement of Physical Currency and Bearer
Negotiable Instruments

HEHERASEEEXEENEEN TTEINES
Proposed implementation of premium taxi scheme under a
franchise model
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Nature of alleged contraventions

B REERE1(2)FEA —

e PN
DPP1(2) - collection
of personal date

B REERE200EL —

BAER N ZER M
DPP2(1) - accuracy
of personal data

B REEREIRE —
EARKEEAER

DPP3 - use or disclosure

of personal date

B REERSE4IRY —
BAERHRE
DPP4 - security of
personal data

I ®EERIE6FREA
ERRBEERER
DPP6 - data access and
correction requests
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LEGAL ASSISTANCE SCHEME

The Legal Assistance Scheme commenced on 1 April 2013. Under
the scheme, the PCPD may provide assistance to a person who has
suffered damage by reason of a contravention under the Ordinance
and intends to institute proceedings to seek compensation from
the data user at fault. In the report year, the PCPD received 12 legal
assistance applications, all of which were preceded by complaints
lodged with the PCPD.

These applications involved contraventions of the Ordinance in
respect of: (i) the use or disclosure of personal data; (ii) security
of personal data; (iii) data access and correction requests; (iv)
collection of personal data; and (v) accuracy of personal data.

35%
(7 R1E2E cases)

30%
(6 R1E =R cases)

5%

(1 SR1EZR case) 15%
(3 SR{EZE cases)

15%
(3 REZE cases)

N.B.: One case may involve a contravention of more than one DPP.
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AEERNRAEBRETI4RHE (BFEEEX During the report year, the PCPD handled 14 applications (including
SERBIMIR) c TEELRFP » EEKMEA two brought down from last year). Of these applications, 12
BEE12R  HBAMRBEBEFERNEE applications were completed and two applications were still under

B o consideration as at the end of the report period.

EETHMN12RERD - WREHTE Of the 12 cases completed, four were granted legal assistance,
2% s Z=SHBBFARD - AREE - three were withdrawn by the applicants, and five were refused.
TEEREEBRBENER - RERIE The figure below shows the outcome of legal assistance applications.
NEEZEREEBREEREOFBEEFRERMK The main reasons for refusing applications included the absence
Bl RAEEEHEZBEEZHAESEE R of prima facie evidence of contravention of the Ordinance and the
RHIEREERES  AEEZEMEBZER failure to provide evidence to substantiate any damage suffered.
IHIERRIEAR o Of the five cases refused, the PCPD received two requests for review

which were underway.

ARG RBAHER
Outcome of legal assistance applications

W R4t

Assistance granted

B BB CRERERPERTIEE) 34%
Refused (No evidence to (4 :R{EIZR cases)
substantiate damage)
25%
B BB CRERERIEEFIER) (3 R{AZE cases)

Refused (No prima
facie contravention)

B B8 (REEBER)
Refused (Claim exceeded
limitation period)

e 25%
Withdrawn (3 ZR1{E =R cases)

8%
(1 SR{BE % case)

8%
(1 R1EZE case)

M 12RER
Total: 12 cases
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The assisted person was a teenager, who claimed for damages
against a tutorial centre in respect of the latter’s improper disclosure
of his personal data. The teenager’s mother was appointed as his
next friend in this claim.

The improper disclosure of the teenager's personal data arose
from a Small Claim Tribunal proceedings (“the Proceedings”), in
which the tutorial centre sued the teenager for unpaid tuition fees.
The parties argued over the tuition materials and the location
where the tutorial lessons were provided. In addition to sending
the Proceedings documents to the teenager at his residential
and school addresses, copies of the same documents were also
addressed and sent to the teenager’'s headmaster and head teacher
in school, who were unrelated to the Proceedings. All subsequent
documents relating to the Proceedings were similarly sent to both
the teenager and those unrelated parties, and the teenager was
called upon by his teacher to collect the documents which were
sent throughout the Proceedings.

Various pieces of personal data of the teenager, including his
school, grade, class, residential address, and contact phone number,
were collected by the tutorial centre originally for the purposes
of analysing his credentials and providing the appropriate tutorial
services to him. When the teenager’s personal data in the documents
of the Proceedings was disclosed to the headmaster and the head
teacher, such disclosure did not directly relate to the original
purpose of collecting such data by the tutorial center and thus
constituted a contravention of DPP3. As this contravention had
caused disturbance and stress to the teenager, the Commissioner
provided legal assistance to him for claiming compensation in
respect of the damage he suffered, including injury to his feelings.
On 10 June 2016, default judgment was entered against the tutorial
centre with damages to be assessed.

The PCPD has successfully assisted an applicant to obtain
compensation by way of settlement in the amount of HK$30,000
in damages (including his injury to feelings) as a result of the
contravention of the requirements under the DPP4 of the
Ordinance.Theassisted person wasa potential claimantina personal
injury case. The law firm (acting for the prospective defendant in the
personal injury case) sent a letter to the assisted person’s employer
requesting for his employment details including the income, and also
mentioned about the details of his personal injury claim. In breach
of DPP4, the law firm failed to take adequate measures to protect
the assisted person’s personal data (as contained in the said letter)
against unauthorised disclosure to his colleague causing distress to
the assisted person.
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Education and Engagement

The Communications and Education Division-promotes
privacy and data protection and respect t
the media, PCPD publications and public education
programmes; organises and conducts training for
organisations on the requirements under the Ordinance;
and manages our work relationships with the media
and other stakeholders.
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EEERMREMEE PROMOTING DATA PROTECTION AND RESPECT

LEB20AFREEE [ EHEREERT PCPD 20TH ANNIVERSARY COCKTAIL RECEPTION
HEAREHRERGE | “PROTECT AND RESPECT PERSONAL DATA IN A DATA
DRIVEN ECONOMY”

1

NER2016 F9AIREITT20 FFHER On 9 September 2016, the PCPD marked its 20th anniversary with
= AFFEBSRAMSESHEEREIERREIE a cocktail reception officiated at by the then Under Secretary for
REXTEEE - Constitutional and Mainland Affairs, Mr Ronald Ngok-pang Chan.

EAHBEB1208RELFEES - AEBES The cocktail reception was attended by over 120 guests. In his

EREOBRRH SO EEABREEA welcome speech, the Commissioner thanked different parties for

ERFIBIENXRE INBTABBE their support for the PCPD’s work on the protection of personal

20FNEBEEMEEZRF - URMBWEQIEN data privacy. The Commissioner also introduced the history and

HES o major achievements of the PCPD in the past 20 years and his vision
for the PCPD to the guests.

EHERER  ABEM—BRISRIEIENE The cocktail reception ended with a special video which
FrEESAT—EEEBRE206QAER highlighted PCPD’s milestones over 20 years of personal data
RBEFREREEAERIENEZEREEN privacy protection in Hong Kong.

SEE ©
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SYMPOSIUM ON “DATAPROTECTION LAW DEVELOPMENT
IN THE INFORMATION AGE”

To celebrate its 20th anniversary of the establishment, the PCPD
jointly organised the Symposium on “Data Protection Law
Development in the Information Age” with School of Law of the
City University of Hong Kong on 9 September 2016. The Symposium
was officiated at by the then Under Secretary for Constitutional
and Mainland Affairs, Mr Ronald Ngok-pang Chan. Other guests
included the President and University Distinguished Professor of
the City University of Hong Kong, Professor Way Kuo, and the Dean
of the School of Law of the City University of Hong Kong, Professor
Geraint Howells.

The theme for the Symposium was “Data Protection Law
Development in the Information Age”. It consisted of three sessions
with presentations and panel discussions. Various regulatory issues
relating to data protection laws in the mainland of China and other
jurisdictions were addressed. Experience sharing on enforcement
and compliance, data security, transparency, privacy changes and
consumer data protection were also covered. The Symposium had
drawn over 10 distinguished speakers from different parts of the
world, including the mainland of China, Germany, Korea, Singapore,
Malaysia and Macao, to share their expertise and views in the
development of the relevant laws. Over 100 participants attended
the Symposium.
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The PCPD is committed to extending the office’s reach into all parts of
the community to nurture the “protect, respect personal data” culture.
We use the media to highlight issues concerned and make members of
the public more aware of their personal data privacy rights.

During the year, the PCPD issued 37 media statements (see
Appendix 2), and responded to 179 media enquiries about
ad-hoc issues on personal data privacy. 2,051 news stories covering
the PCPD’s messages were published online, on newspapers and
magazines, or broadcast on television and radio.

The Commissioner and his team members gave 55 media interviews,
and hosted a media tea reception in January 2017 to present the
year-end work report and the strategic focus for 2017.

Over the year, the Commissioner responded proactively to local
and global privacy-related issues, including:

During the period of Legislative Council General Election in July
and August 2016, the Commissioner called on candidates and/or
their election agents to abide by the Ordinance when approaching
individuals to canvass for vote that involve the collection, holding,
processing and use of personal data. He also reminded electors not
to provide their personal information to other parties unless they
fully understood and accepted the collection purposes of these
parties. In view of some Internet users who banded together online
to track down and disclose individuals’ personal data and even
made intimidating remarks, the Commissioner called for Internet
users to respect others’ privacy rights to avoid contravening the
relevant offences set out in the Ordinance.

During the period of Chief Executive Election in February 2017, the
PCPD issued two statements in regards to the issues of personal
data privacy and data security arising from a voting system used by
the “Chief Executive Election Civil Referendum 2017” (the activities).
The Commissioner urged the organiser to stop collecting personal
data unfairly and the use of the related Telegram in the activities.
Later on in March, the media reported a suspected personal data
leak of over 20,000 participants who joined an activity that gauged
public views. The Commissioner immediately asked the organiser
for an explanation, and duly followed up.
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In late March 2017, a government department reported theft of two
computers that contains electors’ data. The PCPD was mindful of
the fact that the personal data possibly involved in this incident
was of considerable amount, and a compliance check was initiated
immediately. The concerned department was also advised to clarify
the details of the incident as soon as possible and to inform the
relevant parties as appropriate.

In August 2016, an art gallery in London staged an exhibition which
featured images captured from unsecure webcams in Hong Kong.
The PCPD referred the case to the Information Commissioner’s
Office in the UK for follow-up actions pursuant to international
cooperation arrangements. The artist then agreed to obscure
or blur the faces of the people in the webcam images displayed
in the gallery, and stopped selling prints of those images. The
Commissioneralso provided tips for the users of Internet-connected
devices on protecting their own personal data.

Members of the public were also concerned about the installation
of CCTV cameras in taxis and the intrusion of their privacy raised
in the fourth quarter last year, including the trial scheme to install
CCTV cameras in taxis carried out by the Association of Taxi industry
Development, and an incident in which a taxi driver posted a
photo of a passenger breastfeeding her baby on social media site.
The PCPD also offered advice based on the guidance issued for
data users on determining whether CCTV should be used in given
circumstances and how to use CCTV responsibly.

Using smart devices is an integral part of life among members of the
public. There are potential risks posed by the mobile applications
to the privacy of users. Related key issues in 2016 included a) In
July 2016, Pokémon Go, a location-based, augmented reality game
app requiring the users to activate their location function and the
device camera but this involved personal data collection and usage;
b) In August 2016, instant messaging app WhatsApp changed the
service terms and privacy policy intending to share user information
with parent company Facebook; and c) In November 2016, the
collection and integration of users’ personal data by three mobile
apps with “call-blocking” function. The Commissioner expressed
concerns about these issues, took follow-up actions and provided
tips for safequarding personal data privacy.
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Animation: Six Data Protection Principles under the Ordinance

€ A (FAMR) R ) T8y

NAEFREE R R

The PCPD specially produced its first 3.5-minute animation entitled
“The Six Data Protection Principles Under the Personal Data (Privacy)
Ordinance”. It was produced with a view to presenting the basic
concepts of personal data, data users and data subjects as defined
in the Ordinance by way of a more creative and lively approach.
Through a story of redeeming gifts from a shop, the animation
illustrated the entire life cycle of a piece of personal data, from its
collection, retention, use to deletion. The six DPPs that data users
(organisations) have to comply with during the whole process were
presented in an easily understandable manner so that data subjects
(individuals) can better understand the close relationship between
personal data privacy and their daily lives.

The animation is now available on the PCPD website and its Youtube
page for public viewing.

Educational Videos and TV API

To remind the general public the importance of privacy protection
when they involve in the use of ICT, the PCPD launched a new TV
Announcement in the Public Interest (API) and a series of animated
videos in March 2017.

Entitled “Think Privacy! Be Smart Online”, the API and a series of
four educational videos aimed at providing advices to the general
public in an easy-to-understand and user-friendly way on how to
protect privacy when they engage in ICT activities. Topics of this
public educational initiative included the wise use of mobile apps
and webcams, managing online accounts and passwords, as well as
reviewing privacy check-up at social media.
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NBARLNEBMEE - [HEABEHR]E The API and videos can be viewed at the PCPD’s website, mini
FE48UL - FacebookEHE LA K YouTube & website “Be Smart Online”, Facebook and YouTube channel. To
THREERANREERREFEHR A TH augment the publicity impact, the APl was broadcast on local TV
BEE [HLIABEER I EEELE TR channels. Online broadcasts were also arranged to publicise the API
BN A ERETEH > WEHBEHBEFELSE and the series of educational videos.
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TV programme “Privacy beyond Price II”

In 2016, which was the 20th anniversary of the PCPD, the PCPD
and RTHK joined hands again to produce the TV programme
“Privacy beyond Price II" after the debut of the first series in 2012
to promote the message of protection of personal data privacy
to the community through real life scenarios. The six-episode TV
programme was first broadcast on 2 July 2016. Based on real cases,
including CCTV surveillance, gift redemption, direct marketing,
cyberbullying, phone scams, the programme introduced the
requirements of the Ordinance to the general public, including
management and employees of organisations, and promoted the
culture of “Protect, Respect Personal Data”.

The launching ceremony of “Privacy Beyond Price II” held on
26 June at Plaza Hollywood at Diamond Hill was officiated at by
the Commissioner, Miss Chan Man Kuen, Assistant Director (TV
& Corporate Businesses) of RTHK, and participating artistes. In
addition to showing highlights at the ceremony, artistes were
invited to participate in interactive quizzes and games about
personal data privacy.
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Websites and Social Media

With the growing popularity of social media, the PCPD has
developed the following websites and information sharing
platforms to reach out to our stakeholders:

PCPD.org.hk

Our website, PCPD.org.hk, continues to be a one-stop bilingual
portal for all stakeholders, interested parties, local and overseas,
to share up-to-date information and resources relating to personal
data protection. Popular sections visited by the public include
“Media Statements”, “What’s On” and “Case Notes”. People can also
access other PCPD’s thematic websites and social media platforms
via this information portal.

During the 2016-17 year, we had 744,135 visits to the website,
representing an increase of 35% from last year (552,588 visits).

Be SMART Online

This thematic website, together with its Facebook page, serves as
resourceful platform to provide updated trends and practical tips
for the members of the public to protect personal data on their
smart devices and the Internet so as to reduce the risks of online
privacy breach.

During the year, a website enhancement project was completed in
March 2017. Three new topics, namely: cyber-bullying, Internet of
Things (I0T) and web cams, were developed. In addition, a mini-site
“Think Privacy! Be Smart Online” was established where our latest
educational videos together with a mini quiz were introduced.

111




EEERMREMEE PROMOTING DATA PROTECTION AND RESPECT

RENE

HEEELEE- X EEREREEBA
BERAENEN > BMEXERYERE+SHN
ERNERHEEEEE A N T Z AR
BAER - RBIEBR [REFLABELE KXE
5T#l] FacebookEH & lREIEL K EEMkE
NHDZERFWETEESH - IRIRHEEFLRE
TR ERFTER ©

YouTube#@ EF &

ZBLEBEFEMER AT LHAKESRN
B BEERURERBSESHATTH

i

AR T4

MEREERAFERTERET T =0E
PRI/ 385 » RDIEEIER - L ERE
R HOUERESABHRNER - —F
ERLRANEE  RFFOERHSENE
AiESIRERER -

HpSHEEREBENLEERSE  BRYR
BRTIMEHERT S - REREMRIBE
B AEBENHEE — [ BEEE | A [k
4 7Bl HHRE R ERK EE - ILEIRX

Children Privacy

This thematic website is a one-stop portal for children to learn and
understand personal data privacy. It also provides useful tips and
resources for teachers and parents to help those under their care to
protect their personal data. Its Facebook page “Student Ambassador
for Privacy Protection Programme” is a social media platform for the
students and teachers to retrieve the latest programme updates as
well as privacy-related news.

YouTube Channel

The PCPD shares all its corporate videos, education videos and TV
drama programmes in this digital information sharing media.

Publications

During the year, the Commissioner issued or revised a wide range
of useful guidance and advice on compliance with the Ordinance
for our stakeholders. These included three codes of practice /
guidelines, six guidance notes, four information leaflets, four
leaflets for data subjects, one book and five infographics.

To cope with the changing privacy landscape, in addition to revising
some of our publications in order to stay upbeat with the prevailing
trends, ICT-related topics on Bring Your Own Device (BYOD) and loT
were initiated. A new guidance note tailored for beauty industry was
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BERERT|IRIES|IER  BHTWEEA also issued. To enhance the user-friendliness, new elements were
NTaEUNFEEREES T2 5IK used in some of the publications issued this year, such as executive
B JETERBINISHNERE - summaries and infographics.

—RIWTH YR ABHEIEwww.PCPD. All publications are available on our website at www.PCPD.org.hk.
org.hk T & °

FERILEBEE LTSS STULT Y : Publications that were newly issued or revised during the year are
as follows:
B#HsA / K51 Codes of Practice / Guidelines
ADEREEERrA Code of Practice on Human Resource Management
(201654 B £ —{&ETHR) (April 2016, First Revision)
BMHEEEREMEHREERST Code of Practice on the Identity Card Number and Other Personal
(2016 F4 A = —1&:5ThR) Identifiers (April 2016, First Revision)

REFEAERLEES  BEEREET Privacy Guidelines: Monitoring and Personal Data Privacy at Work

VESEEIZEH (2016 FE4 B 5 —18ETHR) (April 2016, First Revision)

E518#E Guidance Notes

ERERXE=REEFEAERSSI Guidance on the Proper Handling of Customers’ Personal Data for
(201656 A) the Beauty Industry (June 2016)

ERMFAENMEERESHERERR Proper Handling of Data Access Request and Charging of Data

W ENERERZERER Access Request Fee by Data Users
(2016 F 6 A %= —18FThR) (June 2016, First Revision)

L=kl Guidance on Property Management Practices
(2016 %8 B ZE=1&:ThR) (August 2016, Second Revision)

B EFERGHERES Guidance for Mobile Service Operators
(2016511 B S —1&5ThR) (November 2016, First Revision)
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BRINR B EIE R EIRIE S Guidance on Data Breach Handling and the Giving of Breach
(2016 F 12 B SFE=185THR) Notifications (December 2016, Second Revision)

Bl R EE SR K2 (5 A A#kIs ol Guidance on CCTV Surveillance and Use of Drones

(201738 E—1EsTHR) (March 2017, Second Revision)

FEER Information Leaflets

ADEREEERTH  BEERADER Code of Practice on Human Resource Management: Compliance

HEEED| Guide for Employers and Human Resource Management Practitioners
(2016 54 B = —1&:5THR) (April 2016, First Revision)

ANERERE  EREREE Human Resource Management : Some Common Questions
(20164 B = —185THR) (April 2016, First Revision)

BRERBREMEAORIRERSTH - & Code of Practice on the Identity Card Number and other Personal

#HEREESI Identifiers: Compliance Guide for Data Users
(20167 A HE—185ThR) (July 2016, First Revision)
[B#E%E | (BYOD) (20168 A) Bring Your Own Device (BYOD) (August 2016)

WMAIITELRIE (A AE R (FARB) &6 T Exercising Your Data Access Rights Under the Personal Data (Privacy)

MWEMEAERNE (FEEMERER) Ordinance (Frequently Asked Questions and Answers)

(2016 56 A SEPUEEThR) (June 2016, Fourth Revision)

B2 gV R SR N OE N Your Identity Card Number and Your Privacy

(20167 B HE—185ThR) (July 2016, First Revision)

BAEREZBR — EBRZLR Stay SMART! Protect Your Personal Data - Tips for the Elderly
(201751 8 E—185ThR) (January 2017, First Revision)

AR B IRE SN ! Cyber-bullying - What you need to know

(20173 B %E—185ThR) (March 2017, First Revision)
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Personal Data (Privacy) Law in Hong Kong Personal Data (Privacy) Law in Hong Kong - A Practical Guide on
— A Practical Guide on Compliance Compliance (July 2016)

(2016 % 7A8)

B85« FuRIAREE S| Infographic: Electioneering Activities Guidance

(201657 A) (July 2016)

Bl - REEEARIE ARSI Infographic: Guidance for Mobile Service Operators

(2016 11 8) (November 2016)

B4 . BRIINBEEIR — EIE N ER IR Infographic: Four Steps for Data Breach Handling & Notifications

(201612 8) (December 2016)

B4 : BAE{E A ER AR Infographic: Smart Use of Internet of Things
(20171 8) (January 2017)

Bl : B EREEERMIAKES Infographic: CCTV Surveillance & Use of Drones
(20173 A) (March 2017)
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HEBRIBERERH ENGAGING ORGANISATIONS IN DATA PROTECTION

EE Speaking Engagements

p=11]}

REDRBERRELEELBASUL - R
BESEAFERTENENE  BRES
BITHAE » BRT 50EHE - BB
HIET ZEEARELEERRE - XFREERE
BEARE . UEHBHEER  SHPRE
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To foster the inculcation of a privacy-respectful culture in
organisations, the Commissioner delivered 50 speeches during the
year, engaging a broad range of stakeholders, in particular senior
executives, to encourage them to incorporate a corporate-wide
privacy strategy in their organisations. The PCPD believes that
privacy-friendliness is strategically important for organisations,
helping them to be truly customer-centric, and to achieve an

enduring and higher level of business success.

13.04.2016 BEBEAESEEIWERMFEA Presentation on “Collection and Use of Biometric

EEEER Data” organised by the Hong Kong General Chamber
of Commerce

19.04.2016 BEBH/NEIZENHEEER [EA  Speech on “Personal Data Protection and Business-friendly

EffREHEAEEEIRE | E:E Environment” organised by the Small and Medium Law
Firms Association of Hong Kong

21.04.2016 £ [ RBERAEN BEEAE  Welcome speech at “Mobile App Development Forum on
FUR 25w iE ] BB Privacy and Security”

22.04.2016 BBEREEERERE [REMAE  Presentation on “Protecting Personal Data, Respecting
£ BEHEATLE] Patients’ Privacy” organised by the Hospital Authority

23.04.2016 BHEENEIE [ HREAMEMKBE  Speech on “Privacy Issue on Cyberbullying” organised by
Y FhBE R RE Ying Wa Primary School

05.05.2016 EREERETEHSHMHTEE  Welcome speech at the Welcoming Reception cum Lunch
T EBEBEDE Talk of the Data Protection Officers’ Club

07.05.2016 £ TEEFABEF 2016 — 24 Welcome remarks at “Privacy Awareness Week 2016 - Award
BEEZHFRESEER KEMEE  Presentation Ceremony for Recognition Scheme on Promoting
2 | BB E Privacy Protection and TV Advertisement Competition”

10.05.2016 SHEMRESHGTEERK R Panel discussion on “Regulating from within the fintech
BRERREERATEPMIE  system” at Fintech Asia Conference, organised by KPMG
MEmMBHRWIER [ /A% FR  and Inspira Events Limited
MHESE | DR

11.05.2016 EERHREAERNSERFAMEE  Presentation on “PCPD Mediation Scheme” at Mediation

X — BN ER B AR E
BRI EEBEAERLE
EEREFAMZE ER

Week - Seminar on the Beauty of Sector-specific Mediation,
organised by the Department of Justice
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Speech on “Building Trust in the Cloud Era - Protect,
Respect Personal Data” at Cloud Expo Asia, organised by
CloserStill Media Hong Kong Limited

Presentation on “Protect, Respect Personal Data” to the
52nd Training Course for Middle-aged and Young Leading
Cadres for officials from Qinghai Province

Keynote address on “Developments and Trends for Privacy
Law in Hong Kong” at Hong Kong KnowledgeNet Chapter
Meeting, organised by the International Association of
Privacy Professionals

Briefing on “Data Protection” organised by the Treasury
Department

Presentation on “Personal Data Privacy Protection for the
Banking Industry and Guidance on the Proper Handling
of Customers’ Personal Data for the Banking Industry” at
“Commissioners Dialogue” Talks, organised by Hong Kong
Institute of Bankers

Panel discussion on “Top Big Data User Cases in Financial
Industry & Big Data Fight Against Fraud - Fraudsters are
Making Big Bucks” at CAHK Business Luncheon Seminar,
organised by the Communications Association of Hong
Kong Limited

Presentation on “PCPD Mediation Scheme” at Seminar on
Sector Specific Mediation - Personal Data Privacy, organised
by the Hong Kong Institute of Arbitrators Council

Presentation at the In-house Lawyers Committee Seminar
on “Protection of Personal Data Privacy — Practical Tips
for In-house Lawyers” organised by the Law Society of
Hong Kong

Presentation on “Hong Kong Personal Data Protection
Regulatory Framework — From Compliance to Accountability”
at Corporate Counsel Forum 2016, organised by the
Legal Week

Welcome speech at the Launching Ceremony of “Privacy
Beyond Price II”

Speech at Ying Wa Primary School Graduation Ceremony
Speech Day 2015-2016 organised by the Ying Wa
Primary School
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Presentation on “Smart City and Protection of Personal
Data” at Smart Data, Smart Government Program,
organised by the Hong Kong Productivity Council

Presentation on “Get to know the Personal Data (Privacy)
Ordinance” organised by the Federation of Hong Kong &
Kowloon Labour Unions

Speech on “Protect, Freedom and Facing Challenges”
to students who have participated in the Life Buddies
Programme

Presentations on “Personal Data Protection in Hong Kong”
and “Sharing on CSD Cases” organised by the Correctional
Services Department

A book talk on “Managing Your Personal Data - Now and in
the Future” organised by the Kelly & Walsh

Presentation on “Overview of the Personal Data (Privacy)
Ordinance” organised by the Hong Kong Examinations
and Assessment Authority

Presentation on “Incident Handling with the PCPD” at
Information Security Seminar 2016, organised by the Office
of the Government Chief Information Officer

Presentation on “Recent Challenges and New Development
in Personal Data Protection - Regulatory Perspective” at
ALB Hong Kong In-house Legal Summit 2016, organised
by Asia Legal Business

Panel discussion on “Emerging Trends and Developments
in Data Privacy & Cybersecurity” at 2016 Sedona Conference
Institute APAC Programme on Cross Border Discovery and
Data Protection Laws: Legal Implications For Information
Technology and Services Across APAC, organised by the
Sedona Conference Institute
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Presentation on “Children Online Privacy - Practical Tips
for Parents” at Cyber Security Seminar - Protect Your
Precious Assets in Cyberspace, organised by the Office of
the Government Chief Information Officer

Speech on “Data Privacy and Security Challenges presented
by Employees using Own Mobile Devices” at Learning
and Development Seminar organised by the Hong Kong
Institute of Human Resource Management

Speech on “EU’s New General Data Protection Regulation —
10 Major Changes and Possible Impacts” at Symposium on
Big Data and Data Governance, organised by the University
of Hong Kong

Presentation on “How to protect your data and keep
it private” at Fintech Asia: Navigating Legal Risk and
Regulation, organised by the International Financial
Law Review

Presentation on “Data Protection in Your Hands” at the
Personal Data (Privacy) Ordinance Seminar, organised by
the Hong Kong Federation of Women

Presentation on “Protect, Respect Personal Data in
Insurance Industry” at HKCIP Forum - New Opportunities
and New Challenges, organised by the Hong Kong Society
of Certified Insurance Practitioners

Panel discussion on “The Interaction of Regtech and
Fintech with Regulators” at SFC Regtech and Fintech
Contact Day 2016, organised by the Securities & Futures
Commission and Invest Hong Kong

Panel discussion on “The Interaction of Regtech and
Fintech with Regulators” at 5th Compliance Summit North
Asia, organised by FinanceAsia

Speech on “Atrtificial Intelligence and Privacy” at Al in Asia,
organised by the Digital Asia Hub

Presentation on “Personal Data Protection in Hong Kong
(with a focus on Financial Industry)” organised by the
Zonta Club of Kowloon
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Presentation on “An overview of Personal Data Privacy
Rights Protection in Hong Kong Special Administrative
Region” to the training course on China - Hong Kong
Judicial Administration Economic Affairs for officials from
Qinghai Province

Presentation on “Protect Personal Data, Respect Patients’
Privacy” organised by Canossa Hospital

Presentation on “Frequently Asked Questions on the
Personal Data (Privacy) Ordinance by the Police Officers”
orgainsed by the Hong Kong Police Force

Speech on “Big Data, Artificial Intelligence and Privacy”
organised by the Law Society of Hong Kong

Presentation on “Personal Data Protection in Hong Kong
Privacy As and When Reported by the Media” organised by
Rotary E-Club of Lantau

“Sharing on PCPD’s Promotional and Educational
Work” at the Committee on the Promotion of Civic
Education Meeting

Presentation to the Chinese Executives Club of Hong
Kong Management Association entitled “Privacy in News —
Protecting Personal Data Privacy from SMEs perspective”

Presentation on “Understanding Privacy in the eHRSS -
The Proper Handling of Personal Data” organised by the
Hospital Authority

Briefing on “PCPD’ s Promotional and Educational Work
and Complaint Handling Procedures” at the Community
Building and Housing Affairs Committee Meeting of the
Wan Chai District Council

Attending “Hong Kong ICT Awards 2017 - Best FinTech
Award Presentation Ceremony”, organised by the Hong
Kong Institute of Bankers and supported by the PCPD
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In order to understand concerns about personal data protection
of different stakeholders, the PCPD met various government
departments, organisations and groups.

Apple Inc.
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Apple Inc.

Central Policy Unit

Chief Secretary for Administration’s Private Office
Citizens United in Action

CLP Power Hong Kong Limited

Commercial Crime Bureau of the Hong Kong Police Force
Consulate General of the United States, Hong Kong and Macau
Facebook

Google

GuangHua Law School of the ZheJiang University
Hogan Lovells

Hong Kong Association of Banks

Hong Kong Federation of Insurers

Hong Kong Monetary Authority

Hong Kong Police Force

Hong Kong Tianjin Women Association

Hospital Authority

Independent Commission Against Corruption
International Association of Privacy Professionals
Law Society of Hong Kong

Legislative Council Secretariat

Legislative Councilor (IT) Hon Charles Peter MOK

Legislative Councilor (IT) Hon Charles Peter MOK and
Natural Parenting Network
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NEALEZEREEEE LT Legislative Councilor (Kowloon West) Dr Hon Helena WONG Pik-wan
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VISA &

Legislative Councilor (New Territories East) Dr Hon Elizabeth QUAT,
Hong Kong Monetary Authority and Hong Kong Association of Banks

Legislative Councilor (New Territories East) Dr Hon Elizabeth QUAT
Microsoft Hong Kong

Office of the Government Chief Information Officer
Radio and Television Hong Kong

Securities and Futures Commission

Singapore Management University

The Hongkong & Shanghai Banking Corporation Limited
Transport and Housing Bureau

Tsuen Wan District Council

University of Hong Kong

University of Hong Kong and University of London

University of New South Wales

VISA Hong Kong




REERE(EHS

NER2000F A TIREER EEHSE
BEENREENASEH -BEIRELR
FIZNAFE - REANZBOERAMNFRED
B -HZEZ2017EIAK BEEH594 38
SE(BREARKESS) RILFE
IN3E10%  EERE QAFAEHE ; D
BIEfER - 2EEHK - RE - ENEFR
BREFENES

NEBERAFERREEHNEEHENES
EPWTISHmENELE  BREENER
HEERXEENEREZR - 2 Z0HHN
THRERFRZEERAROFEEMN (EA
B (FAB) 1RBI) - eI BHERBEER
BEBERREEZSWENTEREE LD
EESENERRENBERFER L -

AEERMAEESIZHFNLFMER -
Legal Counsel of the PCPD shared recent AAB
cases with members.
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Member from Hong Kong Police Force shared with DPOC members the trend of
technology crime.
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Data Protection Officers’ Club (DPOC)

The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing their knowledge
and practice of data privacy compliance through experience
sharing and training. DPOC membership reached 594 by the end
of March 2017, around 10% increase compared to that of last year.
The individual and organisational members have backgrounds in
compliance, legal affairs, regulatory fields, law enforcement and
customer relations, in both the public and private sectors.

During the year, the PCPD held four briefing sessions and talks
for DPOC members, including briefing on the direct marketing
conviction cases, sharing of recent Administrative Appeals Board
cases and introducing the Personal Data (Privacy) Ordinance to new
members. Hong Kong Police Force, one of organisational members,
also shared with a full house of members the trend of technology
crime and prevention tips at a lunch talk.

Professional Compliance Workshops
During the report year, the PCPD held 36 workshops with 1,146
participants. The workshops, which were supported by 27

professional organisations and trade associations, covered the
following topics:

Legal Workshop on Data Protection

Data Protection and Data Access Requests

Data Protection in Banking / Financial Services
Data Protection in Direct Marketing Activities
Data Protection in Human Resource Management
Data Protection in Insurance

Privacy Management Programme
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SME seminar held at SME Centre of HKTDC.

The PCPD launched an “Online Training Platform” with a view to
providing a convenient channel for data users to get familiar with
the requirements under the Ordinance. ICT related courses were
available at this platform and attracted over 2,500 views so far.

In-house Seminars
The PCPD provided 89 tailor-made training sessions for 72
organisations to explain the requirements of the Ordinance. (See

Appendix 3 for details)

Other Seminars

The PCPD organised 28 seminars to raise public awareness and
their understanding of the Ordinance. Three of them were held in
collaboration with SME One of the Hong Kong Productivity Council,
the SME Centre of the Hong Kong Trade Development Council and
the SME Committee of the Hong Kong Civic Association.

EEBET NEERH SME ONE B/ N EBARIRGINRE -
Seminar held at HKPC SME ONE to explain the Ordinance to SMEs.
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Campaban for
Mobile App Development

FEBEE N WE EBEU0E -

Privacy Commissioner delivered a welcome address at

the Forum.
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Industry-specific Privacy Campaign

In January 2015, the PCPD launched a 16-month privacy awareness
campaign (the Campaign) with the theme “Developing Mobile
Apps: Privacy Matters” to help mobile apps developers understand
and comply with their legal obligations under the Ordinance. The
Campaign was co-organised by ten leading trade associations and
supported by ten professional / academic institutions in the field of
ICT. Representatives from the co-organisers and the PCPD formed
a working group to canvass the privacy concerns among the
practitioners. The PCPD organised 14 seminars and activities during
the Campaign, attracting over 2,500 participants. In response to the
suggestion raised by the working group, the PCPD has developed
the Online Training Platform to provide a convenient channel for
those practitioners who wish to go through the requirements of
the Ordinance online.

On 21 April 2016, the PCPD held the “Mobile App Development
Forum on Privacy and Security” to explore how to develop mobile
apps with data protection in mind and manage security risks. The
Forum attracted over 200 attendants, and served as a concluding
event for the Campaign.

The Forum featured presentations by the professionals of the mobile
apps development industry, the academia and representatives of
the PCPD, as well as an interactive panel discussion. Various privacy
issues relating to mobile apps development were addressed, such
as secure and privacy-friendly approaches, application of Privacy
by Design and the related privacy policies. Practical tips and cases
were also shared during the events.

WELEZVERBR - BEERABARFEEFTERR °
A panel of distinguished speakers had been lined up for
this Forum.
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PROMOTING AWARENESS IN THE YOUNGER GENERATION

The Commissioner attended the opening ceremony of the “Teen
Talk 2016 cum Law Week 2016" organised by the Law Society of
Hong Kong on 17 December 2016. The theme of “Teen Talk 2016”
was “Destructing Cyber Crimes”, aiming to introduce a broad range
of laws, legal concepts and ethics on cyber crimes to teenagers
and provide a platform for them to discuss various social and legal
issues of their interests.
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The Commissioner (9th right, back row), attended the “Teen Talk
2016 cum Law Week 2016" on 17 December 2016, together with
the officiating guests the Honourable Chief Justice Geoffrey Ma
Tao-li, Chief Justice of the Court of Final Appeal (13th left, back
row)the Hon Rimsky Kwok-keung Yuen, SC, JP, Secretary for
Justice (13th right, back row) and Mr Thomas So, President of
the Law Society of Hong Kong (14th right, back row) as well as
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The Commissioner was one of the judges of the Moot Court
Competition at the “Teen Talk 2016". The Honourable Chief
Justice Geoffrey Ma Tao-li, Chief Justice of the Court of Final
Appeal (left), and the Commissioner presented the award to one
of the best teams in the Competition - True Light Girls’ College.

students and guests.
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Privacy Awareness Week

The PCPD continued to promote privacy awareness in the region,
together with APPA members, by organising Privacy Awareness
Week 2016 (PAW 2016) from 1 to 7 May 2016 with the theme “Data
Protection in Your Hands".

The campaign was supported by 125 partner secondary schools
and over 400 members of the Data Protection Officers’ Club.
Various promotion and public education activities were organised
during the week at schools and in the community. The theme was
in line with the prevailing call for vigilance and staying smart.
Over 50,000 people were engaged during the week.
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ARESHEETE  AERFERTERIE To echo this year's theme, the PCPD specially designed four new
W DRI REFE - EFERE - BER posters with topics on children privacy, phone scam, privacy setting
EREXEBEEHEEM  LAEBEBWESE and sending emails. In the posters, lively comic characters were
A FEHTEFRAEENIE  REH used to convey the messages that everybody could protect his own
ZMEL > BAREBCSNEEMANE and respect others’ personal data by paying a little more attention
ANEH} - to some of his daily activities.

Data Protection in Your Hands
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[ wm® e [ wm® ot
POk A B FTERETHY [BEEFARBES) 2016 | 1B -
Four posters designed by the PCPD for the PAW 2016

IREBRAERREE Public Education Roadshow on Personal Data Protection

NENZHTREREEFHLDZE 11 @1 The PCPD also staged a public education roadshow during the week

BHEXKERE - R1HY) B M REE A ERIRL with an exhibition truck shuttling among 11 locations of different

T WEIEEERETEE - FASEEEN districts in Hong Kong to provide practical tips for data protection

SHETTRPKE o in daily chores such as responding to direct marketing approaches,
using smartphones and engaging in social networks.
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Educational Talk to Senior Citizens

To help senior citizens recognise potential data privacy risks and
prevent them from being victimised by the resultant crime and
financial exploitation, a talk was held in collaboration with the
Hong Kong Society for the Aged to share the tips on personal data
protection in daily life.
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DPOC Welcoming Reception cum Lunch Talk

The Commissioner welcomed DPOC members at the reception.
A talk was held to highlight the requirements of new direct
marketing regime and to share with members on the recent direct
marketing conviction cases.
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Award presentation ceremony for recognition scheme
on promoting privacy protection and TV advertisement
competition

A recognition scheme on promoting privacy protection and a
TV advertisement competition were held under the Student
Ambassador for Privacy Protection Programme. Partner schools
and finalists of the competition were invited to the award
presentation ceremony as the finale of the PAW.
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Student Ambassador for Privacy Protection Programme

The PCPD has run the Student Ambassador for Privacy Protection
Programme for six consecutive years. Under the Programme,
secondary school students are encouraged to learn the importance
of protecting personal data privacy and share the knowledge with
peers through organising interactive interschool competition and
campus promotion.
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The 2016 Student Ambassador for Privacy Protection Programme
consisted of a School Partners Recognition Scheme, a school
roadshow and an inter-school TV advertisement competition. The
School Partners Recognition Scheme offers gold, silver and bronze
awards to commend and publicly recognise the achievements of
secondary schools that demonstrate good practice in promoting
personal data privacy protection on campuses. In total, 125 secondary
schools took part in the Recognition Scheme (see Appendix 4).
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B REZHADREEFRRSHER A school roadshow was also held with an exhibition truck shuttling

B AEE2EREZEIRETSVRERAER among 43 partner schools during the year. Information panels

NEEE o providing practical tips for protecting personal data in everyday
activities were displayed inside the exhibition truck.

LNEZHRDREERRETERE - BRERE
ERHREEAZR/NEEL

The PCPD arranged an exhibition truck visiting =
secondary schools to dissminiate the message about _EF
protecting personal data to students and teachers.

[REEEAER « RIBIFBIESEALLE Around 700 secondary school students from 62 secondary schools

FH - HK54700BRE62HEHEHEZE took part in the inter-school TV advertisement. On 7 May, the

2 - [ BRBHAEET] TR [REBAE PCPD hosted a grand finale for the PAW 2016 by holding the

Fle RIARA | EEE AL ENEIEHER award presentation ceremony of the School Partners Recognition

5 A7THE1T  fER [BXARBEE 20161 1Y Scheme 2016 cum inter-school TV advertisement competition

BReyEs) - B A HEE T14E%RE - 2016. 14 awards were presented to the winning teams at the award
presentation ceremony.
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REBRELRTE University Privacy Campaign

NEBEH0MFESFEHBPAEBREFLEE The University Privacy Campaign has taken place once a year since

B 2016 F8 A E108HARE - ABETH 2011. From August to October 2016, the PCPD sponsored selected

RERERWDHESRELSREERER orientation camps in the 10 universities to deliver educational

FRBHRE  c AEBWENESITE10A messages about online privacy. Then the PCPD visited the campuses

E12AKET +REKE  BRELE THME of 10 local universities from October to December with an interactive

AR R EEEFENILAEMEM - game booth to demonstrate privacy traps associated with the use of
Internet and smartphones.

i ~ =
DNERRBNFFEQARBHESHBREBAELR - DENBVERKET +RIRE  REXRBEH
The PCPD promotes data protection to university EFABEER] -

freshmen in orientation camps. PCPD toured 10 universities with an interactive game
booth to remind students to “Be Smart Online”.

LS RBARKEHBERITWMEESFTE In addition, the PCPD organised two tailor-made seminars to
RUIZ SRR - BAEIRGIT - PEAEBER explain to university staff their obligations as a data user under the
FREETTHRAEFERAEAEREREE FHWE Ordinance in the areas of administration. About 43,500 students
F - BEZFHHEN43,5008 KREERHK and staff members participated in the campaign.

BE2m -
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Two seminars on Data Protection and the University
Administration were held on 24 February 2017,
attended by 300 university staff members.
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Responding to Borderless Issues

Policy and Research Division conducts research and provides advice on
policy issues relating to personal data protection in light of latest local and
international developments.

Privacy protection has become a borderless issue and thus calls for an
international response. We liaise and work with overseas data protection
authorities and privacy experts to keep abreast of international developments
and trends in privacy protection.
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The PCPD was represented at the 35th meeting of the APEC
Electronic Commerce Steering Group Data Privacy Subgroup,
which was held in Nha Trang, Vietnam on 23 February 2017.

Endorsed by APEC Leaders in 2011, the Cross-Border Privacy Rules (CBPR)
System is a voluntary accountability-based system to facilitate
privacy-respecting data flows among APEC economies. There
are currently four participating economies, namely, USA, Mexico,
Japan and Canada. The Joint Oversight Panel of the CBPR System
reported that it was reviewing the application made by the
Republic of Korea to participate in the CBPR System. The meeting
also noted that the Philippines, Singapore, and Chinese Taipei
were at different stages of consideration to participate in the
CBPR System.

The meeting also discussed the promotion plan for the launch
of the revised APEC Privacy Framework (2016). The APEC
Privacy Framework comprises a set of nine guiding principles
and guidance on implementation to assist APEC economies
in developing consistent domestic approaches to personal
information privacy protection. It also forms the basis for the
development of a regional approach to promote accountable
and responsible transfers of personal information among
APEC economies.

The meeting further agreed to continue information sharing on
breach notification and privacy management programmes, as well
as explore developing privacy metrics in collaboration with the
Organisation for Economic Co-operation and Development (OECD).



DABEREHE R A ERIEIEEEN
FTEFAAS - RIZLN1992F » HAIHE 20
EZRE NERHETAREZESHKE - BA
ZESHMER —RXEIEABILEHEN
BE - EABRBEBATEERIEIED
ARBEAIENE - ABESRMTT/EAN
XfE o HEDEAFKEBRWERIE BN
SREEITHIR 0 URIEHESR -

DAEBLEEERESFERRR - EX
ERMABARATHEETFERBRERR
BRE&ER - WwEHBERETHAMEEN
AHEEE  -HFEFRETAEFERE
REREBNBREHFE  REEMME
BPBRXRMERSE  ETEEBEEANAE
B AR E BB EIRMEER -
AHAERUBRMR - ARAS - FBA
HErEEEARE —E2HE - AHEFS
LUER - BEREE R EZ R ERE
EAEREERYERE -

FAEEEN2016F HE T 545X 46 JEE K
EREHERE o

ERAMEE L - REBEERARBRITHEIE
R T ERBEANMRZEBIENTIE - AFTHTHY
BENEREAEEOEMEAERHEE T
ENAERZBENERBITAESZE - 5
o REBESTHEAHENERLHNRE
WIFRAEHER - BRSNS TERLNM
BYREEAER - FAPTE R TR
HZREEE | B EZMNERMRE
ZBEEEFE  MEN (—REERRER
E) WRHBRRE S REARBBEBRENERE
BEABERISEABSEENEZRETEEA
HZR B NA PR o

AHERHENRNEESRE  BREER
ERRRE (I EEEER [FEE]
DRESHBN [BRILBRAES ) &
R RERRERARRER | ROAH
EEANRKEEREIS LS NARBEREA -

LEBEESQLE2016-17F ]
PCPD ANNUAL REPORT 2016-17

APPA is the principal forum for privacy and data protection
authorities in the Asia Pacific region. Formed in 1992, it currently has
20 members. The PCPD is a member of its Governance Committee,
which works closely with the Secretariat to support the operation
of APPA. There are also two working groups in APPA, namely the
Technology Working Group and the Communications Working
Group. The PCPD is the chair of the Technology Working Group,
which collaborates on and explores common technology-related
issues experienced by members.

APPA members meet twice a year at the APPA Forum to exchange
ideas and practical experience in carrying out their regulatory
functions. The APPA Forum comoprises the closed session and the
open session. The closed session is restricted to APPA members
and invited observers. Members present their jurisdiction reports
at the closed session, which usually cover significant compliance
issues, legislative reforms, education campaigns, and technological
developments. The open session of the APPA Forum is open to
academia, civil societies, non-government organisations and
commercial organisations. A wide variety of topics relating to
personal data protection are covered in presentations and panel
discussions at the open session.

The Commissioner attended the 45th and 46th APPA Forum in 2016.

At the closed session, the Commissioner, representing the
Technology Working Group, presented the Group’s study on
establishing common baseline security measures, which might
be used by APPA members to advise data users on reasonable
protection measures for electronically stored information.
The Commissioner also presented a separate study on current
legislation and regulation on de-identification as an appropriate
means of protecting personal information. Other discussions at
the closed session included how jurisdictions could balance data
sharing and data protection; updates on the EU General Data
Protection Regulation; and the growing challenges of obtaining
meaningful consent on data processing from individuals in the
age of Big Data.

At the open session, topics discussed included the mechanisms for
international transfer of personal data (like the EU-US Privacy Shield,
APEC CBPR System), data portability, future of privacy regulation,
and calibrating privacy principles to a Big Data and digital society.
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The open session featured a keynote speech by Professor Joseph
Cannataci, UN Special Rapporteur on the right to privacy, i.e. privacy
is a universal and fundamental human right. There were also panel
discussions on international cooperation in enforcement of data
protection laws, and resolution of disputes between data users
and data subjects by regulators. In the panel on self-regulation, the
Commissioner acted as the moderator and shared his insights and
the PCPD’s experience in promoting self-regulation of organisations
and businesses.

Discussions in the closed session focused on various topics: national
security, surveillance by and disclosures to law enforcement; legal
reforms; digital disruption; stakeholder engagement and privacy
awareness and compliance; and innovative education and outreach
strategies. As the Chair of the Technology Working Group, the
Commissioner reported on the results of the Group in identifying
the possible baseline security measures for handling of payment
card data and safeguarding the security of websites.
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On 2 November 2016, the PCPD signed the Asia Privacy Bridge
Forum Joint Declaration 2016 with the Korea Internet & Security
Agency (KISA), Barun ICT Research Center and privacy experts and
academia from the mainland of China, South Korea and Japan, to
strengthen privacy research, privacy education, and policy
co-operation in Asia.

The signing ceremony took place at Barun ICT Research Conference
2016 & Asia Privacy Bridge Forum in Seoul, South Korea. The Asia
Privacy Bridge Forum was set up to identify practical steps for
bridging the gaps among Asian economies about their approaches
to data privacy protection. The joint declaration covered the
co-operation initiatives on the following areas:

Deepening international research relations: promote collaboration
and co-operation in research agenda, policy development and
enforcement regarding personal data protection;

Collaborating on privacy research programmes: participate in
joint research programmes to find solutions to help bridge the
gaps among different personal data protection systems;

Strengthening policy cooperation: organise the Asia Privacy
Bridge Forum annually to deliberate regional and international
laws, policies and other controversial issues on personal data
protection, and promote co-operation and communication with
other regional fora.
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GPEN was established in 2010 to foster cross-border cooperation
among privacy enforcement authorities. At the end of 2016, its
membership comprised 64 privacy enforcement authorities from
47 countries and regions around the world.

GPEN primarily seeks to promote cooperation by:

1. Exchanging information about relevant issues, trends, and
experiences;

2. Encouraging training opportunities and sharing of enforcement
know-how, expertise, and good practice;

3. Promoting dialogue with organisations that play a role in
privacy enforcement; and

4. Creating, maintaining, and supporting processes or mechanisms
useful to bilateral or multilateral cooperation.

The PCPD joined GPEN as a member in 2014. In 2016, the PCPD
joined the five-member Executive Committee of GPEN (the other
members are Canada, Israel, the UK and the US) and contributed to
leadership for the network.

One of the major annual projects of GPEN is the Privacy Sweep,
in which its members join forces to examine the privacy practices
of organisations in selected sectors and evaluate their level of
respect to personal data privacy and level of compliance with
data protection laws. The focuses of the Privacy Sweeps in
previous years include the openness and transparency of mobile
applications and websites in respect of their privacy policies.

In 2016, the PCPD joined 24 privacy enforcement authorities
to examine the Internet of Things (loT) devices. Findings and
recommendations arising from this Privacy Sweep can be found in
the section of “Monitoring Compliance, Embracing Challenges” in
this report.

During the year, the PCPD also attended regular telephone
conferences with other GPEN members to exchanges views on
topical issues relating to personal data privacy.
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The ICDPPC, which was first convened in 1979, is the premier forum
for Privacy Commissioners from around the world. Its membership
comprises over 110 privacy enforcement and data protection
authorities from over 70 countries. The ICDPPC is convened once a
year in a member’s jurisdiction.

The Commissioner attended the 38th ICDPPC in Marrakesh,
Morocco in October 2016. The Conference lasted for four days, with
the first two days conducted in a closed session and the last two
days in an open session.

The closed session was attended by around 200 delegates from the
accredited members and observers of the ICDPPC. Invited academics,
experts, and specialists held in-depth discussions with conference
members on topics of artificial intelligence, robotics, and encryption,
with a focus on their implications on privacy and personal data
protection. Several resolutions were passed by the members during
the closed session, which included the resolutions to adopt a privacy
education framework and to promote international cooperation for
privacy enforcement. Hong Kong was confirmed to be the host of
the 39th ICDPPC. As the host of the next ICDPPC, the PCPD was also
admitted to the Executive Committee of the ICDPPC with immediate
effect, for a term of two years.

The open session was attended by representatives from the
accredited members and observers of the ICDPPC, civil societies,
non-governmental organisations, think tanks, and commercial
organisations. A number of presentations and panel discussions
were conducted during the open session to discuss privacy
implications of data-driven economies and government
surveillance, and to explore the effective means of public education
in personal data protection.

A number of civil societies, non-governmental organisations, and
commercial organisations also held their own meetings on the
fringe of the ICDPPC to discuss topical issues relating to personal
data protection, such as the Privacy Shield scheme between the US
and the European Union for the facilitation of trans-Atlantic data
flow, and the privacy implications of DNA databases.



B EEE STRENGTHENING EXTERNAL CONNECTIONS

AEEERM TS HRERERT SR
o MEAHSELSET AEBENILEHRS
TSR » AR ERIR T ¥ an4al {2 2 Bl PR R A
BHESENRE - AEBEEI 5 3R
BEMNAMEELAEN2017TFOAESE
BEMMNE B EEITEE -

LEBEE R HEBKEEINERHRIEHAE - 2
RAEBRBEBFLUTION :

The Commissioner was invited to give speeches on several
occasions during the ICDPPC. He shared the experience of privacy
education of the PCPD at the open session and offered his views
on how international privary enforcement cooperation could be
facilitated. The Commissioner also took opportunities at both the
closed and open sessions to promote the 39th ICDPPC to be held in
Hong Kong in September 2017.

The Commissioner and his team were engaged in the following
exchanges with overseas data protection authorities, practitioners
and the academia:

IEEET AR EREHERRAEBEZXA SRR 2016 T RAESESHEERT
RIRFABRIE - BREEREEMETLAT - Hunton & Williams LLP ~ B BEEEARO - iR S HTE

= Allen & Overy FI{K3K

Privacy Commissioner met the representatives of Future of Privacy Forum, DLA Piper, Hunton &
Williams LLP, Centre for Information Policy Leadership, Brookings Institution and Allen & Overy
during the Global Privacy Summit 2016 held in Washington, DC organised by the International
Association of Privacy Professionals (IAPP).

AEEEEEBABEXAESHENEEERET RN 2016 2RI BSEEHR[FEBEA
BRMRESRERE —HAXNAE | 0VEHR -

Privacy Commissioner delivered a presentation on “Hong Kong Personal Data Protection
Regulatory Framework - An Approach to Consultative Regulation” at the Global Privacy Summit
2016 hosted by the IAPP in Washington, DC.

NEEEEXEBAHAZEERENRERE R EBEAELRRERERE —BANR
EIHERS -

Privacy Commissioner delivered a presentation on “Hong Kong Personal Data Protection
Regulatory Framework - An Approach to Consultative Regulation” at McDonough School of
Business of Georgetown University in Washington DC.

EJ?‘FL\F% EERERAKTER AERBEHXABEEESRERTHBEGIBEMAYTIMNFAR
HESEEIR -

Deputy Privacy Commissioner exchanged views with participants at “Asia Privacy Bridge Forum”

organised by the Korea Internet and Security Agency, Korea Communications Commission and

Ministry of the Interior in Korea.

HERARBEESHESEARBNEEZ2ARBEEERY [ EREENEREREE | A
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Head of Policy and Research Division joined a panel discussion on “National Law and Policy on
Cloud Computing” organised by the Korea University and Keio University in Korea.

AEEEZ2HEBRABEXASHEEFRMF RPN 2016 TMABREN B OH
BIRIBREENEE]/NET® ©

Privacy Commissioner joined the “Getting to Accountability” and “The Regulators’ View” panel
discussions at IAPP Asia Privacy Forum 2016 in Singapore.



LEBEESQLE2016-17F ]
PCPD ANNUAL REPORT 2016-17
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Privacy Commissioner joined the “Accountability: Trust and Innovation in Data Driven World”
panel discussion at PDP Seminar 2016 - Bridging Innovation and Trust organised by the
Personal Data Protection Commission Singapore.

FLAEBE S 1EFTINIE AFacebookEiE [ BEBEAERFBEENE -
Privacy Commissioner gave a “Remarks from the Hong Kong Privacy Commissioner for Personal
Data” organised by Facebook in Singapore.
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Head of Policy and Research Division gave a presentation on “Privacy and Security Challenges
in Mobile, Cloud and loT” at ASEAN Strategy Forum Executive IT in Singapore.

SARBEAER EEERBERTHEASHASENRNE LEEAEAASBFRZTEHES
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Senior Personal Data Officer delivered a presentation on “Introduction of the PD(P)O and
PCPD’s Privacy Management Programme” at 7th APT Cybersecurity Forum, organised by the
Asia-Pacific Telecommunity in Cambodia.
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Privacy Commissioner delivered a presentation on “An overview of Personal Data Privacy
Rights Protection in Hong Kong Special Administrative Region” at the 5th US-China Intellectual
Property Conference: Intellectual Property and Economic Transformation in Shenzhen.
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Head of Compliance Division and Head of Complaints Division delivered a presentation on
“Social Media and Personal Data Privacy Protection” at Workshop on Social Media, Policy and
Regulation: A Network Governance Perspective co-organised by Hong Kong Baptist University
and Tsinghua University in Beijing.

ABEEREH - ABREMRE I SBNATEREREEN (—RELRERM) : B
A EEEMNEEMER ? |/ NMEFTREESBURGLIXAHEES (SRR TEERET)
Privacy Commissioner gave a video presentation in Hong Kong as an opening speech for the
panel discussion titled “Al & GDPR: Concretely, what are the obligations & steps to take?” during
the Computers, Privacy and Data Protection Conference held in Brussels.
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BB AMEE RECEPTION OF OVERSEAS / MAINLAND DELEGATIONS

E2016 E17EE » AEBZEEFUTARERR : In 2016-17, the PCPD received the following delegations:

08.06.2016 — FLABEE R HEEMIESH BRI RERE -
08.06.2016 - Privacy Commissioner and Chief Legal Counsel received delegates from Zhejiang University.
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11.07.2016 — FFWBEBCEAELEZRELE - PBEAEMM 27.07.2016 — ABEEEFHBIRAN R EEE L K
I 482 B Y TAE R FARBAR A © HRIMRE - SEFEAER | HVERS ©
11.07.2016 — PCPD staff gave a briefing on the PCPD’s work and the ~ 27.07.2016 — The Privacy Commissioner received a group of law
Ordinance to a group of law students from Shantou University. school students from the mainland of China and gave a speech

on “Protect, Respect Personal Data”
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19.10.2016 —EIFABEE - EEEMRSAEAERNEZAEFESHALIEEHL D Z [ EBNWEAERFBRE]
19.10.2016 — Deputy Privacy Commissioner, Chief Legal Counsel and Senior Personal Data Officer met Chinese Senior Judges and
shared “Protection of Personal Data Privacy in Hong Kong”.

28.10.2016 — FABEHEER AESABEHS NAERAMAEEEH AL HREA S EEEE/ BEESMERNRRERR
BR e

28.10.2016 - The Privacy Commissioner and senior staff exchanged views with a delegation of officials from the mainland of China from
various Justice Departments / Bureaux who joined an attachment programme arranged by the Department of Justice.
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Efficiency and Cost-effectiveness

The Corporate Support and Enquiries Division makes a continuous effort
to streamline work procedures, and to put in place measures to enhance
staff morale, productivity and recognition. We aim to build and maintain
the highest standards of honesty, integrity and cost-effectiveness.
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STAFF PROMOTION AND TRAINING

The PCPD is dedicated to supporting the career development of
all staff through training and promotion. In 2016-17, eight staff
members were promoted.
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To equip staff at different levels with the necessary knowledge
and skills to meet the new challenges and changing needs, the
PCPD continued to organise a wide range of in-house training
programmes, including the following:

« Induction programmes for new recruits
*  MPF seminar

« Sharing session on MPFA’s work and handling of personal data
pertaining to MPFA’s complaints and enquiries

e Sharing session on mediation

¢ Sharing session on recent Administrative Appeals Board cases
» Training on professional English writing

¢ Training on Chinese writing

» First aid course
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RECRUITMENT

To cope with the rising demand for professional and high quality
services, we strengthened our workforce and conducted three
open-recruitment exercises for various ranks during the year. As
a result, 12 new colleagues joined the PCPD in various divisions.

To widen the horizon of university students and help them
understand the operation of the PCPD, we started an internship
programme during the year. 10 interns were assigned to different
divisions and given on-the-job training.

INTERNAL COMPLIANCE CHECK

As partofimprovement measurestoenhance corporategovernance,
the PCPD set up an Internal Compliance Check mechanism in 2011.
Annual checking is conducted to:

(@) Confirm whether established control procedures for the
accounting, finance, procurement, and administrative functions
are being properly followed;

(b) Identify irregularities or cases of non-compliance; and

(c) Make recommendations on the improvement of internal controls.

In 2016, three officers from various divisions were appointed
to conduct the compliance checks of the 2015-16 records and
report their findings directly to the Commissioner. Some minor
irregularities were identified and appropriate remedial or other
follow-up actions were taken thereafter. The findings were also
presented to the Personal Data (Privacy) Advisory Committee.
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REBRH R I LONG SERVICE AWARDS FOR STAFF MEMBERS

BRMEFERRPREETIEZTE  UXRSE A Long Service Award presentation is held annually to recognise

EEZFREHBRIE - £2016 T17 FE - staff members for their loyalty, commitment, and diligence. In
HEMEZETES-_+FEEARIEIE - 2016-17, two staff members received the 20-year service awards.

FEET COMMENDATIONS

NEEE12H /ERE AR REE R 12 appreciation letters and compliments were received from
EFHEE - members of the public and organisations for the performance of
the staff of the PCPD during the report year.

& Sharing
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Being an Administrative Assistant in Corporate Support & Enquiries Division,
| provide timely administrative and IT support to different divisions to
assist in the effective and smooth operation of the office. Despite the fact
that | joined the PCPD only a few months ago, | have already been engaged
in wide-ranging areas of work, which has deepened my understanding of
the operation of different divisions. | am impressed by the endeavour and
enthusiasm of all the staff in believing and promoting “Protect, Respect
Personal Data”. | hope I can continue to contribute to the realisation of the
mission with all my colleagues.

S REM

TEBNE (BEZEREN)

Charles FUNG

Administrative Assistant (Corporate Support & Enquiries)
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STAFF ACTIVITIES

To foster a harmonious working relationship and team spirit among
staff members, various activities were organised throughout the
year, including Qigong class, Mooncakes for Charity 2016, the
Community Chest Green Day, a lunch gathering for the Mid-autumn
Festival, and a Christmas party.

To further enhance a sense of belonging among the staff, a
Privacy Lounge Working Group comprising staff members from
different divisions of the PCPD, has organised various activities for
celebration of birthday, promotion, new-born babies, and other
pleasant moments of colleagues since September 2016. Interest
classes were also held at the Privacy Lounge during lunch hours.




Financial wswz

Statements

3% B iE R B

BFEEAMNNBHRRBRABEAEHMERAEZREN
AR - RPIRIFSKFHEEER  SRER » MUF

BRI - MERME

Accountability and Transparency

The publication of our annual financial statements is a
manifestation of the accountability and transparency
which are the foundation of our financial management.
We maintain high standards of corporate governance and
maximise the utilisation of resources to achieve economy,
efficiency and effectiveness.
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(A corporation sole in Hong Kong established under the Personal
Data (Privacy) Ordinance)

We have audited the financial statements of The Privacy Commissioner
for Personal Data (the “PCPD") set out on pages 156 to 173, which
comprise the statement of financial position as at 31 March 2017,
the statement of comprehensive income, the statement of changes
in funds and the statement of cash flows for the year then ended,
and notes to the financial statements, including a summary of
significant accounting policies.

In our opinion, the financial statements give a true and fair view of
the financial position of the PCPD as at 31 March 2017, and of its
financial performance and its cash flows for the year then ended
in accordance with Hong Kong Financial Reporting Standards
(“HKFRSs") issued by the Hong Kong Institute of Certified Public
Accountants (“HKICPA").

We conducted our audit in accordance with Hong Kong Standards
on Auditing (“HKSAs") issued by the HKICPA. Our responsibilities
under those standards are further described in the auditor’s
responsibilities for the audit of the financial statements section of
our report. We are independent of the PCPD in accordance with
the HKICPA’s Code of Ethics for Professional Accountants (the
“Code”), and we have fulfilled our other ethical responsibilities in
accordance with the Code. We believe that the audit evidence we
have obtained is sufficient and appropriate to provide a basis for
our opinion.
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The Privacy Commissioner is responsible for the other information.
The other information comprises the information included in the
annual report, but does not include the financial statements and
our auditor’s report thereon.

Our opinion on the financial statements does not cover the other
information and we do not and will not express any form of
assurance conclusion thereon.

In connection with our audit of the financial statements, our
responsibility is to read the other information and, in doing so,
consider whether the other information is materially inconsistent
with the financial statements or our knowledge obtained in the
audit or otherwise appears to be materially misstated. If, based on
the work we have performed, we concluded that this is a material
misstatement of this other information, we are required to report
that fact. We have nothing to report in this regard.

The Privacy Commissioner is responsible for the preparation of the
financial statements that give a true and fair view in accordance
with HKFRSs issued by the HKICPA, and for such internal control
as the Privacy Commissioner determines is necessary to enable
the preparation of financial statements that are free from material
misstatement, whether due to fraud or error.

In preparing the financial statements, the Privacy Commissioner is
responsible for assessing the PCPD’s ability to continue as a going
concern, disclosing, as applicable, matters related to going concern
and using the going concern basis of accounting unless the Privacy
Commissioner either intends to liquidate the PCPD or to cease
operations, or has no realistic alternative but to do so.

Those charged with governance are responsible for overseeing the
PCPD'’s financial reporting process.
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Our objectives are to obtain reasonable assurance about whether
the financial statements as a whole are free from material
misstatement, whether due to fraud or error, and to issue an
auditor’s report that includes our opinion. This report is made
solely to you, as a body, in accordance with the agreed terms
of engagement, and for no other purposes. We do not assume
responsibility towards or accept liability to any other person for
the contents of this report. Reasonable assurance is a high level
of assurance, but is not a guarantee that an audit conducted in
accordance with HKSAs will always detect a material misstatement
when it exists. Misstatements can arise from fraud or error and are
considered material if, individually or in the aggregate, they could
reasonably be expected to influence the economic decisions of
users taken on the basis of these financial statements.

As part of an audit in accordance with HKSAs, we exercise
professional judgment and maintain professional skepticism
throughout the audit. We also:

+ Identify and assess the risks of material misstatement of the
financial statements, whether due to fraud or error, design and
perform audit procedures responsive to those risks, and obtain
audit evidence that s sufficient and appropriate to provide a basis
for our opinion. The risk of not detecting a material misstatement
resulting from fraud is higher than for one resulting from error,
as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

* Obtain an understanding of internal control relevant to the audit
in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion
on the effectiveness of the PCPD’s internal control.
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« Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures
made by the Privacy Commissioner.

 Conclude on the appropriateness of the Privacy Commissioner’s
use of the going concern basis of accounting and, based on the
audit evidence obtained, whether a material uncertainty exists
related to events or conditions that may cast significant doubt
on the PCPD’s ability to continue as a going concern. If we
conclude that a material uncertainty exists, we are required to
draw attention in our auditor’s report to the related disclosures
in the financial statements or, if such disclosures are inadequate,
to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’'s report.
However, future events or conditions may cause the PCPD to
cease to continue as a going concern.

 Evaluate the overall presentation, structure and content of the
financial statements, including the disclosures, and whether the
financial statements represent the underlying transactions and
events in a manner that achieves fair presentation.

We communicate with those charged with governance regarding,
among other matters, the planned scope and timing of the audit
and significant audit findings, including any significant deficiencies
in internal control that we identify during our audit.

Patrick Wong C.P.A. Limited
Certified Public Accountants

Tsang Cheuk Fung, Andy

FCPA (Practising), MSCA

Certified Public Accountant (Practising),
Hong Kong

Practising Certificate Number: P06369

Hong Kong, 21July 2017
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F$ZE Notes 2017 2016
$ $

NEgSEe 1k Government subventions 76,497,975 76,199,911
EERE W A Consultancy fee income 14 336,000 168,000
BRESEFREELH Government funding for

BEASHET/EN enforcement work related to the

BFEBE Electronic Health Record Sharing System 3,255,000 949,375
RITRIE Bank interest 167,547 170,600
BN E Seminar fees 991,480 1,113,100
255 Membership fees 110,700 97,500
HERR TIVIHE Sales of compact discs and publications 100 -
2EWA Conference income = 103,600
EEYE - HBER Gain on disposal of property, plant

BB E and equipment 1,000 =
REBA pleedleneewsinsome el =
S Dlptndds, MRS
ZEET £ Auditor’s remuneration 58,000 60,000
ITHREHR Administrative expenses 1,745,645 1,406,428
8 5 AR 7% Consultancy services 440,000 190,000
MIZE - R Depreciation of property, plant and

BRIBENITE equipment

- HEME SRR « financed by other sources of funds 9 458,429 363,254

- HE RGBT « financed by capital subvention fund 9 177,594 193,407
EERALZH Employee benefit expenses 62,626,572 61,945,561
WAENEE Operating lease rentals in respect of

HEHRSE office premises 8,082,576 7,419,526
N/ EEX Overseas visit / conference 496,328 434,936
SEEEERHEX L Promotion and education expenses 3,623,116 5,044,268
SEEGBIETE Legal assistance scheme 65,742 53,900
BV - HBER Loss on disposal of property, plant

BaEEREEES and equipment - 1,764
S - Sitheijeperatingioxpen s 2803 204NN LAY
S SUERRED T
FRRER/ (BRR Surplus/(deficit) and total comprehensive

2HENS/ (ZH) @5 income/ (expense) for the year 904,708 (552,734)

£ 1602 173 AWM B A M IR AVAER I 7 ©
The notes on pages 160 to 173 are an integral part of these financial statements.
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Mi=E Notes 2017 2016
$ $
VD2 - HEERERE Property, plant and equipment 9 1,185,145 963,198
78 Inventories 10 = 15,800
HAEWEIE ~ 2K Other receivables, deposits and
SEERE O] prepayments 1,468,460 412,504
RITEFERBES Bank balances and cash 11 25,992,922 24,539,659
27,461,382 24,967,963
HbEARIAR Other payables and
FEstE R accruals 744,896 909,925
BE MM RE Provision for staff gratuity 12 3,864,513 1,486,548
RIMELEREE Provision for unutilised annual leave 1,261,531 991,149
S =S Government subvention received in advance 13 1,897,680 1,970,000
FEUBATE A Government fee received in advance 14 2,016,000 2,352,000
o 9784620 7709622
ADRESRE 00 B S REEE [ [
HRERATRTDAR Total assets less current liabilities 18,861,907 18,221,539
BT 9 49 BN <& # Bh =k Government subvention for gratuity 15 3,111,875 3,347,936
BE NN S EE Provision for staff gratuity 12 1,788,225 1,839,910
EAREEE Capital subvention fund 16 220,662 197,256
e 2200 02
wRESE N Ve 258y
— R H 1@ General reserve 17 13,741,145 12,836,437

REFEIRFTENR 2017 F7 A1 BB EEESHERIDRETIE -
Approved and authorised for issue by the Privacy Commissioner on 21July 2017.

AR Stephen Kai-yi WONG

EEREAERIBES Privacy Commissioner for Personal Data, Hong Kong

F£ 160 E 173 EHIMIFE B A IR AVAKR IR D ©
The notes on pages 160 to 173 are an integral part of these financial statements.
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ZHEHKREE
Statement of
comprehensive —MREE FH
income General reserve Total
$ $ $
20155541 Ha9%58%  Balance at 1 April 2015 = 13,389,171 13,389,171
FABEREH Deficit and total comprehensive
S H4azE expense for the year (552,734) = (552,734)
R Transfer 552,734 (552,734) =
20163 A31A R Balance at 31 March 2016 and
20164 BA1B89EER at 1 April 2016 - 12,836,437 12,836,437
FRERKREE Surplus and total comprehensive
RS 4A %R income for the year 904,708 = 904,708
SRR Transfer (904,708) 904,708 =
?20175E3 A 31 HAY55ER Balance at 31 March 2017 - 13,741,145 13,741,145

F 160 Z 173 EHIMI B AU I IRFZHAEKRZP D ©

The notes on pages 160 to 173 are an integral part of these financial statements.
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MiEE Notes 2017 2016
$ $
EREL/ (FE) Surplus / (deficit) for the year 904,708 (552,734)
FE Adjustments for:
 EXH « Depreciation expense 636,023 556,661
c BBV - BBRFE * (Gain) / loss on disposal of property,
B (W) / Bk plant and equipment (1,000) 1,764
Lo MBMA *Interestincome . (167,547) __ (170,600)
EIEE RS RIN Operating surplus / (deficit) before
SERR/ (EE) working capital changes 1,372,184 (164,909)
c FERD « Decrease in inventory 15,800 -
o HABFEWFRIE * Increase in other receivables,
RE& R FESRIEE M deposits and prepayments (1,048,256) (33,624)
o HAEI IR « Decrease in other payables
FESTE AR and accruals (165,029) (327,495)
- BEN M SERE « Increase / (decrease) in provision
20/ GEA) for staff gratuity 2,326,280 (1,539,857)
o RANEVE BRI « Increase / (decrease) in provision
#2h/ GEa) for unutilised annual leave 270,382 (302,651)
- FWBUNEBI£ » Decrease in government subvention
W received in advance (72,320) (2,303,891)
- BWBUTE A « (Decrease) / increase in government fee
CRiZ) / 180 received in advance (336,000) 802,000
- BIRAmEN€ « Decrease in government subvention
BIFUR A for gratuity (236,061) (213,038)
« EXRFHEE « Increase / (decrease) in capital
B/ CR2) . _subventionfund 23,406 (194981)
SIETEE/ (FrA) Net cash generated from / (used in)
JEREF® operating activities 2,150,386 (4,278,446)
B FI 2 Interest received 159,847 176,332
={EA N £ HRR1T Increase in short-term bank deposits
FFIE with maturity more than three months (84,448) (86,757)
BEYE  HBER Payments for property, plant
R and equipment (857,970) (478,935)
BBV - HBER Proceed from disposal of property, plant
JBRENGm andequipment . 1000 o
REZBMAREFR Net cash used in investing activities _________ (781,571) __ (389,360)
ReRBEEFED Net increase / (decrease) in cash and
18in/ (RY) B8 cash equivalents 1,368,815 (4,667,806)
FUHBER Cash and cash equivalents
Re¥m atthe beginning oftheyear 15,285,595 19,953,401
FEHRSR Cash and cash equivalents
LJRe®¥E . attheendoftheyear 16,654,410 15,285,595
RTEERES Bank balances and cash 11 25,992,922 24,539,659
=@EAU Lz Short-term bank deposits with maturity
CRATER morethanthreemonths (9,338512)  (9,254,064)
FEHRER Cash and cash equivalents
JRewE®E attheendoftheyear 16,654,410 15,285,595

1602 173 ERMMEBA M BIMRAOVEAR I D -
The notes on pages 160 to 173 are an integral part of these financial statements.
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BAERFABEE 2RIE1995F8 A3 H I
ER CEAER (FABR) RG> MRE BRI
ME—ZH  BNREREEAERSHERE
BAMFE LT REBEREMR
X o MR EERI BEBEBFERARER
248 3RBGH A N124E ©

BAERLEBZEENNBRRERREES
STETAEEMNMAEERAN (EBMB®RE
281 (BEFAEANER (EFBMEHRE
R KEBESFER) N2B) UREE
ARETRANRERE - ERSETBRE
EHEFINMFES ©

2017 % - BAERILEZEFXRXERATE
SEEN A EMMN 201654 B1BH 2%
BN ST B E R ERNHF T RIEFTHNCE
B EIHREZELD o WS (BB EIR
EER) HEAENLEEENMHERER
ARG K B2 o

(a) BBmMEMOERLE
BT AR R B S AR
45 L B 5 5 7 B 2 DAJEE 52 B AR AE B
HEE -

(b) W3 - HEEREE
YIE - ISR R ER AR R RIZK
ANBREBITEME R BERERE (W
B) Ftk o

WERUESEE T et rIEAER
ROFSEE R A (BEHKRERER) mMF
LARERR -

- mEm 3¢
- BERE 3¢
- BAERM 54

- XAREEERE 5%
- HEYREKEIR 3F

The Privacy Commissioner for Personal Data (the “PCPD”) is a
corporation sole established in Hong Kong under the Personal Data
(Privacy) Ordinance 1995 enacted on 3 August 1995 for the purpose
of protecting the privacy of individuals in relation to personal
data and to provide for matters incidental thereto or connected
therewith. The address of its registered office is 12/F, Sunlight
Tower, 248 Queen’s Road East, Wanchai, Hong Kong.

The PCPD's financial statements have been prepared in accordance
with all applicable Hong Kong Financial Reporting Standards
("HKFRSs"), which includes all applicable individual Hong Kong
Financial Reporting Standards, Hong Kong Accounting Standards
(“HKASs") and Interpretations issued by the Hong Kong Institute of
Certified Public Accountants (“HKICPA”) and accounting principles
generally accepted in Hong Kong. A summary of significant
accounting policies is set out in note 3.

In2017,the PCPD has initiallyapplied the new and revised HKFRSs
issued by the HKICPA that are first effective for accounting
periods beginning on or after 1 April 2016. The application of
these HKFRSs has no material effects on the PCPD’s financial
performance and positions.

(@) Basis of preparation of the financial statements
The measurement basis used in preparing the financial
statement is historical cost except as otherwise stated in the
accounting policies set out below.

(b) Property, plant and equipment
Property, plant and equipment are stated in the statement of
financial position at cost less accumulated depreciation and
subsequent impairment losses, if any.

Depreciation is recognised so as to write off the cost of assets
less their residual values over their estimated useful lives,
using the straight-line method, as follows:

* Motor vehicle 3 years
» Computers and software 3 years
» Office equipment 5 years
* Furniture and fixtures 5 years
* Leasehold improvements 3years
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(b)

(c)

(d)

(e)

IEE - HERRER1E (&)

AT A ERFH ~ At REREERR
ENERBREHRETRS - ME
AT R BRI E TR E DR -

M BBERRBEENEHERER
S BERZEE T BT RARRER
MIBEFLIEFER o HENERYE -
HBERREEREELE 2B TWRERES
BERHERSEXKAREEREERZ
ERE - YREEWERAER

ME
HERHBEABRAREAEEENRHA
BREAREEIRE—RHZ XA
W—IEHE - RE—ERHRE - HE
= HERBURRZZHNAER - RE
BITRREZHE  RRBURREEEERN
ERMEEEARERER o

HMERIISRMEESKR  r HEEE L
= 18 PR 78 R B9 JE B A R B B RS A5 R AR
A FIEHMBEEREREERE -

“EMHE
LEHENNTRREMAUEREE
WmRAINHEAX -

HAEWEIR ~ IBERFANKIA
HiEWHIE RERFENFIERERD
REEANBER  HEBREHERAR
ERRBERBEAMEGHEEAANR -
BT R EW T EARRBRS - FEUIL
BRT - BYRRIRE R AASRE A RIR
ERBRASHEZTEAR °

RERREE
REBRERITRFRRE - REEE
EEPRESREBMNIRE  BERE
AR ER B EMBENRE - B8
EZBHERTK -
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Property, plant and equipment (continued)

The estimated useful lives, residual values and depreciation
method are reviewed at the end of each reporting period,
with the effect of any changes in estimate accounted for on a
prospective basis.

An item of property, plant and equipment is derecognised
upon disposal or when no future economic benefits are
expected to arise from the continued use of the asset. Any
gain or loss arising on the disposal or retirement of an item
of property, plant and equipment is determined as the
difference between the sales proceeds and the carrying
amount of the asset and is recognised in the statement of
comprehensive income.

Leases

A lease is an agreement whereby the lessor conveys to the
lessee in return for a payment or series of payments the right
to use an asset for an agreed period of time. Determining
whether an arrangement is, or contains, a lease is based on
the substance of the arrangement and requires an assessment
of whether fulfilment of the arrangement is dependent on the
use of a specific asset or assets and the arrangement conveys
aright to use the asset.

Leases are classified as finance leases when the terms of leases
transfer substantially all the risks and rewards of ownership to
the lessee. All other leases are classified as operating leases.

Operating leases
Lease payments under an operating lease are recognised as
an expense on a straight-line basis over the lease term.

Other receivables, deposits and prepayments

Other receivable, deposits and prepayments are initially
recognised at fair value and thereafter stated at amortised
cost less allowance for impairment of doubtful debts, except
where the effect of discounting would be immaterial. In such
cases, the receivables are stated at cost less allowance for
impairment of doubtful debts.

Cash and cash equivalents

Cash comprises cash on hand and at bank. Cash equivalents
are short-term, highly liquid investments that are readily
convertible to known amounts of cash and which are subject
to an insignificant risk of changes in value.
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()

(9)

(h)

(i)

H A AT 308
Hit R ROB SRR A T AR
B H B TIR - B S
REARNTRYEL TEX - B
AR B °

75
17 5 LR A EL A ) R B2 B A
VR o ARAC(E LA ol S R - AR
FERREREMBRbNEEME -
AR BB R o

BRiEkREE
MRFAERLBES AT HENS
HAEEERIEEEE - EMAERHRA
REEEFEBERNDNG - T HEBEEREEE
SR SE(ESHEY - EABRLBEESRE
SHZBERNEETEENRETRE
& - IREWEFBEEEAX - BIRTER
BITEEMFERNRETRERRE -

WMRAEBER R BB AR EE - =R
EEZHAEBESHEFELTENMGE
FEZETRERIAREHE B
A 2107 H B9 7] BEME AR RUBR S o 20
REAEHNLBEENEEFARTE
HRZIERREMHEERETREEE
EREE  ZEETSHEEE/IA
8 ERUOEHELERZREAA
REMEARIERIBRSD ©

LON

WARZRE WHREBWREN D FE
o -mMREENBZRAEERAME
ABRLBEEMWAFRA (258
M) XEEH T EMETER - T &R
WAESEZHWERPHER

() BUNFmBIE
MESERBABSEAME -
MBBEAERLBEETUFE
FREM &R - BIESREEI&5E
A ERERBFEE -

Other payables

Other payables are initially measured at fair value and,
after initial recognition, at amortised cost, except for short-
term payables with no stated interest rate and the effect of
discounting being immaterial, that are measured at their
original invoice amount.

Inventories

Inventories are stated at the lower of cost and net realisable
value. Cost is determined using the first-in, first-out method.
Net realisable value is the estimated selling price in the ordinary
course of operations, less applicable variable selling expenses.

Provisions and contingent liabilities

Provisions are recognised for liabilities of uncertain timing or
amount when the PCPD has a legal or constructive obligation
arising as a result of a past event, it is probable that an outflow
of economic benefits will be required to settle the obligation
and a reliable estimate can be made. Where the time value of
money is material, provisions are stated at the present value
of the expenditure expected to settle the obligation.

Where it is not probable that an outflow of economic benefits
will be required, or the amount cannot be estimated reliably,
the obligation is disclosed as a contingent liability, unless
the probability of outflow of economic benefits is remote.
Possible obligations, whose existence will only be confirmed
by the occurrence or non-occurrence of one or more future
events are also disclosed as contingent liabilities unless the
probability of outflow of economic benefits is remote.

Income recognition

Income is measured at the fair value of the consideration
received or receivable. Provided that it is probable that the
economic benefits associated with the income transaction
will flow to the PCPD and the income and the costs, if any, in
respect of the transaction can be measured reliably, income is
recognised as follows:

(i) Government subventions
Government subventions are recognised at their fair
value where there is a reasonable assurance that the
grant will be received and the PCPD will comply with all
attached conditions.
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(i)
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A WIRBEEENTEFIR
DESERAZHEKERRA ©

ARBAEAERLBEEEE
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ETE o
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Income recognition (continued)

(i)

(ii)

(iii)

Government subventions (continued)

Government subventions relating to specific projects are
included in the capital subvention fund and are deferred
and recognised in the statement of comprehensive
income over the period necessary to match them with
the costs that they are intended to compensate.

Government subventions relating to the purchase of
property, plantand equipmentare included in the capital
subvention fund and are credited to the statement of
comprehensive income on a straight-line basis over the
expected lives of the related assets.

Government subventions that compensate the PCPD
for expenses incurred are recognised as income in the
statement of comprehensive income on a systematic basis
in the same periods in which the expenses are incurred.

Bank interest income
Bank interest income is recognised using the effective
interest method.

Seminar, conference and membership fees income
Seminar, conference and membership fees income are
recognised on an accrual basis.

Sales of compact discs and publications

Income from the sales of compact discs and publications
is recognised when the PCPD has delivered products
to the customer, the customer has accepted the
products and collectability of the related receivables is
reasonably assured.

Consultancy fee income and Government fund for
enforcement work related to the Electronic Health
Record Sharing System (“EHRSS")

Consultancy fee income is recognised in the statement
of comprehensive income in the same periods in which
the services are provided.

Government funding for enforcement work related to the
EHRSS is recognised in the statement of comprehensive
income over the period necessary to match them with
the costs that they are intended to compensate.
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Employee benefits

(i) Employee leave and gratuity entitlements
Employee entitlements to annual leave and gratuities are
recognised when they accrue to employees. A provision
is made for the estimated liability for annual leave and
gratuities as a result of services rendered by employees
up to the year-end date.

Employee entitlements to sick leave and maternity or
paternity leave are not recognised until the time of leave.

(ii) Retirement benefit costs

The PCPD has joined the Mandatory Provident Fund
Scheme (the MPF Scheme) established under the
Mandatory Provident Fund Ordinance for its employees.
The PCPD contributes 5% of the relevant income of staff
members under the MPF Scheme. The assets of the
Scheme are held separately from those of the PCPD, in
funds under the control of trustee.

Payments to the MPF Scheme are charged as an expense
as they fall due.

Impairment assets

At the end of reporting period, the PCPD reviews the carrying
amounts of its assets with finite useful lives to determine
whether there is any indication that those assets have
suffered an impairment loss. If any such indication exists,
the recoverable amount of the asset is estimated in order to
determine the extent of the impairment loss, if any. When
it is not possible to estimate the recoverable amount of an
individual asset, the PCPD estimates the recoverable amount
of the cash-generating unit to which the asset belongs.
When a reasonable and consistent basis of allocation can be
identified, corporate assets are also allocated to individual
cash-generating units, or otherwise they are allocated to
the smallest group of cash-generating units for which a
reasonable and consistent allocation basis can be identified.



201793 A318 31 MARCH 2017

() PRAEEA
a) —BATREHEBRFEERBEAE
BABEENREBES  WRZ
A

(i) FEEE&HISkHEESIEAE R
MEES ;

(i) FEEMEAERFABEEEERK
BEREEN %

(i) BHEAERLEBEENER
BEAS -

b) —EERTRBEAERLER
SR  WRZERB/TEU
TEAER -

() —EERERAEAERILE
HEEREAAERIBEESER
B 75 B 2 B 18 F T 5% A Bl ek
#EAIFTE -

(iy —EEEEH @) PHMHWAL
RIS EES] o

(i) (a)(i) P —BFALTEH —
BAEEEREATE  HB
—(AERBHNEEREEAS -

RBCERMBRELER) R H B |E
i AAERLEBESEREEERATEINE
B 8fF WARBAXHESFBRERNERE
T~ AR RRER - BELEHE - AETRE
RENBEERESEAMNEBER TR
FEEENEZAEE BEETEEHELYH
B~ AR RBRELEFRRS  BERERT
REB B fhEt o

FENBEARERHRLTERRREARE
ZRFIRMIEE19 o LRARB B ]WEFTE L
fEE RS BRTEBREARR - 8H
T-MBEEAER A EOREBEEAR
54T -

LEBEESQLE2016-17F ]
PCPD ANNUAL REPORT 2016-17

(I)  Related parties
a) A person or a close member of that person’s family is
related to the PCPD if that person:

(i)  bhas control or joint control over the PCPD;
(ii) has significant influence over the PCPD; or

(iii) is @ member of the key management personnel of
the PCPD.

b)  An entity is related to the PCPD if any of the following
conditions applies:

(i)  The entity is a post-employment benefit plan for
the benefit of employees of either the PCPD or an
entity related to the PCPD.

(ii) The entity is controlled or jointly controlled by a
person identified in (a).

(iii) A person identified in (a)(i) has significant influence
over the entity or is a member of the key
management personnel of the entity.

The PCPD’s management makes assumptions, estimates and
judgements in the process of applying the PCPD’s accounting
policies that affect the assets, liabilities, income and expenses in
the financial statements prepared in accordance with HKFRSs. The
assumptions, estimates and judgements are based on historical
experience and other factors that are believed to be reasonable
under the circumstances. While the management reviews their
judgements, estimates and assumptions continuously, the actual
results will seldom equal to the estimates.

Certain key assumptions and risk factors in respect of the financial
risk management are set out in note 19. There are no other key
sources of estimation uncertainty that have a significant risk of
causing a material adjustment to the carrying amounts of asset and
liabilities within the next financial year.
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2017 2016

$ $

LEMRIELEH Recurrent and non-recurrent 76,320,381 76,004,930
ﬁzﬁ%ﬁﬁbé (K= 16) Capital subvention fund (Note 16) 177,594 194,981
________________________________________ 76,497,975 76,199,911
2017 2016

$ $

£ Salaries 51,971,695 52,445,074
2w £ & B )RRy Gratuities and other allowances 9,082,888 8,452,956
IRIESRTEIHERR Contributions to MPF Scheme 1,301,607 1,350,182
AEEFREE Provision for unutilised annual leave 270,382 (302,651)
________________________________________ 62,626,572 61,945,561
2017 2016

$ $

HHESREF Short-term employee benefits 14,514,231 14,876,183
BimRmEs Post-employment benefits 1,735,016 1,813,939
16,249,247 16,690,122

RIE KEAER(FLBE)ERSG) MfzR25E6{%HY No provision for Hong Kong Profits Tax has been made in the
BRE  BEAERIBEESRRRRS - Fit financial statements as the PCPD is exempted from taxation in
BAZERFAEEE | AT ERERTIRE respect of the Inland Revenue Ordinance by virtue of Schedule 2
BRI IERE - Section 6 of the Personal Data (Privacy) Ordinance.
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AR HELE
i ERREMH PWAERME EEsE REIR

Motor Computers Office Furniture Leasehold 5t

vehicle and software equipment and fixtures  improvements Total

$ $ $ $ $ $

2015548 1H At 1 April 2015 468,900 4,505,208 1,439,502 1,190,116 3,306,621 10,910,347

240 Additions - 179,145 43,160 38,380 218,250 478,935
R VSRS o N ;. I, RN . . ]
RAVGFOASE MRSl erdn 0l 68900 4066435 1482662 1203671 3524871 11,346,539

201554810 At 1 April 2015 117,225 4,168,153 1,265,577 1,047,758 3,268,946 9,867,659

FRiE Charge for the year 156,300 218,308 78,837 59,478 43,738 556,661
abdd  WiElmesenelEmesEls O ;L I, R -l . ]
RAOIGFIAME  At3TMarch201 dbiay Lfcizs | Ueel | Wl | BSlaidy  WSEE

IRER{E Net book value

RAVBFOHSE Sy 20T 195375 207892 | 138248 11949% 212187 963138

72016548 1H At 1 April 2016 468,900 4,666,435 1,482,662 1,203,671 3,524,871 11,346,539

2Pl Additions - 334,327 80,373 67,720 375,550 857,970
R VSRS e S M)  weww = o0 )
R2OITEIANA_ A3 March2017 el GeeRelel | UREiES I BRIl

201654810 At 1 April 2016 273,525 4,368,543 1,344,414 1,084,175 3,312,684 10,383,341

FnriE Charge for the year 156,300 225,863 71,515 64,285 118,060 636,023
abdd  iElmesenelmeEls R o) G o -0 )
RAVEBRRE Sl A0y L | SAnids | UpBophy | WRARRy | spevits,  WGRDAL

IRE R {E Net book value

ROITFIANMA A3 March2o17 Rlp | esde | Wpllo | Uemsell | aseen | IS

2017 2016

$ $

1A Training materials - 15,800
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2017 2016

$ $

RITRFERE Cash at banks and on hand 4,485,079 3,181,045

Eﬁﬂﬂiﬁﬁ-%’\ ___________ Short-term bank deposits 21,507,843 21,358,614
BFEAR SR & Bank balances and cash

HEMERN in the statement of financial position

 BRITEFRRe and the statement of cash flows 25,992,922 24,539,659

2017 2016

$ $

4818 WEEER Balance as at 1 April 3,326,458 4,866,315

EEH B EE Provision made 5,971,269 5,357,889

RENFAFRIEREE Unused amounts reversed (85,208) (54,851)

FRXMGHHE®E 0 Amount paid during the year (3,559,781) (6,842,895)

M 3H31 8 s ER Balance as at 31 March 5,652,738 3,326,458

o onREEs Less: current portion (3,864,513) (1,486,548)

IERENEZ D Non-current portion 1,788,225 1,839,910

XWmESRERA T XTHZEAEFTE R Provision for staff gratuity is established for gratuity payments which
REXNNBENA MM SR - become payable to those employees of the PCPD who complete
their contracts commencing from the date of their employment.

2017 2016

$ S

4818 /4R Balance as at 1 April 1,970,000 4,273,891
[=ALE: 1] Subvention received 1,400,000 700,000
TR N ERe | BsegnEse esinasmsinteyesy  Weeeey) ECERERT)
M3A31BME Balance as at 31 March 1,897,680 1,970,000

FBWBRAHBESREREE B ETIRENS Government subvention receivedin advance represents subvention

IR MM EN @B E » SIEEARKRES received in connection with various services to be provided after

HEENHBERASRERHWNGEREIRR year end and is deferred and recognised as income in the statement

WA ° of comprehensive income on a systematic basis in the same periods
in which the expenses are incurred.
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2017 2016

$ $

4818 /%R Balance as at 1 April 2,352,000 1,550,000

BREH Fee received = 970,000
FAREBUANBE  Recognisedasincomeintheyear = (3360000 (168,000)

A 3831 B MIsSER Balance as at 31 March 2,016,000 2,352,000

FRWBTEAESRFERABTRERLE
EERSHERREMEENER » SIELE
AMRRERMERFEE —RREZE RIS R
FRIERBUA -

Government fee received in advance represents fee received
in connection with the provision of consultancy on Privacy
Management Programme to the Government to be provided after
year end and is deferred and recognised as income in the statement
of comprehensive income in the same periods in which the services
are provided.

2017 2016

$ $

4818 /ESER Balance as at 1 April 3,347,936 3,560,974

FRERNEEIE Subventions recognised for the year (5,971,269) (5,357,889)
R URFR Forfeiture 85,208 54,851

2 WIBATHY Gratuity subvention

#)m N & FBIRX received from Governement 5,650,000 5,090,000
A 38318 MsEER Balance as at 31 March 3,111,875 3,347,936

ERERMEAENLBEENHERMNE
BT ER A FRIR o

This represents funds received from the Government in respect of

gratuity payments to staff of the PCPD.
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AE BREARER ElREER EHES A RABKZS
Motor Telephone Computer  Accounting ~ Fitting-out Upgrading of st
vehicle  system projects  equipment projects system works  computer system Total
$ S $ $ $ $ $
R201554 518 At 1 April 2015 274,140 249 1,325 3875 112,648 - 392,237
BAZHUBREE Transfer to the statement
BBA of comprehensive income
PAES as income to match with:
« EXH » Depreciation expense (121,840) - - (2,868)  (68,699) - (193,407)
o HiF » other expense S (249) (1,325) = = - (1574
12016534318 At 31 March 2016
%2016F4818 and 1 April 2016 152,300 - - 1,007 43,949 - 197,256
BREREDE Government capital
subvention - - - - - 201,000 201,000
BAZENER Transfer to the statement
b1 ONE of comprehensive income
DA as income to match with:
CciERE * Depreciation expense (121,840) - - (1,007)  (31,023) (23,724) (177,594)
R2017%3A31H At 31 March 2017 30,460 - - - 12,926 177,276 220,662

BEXRGEPEAMBFESTE R RS WEHER The capital subvention fund represents the

unutilised balance

FEANEKREEBNEARFBHSHEREE o of non-recurrent capital subvention from Government received
FRERERBAZHKZRABWA » EEH for special projects. The funds are released to the statement of

rEEEAEM - comprehensive income as income to match with the related costs.
2017 2016
$ $
n4H18 At 1 April 12,836,437 13,389,171
HEEKETREA Transfer from statement 904,708 (552,734)
of comprehensive income
M3A31H At 31 March 13,741,145 12,836,437

BRI —RREBEBNWEN2AREBENEELNE The generalreserveisestablished to meet operational contingencies
BEIE o  —REFEHZEWEREA > &S and is transferred from the statement of comprehensive income

FREABAERIEBEEFELREFDEN with a ceiling at 20% of the PCPD’s annual re

current subvention.

BoZz=—1 - —RFEESHAE—MAZ @ The general reserve is available for general use and can be spent
AERFBEEFEBTER - BejEE at the discretion of the PCPD. Any surplus in excess of the agreed
EBNHE LR - B HERERMN (1 reserve ceiling should be returned to the Government by way of

BT FENFBE LK) - offsetting from next year’s subvention.



201793 A318 31 MARCH 2017

M2017F3A310 ' REFTAEBUENEE
HETHEENNYESKEENRERE
T
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At 31 March 2017, the total future minimum lease payments under
non-cancellable operating leases in respect of office premises are
payable as follows:

2017 2016

$ $

—F R Within 1 year 6,689,000 8,026,000
—FRBERFR After 1 year but within 5 years - 6,689,000
6,689,000 14,715,000

=5 -

The PCPD has classified its financial assets in the following
categories:

B R EWFRIR

Loans and receivables

2017 2016

$ $

HinEWFERIZS Other receivables and deposits 123,790 165,343
RITEERES Bank balances and cash 25,992,922 24,539,659
26,116,712 24,705,002

Al -

The PCPD has classified its financial liabilities in the following
categories:

REHERAEENS/mEAs
Financial liabilities measured
at amortised cost

2017 2016

$ $

HMEFERESTEA  Other payables and accruals 743,846 909,325
AT B9 29 Bl <& F Bh R Government subvention for gratuity 3,111,875 3,347,936
3,855,721 4,257,261

FrE€m I EIRmEmEME2016F %2017
FIAMHBNAFELEREEARER -

BFAERLBESEBUTHRRERRFE
Rk RBESERR SRR - LUK
ZERBBEEAENLBESNNHERRE
RARETETE N RISZE -

All financial instruments are carried at amounts not materially
different from their fair values as at 31 March 2017 and 2016.

The PCPD’s risk management objectives, policies and processes
mainly focus on minimising the potential adverse effects of credit
risk, liquidity risk and market risk on its financial performance and
position by closely monitoring the individual exposure.
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(a)

(b)

FERE
BEABRILEBEESYREERMMAEEE
FHER  MESEABEEREME
EFSEEIREE - RITEFERNEER
BEAR  BESITRNRITERZE
7B CIRATZEMRDI) R E NS -

RBETERE
BAERLBREENABESARZ
THAE BAAENLBEEHES
FHEEERE  #FTHNBREERE
TEHE UWREEEEFENTE -

Credit risk

The PCPD has no significant concentration of credit risk.
The maximum exposure to credit risk is represented by
the carrying amount of the financial assets. The credit risk
on bank deposits is limited because the counterparties are
authorised financial institutions regulated under the Hong
Kong Banking Ordinance.

Liquidity risk

The PCPD is exposed to liquidity risk on financial liabilities.
It manages its funds conservatively by maintaining a
comfortable level of cash and cash equivalents in order
to meet continuous operational need. The PCPD ensures
that it maintains sufficient cash which is available to meet
its liquidity.

BRNKITR —FRg —FLE
IREE ReRans RERE BREUT
Carrying Total contractual Within 1 year or More than 1 year
amount undiscounted cash flow on demand but less than 5 years
$ $ $ $
2017 2017
HAtEATRR Other payables
REER and accruals 743,846 743,846 743,846 -
BRNA RS Government subvention
B for gratuity 3,111,875 3,111,875 - 3,111,875
3,855,721 3,855,721 743,846 3,111,875
2016 2016
HAt AR Other payables
RESTER and accruals 909,325 909,325 909,325 -
BRIA&HE Government subvention
NN for gratuity 3,347,936 3,347,936 - 3,347,936
4,257,261 4,257,261 909,325 3,347,936
(c) TMiZREE (©) Market risk
F == [ p Interest rate risk
BAERBEENFZEREREEERE The PCPD’s exposure on interest rate risk mainly arises from its
RITIER  EABRIBEE I B cash deposits with bank. No sensitivity analysis for the PCPD’s
EENANERRESBMEIN  BRE exposure to interest rate risk arising from deposits with bank
BEEFGLLEREEAERMBEEN is prepared since based on the management’s assessment the
BB RRATEELEERETE - exposure is considered not significant.
(d) AAFEFFEmNERmIA (d) Financial instrument at fair value

EHREHR - BAERLBESNIR
BERMTAURQFEIINR -

At the end of reporting period, there were no financial
instruments stated at fair value.
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T REEMERFRERERD (FEM
BEELEA) - BLEEAIFEFAERLE
EENEBERMBHREE :
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HKFRSs that have been issued but are not yet effective for the
year include the following HKFRSs which may be relevant to
the PCPD's operations and financial statements:

BT FERIB R AR AR

Effective for annual periods beginning

on or after
CEBETERD) £75 (B5T4) - ReEREBKXR —FETE 20171818
Amendments to HKAS 7, Statement of cash flows: Disclosure initiative 1 January 2017
(EBUBREERD) F£95% : AT HE 2018 1H1H
HKFRS 9, Financial Instruments 1 January 2018
(BB REER) F1558 . EEEHWE 2018%1H1H
HKFRS 15, Revenue from contracts with customer 1 January 2018
(CEEEHRELERD F£165% - HHE 2019%F1H1H

HKFRS 16, Leases

BFAERLBEEESNF AL REKANZ
Z(EBMBREELD) - DS FEBETER
MZE (BBMBREE) TEHEAANE
BLBESERAERMFENYBRRELE

FE - BAAENLEEERERENGZ
Z(BBMBHEER) REMDL LB
BERBEBHNE -

AU BEHMKRENR2017F 721 HERBAE
R EEERETIE -

1 January 2019

These HKFRSs have not yet been adopted in this year. Initial
assessment has indicated that the adoption of these HKFRSs would
not have a significant impact on the PCPD’s financial statements
in the year of initial application. The PCPD will be continuing with
the assessment of the impact of these HKFRSs and other significant
changes may be identified as a result.

These financial statements were authorised for issue by the
PCPD on 21July 2017.
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L4 5

Collection

CBRAER (LR &P EERERM FRERESAN) EEAAENLTHENILEE - TA&E
REAEBNAL (BREAE) ARREEAZOCHNIRREEREFER - ZXRRARETS
BEAERBWRE - RfF - ERAUEHERNBELSEY -

The objective of the Personal Data (Privacy) Ordinance is to protect the privacy rights of a person in relation
to his personal data (Data Subject). A person who collects, holds, processes or uses the data (Data User)
has to follow the six Data Protection Principles (DPPs). The DPPs represent the normative core of the
Ordinance and cover the entire life cycle of a piece of personal data.

(1) EBEF—BEHAL  ATRIZALTEZHEN (1) is the information which relates to a living
gl (2) B EENERSERTEZEAYERNT person and can be used to identify that person, (2)
hEFEREE o EANKSE - BEEWRLE - it - 5 exists in a form in which access to or processing is
MERE B FERENZELESEH2GHRE practicable. Examples of personal data protected
HEANE R - by the Ordinance include names, phone numbers,

addresses, identity card numbers, photos, medical
records and employment records.

=EEREREMAREEAERNEKE - 58 - is a person who, either alone or jointly or in common
BIESfEANAL - IMEEAAEREEREINA with other persons, controls the collection, holding,
ERMEAETEAFRPRENERE EERESE - processing or use of the data. The data user is liable

as the principal for the wrongful act of its authorised
data processor.



*RE

Retention

=1
(BEHENER)

Use
(including
disclosure and
transfer)

WSREHEERR

Data Collection Principle
« BERMFERAEAEUSENAFHEN » EfARIE
AER > HEWERZHEERESTEI AR -
c AUYIENITH A EAEMNENESAREREBAE
BB R » URER eSS HEBAAMEA L -
cNENERNZEEEREEN > MTABEFEE
« Personal data must be collected in a lawful and fair

way, for a purpose directly related to a function/
activity of the data user.

« All practicable steps shall be taken to notify the data
subjects of the purpose of data collection, and the classes
of persons to whom the data may be transferred.

» Data collected should be necessary but not excessive.

BHERREERA
Accuracy & Retention Principle

- ERMEAEARRESENEAELERER &8
R EE BFE T ERIBERR R B NNWERRATE ©
* Personal data is accurate and is not kept for a period

longer than is necessary to fulfill the purpose for
which it is used.

ERARHER

Data Use Principle

« EABR R R AR SRR B (VS E AR
BH - BRIFGEERNESABBENPENEE -

* Personal data is used for the purpose for which the
data is collected or for a directly related purpose,
unless voluntary and explicit consent is obtained
from the data subject.

LEEEAE2016-17F#K
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sRE

Deletion

HHEREA
Data Security Principle
- ERMEAEAREYIB A TSR - REBEAEZER
TERLREREI/IMIFEER - BRI - MRk - TR
HEMA
* A data user needs to take practical steps to safeguard

personal data from unauthorised or accidental
access, processing, erasure, loss or use.

LA ERR
Openness Principle
s ERMERERANREREEAERNBERMITER
X RREFAENEAEREBIFAE -

» A data user must make known to the public its
personal data policies and practices, types of
personal data it holds and how the data is used.

ERRMIERR
Data Access & Correction Principle
cERESBAEREREHMEBAER  EREER
BAER TR - BREEREILE °
« A data subject must be given access to his personal data
and to make corrections where the data is inaccurate.
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NESHRZRLEBHETY RIEREINTHNALBERERE
PCPD Joins a Global Sweep Exercise to Examine the Privacy Transparency of Fitness Bands

NELRPRMBRBERRENRE OXEREERBRLIRRE - BEREAER XL
Mobile App Development Forum Promotes Cyber Security and “Protect, Respect Personal Data
Culture among Industry

”

—EBREREBARGRETEREAELMFEREHEFE SR IFHEERBES
A Community Service Order was Imposed on an Insurance Agent for Using Personal Data in Direct
Marketing without Consent

NEBEDANEILEBHEHKER S22 [ BEFRBESR) 2016
PCPD Joins Hands with Members of the Asia Pacific Privacy Authorities to Promote Privacy Awareness

—EHEEEARNRKREEAEAERMEEH R B MRRIEWEHAEERFHTR
A Marketing Company Fined for Using Personal Data in Direct Marketing without Customer’s
Consent and Failing to Comply with an Opt-out Request

BERBAAERLBEEAZRETRALDEERE /D BIBERRKREFNEAERZRE
PCPD Alerts Public to Stay Smart When Shopping Online Organisations Should Protect Customers'’
Personal Data

NEBEBEBEABESEMEERE (FLARAE ) REMRMNEE 2R K EMZRREAERTLRRE
PCPD and RTHK to Jointly Produce “Privacy Beyond Price II” TV Programme

NEBEBE(EREAZERERZFEAERHES])
PCPD Issues “Guidance on the Proper Handling of Customers’ Personal Data for the Beauty Industry

"

2016 FIEEREEE — AEEEREREABBR (EAEL (FAE) FH) WiRE
2016 Legislative Council General Election - Candidates Urged to Abide by the Personal Data
(Privacy) Ordinance

BEREAERLBEEREESEXAFEAEREBR]
PCPD Alerts App Players to Stay Smart for Protecting Personal Data

BRI (RBIR) - fREE BB TARRIR G
Cyber-bullying (tracking down personal data) May Violate the Privacy Ordinance

EREAENLRESE T —ER HEBNEBRKSBEEKEGNEABENRE
Privacy Commissioner Expresses Concern on the Featuring Images Captured from Unsecure
Webcams in Hong Kong Used in a UK Art Exhibition

Er#E —ILEEESRUHEEEAERER
e-Wallet — Privacy Commissioner Provides Practical Tips and Advice on Controlling Personal Data

EREAERLBEESRH(BRBEE) EHER

Privacy Commissioner Issues “BYOD (Bring Your Own Device)” Information Leaflet
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(#& continued)

BAAERFLBE S A B LR LR BRBMANSRABEAERMREEENBE
Hong Kong Privacy Commissioner’s Office and CityU School of Law Host Symposium on Data
Protection Law Development

EREAAERIBEENE - TAFTHERS "ERERLETHWEAERMREHEEE"
PCPD 20th Anniversary Cocktail Reception “Protect and Respect Personal Data in a Data Driven Economy”

BEREAENLRBEENERERSAASE[BAAEREZERR]
PCPD Alerts Fitness Club Members to Stay Smart for Protecting Personal Data

EBEAERTLBEE AFRENRZS PO HESEBIEEFREIIRER
PCPD Follows Up the Complaints Received Against the Proposal of Selling Membership Database
by a Fitness Centre

FREE —AEEEEERERAFE= T NEERIA BN S EPHRT
East Meets West - Privacy Commissioner promotes Hong Kong as the host of the 2017 International
Privacy Conference

BEREAERLRBEENEREH SR HEHTMNEENARBHSR - HENBXREHE
PCPD Signs Joint Declaration on Privacy Research, Education and Policy Co-operation in Asian Region

EEEMEED T ARKREMERAEINEANEZERERER ERESTHEHBERIFSN
5] F&

Privacy Commissioner’s Response to the Collection and Use of Employees’ Personal Octopus Card
Data and Employees’ Activities Monitoring by Franchised Bus Companies

BAERLEBEES ABOEER=FRERBFREARNSIRREAFBASEALESHER
ENEAERLEBRESE

Privacy Commissioner’s Response to Privacy Concerns Over the Collection and Integration of User’s
Personal Data by Three Mobile Apps with “Call-Blocking” Function

MEEERE=FRERBEFHERARENS RS ERERER A FEAE
Privacy Commissioner Follows Up on Privacy Concerns Over the Collection and Integration of
User’s Personal Data by Three Mobile Apps with “Call-Blocking” Function

BAERIBEENBOEAR — BN L A L HREEEMANBIE S X ELSH
PCPD’s Response to Privacy Concerns Over the Online Posting of Passenger Breastfeeding in Back
Seat by a Taxi Driver

—RIBER A BARER BE A HEEEIEA ER UEE BEHFE A L A FIR
A Watch Company Fined for Using Personal Data Obtained from Public Domains in Direct
Marketing without Consent

IEREEHENEATEEERBTNEN+ NEDR AR BHIBRE
Privacy Commissioner Attends the 46th Asia-Pacific Privacy Authorities Forum in Manzanillo, Mexico

NEEEODREEBERMRITHRESRHER LAMEETFEAAERNERGALEFTFR O EEREE
MIBENEM

Privacy Commissioner Responses to Media Enquiry on Staff of Financial Firms Arrested for Alleged
Bribery Related to the Disclosure of Confidential Customer Information

{8 AN &R AR LRy
Personal Data Privacy and Taxi

RITATNERBREEREFWIETREEE
Effective Communications Within a Bank is as Important as Following Clients’ Instructions
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(#& continued)

EREAENLBEESREFYHRARELER RSLBREERAERE
Privacy Commissioner Urges loT Manufacturers to Enhance the Transparency of Their Privacy
Protection Measures

MEBIRFERYFTRREE HEEEHKRFRELA

DEEMBEAREBHE UL [RE - BEEAER | LR

Privacy Complaints Appear to Start to Stabilise Generally Despite a Significant Increase in Direct
Marketing Related Cases

The PCPD will intensify educating both individuals and organisations with a view to developing a
culture of “Protect and Respect Personal Data” in Hong Kong

AEEEREAERALBEY T EBEZE HEDARERBABERRKEE
Privacy Commissioner Metwith Legislative Councillorthe Hon Charles Mokand the Representatives
of the Natural Parenting Network regarding the Installation of Taxi Cameras

FBEE NELOEEE PopVote B RIRERARSGHEE BXUERFLEFA A FREBAERRER
P B Telegram iBRAE T

Privacy Commissioner’s Response to Concerns Over the “PopVote Systems” and Strongly Requests
to Stop Unfair Personal Data Collection and Use of the Related Telegram

FAEBEEEH PopVote BERIRERF AIREE R REERR A BRI ESREBEF IE T A FIREREA
BERRFRFS ) Telegram BAE R

Privacy Commissioner Reiterates that the “PopVote Systems” May Contravene the Data Protection
Principles and Strongly Requests it to Continue the Suspension of Unfair Personal Data Collection
and Use of the Related Telegram

MEEER [23BER | REWBESEEFELEIE
Privacy Commissioner’s Response to the Concerns Raised by the Organisation “23 & E5 52"

PEBEENBERRBERETHAEAAMBIHRERDRRTNER BASMENEAERZS
Privacy Commissioner Requests the Organisation that Gauges Public Views to Explain the
Suspected Data Leak to Ensure the Protection of Participants’ Personal Data

FRARBREREEAMITFEERBEAERNFREMBHNEEREEN
PCPD’s Response to Media Enquiry Regarding the Suspected Theft of Registration and Electoral
Office Computers that Involves Personal Data of Registered Voters
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BTN A& ¥4 Government and Public Bodies

10

11
12

13
14
15
16
17
18
19

20

21
22
23
24
25
26
27

BBHEEER
RIEXEE
BREBHE

BEE
HER

RBEBEIE
HWEREEER

RESEBRABF S REEHEE
Bl EERBEREH

BEBEEHE

BREEDRER
BEENMBEERF

BEABERAERAT

B BB

BEBR B 1 S 3 SR P B P Bk A
BEEE

NEEBL (—A==)ERAHA
T

FTRESHER

8 TR ER

B LEHE
REZREFTRE
FREIGERBERAF
EXERA
HEEANE

TEEER
ERREZREPEE

Airport Authority Hong Kong
Construction Industry Council

Correctional Services Department

Department of Health

Education Bureau

Employees Retraining Board

Estate Agents Authority

LEBEESQLE2016-17F ]
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Home Affairs Department Sham Shui Po District Office

Hong Kong East Cluster of Hospital Authority

Hong Kong Housing Society

Hong Kong Productivity Council

Hong Kong Science and Technology Parks Corporation

Hongkong Electric Company Limited

Hongkong Post

Hospital Authority New Territories West Cluster

Housing Department

Kowloon Motor Bus Company (1933) Limited

Labour Department

Labour Department - Employees’ Compensation Division

Labour Department - Employment Services Division

Leisure and Cultural Services Department

Narcotics Division, Security Bureau

NWS Transport Services Limited
Ocean Park Corporation
Social Welfare Department

Urban Renewal Authority

Working Family Allowance Office
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FLE HEHRE Private-Sector Organisations

w

0 N O v b

10

11
12
13

14
15
16
17

18

19
20
21
22
23
24

25

26
27

5 (B R4 2 )
RRRTREARA
AIRRITRRA T

FEREBRAF

4+ PERA T

AXEFRIE (F8) ARAA
SRIYMFEEERRAT
1EfEiERR A

BRBRER — AERE
BREANBZMAERERA A

BNMBEXERAA
BERITROBRAE
REBEEERBEBRAR

ZEYR (F8)BRAF
FREHERERERES
ERFEREBEE

B AR RRITROBERA A
BBD1T

now ESEELR

HRBANE (F8)BRLF
g (BEEE) BRAF
HISEENARLT
FEEmERRERAE
BAFNEERERAE]
EREBARQF

1—ZEPT

HAERER (AR BRAA
B R (F8)

Celki Medical Company
China Merchants Bank Company Limited
Chong Hing Bank Limited

CITIC Pacific Limited

Dairy Farm Company, Limited

DHL Express (HK) Limited

Goodwell Property Management Limited

Hang Lung Properties Limited

Hong Kong Adventist Hospital - Stubbs Road

Hong Kong Applied Science and Technology Research
Institute Company Limited

Hopewell Holdings Limited
Industrial Bank Company Limited

Kai Shing Management Services Limited

Kerry Logistics (Hong Kong) Limited
Link Real Estate Investment Trust
Marco Polo Hotels - Hong Kong

Mizuho Bank, Ltd. Hong Kong Branch
nowTV

Promise (Hong Kong) Company Limited
Sanfield (Management) Limited

SmarTone Mobile Communications Limited
Sun Hung Kai Properties Limited

Telstra International Limited

TMF Group

Union Hospital

WCWP International Limited

Zurich Insurance (Hong Kong)



#E Community Groups

O 00 N O Uun b w

-
o

EBTEERR
BEFREEEE T ER

DotAsia Organisation Limited
Hong Kong Youth
Internet Governance Forum

EEREBEES LRI
EEE

BERBBELFRBE
BEBRREESEBESS
BERBEEARLQF
BRELSHE
BEBEREARANE
BEREFRSHE

BHBEBF =R
BREME
BEBEXRRELCHS
HeE

CIE Bt = AR R

# A ##& Educational Organisations

10

BEBEEHRFER (EFHR)
BEREXRHFER (BRIR)
EBEITRE

EBA+FERBMABEIER
BB ARE
HEEAR

BRSHE

BERSSHARKER

BEBPUKRE
BN RBE F 2R (3£35)

* BRI ERBIRFBES
Organisations listed in alphabetical order

Agency for Volunteer Service
Chi Lin Care & Attention Home

DotAsia Organisation Limited

Hong Kong Youth Internet Governance Forum
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Evangelical Lutheran Church Social Service - Hong Kong

Hong Chi Association

Hong Kong Children and Youth Services
Hong Kong Committee for UNICEF

Hong Kong Electric Co. Ltd.

Hong Kong Playground Association

Hong Kong Society for the Aged

Hong Kong Youth Hostels Association

Internationl Social Service (Hong Kong Branch)

Law Society of Hong Kong

Professional Insurance Brokers Association

Sik Sik Yuen

Yan Chai Hospital Social Services Department

Hong Kong Institute of Vocational Education (Kwai Fong)

Hong Kong Institute of Vocational Education (Tsing Yi)

Hong Kong Polytechnic University

Hong Kong Red Cross Princess Alexandra School

Hong Kong University of Science and Technology

Lingnan University

Marymount Secondary School

Technological and Higher Education Institute

of Hong Kong

The Chinese University of Hong Kong

Vocational Training Council - Youth College (Kwai Fong)
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AD&FD POHL Leung Sing Tak College

Buddhist Hung Sean Chau Memorial College
Buddhist Sum Heung Lam Memorial College
Buddhist Tai Hung College

Buddhist Wong Wan Tin College

Caritas Ma On Shan Secondary School

Caritas Yuen Long Chan Chun Ha Secondary School
Carmel Bunnan Tong Memorial Secondary School
Carmel Divine Grace Foundation Secondary School
CCC Chuen Yuen College

CCC Fong Yun Wah Secondary School

CCC Kei San Secondary School

CCC Kung Lee College

CCC Ming Kei College

CCC Ming Yin College

CCC Tam Lee Lai Fun Memorial Secondary School
Cheung Chau Government Secondary School
Ching Chung Hau Po Woon Secondary School
Chiu Lut Sau Memorial Secondary School

Christian Alliance Cheng Wing Gee College

Christian Alliance S C Chan Memorial College

Chung Sing Benevolent Society Mrs Aw Boon Haw Secondary School
Clementi Secondary School

CMA Choi Cheung Kok Secondary School

CNEC Christian College

CNEC Lee | Yao Memorial Secondary School

Confucian Tai Shing Ho Kwok Pui Chun College

Confucius Hall Secondary School

Cotton Spinners Association Secondary School

CUHKFAA Chan Chun Ha Secondary School

CUHKFAA Thomas Cheung Secondary School

Cumberland Presbyterian Church Yao Dao Secondary School

Daughters Of Mary Help Of Christians Siu Ming
Catholic Secondary School

Diocesan Girls’ School
FDBWA Szeto Ho Secondary School
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Helen Liang Memorial Secondary School (Shatin)

Heung To Middle School

Heung To Secondary School (Tseung Kwun O)

HKMA K S Lo College

HKSYC & |IA Wong Tai Shan Memorial College
HKTA Ching Chung Secondary School

Ho Yu College And Primary School (Sponsored By Sik Sik Yuen)
Hong Kong and Kowloon Chiu Chow Public Association

Secondary School
Hotung Secondary School
Immaculate Heart Of Mary College

Ju Ching Chu Secondary School (Kwai Chung)
Kiangsu-Chekiang College (Kwai Chung)

King's College

Kowloon Tong School (Secondary Section)

Kwun Tong Maryknoll College
Lai King Catholic Secondary School
Lingnan Secondary School

Lui Cheung Kwong Lutheran College
Lung Cheung Government Secondary School

Man Kiu College
Methodist College

Mu Kuang English School
Munsang College

Ning Po No.2 College

NT Heung Yee Kuk Tai Po District Secondary School
NT Heung Yee Kuk Yuen Long District Secondary School

Our Lady Of The Rosary College
Our Lady’s College

Pentecostal School

PLK Celine Ho Yam Tong College

PLK Centenary Li Shiu Chung Memorial College

PLK Ho Yuk Ching (1984) College
PLK Laws Foundation College

PLK Mrs Ma Kam Ming-Cheung Fook Sien College

PLK Tong Nai Kan Junior Secondary College
PLK Vicwood KT Chong Sixth Form College

PLK Yao Ling Sun College
POH Chan Kai Memorial College
Pope Paul VI College

Pui Shing Catholic Secondary School

Queen Elizabeth School
Raimondi College
Salem-Immanuel Lutheran College

San Wui Commercial Society Secondary School

Sha Tin Methodist College
Shek Lei Catholic Secondary School
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Schools listed in alphabetical order

Shun Tak Fraternal Association Lee Shau Kee College
Shun Tak Fraternal Association Yung Yau College
Sing Yin Secondary School

SKH All Saints’ Middle School

SKH Bishop Baker Secondary School

SKH Kei Hau Secondary School

SKH Leung Kwai Yee Secondary School

SKH Li Fook Hing Secondary School

SKH Tsang Shiu Tim Secondary School

SPHRC Kung Yik She Secondary School

St Clare’s Girls’ School

St Francis Of Assisi’s College

St Francis Xavier's College

St Francis Xavier's School Tsuen Wan

St. Stephen’s College

STFA Cheng Yu Tung Secondary School

Tak Nga Secondary School

The Hong Kong Chinese Christian Churches Union Logos Academy

The Methodist Lee Wai Lee College
The Mission Covenant Church Holm Glad College

The Society Of Boys’ Centres Hui Chung Sing Memorial School

Toi Shan Association College

True Light Girls’ College

Tsang Pik Shan Secondary School

Tuen Mun Government Secondary School
TWGHSs Chen Zao Men College

TWGHSs Kwok Yat Wai College

TWGHs Li Ka Shing College

TWGHSs Lo Kon Ting Memorial College

TWGHSs Lui Yun Choy Memorial College

TWGHs Mr & Mrs Kwong Sik Kwan College
TWGHSs Mrs Fung Wong Fung Ting College
TWGHSs S C Gaw Memorial College

TWGHSs Sun Hoi Directors’ College

TWGHs Wong Fut Nam College

Wa Ying College

Wah Yan College Kowloon

Wong Shiu Chi Secondary School

Yan Chai Hospital Lan Chi Pat Memorial Secondary School
Yan Chai Hospital Law Chan Chor Si College

Yan Chai Hospital Lim Por Yen Secondary School
Yu Chun Keung Memorial College

Yuen Long Catholic Secondary School

Yuen Long Merchants Association Secondary School
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