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Purpose 
 
1. This paper summarizes previous discussions held by the Panel on 
Constitutional Affairs1 ("the Panel") regarding the work of the Office of the 
Privacy Commissioner for Personal Data ("PCPD").  
 
 
Background 
 
2. The Office of PCPD is a statutory body responsible for overseeing the 
enforcement of the Personal Data (Privacy) Ordinance (Cap. 486) ("PDPO") 
which protects the privacy of individuals in relation to personal data.  The 
Office of PCPD is headed by PCPD appointed by the Chief Executive.  
According to section 5(4) of PDPO, PCPD shall hold office for a period of five 
years and shall be eligible for reappointment for not more than one further period 
of five years.  Section 8 of PDPO prescribes the functions and powers of PCPD 
as set out in Appendix I.  The Office of PCPD is funded mainly by recurrent 
subvention from the Government.  The incumbent PCPD, Mr Stephen WONG 
Kai-yi, was appointed on 4 August 2015.    
 
3. Section 11(1) of PDPO provides for the establishment of the Personal Data 
(Privacy) Advisory Committee ("the Advisory Committee") to advise PCPD on 
matters relevant to the privacy of individuals in relation to personal data or 
implementation of PDPO.  Chaired by PCPD, the Advisory Committee comprises 
members appointed by the Secretary for Constitutional and Mainland Affairs.  

 
 
Amendment of the Personal Data (Privacy) Ordinance  
 
4. In June 2012, the Personal Data (Privacy) (Amendment) Ordinance 2012 
("the Amendment Ordinance") was passed by the Legislative Council ("LegCo").  
                                                 
1 With effect from the 2008-2009 legislative session, the policy area of personal data 

protection has been transferred from the Panel on Home Affairs to be placed under the 
purview of the Panel on Constitutional Affairs.   
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The Amendment Ordinance introduced amendments to PDPO, inter alia, to 
provide for regulation over the use of personal data in direct marketing ("DM") 
and provision of personal data for use in DM; to create a new offence for 
disclosure of personal data obtained without consent from data users; to 
empower PCPD to provide legal assistance to aggrieved data subjects in bringing 
proceedings to seek compensation from data users under PDPO; to impose a 
heavier penalty for repeated contravention of enforcement notices ("ENs"); and 
to create a new offence for repeated contravention of the requirements under 
PDPO for which ENs have been served.  Some of the provisions therein came 
into operation since 1 October 2012.  The remaining provisions relating to the 
use and provision of personal data for use in DM as well as the new legal 
assistance scheme were also brought into force on 1 April 2013.   
 
 
Major issues discussed at Panel meetings  
 
5. It is the usual practice of the Panel to receive a briefing by PCPD on the 
work of the Office of PCPD in each legislative session.  The major issues raised 
at the relevant meetings are summarized below. 
 
Financial provisions for the Office of the Privacy Commissioner for Personal Data 
 
6. Members expressed concern about the adequacy of the financial 
provisions for the Office of PCPD at various meetings.  At the Panel meeting 
on 16 February 2015, members noted that while the Administration had provided 
additional resources in the past few years, the funding still fell short of the Office 
of PCPD's needs to cope with the increasing workload. In particular, only 69 
posts of the Office of PCPD out of a total of more than 80 staff members were 
provided with recurrent funding by the Government.  Besides, there had been 
no increase in subvention despite the rent of the Office of PCPD had increased 
from $11/sq ft in the past decade to $33/sq ft in 2015.  Some members urged the 
Administration to provide more resources to the Office of PCPD to strengthen 
protection of personal data privacy and to cope with the increased workload.   
 
7. Some members suggested that the Office of PCPD should publish more 
investigation reports.  The former PCPD advised that the number of published 
investigation reports had increased since 2010, and six such reports had been 
published in 2013.  However, due to manpower and resource constraints, 
investigation reports would be published only on selected topics which were of 
wide public concern or would serve useful educational and promotional purposes.  
 
Promotion and public education on protection of personal data 
 
8. Some members expressed concern about the large increase in the number 
of complaints concerning cyber-bullying from six in 2013 to 34 in 2014.  The 



-  3  - 
 
 

former PCPD advised that the increase was principally attributable to the 
increasing popularity of social network platform and the prevalent use of the 
Internet.  The Office of PCPD had published an information leaflet called 
"What you need to know about cyber-bullying" in 2014 to raise public 
awareness of the precautionary measures to protect privacy on social network 
platforms and the remedies that victims of cyber-bullying might consider.  
Where there was contravention of Data Protection Principles ("DPPs")2 of 
PDPO, PCPD could serve an EN on the data user to remedy the contravention.  
However, for cases involving criminal offence like criminal intimidation, they 
should more appropriately be handled by the Police.  
 
9. Some members also raised concern about data security in the use of 
mobile Apps by the elderly.  The incumbent PCPD advised that his Office had 
approached voluntary organizations and Government departments to discuss if 
the Office of PCPD could send representatives to attend activities organized for 
the elderly so as to explain to the elderly the precautionary measures.  
Moreover, the Office of PCPD had requested Apps developers to provide special 
alerts to users, particularly the youth and the elderly, regarding the collection and 
use of personal data. 
 
10. At the meeting on 20 March 2017, members expressed concern about the 
large decrease in the number of self-initiated investigations from 76 in 2015 to 
13 in 2016.  The incumbent PCPD explained that this was due to better 
awareness of the general public of personal data privacy protection.  He advised 
that his Office had endeavoured to promote the culture of "Protect, Respect 
Personal Data" to raise awareness of personal data privacy protection of 
organizational data users and the public, and released media statements to 
address concerns about privacy related issues in a timely manner.   
 
Enforcement power of the Privacy Commissioner for Personal Data 
 
11. During discussion on review of PDPO, members had expressed diverse 
views at its various meetings on PCPD's proposals of granting criminal 
investigation and prosecution power to PCPD, empowering PCPD to award 

                                                 
2 Data users must follow the fair information practices stipulated in the six DPPs in Schedule 

1 to PDPO in relation to the purpose and manner of data collection, accuracy and duration 
of data retention, use of personal data, security of personal data, availability of data 
information, and access to personal data.  PCPD is empowered to direct the data user 
concerned to take corrective actions for non-compliance with the provisions of DPPs by 
issuing an EN.  With effect from 1 October 2012, if a data user fails to take corrective 
actions for his contravention by the date specified in an EN, he will be liable to a fine at 
Level 5 (at present $50,000) and imprisonment for two years.  The data user is liable to a 
daily penalty of $1,000 if the offence continues.  On a second or subsequent conviction, 
the maximum penalty is a fine at Level 6 (at present $100,000) and imprisonment for two 
years. 



-  4  - 
 
 

compensation to aggrieved data subjects, and requiring data user to pay 
monetary penalty for serious contravention of DPPs.  Nevertheless, members in 
general expressed concern that PCPD had inadequate powers for the effective 
enforcement of PDPO.   
 
12. At the Panel meetings on 15 and 20 November 2010, the former PCPD 
pointed out that the recent serious contraventions of PDPO and unauthorized 
sale of personal data had reflected the inadequacy of the enforcement power of 
PCPD.  The proposal of granting PCPD criminal investigation and prosecution 
powers could meet the public expectations for enhancing deterrent measures against 
serious contravention of PDPO.  The former PCPD advised that his team had the 
knowledge and experience to perform those roles efficiently and effectively.  
However, the discretion to prosecute or not still vested in the Secretary of Justice. 
 
13. The Administration was of the view that in order to maintain checks and 
balances, PCPD should not be provided with the power to carry out criminal 
investigations and prosecutions, and the existing arrangement under which 
criminal investigation and prosecution were vested respectively in the Police and 
Department of Justice should be retained.  The Government announced in April 
2011 that proposals of granting criminal investigation and prosecution power to 
PCPD, empowering PCPD to award compensation to aggrieved data subjects 
and requiring data user to pay monetary penalty for serious contravention of 
DPPs under PDPO would not be implemented. 
 
Enforcement of the Personal Data (Privacy) Ordinance 
 
14. At the meeting on 21 January 2013, some members asked whether the 
increase in the number of ENs issued by PCPD from one in 2011 to 11 in 2012 
indicated a deterioration of the protection of personal data privacy in Hong Kong.  
The former PCPD explained that the increase was largely due to the 
implementation of the relevant provisions of the Amendment Ordinance on 
1 October 2012, which had provided PCPD with enhanced power to serve ENs.  
Under the relevant new provisions, an EN could be issued in situations where the 
data user had contravened a requirement under PDPO irrespective of whether 
there was evidence to show that the contravention would likely be repeated, 
whereas in the past, ENs could be issued only if PCPD was in the opinion that 
the contravention would continue or be repeated. 
 
15. Some members expressed concern about the excessive collection of 
personal data online (e.g. age, sex, occupation and income) by some websites, 
and enquired about the regulation of online data collection.  The incumbent 
PCPD advised that DPP 1 on collection purpose and means had to be observed in 
conducting online data collection.  The Office of PCPD had also offered advice 
to relevant business organizations to promote compliance.  PDPO stressed that 
organizations should ensure the proper handling and disposal of personal data 
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collected, and should take all practicable steps to safeguard personal data against 
unauthorized or accidental access, processing, erasure, loss or use. 
 
16. Members expressed concern that most of the complaints received by the 
Office of PCPD in 2015 were related to the financial industry which involved 
unauthorized use of personal data by money lenders or other intermediaries for 
fraudulent activities, and enquired about the follow-up actions taken by the 
Office of PCPD.  The incumbent PCPD advised that preliminary investigations 
had been conducted in respect of all these complaints.  The Office of PCPD 
noted that the financial institutions concerned had already taken the necessary 
remedial and/or improvement measures.  The Office of PCPD had stepped up 
public education and publicity to raise public awareness of personal data 
protection.  Besides, it had strengthened liaison and collaboration with the 
Police with a view to facilitating the investigations of fraudulent activities 
involving unauthorized use of personal data.  
 
Implementation of section 33 of the Personal Data (Privacy) Ordinance 
 
17. Some members expressed grave concern about the slow progress in 
bringing section 33 of PDPO into operation to regulate the transfer of data 
outside Hong Kong.  The incumbent PCPD advised that his Office had 
submitted recommendations to the Government in 2014 and remained in close 
communication with the Administration on the matter.  The Administration 
explained that the implementation of section 33 could bring about significant 
and substantive impact on businesses.  The Administration had commissioned a 
consultant to study the compliance measures that data users would have to adopt 
in order to fulfil the requirements under section 33. 
 
18. At the meeting on 15 May 2017, the Panel received a briefing by the 
Administration on the preliminary findings of the business impact assessment on 
the implementation of section 33 of PDPO.  Some members relayed the 
concerns expressed by the industrial and commercial sectors about the potential 
impacts of the implementation of section 33 of PDPO, especially on the small 
and medium-sized enterprises ("SMEs"), such as the high compliance cost that 
might be involved as a result of adopting measures to fulfill the requirements 
under section 33, as well as impacts on their operations and their online business. 
 
19. The Administration advised that the consultant would first consolidate the 
final business impact assessment report, which was expected to be completed 
before the end of 2017.  The representative of the Office of PCPD informed 
members that, upon receipt of the business impact assessment report, the Office 
of PCPD would study a number of issues relating to section 33 of PDPO, such as 
the Office of PCPD's mechanism for reviewing and updating the "white list" of 
jurisdictions with privacy protection standards comparable to that of Hong Kong, 
whether the industries already subject to stringent regulations could be regarded 
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as having met the requirements of section 33 by means of compliance with the 
data protection requirements of their regulatory authorities, and the support 
measures required by SMEs to comply with the relevant requirements.  The 
study would take at least a year's time to complete.  The Administration advised 
that it would then formulate the steps forward in the light of the outcome of the 
Office of PDPO's study. 
 
Regulation of person-to-person telemarketing calls 
 
20. At the meeting on 16 February 2015, some members expressed concern 
about the need to step up regulation of person-to-person telemarketing calls 
("P2P calls").  The former PCPD advised that his Office had proposed 
expanding the Do-not-call registers administered by the office of the 
Communications Authority to include P2P calls.  The Administration  
informed members that the Commerce and Economic Development Bureau was 
about to commission a consultant to conduct a survey with a view to soliciting 
views from the public, the business sector and the industry on the regulation of 
P2P calls, as well as the employment and business situations of the industry.  It 
was expected that the survey would be completed in the first half of 2015. 
 
21. At the meeting on 20 March 2017, members expressed concern that while 
112 cases had been referred to the Police for criminal investigation and 
prosecution in 2016, of which 109 related to contraventions involving the use of 
personal data in DM, only three were substantiated and resulted in a fine or a 
Community Service Order of 80 hours.  Members enquired whether the penalty 
was too light to have sufficient deterrent effect. The incumbent PCPD advised 
that it was only until the previous year when relevant cases first went to court 
after the new DM regulatory regime took effect on 1 April 2013, and it was the 
first time the court had imposed a Community Service Order of 80 hours.  The 
incumbent PCPD considered this penalty of Community Service Order to be a 
deterring penalty to a certain degree, and his Office would keep in view of the 
penalties imposed in the future. 
 
Protection of personal data contained in public registers 
 
22. At the meeting on 15 February 2016, some members considered that 
sufficient protection measures should be taken against abuse of the personal data 
(including names, identity document numbers and addresses) contained in public 
registers maintained by Government bureaux and departments.  Noting that the 
Office of PCPD had published a report on the "Survey of Public Registers 
Maintained by Government and Public Bodies" ("the Survey Report") in July 
2015, some members requested the Administration to give an account of the 
follow-up actions taken in response to the findings and recommendations of the 
Survey Report.  The Administration provided an information paper (LC Paper 
No. CB(2)981/16-17(05)) in July 2016 on its follow-up actions taken. 



-  7  - 
 
 

 
23. At the meeting on 20 March 2017, members further requested the 
Administration to provide information on the protection of personal data in the 
records of the Land Registry ("LR").  The Administration advised that, to 
enhance the awareness of users of LR's search services about the proper use of 
its records and compliance with PDPO, LR had put in place a number of 
administrative measures including requiring users to indicate their agreement to 
accept the "Terms and Conditions" of using the services, which included a 
restriction that the information obtained from the searches should not be used for 
any activities in violation of any provisions of PDPO.  At the Panel's request, 
the Administration provided supplementary information on the protection of 
personal data in the records of LR (Appendix II). 
 
 
Recent developments 
 
24. PCPD will brief the Panel on an update of the work of his Office at the 
next meeting on 14 February 2018. 
 
 
Relevant papers 
 
25. A list of the relevant papers on the LegCo website is in Appendix III. 
 
 
 
 
Council Business Division 2 
Legislative Council Secretariat 
12 February 2018 
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the Office of the Privacy Commissioner for Personal Data 

 
 

Committee Date of meeting Paper 

Panel on Constitutional 
Affairs 

15.12.2008 
(Item IV) 

Agenda 
Minutes 
 

 19.3.2010 
(Item V) 

Agenda 
Minutes 
 

 15.11.2010 
(Item IV) 
 

Agenda 
Minutes 

 20.11.2010 
(Item I) 

Agenda 
Minutes 
 

 16.5.2011 
(Item III) 
 

Agenda 
Minutes 

 21.1.2013 
(Item IV) 
 

Agenda 
Minutes 
 

 17.3.2014 
(Item IV) 
 

Agenda 
Minutes 

 16.2.2015 
(Item IV) 
 

Agenda 
Minutes 

 15.2.2016 
(Item III) 
 

Agenda 
Minutes 

 20.3.2017 
(Item V) 
 

Agenda 
Minutes 

15.5.2017 
(Item IV) 
 

Agenda 
Minutes 
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Legislative Council Secretariat 
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http://www.legco.gov.hk/yr08-09/english/panels/ca/agenda/ca20081215.htm
http://www.legco.gov.hk/yr08-09/english/panels/ca/minutes/ca20081215.pdf
http://www.legco.gov.hk/yr09-10/english/panels/ca/agenda/ca20100319.htm
http://www.legco.gov.hk/yr09-10/english/panels/ca/minutes/ca20100319.pdf
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20101115.htm
http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20101115.pdf
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20101120.htm
http://www.legco.gov.hk/yr10-11/english/panels/ca/agenda/ca20101120.htm
http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20101120.pdf
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http://www.legco.gov.hk/yr10-11/english/panels/ca/minutes/ca20110516.pdf
http://www.legco.gov.hk/yr12-13/english/panels/ca/agenda/ca20130121.htm
http://www.legco.gov.hk/yr12-13/english/panels/ca/minutes/ca20130121.pdf
http://www.legco.gov.hk/yr13-14/english/panels/ca/agenda/ca20140317.htm
http://www.legco.gov.hk/yr13-14/english/panels/ca/minutes/ca20140317.pdf
http://www.legco.gov.hk/yr14-15/english/panels/ca/agenda/ca20150216.htm
http://www.legco.gov.hk/yr14-15/english/panels/ca/minutes/ca20150216.pdf
http://www.legco.gov.hk/yr15-16/english/panels/ca/agenda/ca20160215.htm
http://www.legco.gov.hk/yr15-16/english/panels/ca/minutes/ca20160215.pdf
http://www.legco.gov.hk/yr16-17/english/panels/ca/agenda/ca20170320.htm
http://www.legco.gov.hk/yr16-17/english/panels/ca/agenda/ca20170320.htm
http://www.legco.gov.hk/yr16-17/english/panels/ca/minutes/ca20170320.pdf
http://www.legco.gov.hk/yr16-17/english/panels/ca/agenda/ca20170515.htm
http://www.legco.gov.hk/yr16-17/english/panels/ca/agenda/ca20170515.htm
http://www.legco.gov.hk/yr16-17/english/panels/ca/minutes/ca20170515.pdf
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