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LEGISLATIVE COUNCIL BRIEF 

Personal Data (Privacy) Ordinance 
(Chapter 486) 

PERSONAL DATA (PRIVACY) (AMENDMENT) BILL 2021 

INTRODUCTION 
 At the meeting of the Executive Council on 13 July 2021, the Council 
ADVISED and the Chief Executive ORDERED that the Personal Data (Privacy) 
(Amendment) Bill 2021 (“the Bill”) at Annex should be introduced into the Legislative 
Council so as to (a) criminalise doxxing acts as an offence under the Personal Data 
(Privacy) Ordinance; (b) empower the Privacy Commissioner for Personal Data 
(“Commissioner”) to carry out criminal investigations and institute prosecution; (c) 
confer on the Commissioner statutory powers to serve notices to demand actions to 
cease or restrict disclosure of doxxing contents (“cessation notices”) and apply for 
injunctions; and (d) make a consequential amendment to the Administrative Appeals 
Board Ordinance to allow for appeals against the Commissioner’s decision to serve a 
cessation notice. 
 
 
JUSTIFICATIONS 

Existing Regulatory Regime  
 
2. Despite the Government and the Office of the Privacy Commissioner for 
Personal Data’s (“PCPD”) proactive efforts in carrying out enforcements under the 
Personal Data (Privacy) Ordinance (Cap. 486) (“PDPO”), the offences under the 
existing section 64 of the PDPO regulate disclosure of personal data obtained from a 
data user1 without the data user’s consent and is not intended for addressing the doxxing 
acts committed in recent years.  Specifically, sections 64(1) and (2) of the existing 
PDPO provides that: 
 
“(1) A person commits an offence if the person discloses any personal data of a data 
subject which was obtained from a data user without the data user’s consent, with an 
intent—  
 

                                                 
1 A data user is defined as a person who, either alone or jointly or in common with other persons, controls 

the collection, holding, processing or use of the data. 
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(a) to obtain gain in money or other property, whether for the benefit of the 
person or another person; or 
 

(b) to cause loss in money or other property to the data subject. 
 
(2) A person commits an offence if—  
 

(a) the person discloses any personal data of a data subject which was 
obtained from a data user without the data user’s consent; and  
 

(b) the disclosure causes psychological harm to the data subject.” 
[emphasis added] 

 
3. One of the conviction thresholds of the above offences is “without the data 
user’s consent”, covering circumstances such as improper disclosure of the medical 
record of a data subject2 without the consent of the hospital as a data user.  At present, 
the personal data involved in doxxing cases is often dispensed and reposted repeatedly 
on online platforms, making it extremely difficult if not impossible for the PCPD or the 
Police to trace the sources of the doxxing contents and ascertain the identity of the data 
users concerned or whether the personal data concerned is obtained from the data user 
“without the data user’s consent”.  Therefore, the PCPD or Police is often unable to 
take further follow-up actions under section 64 of the existing PDPO. 
 
4. Separately, while the PCPD has requested the online platforms to remove 
web links related to doxxing contents and some online platforms have complied with 
PCPD’s requests, such requests are not mandatory from the legal perspective.  As a 
result, only about 70% of such links to doxxing contents have been removed.  It is 
considered necessary to amend the PDPO to provide the PCPD with the statutory power 
to demand cessation of disclosure of doxxing contents. 
 
 
OTHER OPTIONS 

5. Legislative amendment is the only way to criminalise doxxing acts and 
provide the Commissioner with statutory powers to carry out criminal investigations 
and institute prosecution, as well as to serve cessation notices and apply for injunctions. 
 
 
THE BILL 

6. Major aspects of the Bill are as follows - 
 
(I) Create offences to curb doxxing acts 
 
7. We propose replacing the existing offence under section 64(2) of the PDPO3 
                                                 
2 A data subject is defined as the individual who is the subject of the data. 
 
3 We do not propose to amend the existing section 64(1) of the PDPO.  The reason is section 64(1) 
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by two new offences under a two-tier structure.  The first tier offence is a summary 
offence for disclosing personal data without the data subject’s consent (instead of data 
user’s consent as in the existing section 64(2) of the PDPO), and the discloser has an 
intent or is being reckless as to the causing of any specified harm to the data subject or 
any family member of the data subject by that disclosure.  The second tier offence is 
an indictable offence, which is committed if specified harm is caused to the data subject 
or his or her family member as a result of disclosure of personal data.  The indictable 
offence has a heavier penalty under the two-tier structure.  The aim of the new 
offences is not only to protect the data subject, but also to offer protection to any family 
member of the data subject.  Proposed provisions are under the new sections 64(3A) 
to (3D). 
 
8. To reflect the severity of doxxing cases, we propose any person who 
commits the second tier doxxing offence (new section 64(3C)) is liable on conviction 
on indictment to a fine of $1,000,000 and to imprisonment for 5 years.  Any person 
who commits the first tier doxxing offence (new section 64(3A)) is liable on summary 
conviction to a fine at level 6 (i.e. $100,000) and to imprisonment for 2 years.  To 
expedite the handling of doxxing cases, the Commissioner will be vested with new 
powers to prosecute certain offences triable summarily in the Magistrates’ Courts (new 
section 64C).   
 
9. The existing defences available to the person charged for an offence under 
section 64 of the PDPO will remain intact (section 64(4)4), save for a consequential 
change to cover “data subject” in section 64(4)(c) of the PDPO, and, for clarify sake, a 
technical amendment to section 64(4)(d)(i)5 of the PDPO to echo with the wordings in 
the injunction against doxxing acts targeted at the Police.  No amendment will be 
made to section 61 of the PDPO on news activity.   
 
 
(II) Empower the Commissioner to carry out criminal investigation and 

institute prosecution 
 
10. The PCPD currently lacks criminal investigation and prosecution powers in 
handling criminal cases under the PDPO, and has to refer all such cases to the Police, 
                                                 

covers a completely different scenario where personal data is disclosed “without data user’s consent”, 
e.g. where an employee of a data company (a data user) obtains personal data of the company’s 
customers without the consent of the company for sale to third parties.  

  
4 PDPO section 64(4): in any proceedings for an offence under subsection (1) or (2), it is a defence for 

the person charged to prove that – (a) the person reasonably believed that the disclosure was necessary 
for the purpose of preventing or detecting crime; (b) the disclosure was required or authorised by or 
under any enactment, by any rule of law or by an order of a court; (c) the person reasonably believed 
that the data user had consented to the disclosure; or (d) the person – (i) disclosed the personal data for 
the purpose of a news activity as defined by section 61(3) or a directly related activity; and (ii) had 
reasonable grounds to believe that the publishing or broadcasting of personal data was in the public 
interest. 

 
5 Amendments to section 64(4)(d) in bold font:– it is a defence for a person charged under section 64 

offence to prove that the person (i) disclosed the personal data solely for the purpose of a lawful news 
activity as defined by section 61(3) or a directly related activity; and (ii) had reasonable grounds to 
believe that the publishing or broadcasting of the personal data was in the public interest. 

 



 

4 
 

and to the Department of Justice (“DoJ”) to institute prosecution.  To step up 
enforcement against the doxxing offences, we propose adding new provisions to 
empower the Commissioner to carry out criminal investigation (new sections 66D, 66G 
and 66H) and institute prosecution for summary offences under the amended section 
64 of the PDPO as well as certain relevant offences in the Magistrates’ Courts (new 
section 64C).  Depending on the severity of the cases, the Commissioner will decide 
whether to exercise the prosecution power in his or her own name, or refer more serious 
cases or cases involving suspected commission of other offences to the Police or the 
DoJ for following up. 
 
11. On criminal investigation powers, we propose that the Commissioner may 
request relevant documents, information or things from any person, or require any 
person to answer relevant questions to facilitate an investigation into certain offences 
(including offences under the amended section 64 of the PDPO) (“specified 
investigation”) (new section 66D).  It will be an offence for the person to (a) without 
reasonable excuse fail to comply with the Commissioner’s request for documents, 
information or things (new section 66E(1)); or (b) with intent to defraud, fail to comply 
with such a request, or give any answer or make any statement that is false or misleading 
(new section 66E(5)) 6 .  The Commissioner (or a person authorized by the 
Commissioner) will also be able to stop, search and arrest a person without warrant, if 
the person is reasonably suspected to have committed certain offences (including 
offences under the amended section 64 of the PDPO) (new section 66H).  Providing 
the Commissioner with such criminal investigation and arrest powers will effectively 
expedite the handling of doxxing-related cases by the PCPD.   
 
12. In addition, to ensure the Commissioner will be able to investigate doxxing-
related cases effectively, we consider that the Commissioner should be empowered to 
apply for a warrant to enter and search premises and seize materials for the purposes of 
a specified investigation (new sections 66G(1) and (2)).  The Commissioner may also 
apply for a warrant to access and search (and decrypt information stored in) an 
electronic device, such as a mobile phone (new sections 66G(1) and (3)).  In urgent 
circumstances where it is not reasonably practicable to obtain such warrant, the 
Commissioner may access an electronic device without a warrant (new section 66G(8)).  
It will also be an offence for a person without lawful excuse to obstruct, hinder or resist 
the persons who exercise (or assist in the exercise of) the powers under the warrant, or 
the powers to stop, search and arrest persons (new section 66I(1))7. 

 
13. The above proposal can streamline the PCPD’s handling of doxxing cases 
starting off with criminal investigation, and collection of evidence and through to taking 
prosecution action, without the need to refer the cases to the Police, or the DoJ to 
institute prosecution, which would greatly help expedite enforcement actions against 
doxxing cases.  

                                                 
6 A person who commits an offence under the new section 66E(1) is liable on summary conviction to a 

fine at level 5 (i.e. $50,000) and to imprisonment for 6 months, or on conviction on indictment to a fine 
of $200,000 and to imprisonment for 1 year.  A person who commits an offence under the new section 
66E(5) is liable on summary conviction to a fine at level 6 (i.e. $100,000) and to imprisonment for 
6 months, or on conviction on indictment to a fine of $1,000,000 and to imprisonment for 2 years.  

 
7 A person who commits an offence under the new section 66I(1) is liable on conviction to a fine at level 

3 (i.e. $10,000) and to imprisonment for 6 months.   
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(III) Confer on the Commissioner statutory powers to demand the cessation of 

doxxing contents 
 
14. With the advancement of technology, doxxing contents can be spread and 
reposted in a click.  It is therefore necessary to wipe out the doxxing contents in an 
expeditious manner.   
 
15. We propose the Commissioner may serve a cessation notice where there is 
a disclosure of personal data without the data subject’s consent, the discloser has an 
intent or is being reckless as to the causing of any specified harm to the data subject or 
any family member of the data subject by that disclosure, and the data subject is a Hong 
Kong resident or is present in Hong Kong when the disclosure is made.  Given the 
boundless nature of the Internet, an extra-territorial effect is also introduced such that a 
cessation notice can be served by the Commissioner regardless of whether the 
disclosure is made in Hong Kong or not (new section 66K).  To ensure cessation 
actions are taken, a cessation notice may be served on a person in Hong Kong (e.g. an 
individual in Hong Kong and an internet service provider having a place of business in 
Hong Kong) or, in relation to an electronic message, a service provider outside Hong 
Kong (e.g an overseas social media platform) that is able to take a cessation action.  A 
cessation notice will require cessation actions to be taken within a designated timeframe 
to reflect the urgency of doxxing cases.  The Commissioner will identify in the 
cessation notice the concerned doxxing content, notify the person what specific 
cessation actions to take for removal of the doxxing content, as well as the deadline for 
complying with the cessation notice, etc. (new section 66M).  If the person who 
receives the cessation notice fails to comply with the notice, that person commits an 
offence unless the person can establish a defence (e.g. a reasonable excuse for such 
failure) (new section 66O)8. 
 
16. For a cessation notice, we also propose to set up an appeal mechanism, i.e. 
an appeal may be made to the Administrative Appeals Board (“AAB”) against a 
cessation notice by any person affected by the notice not later than 14 days after the 
notice is served9.  However, the appeal process does not affect the operation of the 
cessation notice (new section 66N) and therefore the person on whom the notice is 
served must still comply with the notice within the designated timeframe pending 
AAB’s final decision.  The Commissioner may cancel the cessation notice by serving 
a notice in writing (new section 66M(4)). 

 
17. Besides, as there have been doxxing acts targeting specific persons or groups 
in the society, we propose to add a new provision to empower the Commissioner to 

                                                 
8 It is an offence to contravene a cessation notice, and we propose to largely model on the penalties for 

the contravention of enforcement notice under section 50A of the PDPO, that is (a) on a first conviction 
– to a fine at level 5 (i.e. $50,000) and to imprisonment for 2 years and, in the case of a continuing 
offence, to a further fine of $1,000 for every day during which the offence continues; and (b) on each 
subsequent conviction – to a fine at level 6 ($100,000) and to imprisonment for 2 years and, in the case 
of a continuing offence, to a further fine of $2,000 for every day during which the offence continues.  

 
9 The appeal mechanism of cessation notice is similar to the appeal mechanism against the 

Commissioner’s enforcement notices under the existing section 50 of the PDPO. 
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apply to the court for injunctions.  In practice, an injunction may be useful if there are 
or are likely to be large-scaled or repeated commissions of offences under section 64 of 
the PDPO in the society.  Such injunction is an act of precaution to prevent the future 
recurrence of doxxing incidents targeted at specific persons or groups (new section 
66P). 
 
 
LEGISLATIVE TIMETABLE 

18. The legislative timetable will be – 
 
 Publication in the Gazette    16 July 2021 
  
 First reading and commencement  21 July 2021 
 of Second reading debate 
 
 Resumption of Second reading   To be notified 
 debate, committee stage and 
 Third reading   
 
 
IMPLICATIONS OF THE PROPOSAL 

19. The proposal has no civil service, economic, productivity, family, gender, 
environmental and sustainability implications.  It is also in conformity with the Basic 
Law, including the provisions concerning human rights.  It does not affect the binding 
effect of the existing legislation. 
 
20. As for financial implications, the PCPD will deploy internal resources to 
handle the additional workload arising upon passage of the Bill.  The PCPD has also 
applied for additional resources supported by relevant justifications according to the 
established mechanism. 
 
 
PUBLIC CONSULTATION 

21. We have consulted the Legislative Council Panel on Constitutional Affairs 
on 17 May 2021.  Members are largely supportive of our proposed amendments to the 
PDPO.  Some Panel members felt strongly that the threshold of “the disclosure causes 
psychological harm” would be hard to be established and should be taken out as it 
would add to the difficulties of prosecution.  We have therefore introduced the two-
tier doxxing offences, with the threshold of “the disclosure causes psychological harm” 
removed for the summary offence, to correspond to a lower penalty level of up to a fine 
at level 6 (i.e. $100,000) and imprisonment to 2 years (new sections 64(3A) and (3B)).  
Also, in the case of an electronic message, Panel members sought assurance that the 
cessation notices may cover blocking of access to overseas websites with doxxing 
content.  In this regard, the Bill allows, a cessation notice to be served on a person in 
Hong Kong (e.g. an individual in Hong Kong and an internet service provider having a 
place of business in Hong Kong) setting out the cessation action (e.g. blocking access 
to overseas websites with doxxing content by an internet service provider if necessary) 
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or on a service provider outside Hong Kong (e.g overseas social media platforms) that 
is able to take a cessation action (new section 66M). 
 
22.  The PCPD also consulted the Personal Data (Privacy) Advisory Committee 
on 25 May 2021, as well as the Standing Committee on Technology Developments on 
3 June 2021.  Members of the two Committees are also supportive of amending the 
PDPO to combat doxxing.  The PCPD also exchanged views with the Asia Internet 
Coalition.  While the Coalition agreed that doxxing is a matter of serious concern and 
that it is necessary to combat doxxing in order to protect personal data privacy, it urged 
the Government to define doxxing clearly in the Bill and consider the possible legal 
liability of employees of Hong Kong subsidiaries or offices of overseas intermediaries 
in future. 
 
 
PUBLICITY 

23. We will issue a press release, and a spokesperson will be available to handle 
enquiries.  Publicity and education efforts will be stepped up to promote public 
awareness on the new doxxing offence and the need to comply with the cessation notice.  
In this connection, PCPD will use TV API, radio API, posters, pamphlets with 
infographics, etc. to promote the legislative amendments. 
 
 
BACKGROUND 

24. The Government has repeatedly indicated its commitment to combatting 
doxxing acts.  As announced by CE at the Legislative Council Q&A session on 4 
February 2021, the Government aims to complete the drafting of the PDPO legislative 
amendments and introduce the Bill for Legislative Council’s scrutiny within this 
legislative year.   
 
 
ENQUIRIES 

25. Enquires related to this brief can be directed to Mr Jacky LUM, Principal 
Assistant Secretary for Constitutional and Mainland Affairs, at 2810 2681. 
 
 
 
Constitutional and Mainland Affairs Bureau  
14 July 2021 
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