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Work of the Office of the Privacy Commissioner for Personal Data 

Purpose 

1 This paper summarizes previous discussions held by the Panel on 

Constitutional Affairs (“the Panel”)1 regarding the work of the Office of the 

Privacy Commissioner for Personal Data (“PCPD”). 

Background 

2. The Office of PCPD is a statutory body responsible for overseeing the

enforcement of the Personal Data (Privacy) Ordinance (Cap. 486) (“PDPO”)

which protects the privacy of individuals in relation to personal data.  The

Office of PCPD is headed by PCPD appointed by the Chief Executive.

According to section 5(4) of PDPO, PCPD shall hold office for a period of five

years and shall be eligible for reappointment for not more than one further

period of five years.  Section 8 of PDPO prescribes the functions and powers of

PCPD as set out in Appendix 1.  The Office of PCPD is funded mainly by

recurrent subvention from the Government.  Ms Ada CHUNG Lai-ling was

appointed in July 2020 as the new PCPD with effect from 4 September 2020

for a term of five years, succeeding Mr Stephen WONG Kai-yi, the former

PCPD.

The Personal Data (Privacy) (Amendment) Ordinance 2021 

3. In September 2021, the Personal Data (Privacy) (Amendment) Bill 2021

was passed by the Legislative Council (“LegCo”).  The Personal Data (Privacy)

(Amendment) Ordinance 2021 (“Amendment Ordinance”) came into effect on

1 With effect from the 2008-2009 legislative session, the policy area of personal data 

protection has been transferred from the Panel on Home Affairs to be placed under the 

purview of this Panel.   
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8 October 2021.  The Amendment Ordinance aims to combat unlawful doxxing 

acts in three aspects: (1) criminalize doxxing acts as new offences targeting 

malicious acts of disclosing personal data of the data subject without his/her 

consent, with an intent or being reckless as to whether specified harm would be 

caused to the data subject or his/her family member; (2) empower PCPD to 

carry out criminal investigations and institute prosecution towards doxxing-

related offences; and (3) confer on PCPD statutory powers to serve notices to 

those who are able to take a cessation action, directing them to cease disclosure 

of doxxing contents (cessation notices).   
 

 

Major issues discussed at Panel meetings  
 

4. It is the usual practice of the Panel to receive a briefing by PCPD on the 

work of the Office of PCPD in each legislative session.  The major issues 

raised at the relevant meetings are summarized below. 

 

Privacy issues arising from the Coronavirus Disease 2019 (“COVID-19”) 

epidemic  

 

5. Members requested PCPD to clarify whether the Data Protection 

Principles and relevant requirements under PDPO would be violated if the 

Administration added a function of tracing the location of users to the 

“LeaveHomeSafe” mobile application (“app”) for anti-epidemic purposes.  

PCPD explained that PDPO was principle-based and did not prohibit the 

collection, holding, processing or use of personal data for anti-epidemic or 

public health purposes, including the addition of the contact tracing function to 

the “LeaveHomeSafe” app.  PCPD pointed out that when collecting personal 

data, relevant departments had to ensure compliance with the requirements of 

PDPO, including the requirements that only necessary, adequate but not 

excessive personal data should be collected.  PCPD also pointed out that data 

subjects should be informed of the data collected, the purposes for which the 

data would be used, and to whom the data might be transferred (such as the 

Department of Health).  In addition, section 59 of PDPO provided that if 

public health issues were involved, information such as the identity, health 

status and location of data subjects could be exempted from the relevant data 

use principles.  The Administration advised that to effectively control the 

current severe epidemic situation in Hong Kong, the Administration would 

strive to strike an appropriate balance between controlling the epidemic and 

protecting personal data privacy when formulating anti-epidemic measures.   

 

6. Since the outbreak of the COVID-19 epidemic, the use of online 

videoconferencing software has become popular.  Members expressed concern 

that certain software was said to have a number of data security loopholes 
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(e.g. lack of end-to-end encryption) and was thus vulnerable to hacking attacks.  

Members enquired about the measures taken by the Office of PCPD to prevent 

abuse and misuse of personal data by software developers and operators.   

 

7. The former PCPD advised that the Office of PCPD had issued guidelines 

on compliance with PDPO in developing software and apps.  To promote the 

adoption of “Privacy by Design” and “Privacy by Default” as core 

considerations of enterprises when developing information and 

communications technology (“ICT”) systems, the Office of PCPD and 

Singapore’s Personal Data Protection Commission had released a jointly-

developed guide to assist enterprises in applying “data protection by design” 

principles by offering practical guidance for all phases of software 

development and good practices for data protection for ICT systems.  

Moreover, the Office of PCPD had provided guidance to users of 

videoconferencing software in general through different channels.  It had also 

written to schools to alert them of the risks when using videoconferencing 

software as an online teaching and learning platform.   

 

Review of the Personal Data (Privacy) Ordinance 

 

8. The Panel expressed the view that the regulation of data protection 

should be enhanced through amendments to PDPO in the wake of a few major 

incidents of personal data leakage in late 2018.  Members were particularly 

concerned that there was no mandatory requirement under PDPO for an 

organization to file data breach notifications whether to the Office of PCPD or 

to its affected clients.   

 

9. The former PCPD advised that the Office of PCPD had drawn up initial 

recommendations on the review of PDPO regarding the enhancement of data 

breach notification arrangements, retention and disposal of personal data by 

data users, penalties for non-compliance with PDPO, and regulation of data 

processing activities by data processors (such as cloud service providers), etc.  

The Administration subsequently embarked on a review and studied possible 

amendments to be made to PDPO jointly with the Office of PCPD, with a view 

to strengthening the protection for personal data.  In June 2019, PCPD put 

forward to the Government its preliminary recommendations on PDPO 

amendments.  The Administration then consulted the Panel on the preliminary 

amendment directions.  The proposed directions encompassed issues relating to 

the definition of personal data,  conferring on PCPD criminal investigation and 

prosecution powers (including enhanced powers to deal with offences like 

doxxing), instituting a mandatory data breach notification system, empowering 

PCPD to administer administrative fines and increasing the maximum level of 

criminal fines, as well as requiring organizational data users to formulate a 
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clear retention policy which should include stipulating the maximum retention 

period for personal data, etc.   

 

10. Members noted that since June 2019, there had been an upsurge of 

doxxing activities.  In order to curb doxxing behaviours more effectively, the 

Administration in July 2021 submitted to LegCo the Personal Data (Privacy) 

(Amendment) Bill 2021 which introduced new offences under Cap. 486 as well 

as new enforcement powers of PCPD as detailed in paragraph 3 above.   

 

11. At the Panel’s policy briefing-cum-meeting on 10 February 2022, 

members enquired about the enforcement by the Office of PCPD of the 

Amendment Ordinance after it had come into operation in October 2021.  

PCPD advised that relevant enforcement actions had started to bear fruit.  The 

Office of PCPD made the first arrest for a suspected doxxing offence on 

13 December 2021 and was seeking advice from the Department of Justice on 

the case.  Prosecution would be instituted when there was sufficient evidence.  

In addition, the Office of PCPD was conducting criminal investigations into 

40 cases, and had issued more than 350 cessation notices to 12 online 

platforms, involving over 1 700 doxxing messages.   

 

Public education on privacy protection 

 

12. Some members considered that many of the promotion and education 

activities conducted by the Office of PCPD could hardly arouse the interest of 

the general public in personal data protection.  They suggested that efforts 

should be targeted at promoting public awareness of the legal responsibility of 

doxxing acts and the importance of personal data protection in new and 

innovative ways.   

 

13. The former PCPD advised that the Office of PCPD had launched new 

accounts and revamped its page/channel on various social media platforms 

(e.g. Instagram, Twitter, Facebook and YouTube) in early April 2020, with a 

view to enhancing the dissemination of updated information on protection of 

personal data privacy to the general public, particularly the younger generation 

and those who preferred mobile devices to conventional media channels.  

Through these platforms, the latest privacy issues of public concern would be 

explained to the public in a plain language and with the help of visual 

illustrations and videos. 

 

14. At the Panel’s policy briefing-cum-meeting on 10 February 2022, PCPD 

stated that the Office of PCPD was conducting publicity and educational 

activities on the regulation of doxxing behaviour under the amended PDPO.  

The number of complaints involving doxxing received by the Office of PCPD 
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after the legislative amendment came into operation had increased by nearly 

seven times as compared with the past.  More than 200 related complaints had 

been received since October 2021, and 70 complaints were received in January 

2022 alone.   

 

Implementation of section 33 of the Personal Data (Privacy) Ordinance 

 

15. Some members expressed grave concern about the slow progress in 

bringing section 33 of PDPO into operation to regulate the transfer of data 

outside Hong Kong.  PCPD advised that his Office had submitted 

recommendations to the Government in 2014 and remained in close 

communication with the Administration on the matter.  The Administration 

explained that the implementation of section 33 could bring about significant 

and substantive impact on businesses.  The Administration had commissioned 

a consultant to study the compliance measures that data users would have to 

adopt in order to fulfil the requirements under section 33. 

 

16. At the meeting on 15 May 2017, the Panel received a briefing by the 

Administration on the preliminary findings of the business impact assessment 

on the implementation of section 33 of PDPO.  Some members relayed the 

concerns expressed by the industrial and commercial sectors about the potential 

impacts of the implementation of section 33 of PDPO, especially on small and 

medium enterprises (“SMEs”), such as the high compliance cost that might be 

involved as a result of adopting measures to fulfil the requirements under 

section 33, as well as impacts on their operations and their online business. 

 

17. The Administration advised that the consultant would first consolidate 

the final business impact assessment report, which was expected to be 

completed before the end of 2017.  The representative of the Office of PCPD 

informed members that, upon receipt of the business impact assessment report, 

the Office of PCPD would study a number of issues relating to section 33 of 

PDPO, such as the Office of PCPD’s mechanism for reviewing and updating 

the “white list” of jurisdictions with privacy protection standards comparable to 

that of Hong Kong, whether the industries already subject to stringent 

regulations could be regarded as having met the requirements of section 33 by 

means of compliance with the data protection requirements of their regulatory 

authorities, and the support measures required by SMEs to comply with the 

relevant requirements.  The study would take at least a year’s time to complete.  

The Administration advised that it would then formulate the steps forward in 

the light of the outcome of the Office of PDPO’s study.   

 

18. At the briefing by the former PCPD on 20 April 2020, members were 

informed that the Office of PCPD engaged a consultant in November 2018 to 
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provide specialist views on the implementation of section 33.  The consultant 

recommended that the Office of PCPD should, amongst others, revise the 

recommended model clauses in the “Guidance on Personal Data Protection in 

Cross-border Data Transfer” (“the Guidance”), 2  in order to enhance 

practicability and user-friendliness of the Guidance and facilitate 

organizational data users, including SMEs, to directly adopt the relevant 

clauses in data transfer agreements according to their business needs.  The 

Office of PCPD had engaged the consultant to also review the Guidance, 

including to update the recommended model clauses in the Guidance for 

industries’ reference, and to revise the Guidance, including updating the 

recommended good practices for cross-border data transfer agreements for 

better protection of personal data.   
 

 

Relevant Legislative Council questions 

 

19. At the Council meetings of 27 January 2021 and 28 April 2021, 

Hon Elizabeth QUAT and Hon Martin LIAO raised a written and an oral 

question on protection of online personal data privacy respectively.  The 

questions and the Administration’s replies are at Appendices 2 and 3 

respectively. 
 

 

Recent development 

 

20. PCPD will brief the Panel on an update of the work of the Office of 

PCPD at the next meeting on16 May 2022. 

 

 

Relevant papers 

 

21. A list of relevant papers on the LegCo website is in Appendix 4. 

 

 

 

Council Business Division 4 

Legislative Council Secretariat 

13 May 2022 

                                                 
2  The Guidance was issued by the Office of PCPD in December 2014 to strengthen privacy 

protection for cross-border personal data transfer. 
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LCQ18: Protection of online privacy
***********************************

Following is a question by the Hon Elizabeth Quat and a
written reply by the Secretary for Constitutional and Mainland
Affairs, Mr Erick Tsang Kwok-wai, in the Legislative Council today
(January 27):

Question:

WhatsApp is a mobile application (the App) widely used by Hong
Kong people for instant messaging. The App has recently issued a
notice to its users requesting them to indicate whether they agree
to the updated terms of service and privacy policy of the App (new
terms), which include the following provision: the user agrees to
share his/her user information with Facebook (FB), which is the
owner of the App, and FB's subsidiaries. In the event that the user
has not indicated his/her consent by the deadline, he/she will not
be able to continue using the App. A large number of users of the
App have criticised that the new terms undermine the protection for
their privacy, and that the App's de facto forcing its users to
accept the new terms is an abuse of its market power. Although the
person-in-charge of the App has subsequently indicated that the new
terms will only apply to business accounts and deferred the
relevant deadline, the concerns of users are still not assuaged. On
the other hand, the App's users in the United Kingdom (UK) and the
European Union (EU) are not affected by the new terms for the time
being. In this connection, will the Government inform this Council:

(1) whether it knows if the Office of the Privacy Commissioner for
Personal Data (PCPD) has, upon review of the new terms, found the
new terms to be in breach of the Personal Data (Privacy) Ordinance
(Cap. 486) and related codes of practice/guidelines;

(2) given that the PCPD has written to FB and put forward some
recommendations (including providing users who do not agree to the
new terms with viable options that enable them to continue to use
its service), whether it knows if the PCPD has received a reply; if
the PCPD has, of the details;

(3) whether it has studied if the App's users in the UK and the EU
not being affected by the new terms is attributable to the better
protection provided by the privacy protection legislation in those
places; if it has studied and the outcome is in the affirmative,
whether it will, by making reference to such legislation, amend
Cap. 486, in order to enhance the privacy protection for members of
the public; if it will not, of the reasons for that and the
alternatives available; and

(4) whether it knows if the PCPD has examined whether the messaging
applications, social platforms and online media websites commonly
used in Hong Kong have collected users' personal data excessively;
if the PCPD has, of the details; if not, the reasons for that?

Reply:

President,

In response to the question raised by the Hon Elizabeth Quat,
having consulted the Office of the Privacy Commissioner for
Personal Data (PCPD), the response is as follows:

(1) and (2) Given the wide usage of the messaging application
mentioned in the question by the general public in Hong Kong, and
the keen concerns about the privacy issues arising from the new
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terms on the sharing of personal data concerned, the PCPD has
earlier sent a letter to that messaging application's United States
headquarters, and maintained proactive communications with their
representatives, while providing the following four suggestions:

clearly explain to users the arrangements for the sharing of
personal data under the new terms, and the personal data
involved and the use of other data;

delay the deadline of consideration by users, giving ample
time for users to consider;

since not all users using the messaging application have at
the same time opened the social network accounts under
question, it is therefore worthy to consider not to apply the
new terms to those users; and

consider providing to users who have not chosen to accept the
new terms and privacy policy a workable plan to continue to
use the messaging application.

Subsequently, the PCPD noted the company announced on January
15, 2021 that it had extended the deadline for users to accept its
new terms of service and privacy policy from February 8 to May 15,
and stated that it would provide further information and
explanation to users within this timeframe.

The PCPD has earlier received the preliminary reply from the
company; following on this, the PCPD will find out further details
from the company, and request the company to provide more details
to the public to alleviate public concerns. The PCPD will continue
to pay close attention to the developments, so as to further assess
whether the company has contravened the relevant requirements under
the Personal Data (Privacy) Ordinance (PDPO).

(3) The PCPD is currently communicating with the representative
from the company in a proactive manner. At this stage, the PCPD
still does not have sufficient information to comment whether the
United Kingdom and the European Union users are affected by the new
terms, and whether this is relevant to those areas' respective
privacy laws.  That said, in light of the rapid development of the
global privacy landscape (such as the implementation of the General
Data Protection Regulation of the European Union), the PCPD will
consider issuing guidelines on the personal data privacy problems
of which the public should be aware when using social networks.

(4) Currently, the PCPD disseminates information from time to time,
to explain to the public the privacy problems of which to be aware
when using social networks, for example, the "Protecting Online
Privacy - Be Smart on Social Networks" information leaflet
(www.pcpd.org.hk//english/resources_centre/publications/files/SN201
5_e.pdf). Moreover, upon receiving complaints and enquiries, the
PCPD will review the collection, holding, processing, use or
disclosure of personal data by relevant data users on online social
networks, messaging applications, Internet media, etc., to ensure
data users comply with the requirements of the PDPO and the Data
Protection Principles. In future, the PCPD will strengthen the
proactive patrolling work in this aspect, so as to further protect
the privacy rights of the general public.

Ends/Wednesday, January 27, 2021
Issued at HKT 15:55

https://www.pcpd.org.hk//english/resources_centre/publications/files/SN2015_e.pdf
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LCQ4: Protection of online personal data privacy
************************************************

Following is a question by the Hon Martin Liao and a written
reply by the Secretary for Constitutional and Mainland Affairs, Mr
Erick Tsang Kwok-wai, in the Legislative Council today (April 28):

Question:

It has been reported that the personal data of some 500
million users worldwide of LinkedIn, an employment-oriented
community networking platform, have recently been scraped and sold,
and the social media platform Facebook was hacked last year,
resulting in the personal data of its over 500 million users
worldwide (of which nearly 3 million were Hong Kong people) being
stolen and made public. The Office of the Privacy Commissioner for
Personal Data, Hong Kong (PCPD) indicated earlier on that it had
written to the operator of the former to seek clarifications, and
to the operator of the latter to initiate a compliance check on the
relevant incident. On the other hand, in recent years quite a
number of people have engaged in online doxxing, i.e. making public
on the internet (especially on social media) the personal data so
obtained. In this connection, will the Government inform this
Council:

(1) whether it knows (i) the progress made by the PCPD on its
follow-up work/compliance check on the aforesaid two incidents, and
(ii) the remedial measures taken by the operators concerned;

(2) whether it knows if the PCPD has assessed the effectiveness of
the Guidance on Protecting Personal Data Privacy in the Use of
Social Media and Instant Messaging Apps which the PCPD issued early
this month, and what relevant public education and publicity
activities that the PCPD has scheduled for the coming year (e.g.
holding seminars);

(3) given that the PCPD refers personal data security incidents
involving criminal elements (e.g. "access to computer with criminal
or dishonest intent") to the Police for investigation, whether it
knows if the PCPD will refer the aforesaid two incidents to the
Police for investigation; as the two incidents reportedly involved
acts of stealing data by hackers outside Hong Kong, how the PCPD
and the Police deal with acts of infringements of Hong Kong
residents' privacy by people outside Hong Kong; and

(4) given that the Government is currently working jointly with the
PCPD on amending the Personal Data (Privacy) Ordinance (Cap. 486),
including criminalising the acts of doxxing and empowering the
Privacy Commissioner for Personal Data to undertake investigation
and prosecution work in respect of doxxing incidents, of the
related preliminary proposals?

Reply:

President,

In response to the question raised by the Hon Martin Liao,
having consulted the Security Bureau and the Office of the Privacy
Commissioner for Personal Data, Hong Kong (PCPD), the response is
as follows:

(1) Upon the suspected personal data leakage incidents affecting
the social media platform users of Facebook and LinkedIn, the PCPD
immediately took an active lead in following up on the incidents,
including initiating a compliance check against Facebook. The PCPD
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also sent letters to remind the concerned social media platforms
that if it was found that Hong Kong users were affected, they
should notify the affected users as soon as possible to mitigate
the possible risks arising from the incidents. According to the
preliminary replies to the PCPD from the concerned social media
platforms, Facebook responded that while investigations were
ongoing, it was believed that the users' data was maliciously
scraped from publicly accessible information on Facebook platforms
before September 2019. To this end, Facebook provided an online
contact form in its Help Centre for users to submit enquiries
relating to the incident, including whether users' data had been
improperly disclosed. LinkedIn responded to the PCPD that it was
investigating the incident, and the disclosed personal data
included publicly accessible information of members on the LinkedIn
website, as well as information aggregated from other websites. The
PCPD will continue to follow up on the above incidents.

(2) In April 2021, the PCPD issued the "Guidance on Protecting
Personal Data Privacy in the Use of Social Media and Instant
Messaging Apps" (Guidance), providing practical suggestions for the
public to mitigate the privacy risks in the use of social media
(www.pcpd.org.hk/english/resources_centre/publications/files/social
_media_guidance.pdf). Such suggestions included matters the public
should look out for when registering a new social media account, as
well as how to manage privacy settings to limit the extent of
disclosure of publicly accessible personal data. Upon issue, the
Guidance has been widely reported by the media. Many media reports
quoted the "Step-by-Step Guide on Adjusting Privacy Settings" in
the Guidance, which advised the public on the means to strengthen
the protection of privacy while using social media. In various
media interviews, the PCPD also explained to the public the privacy
risks associated with the use of social media and instant messaging
software, and how to step up the protection of personal data
privacy. Since its uploading to the PCPD website, the Guidance has
gained over 2 200 views, and the PCPD has achieved 10 000 reaches
when promoting the Guidance through various social media platforms.
Besides, the PCPD has distributed the Guidance to the Home Affairs
Enquiry Centres in all 18 districts for collection by members of
the public. The Guidance has also been issued to various trade
associations, professional bodies, public organisations and members
of the PCPD Data Protection Officers' Club. for their reference.
The PCPD has all along been undertaking various promotion,
education and publicity activities to remind the public of the
privacy risks involved in the use of social media and the
mitigation measures. For example, in April 2021, the PCPD held an
online seminar entitled "Protection of Personal Data Privacy in the
Use of Information and Communications Technology". In the coming
year, the PCPD will continue to organise related seminars and
promotional activities, including an upcoming free public online
seminar entitled "Social Media and You" in May, together with the
production of promotional leaflets and videos to raise the public's
vigilance in the protection of personal data privacy.

(3) Theft of personal data may not only contravene the Personal
Data (Privacy) Ordinance (PDPO), but may also, depending on
circumstances, breach other criminal offences, for example theft
and obtaining property by deception offences under the Theft
Ordinance (Cap. 210), access to computer with dishonest intent
offence under the Crimes Ordinance (Cap. 200) etc. The PCPD is
continuing to follow up on the above two suspected data leakage
incidents. If there is evidence suggesting possible contravention
of criminal offences, the case will be referred to the Police for
follow up. As for cases involving outside-Hong-Kong elements, the
Police will handle in accordance with powers granted under relevant
existing laws in Hong Kong, for example the Criminal Jurisdiction
Ordinance (Cap. 461).

(4) The Government attaches great importance to combating doxxing
acts, which are intrusive to personal data privacy. To further

http://www.pcpd.org.hk/english/resources_centre/publications/files/social_media_guidance.pdf
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combat doxxing acts, the Government and the PCPD are working on the
amendments to the PDPO. The directions of amendments mainly
encompass: (1) criminalising doxxing acts as an offence under the
PDPO, (2) conferring on the Privacy Commissioner for Personal Data
(Commissioner) statutory powers to demand the removal of doxxing
contents from social media platforms or websites, and (3)
empowering the Commissioner to carry out criminal investigations
and initiate prosecution. We aim to complete the drafting of the
legislative amendments related to doxxing and submit the same to
the Legislative Council for scrutiny within this legislative year.

Ends/Wednesday, April 28, 2021
Issued at HKT 17:16
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