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Welcome to the 2023-24 Annual Report of the Office of the Privacy Commissioner for
Personal Data (PCPD). This report unveils a remarkable year of action and growth for
my Office. As the drive towards the digital economy gains momentum, we have kept
our finger on the pulse of data security threats that loom on the horizon and taken
incisive actions to serve the public. Recognising the paramount importance of artificial
intelligence (Al) security, we have collaborated with our international counterparts to
tackle the thorniest privacy risks associated with Al. On the enforcement front, our
actions have continued to expand and grow, leading to a record-breaking surge in
compliance actions, criminal investigations and arrests. Within the Greater Bay Areg,
we have actively facilitated cross-boundary flow of personal data, contributing to the
continuous growth of a thriving digital economy in our Motherland. This report also
underscores the immense breadth and scale of action and growth undertaken by my
Office over the reporting year, as we left no stone unturned in our commitment to
safeguarding personal data privacy in the ever-evolving digital landscape

to promote a digital economy.
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2023- 24 FEHNEERF
Key Performance Figures in 2023-24

ATNEFRDRIR T A 2023-24 FZ KA
BHREBEAEHLE ZMAESTEARE
off - ITE=FWT

The following performance figures showcase our
comprehensive efforts in safequarding personal data
privacy in the reporting year of 2023-24. We have
faithfully discharged our duties on all fronts with
highlights as follows:

> 3,600 RIZFFESR
Received 3,600 complaints;

> RIE631R[RBEIESE
Handled 631 doxxing cases;

> EREATNBKASL:
Commenced 113 investigations;

> ZE169RERINEFHCRRR

Received 169 data breach notifications;

> EE16,034 R ARER
Received 16,034 public enquiries;

> HET410XEHRITE
Conducted 410 compliance actions;

> RH152 XM EASE
Initiated 152 criminal investigations;

> EKHN26 X TTE
Mounted 26 arrest operations;

67 mFTE s

Issued 67 media statements;

BIFE172 REKEH :
Responded to 172 media enquiries;

BIFREEN 72,6290 A EHEENE
TEMERRETE

Noted 2,629 news reports relating to the
PCPD’s work across various media channels;

8155 AF¥19214,046 A X B EFLESR
SN F W

Logged an average of 214,046 visits to the
PCPD'’s website each month;

ARSI R 663 EhE X I
Published 663 social media posts; and

$%1540,735 AR 2 NALEBEERED
B RHEME R TR o

Recorded 40,735 attendances at the PCPD’s
talks, seminars and workshops.
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Major Accomplishments in 2023-24

Enhancing Data Security

Enhancing data security is pivotal towards nurturing a
thriving society that upholds personal data privacy and
promoting digital economy. Recognising that data
encompasses personal data, safeguarding its privacy has
become the bedrock of ensuring and enhancing data
security. Throughout the reporting year, the PCPD
embarked on a multitude of initiatives aimed at bolstering
data security for all stakeholders, be they organisations or
members of the public. Our endeavours spanned a wide
spectrum of activities, including publishing comprehensive
guidance, releasing insightful surveys, organising impactful
promotional campaigns and issuing joint statements on a
global scale.

In response to the escalating cyberattacks targeting
organisations, we proactively issued a new guidance
publication titled “Guidance on Data Breach Handling
and Data Breach Notifications” in June 2023. This
guidance is intended to equip organisations with
practical recommendations on navigating both the
“BEFORE” and “AFTER” scenarios of a data breach. In
November 2023, we collaborated with the Hong Kong
Productivity Council to release the results of the “Hong
Kong Enterprise Cyber Security Readiness Index and
Privacy Awareness Survey 2023". That report shed light
on the prevailing state of cybersecurity preparedness
and privacy awareness within the enterprise landscape.
The findings left no room for complacency, prompting
us to swiftly roll out the “Data Security Trio”, which
comprised (i) a dedicated thematic webpage on data
security; (ii) the “Data Security Scanner” — a self-
assessment tool enabling organisations to evaluate the
adequacy of their data security measures; and (i) a “Data
Security Hotline” to aid organisations.
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Our commitment to action extends beyond mere implementation
of initiatives. We have actively collaborated with other law
enforcement agencies and industry partners by organising
a series of seminars, which served as a platform for fostering
a wider understanding of the risks and countermeasures
surrounding data security threats. Noteworthy security
threats discussed included phishing attempts and
ransomware,

Data transcends border, and so do data security issues. Data
scraping has emerged as a rising data security concern in
recent years. From a data security perspective, unauthorised
data scraping can lead to the exposure of sensitive personal
data. To address this problem, my Office joined hands with

1 other privacy or data protection authorities around the
globe to issue a joint statement to social media platforms
and other websites that host publicly accessible personal
data. The statement reminded these platforms and
websites of their responsibilities to protect personal data
from unlawful data scraping, and outlined the global
expectations and principles on privacy protection. As
stressed in our joint statement, “Data security is a dynamic
responsibility and vigilance is paramount.”

©

4

STATEMENT

&




RERIMAERBERITE

HEELBREERBEP—[EE
EEBE  BRMMBEFEEEE
EAE RENERNFEITEIE
EIREDEEBN I BAREE
AR - FEAKRMEER T 152
R EAE - & F R AT —
& JNERER 7 26 R HHHITE) - i
27N TREE BBk xR | E5R
EEE—EHBIB5%  ER IR
EFaBERELIFEEBANE  H£E
9227 [ B | BBk -

RTIBIEERE]  LAEEERE
HMEEH AT NI EERER -
ER—BAEZTIHRIRAEBMN
BEEEENRBEBEETEZED
BHREE - HERREEE K 2024
FIAZTK BZFREHRBER
CEAZ R (BB 1RO BN & 3K
AERREZLRREHREENIS
S FA - AT E AR B R
INEREMNEERHE o

LB 5 B 1955 PRIVACY COMMISSIONER’S MESSAGE

Robust Enforcement and Compliance
Actions

Enforcement is one of the primary statutory functions of my
Office, and we spare no efforts in playing this key role. | am
delighted to report that our efforts to combat illegal doxxing
activities have yielded another year of success. Over the
reporting year, we instigated 152 criminal investigations,
nearly doubling the number of the previous year. We
mounted 26 arrest operations, resulting in the arrest of 27
individuals. For the second consecutive reporting year, we
achieved a high removal rate of over 95% of doxxing
messages, by serving cessation notices on online platforms
and removing as many as 9,227 doxxing messages.

Beyond combatting doxxing, my Office has witnessed a
notable increase in regulatory enforcement in other areas.
One of the significant undertakings involved extensive
compliance checks of all credit reference agencies in Hong
Kong. These checks, completed in January 2024, revealed
no violations of the Personal Data (Privacy) Ordinance
concerning security measures and retention periods of
borrowers’ data. My Office also successfully concluded
major investigations into various data breach incidents
during the reporting year.

e
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Facilitating Cross-boundary Flow of
Personal Data

Given the increasing integration of cities within the
Guangdong-Hong Kong-Macao Greater Bay Area, there is a
growing demand for data flow between Hong Kong and
other cities in the region. Recognising the significance of
cross-boundary data flows in driving the digital economy
within the area and thus establishing a “Digital Bay Area”,
the Cyberspace Administration of China (CAC), the
Innovation, Technology and Industry Bureau (ITIB) of the
Hong Kong SAR Government and my Office jointly
formulated the “Standard Contract for Cross-boundary Flow
of Personal Information Within the Guangdong-Hong
Kong-Macao Greater Bay Area (Mainland, Hong Kong)” in
December 2023. | am pleased to report that my Office
participated in the discussion and drafting process of the
Standard Contract, contributing to this significant milestone
in facilitating the orderly movement of personal data
between Hong Kong and nine other cities in the Greater
Bay Area.
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Al Beyond Borders

Al is a double-edged sword. My Office acknowledges the
“privacy paradox” presented by Al: users grapple with
privacy concerns when interacting with Al which, in turn,
relies on abundant data as its lifeblood. Mindful of this
delicate balance, we issued a leaflet titled “10 TIPS for Users
of Al Chatbots” in September 2023 to support chatbot users
in safeguarding their personal data privacy and provide
down-to-earth tips on the safe use of Al chatbots.

On the international arena, as a member of the Global
Privacy Assembly (GPA), the premier international forum for
over 130 data protection authorities worldwide, my Office
co-sponsored two groundbreaking resolutions at the GPA
annual conference in October 2023, namely, the “Resolution
on Generative Al Systems” and “Resolution on Al and
Employment”. Both resolutions received unanimous
support from other authorities.
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Empowering Privacy Protection through
Promotion and Public Education

As part of our promotion efforts, my Office also proactively
commends organisations that demonstrate a strong
commitment to safeguarding personal data privacy. In
August 2023, we organised the “Privacy-Friendly Awards
2023" Presentation Ceremony under the theme “Embrace
Privacy Management Programme to Gain Trust and
Benefits”. This flagship event served as a platform to
recognise and honour the efforts of 138 organisations,
including both public and private entities, as well as
government departments. We are excited to see that these
organisations made exemplary efforts and upheld very high
standards in safeguarding personal data privacy.

Our mission to safeguard personal data privacy extends
beyond the organisational level. We walk the extra mile,
empowering people from all walks of life to protect their
personal data privacy. To this end, we published a user-
friendly Chinese book titled “The Treasure-trove of Privacy —
Understanding Your Personal Data Privacy” during the
Hong Kong Book Fair in July 2023, aiming to raise awareness
and understanding of personal data privacy among
members of the public.
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The Journey Ahead

As we reflect on our achievements over the past year, we
must also prepare for the journey ahead, where new
challenges driven by technological advancements in the
digital economy abound. To stay on top of emerging
threats to privacy, we are committed to continuously
adapting our strategic priorities and remaining vigilant in
discharging our statutory roles. We are dedicated to
ensuring the protection of personal data privacy while
facilitating Hong Kong's evolution into an innovation and
technology hub and the development of a digital economy.

As | bring my remarks to a close, | feel compelled to express my
sincere gratitude to the Constitutional and Mainland Affairs
Bureau of the Hong Kong SAR Government, along with the
esteemed members of my Office’s two advisory committees,
the Personal Data (Privacy) Advisory Committee and the
Standing Committee on Technological Developments. Their
steadfast support has been instrumental in our progress and
achievements. | would also like to acknowledge and thank the
talented staff of my Office, as each of them approaches their
work with remarkable commitment and service. They have
done the public a great service through their expertise, high
ethical standards and tireless dedication to work.

Unleash the Power of Data, Together We Prosper in a
Data-Driven Digital Economy

Ada CHUNG Lai-Ling

Barrister

Privacy Commissioner for Personal Data
September 2024
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To develop and promote a culture of protection of and respect for
individual's privacy in relation to personal data
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FREENHE  HERELREEEAEHLE
To promote the protection of and respect for personal data privacy
through publicity and education

FBREHEESINKRETEER  RESZMBETHER
B A&

To facilitate lawful and responsible use of personal data by
providing guidance and best practices

BREVNE  BERENEERRER
To monitor and supervise compliance through effective
enforcement

FRFFERBRAE - WRE2REABRLBRENET
B R R R R

To maintain the efficacy of the regulatory regime through
continuous review and enhancement, taking into account global
standards for the protection of personal data privacy

N

2 5 Respect
EEth AR EABRFLE

Respect others’ personal data privacy

B {5 Integrity
TEREEE
Act fairly and professionally

g% Innovation
ZERIY tEEKCENZE

Embrace technological, social and economic developments

%31 Independence
T8N PO T R0 LA e 4

Independent from the Government and other bodies

= i#8 Excellence
BN EXRREKERTRSRE
Strive for the best results and highest standards
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FEAE—ES

MAJOR EVENTS

APR

HREDRPIEA B RHRER AT A IR B R LA 1E
Visited the Office for Personal Data Protection in Macao to
strengthen ties and foster collaboration

HH kAR R R R S B, GBS, IDSM, P EARL R E & b
e EeRhes ME DA ENHEE
Secretary for Constitutional and Mainland Affairs, Mr Erick TSANG
Kwok-wai, GBS, IDSM, JP, and Privacy Commissioner attended a
special meeting of the Legislative Council Finance Committee to
answer questions raised by Legislative Council members

SR MRERSNBAIUZETNERITRIE FEE - k5181508 A2
Organised a webinar on “Prevention and Handling of Cyberbullying and Doxxing Behaviour involving
Students’, attracting over 150 participants

BREENLE ARMENBERFEELERE
HE UXHEBHELEEHKLESHEERREEA
BEHILENE S

Organised an awards presentation ceremony to recognise the
efforts of 23 outstanding primary school teams in promoting the
respect for and protection of personal data privacy through a short
video competition themed “Respecting Privacy Begins with Me”

S T KEAEEREER) - BB REMER 48 FHEE
W3IEBBI130Z2L2ME

Organised a webinar on “Review and Practical Implementation of the
Mainland’s Personal Information Protection Law”, drawing over 130
participants

18
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AY

HIFFENRZESRERBETE  UEEE
STEREEAERLETENSE

Signed a Memorandum of Understanding with the
National Privacy Commission of the Philippines to
strengthen ties and foster closer cooperation between two
authorities in the protection of personal data privacy

UN

BREBARBEECHEEENENEEENNATRER
BR(BIERRNALBRE bR T ABETENLERE) D
s

Released an investigation report on the unauthorised access to credit datain a
credit reference system and a report titled “Privacy Protection in the Digital
Age: A Comparison of the Privacy Settings of 10 Online Shopping Platforms”

HEEOETARMERERE  UOELEEEREN —REMNINRERNAE
RS

Attended the 59" Asia Pacific Privacy Authorities Forum and shared the findings of the PCPD's
investigation into a data breach incident

HEH — RPN ATEABRIRELE B ESRE SR
REIBHMHFRERLZY BEBRNHBEEEK
MEFHEMELNREBERER

Launched a series of anti-fraud publicity activities under the
theme of “Don't Hand Over Your Personal Data — Beware of
Fraudsters”, including the broadcast of videos starring
artistes Alice FUNG So-bor and Timothy CHENG Tse-sing

FHAMRACERINR E W AR IR MR IRIE Sl) - MBI MU B B R INRF N
Issued a new “Guidance on Data Breach Handling and Data Breach Notifications” to assist
organisations in responding to data breach incidents effectively
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BPCLEE - fR — TR EAERALE)
I i

Organised a book launch event for “The Treasure-
trove of Privacy — Understanding Your Personal Data
Privacy”

S5 [Web 30 TR R 2 RARSNEEHURE |35 - |31 2008 A+ 210
Organised a seminar on “Cybersecurity in Web 3.0 and Data Breach Handling”, drawing nearly 200
participants

Shereating Das ond Dons

i 5
e 1 et et e S e ded il B
—

R Sharenting SR & [ P I B A B IR - BRREH — LA,
T REMMER LSO ZTXRFEEREIENEIE
Published the “Sharenting Dos and Don'ts” pamphlet to provide some
tips for parents before they publish any post about their childrenonline 2. .

R - By et ket

Wt e B M s e T
[y s iy

R e e Teraic i bt

BRNERDEEZEROLEIERNRERBERBESEH  ALIERTaER
iﬂﬂ%l&%ﬁﬁﬁﬁ%&ﬁd
Released a joint statement with 11 global privacy or data protection authorities to promulgate
global privacy protection expectations and principles to social media platforms
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RS 2 R 32T 222023 | PH 824148
5eaT 138 R - AXRBMIAIEREMEA
BRALE AR KRB

Organised the “Privacy-Friendly Awards 2023"
Presentation Ceremony to recognise 138
organisations for their commitment to and
performance in protecting personal data privacy

EP

HRCE B IMR F ) R IE @R ia 5l ) /M F - BB E &R INR F 3 A
KRR - DT BB AR B B

Published a pamphlet titled “Guidance on Data Breach Handling and Data Breach Notifications” to
assist organisations in responding to data breaches by preparing for both “BEFORE" and “AFTER"
scenarios

HARCEE A AT R AT BRI T8 - LAHBI R P AREEEA
BRIALEE - WE 22 (e A A L% se IR #m A

Published “10 TIPS for Users of Al Chatbots” to help users protect their
personal data privacy and provide tips on the safe use of artificial
intelligence (Al) chatbots

BREE - ABRFHBFANEAAERERERERS

Released an inspection report on the personal data system of a government department
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ERAERERRITHEFLPEAEHZSGNERRE
Released an inspection report on the customers’ personal data system of a virtual bank

HEEASERKLEZS @ Twm T ALERE
A E 37 SR T R FL PR R - DA R B
M BREHEBRERE

Attended the 45" Global Privacy Assembly to
discuss privacy issues relating to Al and other novel
technologies, data scraping, cross-border data
transfers and more

B[ IRARESRENLEEEREAEFE]
DEE RIBEH/IOBZ2ME

Organised an experience sharing session on “Using
Standard Contracts for Transferring Personal Information
Out of the Mainland”, bringing together over 110
participants

NOV N

BB EBNE EARBLTEEE - KaEBE5008 A T2
Organised a seminar on “Enhancing Data Security to Prevent Cyber Attacks”, attracting over 500
participants

/
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11 B NOV N

BRI BECLEERRLEBREINMILER
HMEFE 2023 HE

Released the “Hong Kong Enterprise Cyber Security
Readiness Index and Privacy Awareness Survey
2023" report

Hwl R A E 5 B B B Bl R, GBS, IDSM, JP Ed 7
HEHFEAGHHAEBZE@RRE®RE B
MEgHENHEE

Secretary for Constitutional and Mainland Affairs, Mr Erick
TSANG Kwok-wai, GBS, IDSM, JP, and Privacy Commissioner
attended the Policy Briefing meeting of the Legislative
Council Panel on Constitutional Affairs to answer questions

raised by Legislative Council members

[ REBIEER LB AEZAES
Ko =eg  R3|EMBI160HEKE THTT%
AT20

Organised an experience sharing session on “Good
Data Governance by Privacy-Friendly Awardees
2023", gathering over 160 participants from various
sectors

23
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29[ 2 2 {F A WhatsApp R 2 & | B - R5| 86004 A2
Organised a seminar on “Safe Use of WhatsApp and Social Media Platforms”, attracting over 600
participants

LEZEMNC(EBRKNER (R - ) BAGEEBRTDE
BEER)RABN & LBE

Privacy Commissioner spoke at an industry briefing about the Standard
Contract for Cross-boundary Flow of Personal Information Within the
Guangdong-Hong Kong-Macao Greater Bay Area (Mainland, Hong Kong)

EXMHBAERSE  BREAEETTERRE
RiEREE FifE BEAERBRE NS K
— &4 = e R PEABREREEFOE
HRH) R &

Released two investigation reports, one on the
improper retention and use of personal data of
employees/former employees by employers, and the
other on unauthorised scraping of the personal data
of the users of an online platform

REBA B0 R EH T EEFLE R - HNo& b FI&Y
By B = 5%

Organised a Christmas talk for over 80 elderlies to
enhance their awareness of fraud prevention




LIS’ 2Ef 5 ABOUT PCPD

18 JAN

TREEBEEEHRGEENGBRES UBRERANGEAERILESIRER
EEEHENSERS

Completed compliance checks of all credit reference agencies in Hong Kong, ensuring the
protection of the personal data privacy of borrowers and the data security of credit reference
databases

HEBANEZRZR S P [FEARFRINRER
[BEAZR B EZ K5 H#iE33082
mE L E

Co-organised the international conference
“Enhancing Personal Data Protection in the Age of
Artificial Intelligence” with the Faculty of Law of the
University of Hong Kong, attracting over 330
participants

BRC(EFHENLBEI)RERER(EERERFHERIIE
AR RS ENRELER L) ER

Released a report on “Privacy Concerns on Electronic Food Ordering at
Restaurants” and published a leaflet on “Food Ordering Using Mobile Apps
or QR Codes at Restaurants: Tips for Protecting Privacy”

RI5EBE F < & Worldcoin (R ¥) T B B
A B (E N B R AL B B L B

Executed court warrants to investigate the Worldcoin
project over concerns of biometric data privacy risks
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2 A FEB

LEBEEMILEZERHIEHEZE NS
2023F T 1E

Privacy Commissioner briefed the Legislative
Council Panel on Constitutional Affairs on the
work of the PCPD in 2023

F28 R A EERFENERALERHBEAZRNLENZEETRRAES
Conducted compliance checks on 28 local organisations in relation to the implications of the
development or use of Al on personal data privacy

Mﬁa# BRIKENEAZERY - RAE
A R B BB RIS (B A B R AL R AR

? |BERBEEES  WolBiE2302Hh /N2

Y E AT

Privacy Commissioner spoke at the “Media and Information

Literacy Series: Seminar on Understanding the Internet,

Social Media and Protection of Personal Data Privacy’, Ry,

attracting more than 230 primary and secondary school

principals and teachers
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HELDBATIMERERRARSHEHBE
LEBMEBEREMINREW] B E - 5| HEi1E880
BAL2N

Co-organised a seminar with Hong Kong Internet
Registration Corporation Limited on “Responding to
Cyber Security Threats and Data Breaches’, attracting
over 880 participants

HIRCREZEEAER —AEEREEER)

= =
' & @ - MAREBABER — RBAEALIKE)
| mlm:m = BiRk - mAFPRHERELENRE L
'PERSONAL DATA Published two leaflets titled “Protect Your
i Personal Data — Smart Use of Smartphones” and
“E o- 8 2" i “Protect Your Personal Data — Be Smart on Social
L !

Protec] Your Persoqnl ot Media" to provide tips for users to better protect
personal data privacy

He Smirt on SociolMedio
| |

]
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H&at 7R

ORGANISATIONAL STRUCTURE

EREAEHILEEERE (ME
BB RE)RREBEEBIADIF 486
S(EAE R (FLER) & H1) KFLEE
B I BB A8 &
R CEEMRESFRALTEMR
RO R E - EERTERAEA
BERALEERREE

MEBEERER1996F8 AKX -
ETEHEABHILEEERSE -
NEE N EEFI 2RI ER
MEHERE - SR RERE AR
25 IRIRFEH RATFTEL - BEE
R BRI o

The Office of the Privacy Commissioner for Personal Data (PCPD)
is an independent body established pursuant to the Personal
Data (Privacy) Ordinance (PDPO) (Chapter 486 of the Laws of
Hong Kong). The PCPD strives to ensure the protection of the
privacy of individuals in relation to personal data through
monitoring, supervising and promoting compliance with the
PDPO.

Established in August 1996, the PCPD is headed by the Privacy
Commissioner for Personal Data. The seven functional units
under the PCPD include the Complaints Division, Criminal
Investigation Division, Compliance and Enquiries Division,
Legal Division, Global Affairs and Research Division, Corporate
Communications Division and Corporate Support Division.

)



LIS’ 2Ef 5 ABOUT PCPD

BASHILEER

Privacy Commissioner for Personal Data

BEAARHILEBSE (EREMREHR)

Assistant Privacy Commissioner for Personal Data
(Corporate Communications and Compliance)

BEEARHLEBSR (8 RBEEER®R)

Assistant Privacy Commissioner for Personal Data
(Legal, Global Affairs and Research)

WEBARHLRBSR (RHERHNERAE)

Assistant Privacy Commissioner for Personal Data
(Complaints and Criminal Investigation)

—( 128k Complaints

4( HIFEHE Criminal Investigation

4( & H R ZE# Compliance and Enquiries

4( &1 Legal

4( IRk 3 3% B W 22 Global Affairs and Research

4( £ 3 Corporate Communications

% 318 Corporate Support

N _@BR 8\ / U U O W
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EAEH (FL3) 5450 Personal Data (Privacy) Advisory
=ZR® Committee

BABER (FLBE)BHAEZE® (EZE  The Personal Data (Privacy) Advisory Committee (PDPAC) was
@) 2B (LB 1§1§|J>> F 111§  established pursuant to section 11 of the PDPO to advise the
N BHIERRERAAERFLE R Privacy Commissioner on matters relating to personal data

CFLE 1|7,<1§|J>>§§{/E E’j FHEAE=HE ' [FL  privacy protection and the operation of the PDPO.
BEHEERHES

ZTEooFEH HQHXMBE_D\ NZ The PDPAC receives regular reports on the operational
FEERIBSRE W ABHETIE performance of the PCPD and advises the Privacy
i

E’jﬁﬁ‘%%ﬁﬂ[ﬁa_h\ﬂzu%@;% o Commissioner on the handling of major issues relating to
the work of the PCPD.

FTEeTIFEANBEBEES MEZE< The Privacy Commissioner is the chairperson of the PDPAC,
KERREF EAERBEEE and members of the PDPAC are appointed by the Secretary
RIE o for Constitutional and Mainland Affairs.

R
CHAIRPERSON

EEWR
Ms Ada CHUNG Lai-ling

BEABHILEEER

Privacy Commissioner for Personal Data

541
MEMBERS (z# K5 xx = & #EFF in alphabetical order of last name)
O O O O O O

PR B 1, P BpshiH 5+ [0} 3 & ?‘-\,JP
Ms Karen CHAN Dr CHOW Kam-pui The Hon Carmen KAN
Ka-yin, JP BEABHHANERENE ¥ai-mun,
HEEEEERAT (2023 1071 F ) HERIT (E8) ARAT
HiTE S Associate Professor, 1855 12 FA R

Department of Computer Science,
The University of Hong Kong
(Appointment from 1 October 2023)

General Counsel,
Bank of China (Hong Kong) Limited

Executive Director,
German Pool Group Company Limited
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o e
Mr LAW Fai

EREEEEERAR
E RN BB EE
(EAIE2023F 1041 H )
Director, News and Public Affairs,
Hong Kong Commercial Broadcasting
Company Limited
(Appointment from 1 October 2023)

EiER S E MH
Mr Joseph LIN
Ho-man, MH

HKE Holdings Limited
HITERREE

Executive Director and Chairman,
HKE Holdings Limited

BWE T
Ms Nikki NG Mien-hua

(EIESE]
EMITES
(EAIE 20231071 HAE)
Non-Executive Director,
Sino Group
(Appointment from 1 October 2023)

EERE+
Dr Patrick WONG
Chi-kwong

BEAEHEAGTLE
EENRERARIER
(HEHEH2023F 1051 H L)
Chairman, The Court of Lingnan
University; Former Deputy Chairman,
Hong Kong Productivity Council
(Appointment from 1 October 2023)

Bl e A SRR BRI E R
BREMBEWER
Deputy Secretary for Constitutional and
Mainland Affairs or
Principal Assistant Secretary for
Constitutional and
Mainland Affairs

EFmEEL
Ms Terese AU-YEUNG
Kar-wai

2R
(EREZ20234F9 4 30H )

Solicitor
(Appointment up to 30 September 2023)

BElLE
Mr Alex CHIU Chih-sun

ﬁiﬁﬁﬁﬂiﬂgigﬁﬁﬁﬁﬁ
(ERZ20239 308 )

Director,
Hong Kong Aerospace Technology
Group Limited
(Appointment up to 30 September 2023)

WEWA M, P
Mr Addy WONG

Wai-hung, MH, JP

R EREER AT
AR ERITHAAE
(EAIZ20234F9 308 )
Chairman and Chief Executive Officer
(Asia Pacific),
Centaline Property Agency Limited
(Appointment up to 30 September 2023)

WRE 4+
Ms Eirene YEUNG

RIBXEEARAA
WITEEELERARAME
(FAfZ=20234F9 H30H )
Executive Committee Member
and Company Secretary,
CK Asset Holdings Limited
(Appointment up to 30 September 2023)
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HEEREHERE

MEZEEREZIYUBMEERTR
ZEg BEAEWHLEEEEAX
Hb 20 17 KFLBS 15 51 28 8(1)(F) {5 45 AP
HETERAE - BMAREREELKE
AR REREER - AERZE
?F‘J?%iﬂl/\éfﬂﬂ\%ﬁﬁm/a
cLZEERKERABEREY
i#fi?*ﬁ%%|ﬁ?ﬂﬁfAE§§§E§ atﬁi%ﬁ

D]]

ﬁ o
Mr#ERTFHLZESHLEEER
KENERLEE AR TE -
BEER

CO-CHAIRPERSONS

Standing Committee on Technological
Developments

The Standing Committee on Technological Developments
(SCTD) was established to assist the Privacy Commissioner to
better perform the statutory functions under section 8(1)(f) of the
PDPO, namely researching into and monitoring technological
developments that may affect personal data privacy. The SCTD
also advises on the drafting of codes of practices, advisories and
guidance notes on privacy issues arising therefrom.

The SCTD is co-chaired by the Privacy Commissioner and the
Assistant Privacy Commissioner.

EE T
Ms Ada CHUNG Lai-ling
EAAERFEEE

Privacy Commissioner for Personal Data

/O

MRsER T
Ms Cecilia SIU

R EAERFLEEE
O - RIRFEB RWE)

Assistant Privacy Commissioner for

Personal Data

(Legal, Global Affairs and Research)
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O O O & O
-
-
g - J‘.ﬁ"-.
BRI TiZEM SRR R4 BRSO
Ir Alex CHAN Mr Alan CHEUNG Adjunct Professor Jason LAU
EEEENRER BB AR T BIFRME B R MERTE (ISACA)
SNSRI Al TR AT BE M AM{E e irahrd EHEEEKE
General Manager, ElETE Director,
Digital Transformation Division, Chief Director, Artificial Intelligence and ISACA International Board of Directors
Hong Kong Productivity Council Trust Technologies,

Hong Kong Applied Science and
Technology Research Institute

&
“‘QXNL.

FRREL WipE= 8 MH
Dr Gregg LI Professor the Hon
» g@fﬁﬁ%@ﬁ . Kam-fai, MH
(EEIH20244F 1 7 1 H #E ' .
Founding Director and President, 157%_':':' NABITESHR
Orion Astropreneur Space Academy ElER (SMES) '
(Appointment from 1 January 2024) Associate Dean (External Affairs),

Faculty of Engineering,
The Chinese University of Hong Kong

HRM\ECL

Mr Francis
Po-kiu FONG

BEEMEEAE
KEeR
(FAIZE20234F12H31H )
Honorary President,

Hong Kong Information
Technology Federation
(Appointment up to 31 December 2023)

ok Jk BA 2%
Professor S MYIU

EERNSAERBE R
BEKBEIREE
Professor and Deputy Head,
Department of Computer Science,
The University of Hong Kong
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=2 TR E B

SENIOR MANAGEMENT TEAM

ERRTL

Ms Ada CHUNG Lai-ling
BAEHLEEE

Privacy Commissioner for Personal Data

e RERXL: e mARTE RMEFEE
Ms Joyce LAI Ms Cecilia SIU Mr Billy KWAN
PEEAERMLERS PEEAERMLERS PEBEAEMLERE
(CEERAEER) O - REEB LR (RFEMERE)
Assistant Privacy Commissioner Assistant Privacy Commissioner Assistant Privacy Commissioner
for Personal Data for Personal Data for Personal Data
(Corporate Communications (Legal, Global Affairs and Research) (Complaints and Criminal Investigation)

and Compliance)
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;s

e
L
e I g m FRRXL RPAHKXL
Ms Gloria YU Ms Ines LEE Ms Hermina NG
HEBEABREEHERAE) = A AEAD = AR RED (4% EF)
Chief Personal Data Officer Senior Legal Counsel Senior Legal Counsel (Complaints)
(Criminal Investigation)
o FBIEEBSE & e Bkt @ BREBEXL
Mr Brad KWOK Ms Joyce LIU Ms Natalie POON
BEREABREZA(GREER) EIE SRR CRIRE B R SRBAEREE(BEZER)
Chief Personal Data Officer Acting Senior Legal Counsel Senior Personal Data Officer

(Compliance and Enquiries) (Global Affairs and Research) (Corporate Support)
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=@ A\ S

SENIOR OFFICERS

FRIEEASEE AR L o EEAEXT
Mr Raymond CHAN Ms Phoebe CHOW Ms Clemence WONG
= ARMEAE R EE(BARRR) EREMAE (eI
Senior Personal Data Officer Head of Corporate Legal Counsel
(Information Technology) Communications

o % g EEREE o BP2BEXt
Ms Kimmy CHENG Mr John LO Ms Dorothy FUNG
SREAEHEE(ERENLRER) BREAEREE(ERRER) FIRRED
Senior Personal Data Officer Senior Personal Data Officer Acting Legal Counsel
(Compliance and Enquiries) (Compliance and Enquiries)
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Mr DF LO
SRBRAEREEFERE)
Senior Personal Data Officer
(Criminal Investigation)

RS ZE

Ms Addy LAI
=ARBAEREE GEF)
Senior Personal Data Officer
(Complaints)

AnExt
Ms Stephanie CHAU
2AD

Legal Counsel

FlEXL

Ms Joyce LI
=ARBAEREE R
Senior Personal Data Officer
(Complaints)

12/
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HERZE
Ms Terri WU

= AEANE R EF GREF)
Senior Personal Data Officer
(Complaints)

X&ExL

Ms Ayee MAN
ZEERREAEREE
(EREER)

Acting Senior Personal Data Officer
(Compliance and Enquiries)
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ITERE|FT
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QO21FHEAE R (FLB) (UBF]) &
By (IEETIEHIY) KR 202110 A 8
BAER - UnsgiTERIEEAER
FLEMREITTA  YHEELREE
EMEBIRE]IFITELF LT
BEBANFELIEREIMEANHEE -
ARFLS 5k [ RRIK ] /(82817
EHERARIE -

Combatting Doxxing Offences

Overview

The Personal Data (Privacy) (Amendment) Ordinance 2021
(Amendment Ordinance) came into effect on 8 October 2021
to strengthen the combat of doxxing acts which are intrusive
to personal data privacy and empower the Privacy
Commissioner to issue cessation notices to put an end to the
disclosure of doxxing messages, as well as to carry out criminal
investigations and institute prosecutions in respect of
doxxing-related offences.
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XFEBT 4 HIGHLIGHTS OF THE YEAR

Following the PCPD's first arrest in a doxxing case in the 2021-
22 reporting year, and the first successful prosecution in a
doxxing case in the 2022-23 reporting year, the PCPD in the
current reporting year has seen a record high in both the
number of criminal investigations commenced and the
number of arrests made. In addition, through the PCPD’s
continuous efforts in proactive online patrols and law
enforcement, the number of doxxing cases discovered on the
Internet has notably reduced.

Handling Doxxing Cases on a “One-stop”
Basis

Under the Amendment Ordinance, the PCPD is given new
criminal investigation and prosecution powers to handle
doxxing cases on a “one-stop” basis from criminal
investigations and evidence collection to prosecutions. The
streamlined process can effectively expedite enforcement and
prosecution actions against doxxing cases.

After receiving a doxxing complaint, the PCPD will commence
criminal investigation into the alleged doxxing-related
offences by assigning criminal investigators to follow up on
the investigation, collect evidence and conduct analysis, so as
to determine whether an arrest operation will be mounted.
Except for a few cases involving joint operations with the
Police, the vast majority of arrest cases were handled by the
PCPD’s criminal investigators.
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Hep —lEREIZNIFEMLE
EERFEAE2023F 1T AWK —4
WIREILEE I FEITTAL RN
=EAR(BN202452 A) I A4
HEAZE -

[ | (B = skt
RBEEFEA REEEREFASHK
BRIB T 631 RIEE | fEZ (X198
FRENEIPE LKEHEN
Az 433 R 2R EE K| HEH
FRER) c RERF B H 1525 (&
ZRAMEFE - W EL26KH
TS - 27 AR o

BN FLEEBEB REFEN T30
W K KRR 5 41) 26 6430) 1 T BV 5B
17 R/3808 REA B (R
fR1) SEEI AR TETT » AFLE TS 1E
HE—FRENZEELRE -

One of the noteworthy examples is that the PCPD was able to
secure the conviction of a doxxing case in February 2024, only
three months after the defendant was arrested in November
A0V}

Overview of Doxxing Cases

During the reporting year, the PCPD handled a total of 631
doxxing cases (including 198 doxxing cases uncovered by the
PCPD'’s proactive online patrols and 433 doxxing-related
complaints received), commenced 152 criminal investigations
and mounted 26 arrest operations with 27 persons arrested.

Furthermore, the PCPD referred 30 doxxing cases involving
offence under section 64(3C) of the PDPO and/or other
offences outside the purview of the PDPO to the Police for
further investigation and consideration of prosecution.
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XFEBT 4 HIGHLIGHTS OF THE YEAR

Highlights of Arrest Cases

Among the 27 persons arrested by the PCPD, the motives for
doxxing were as follows: monetary disputes (33%),
relationship disputes (33%), workplace disputes (15%) and
disputes arising from different political views (8%). The
remaining three persons (11%) doxxed the victims for other
reasons (Figure 1.1).

HEERER

Highlight of Arrest Cases
11% 33%
3 A Persons 9 A Persons
H R = % SEAUD
Other reasons @ QE‘/} Monetary disputes
8%
2 A Persons

BB A B &k Al 47
Disputes casued 0
Yol

by different O
)

political views

15%
4 A\ Persons
BB A ®3

Workplace disputes f\_—, '—ﬁ

33%
9 A Persons

/8\ ABRal4y
808 Relationship disputes

E1.1
Figure 1.1
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Cases relating to monetary disputes mainly stemmed from
contractual disputes while cases relating to workplace
disputes generally arose from conflicts between colleagues at
work. Cases originating from relationship disputes mainly
involved emotional entanglements and conflicts between
neighbours.

As far as the means of doxxing are concerned, 21 (78%) of the
arrested persons conducted doxxing activities through social
media platforms, while five (18%) used instant messaging
applications, and one case (4%) involved the use of postal
mail.

Removal of Doxxing Messages

Apart from bringing doxxers to justice through criminal
investigations and prosecutions, the timely removal of
doxxing messages is of equal importance to prevent further
harm to victims. In this regard, the Amendment Ordinance
confers statutory powers on the Privacy Commissioner to
issue cessation notices to online platforms to demand the
removal of doxxing messages.

During the reporting year, the PCPD issued 314 cessation
notices to 19 online platforms, requesting removal of 9,227
doxxing messages. 67 channels used for doxxing were also
successfully removed through the issuance of cessation
notices. Although most of the cessation notices were served
on overseas online platform operators, the overall compliance
rate for removing doxxing messages reached 96%.
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XFEBT 4 HIGHLIGHTS OF THE YEAR

Conviction and Sentencing on Doxxing
Cases

During the reporting year, there were a total of 16 conviction
cases relating to doxxing, involving 17 persons. The penalties
varied and included imprisonment, fines, community service
orders and probation orders. The imprisonment sentences
ranged from two weeks to two months, and two of the sentences
involved a fine of HK$500 in addition to imprisonment. The
community service orders imposed ranged from 80 hours to 200
hours.

WHEEH = REZRWNT : Below are three cases involving custodial sentences:
BFEiMEDRNERE] Male Doxxed an Intermediary of Foreign Domestic

ffthtEAzom FEBET HERTN)

BIME %EE@?&D/J&I?I\%
,\\\/i?K/%IT’Eﬁﬁ%Eiﬁ%%ﬁ
FE2022F4 4 %)3'2%&-1&5_&?%
LIS LRREM=IGAE  WE
SEIMEAER  THEEFERE
M B T e S P HE 0 IR 202345 A
WEERTE MREE —HIREE
MEFARBTHRBEEBAER
Mz K EEXIERGE | HERK
Mo AR AR SR ER - &
MI18MEA -

Helpers

The defendant signed a contract with the victim, an
intermediary, for employment of a foreign domestic helper in
2021. The victim and the defendant later ran into a monetary
dispute after the domestic helper had failed to report duty. In
April 2022, the defendant posted the personal data of the
victim in three doxxing messages on a social media platform
alongside some negative comments and allegations. He was
convicted of one charge of “disclosing personal data without
data subject’s consent causing specified harm” in May 2023
upon his guilty plea. The Court sentenced the defendant to
four weeks' imprisonment, suspended for 18 months.

ot
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Male Doxxed Another Person because of Monetary
Dispute

The victim had a monetary dispute with a third party in 2020.
Subsequently, the defendant posted two messages containing
the personal data of the victim (including a copy of the victim's
Hong Kong Identity Card) on a personal account of a social
media platform respectively in September and December 2022,
requesting settlement of the outstanding loan from the victim.
He was convicted of two charges of “disclosing personal data
without consent” in January 2024 upon his guilty plea. The
Court sentenced the defendant to two months’ imprisonment,
suspended for two years.
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Female Doxxed a Pet Seller

The defendant purchased three kittens from the victim in late
2022. The defendant subsequently requested a refund from
the victim because of the health issue of one of the kittens,
but the two could not agree on the amount of refund and a
dispute arose between them. In May 2023, the defendant
posted a message containing the personal data of the victim
in an open discussion group on a social media platform,
alongside some negative comments and allegations against
the victim. She was convicted of one charge of “disclosing
personal data without consent” in February 2024 upon her
guilty plea. The Court sentenced the defendant to two weeks’
imprisonment, suspended for three years, and a fine of
HKS$500.
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Based on the above cases, it is clear that the Court is of the
view that doxxing is a serious offence which ought to be
deterred by penalties commensurate with the severity of the
offences, including custodial sentences.
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Safeguarding Data Security

Data security is an integral part of national security and forms
the backbone of cybersecurity. It encompasses the protection
of personal data privacy, which is fundamental to preserving
individuals’ privacy rights. The PCPD has been dedicated to
strengthening data security through various strategies.

Launching the Data Security Trio
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Data Security Scannes
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Data Security
Webpage

With the aim of providing enterprises with one-stop access to
information concerning data security and helping them
enhance their capability to protect data and comply with the
requirements under the PDPO, the PCPD launched the Data
Security thematic webpage and the “Data Security Scanner”
on the website, as well as the “Data Security Hotline”
21101155 on 14 November 2023.



[BEZE] EEPERLEAMN
BRHEDNGEENRLZAHNE
Al BREZER  &HBEBLE
HE BRIMNREMAER - (A
RIRBDVEBRE RO RHE
BilE o [BUgZ 2R AIE—(E
BRFETE  BEXRESEH
BT EEEMMEBEABRERR
MERMRZEIEE S 5 o

SR (EHE MRS
RERBHREBESDRALE
MR B R RS
BENIOFERINEERE L E
o RERBELZE  MEEER
EMR2023F6H30H & H T Ra
(CERINE S m Be 1B N3 R 4
s AEEREERANER
Bt PIEF R - —BBLERIN
BEWAIABRUBEE - WiB 118
ERBFEEK -

Guidance on Data Breach Handling and
Data Breach Notifications
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The Data Security thematic webpage enables enterprises to
conveniently obtain information related to data security,
including security alerts, latest updates on data security,
information on data breach incidents, relevant requirements
under the PDPO, cases, and educational resources. Separately,
the “Data Security Scanner” is a self-assessment toolkit that
enables enterprises to conduct a quick and easy self-assessment
of the adequacy of their data security measures for information
and communications technology systems.

Issuing New Guidance on Data Breach
Handling and Data Breach Notifications, and
Online Data Breach Notification Form

In view of the increasing number of data breach incidents in
recent years and with the aim of safeguarding data security, the
PCPD issued a new “Guidance on Data Breach Handling and Data
Breach Notifications” on 30 June 2023 to assist organisations in
preparing themselves in the event a data breach occurs. The
Guidance also contains practical recommendations to help
organisations handle data breaches and contain the resulting
damage and harm.
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Separately, the PCPD has also launched an Online Data Breach
Notification Form. This form, designed with guided questions
and multiple-choice answers, enables organisations to
comprehensively and efficiently report the details of data
breach incidents to the PCPD.
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Taking Proactive Compliance Actions in
Response to Various Privacy Protection Issues

The PCPD continued to monitor privacy protection issues
related to data security and proactively took appropriate
compliance actions.

In response to concerns raised by the community about the
handling of borrowers’ credit data by credit reference agencies
in Hong Kong, the PCPD proactively commmenced compliance
checks of all credit reference agencies in Hong Kong in June
2023 to ensure the protection of the personal data privacy of
borrowers and the data security of credit reference databases.
The compliance checks were carried out to ascertain whether
the security measures and retention periods adopted by credit
reference agencies regarding the credit data of borrowers
complied with the requirements of the PDPO. After completion
of the compliance check process, the PCPD provided practical
recommendations to all credit reference agencies with a view
to enhancing their data security measures.
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Enhancing Data Security through Outreach
and Education

The PCPD actively organised various seminars and workshops
to raise awareness of the importance of cyber and data
security. These initiatives aimed to heighten organisations’
awareness of data security through workshops and
promotional activities. The PCPD conducted 170 in-house
seminars for different organisations within the reporting year.
Starting from November 2023, the content of such in-house
seminars has also incorporated data security management to
enhance organisations’ data security measures. Some seminars
on data security included “Cybersecurity in Web 3.0 and Data
Breach Handling” in July 2023, “Enhancing Data Security to
Prevent Cyber Attacks” in November 2023 and “Responding to
Cyber Security Threats and Data Breaches” in March 2024.
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Strengthening Synergy and International
Cooperation

In November 2023, the PCPD and the Hong Kong Productivity
Council Cyber Security jointly released the “Hong Kong
Enterprise Cyber Security Readiness Index and Privacy
Awareness Survey 2023" report, assessing the readiness of
local enterprises to respond to cyber security threats.

*hkpc’

Given the privacy risks associated with technological
advancements, the PCPD actively collaborated with
international counterparts to tackle challenges arising from
rapid technological development. In August 2023, as the
co-chair of the International Enforcement Cooperation
Working Group of the Global Privacy Assembly, the PCPD
joined forces with 11 privacy or data protection authorities
worldwide to issue a joint statement to social media platforms
and other websites. This collective effort established global
expectations and principles on privacy protection, identified
the major privacy risks associated with data scraping,
underscored the platforms’ duty to safeguard personal data
against unlawful extraction and recommended measures to
mitigate privacy risks.
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Conducting Investigations

Releasing Two Complaint Investigation
Reports

During the reporting year, the Privacy Commissioner released
two complaint investigation reports.

The Privacy Commissioner conducted an investigation into
the unauthorised access to credit data in a credit reference
system (the System) and released an investigation report in
June 2023. The investigation arose from a complaint received
by the PCPD, where the complainant reported that his credit
data in the System had been accessed multiple times by
money lending companies without his knowledge or consent.
The investigation found that the operator of the System had
contravened Data Protection Principle (DPP) 4(1) of the PDPO
regarding the security of personal data and DPP 2(2) regarding
the retention of personal data.
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Besides, to raise the awareness amongst employers and
human resource managers of their responsibilities in
protecting personal data privacy and complying with the
relevant statutory requirements, the Privacy Commissioner
released an investigation report in December 2023 regarding
four complaints received by the PCPD in relation to human
resource management. Upon investigation, the Privacy
Commissioner found that the organisations in the four cases
had respectively contravened the requirements on accuracy,
use (including disclosure) and security of personal data under
the DPPs.

In the aforementioned investigations, the Privacy
Commissioner served Enforcement Notices on the data users
concerned, directing them to remedy their respective
contraventions and prevent recurrence of similar contraventions.
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Releasing Two Investigation Reports on
Data Breach Incidents

During the reporting year, the PCPD completed two
investigation reports on data breach incidents. In December
2023, the PCPD released an investigation report on a data
breach incident encountered by an online shopping platform
involving the personal data of more than 300,000 user accounts
in Hong Kong. In the report, the Privacy Commissioner found
that the online shopping platform contravened DPP 4(1)
concerning the security of personal data. In March 2024, the
PCPD completed an investigation into a data breach incident
related to a ransomware attack on a public body, and an
investigation report was subsequently released!, in which the
Privacy Commissioner found that the public body contravened
DPP 2(2) and 4(1) concerning the retention and security of
personal data.

The Privacy Commissioner served Enforcement Notices on the
relevant data users, directing them to remedy the contraventions
and prevent their recurrence.

1 The Privacy Commissioner released the investigation report on 2 April 2024.
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Launching Privacy-Friendly Awards
2023

138 Award-winning Organisations Support
the Implementation of Privacy Management
Programme

During the reporting year, the PCPD launched its flagship
event — the “Privacy-Friendly Awards 2023"” under the theme
of “Embrace Privacy Management Programme to Gain Trust
and Benefits” to promote the significance of the establishment
of a Personal Data Privacy Management Programme to
organisations. The Awards Presentation Ceremony, officiated
by Mr Erick TSANG Kwok-wai, GBS, IDSM, JP, Secretary for
Constitutional and Mainland Affairs, was successfully held in
August 2023. Awards were presented to 138 enterprises, public
and private organisations, as well as government departments
to recognise their commitment and performance in safeguarding
personal data privacy.
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Participating organisations with designated “Privacy Protection
Measures” in place were eligible for awards. After careful
consideration and assessment by the judging panel, 138
organisations were awarded, of which eight won Outstanding
Gold Awards; 80 won Gold Awards; 33 won Silver Awards and
17 won Bronze Awards. The increase in the number of award-
winning organisations by nearly 40% compared to the
previous year reflects that more and more organisations
recognise the importance of protecting personal data privacy.
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Promoting Good Data Governance

The PCPD aims to propel more organisations towards
implementing good data governance through a range of
channels, including newspaper advertorials, social media and
online platforms. Short videos were also produced for the
Outstanding Gold Awardees of the “Privacy-Friendly Awards
2023" to share their experience and insights in safeguarding
personal data privacy.
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In addition, the PCPD organised two experience-sharing sessions
in November 2023 and March 2024, where representatives of the
Outstanding Gold Awardees shared with participants their
practical experience in establishing Personal Data Privacy
Management Programmes, and the challenges they encountered
in implementing data governance and strengthening data
security. These sharing sessions attracted over 340 participants
from various sectors, including banking, insurance, government/
public bodies, medical and healthcare, legal and information
technology sectors.

Preventing Data Fraud

Enhancing Public Awareness of Fraud
Prevention

As there has been an increase in online fraud cases, it is crucial
to enhance public awareness of fraud prevention when facing
different kinds of fraud traps. Therefore, the PCPD launched a
new dedicated webpage entitled “Anti-Fraud Tips”, serving as
a one-stop information portal for members of the public. The
PCPD also regularly issued media statements to urge the
public and organisations to guard against fraudulent websites
and SMS messages. A seminar on “Safe Use of WhatsApp and
Social Media Platforms” to illustrate fraudsters’ tricks on
hijacking instant messaging accounts was organised in
December 2023, which attracted over 600 participants.
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Don't Hand Over Your Personal Data -

HBewnre of Fraudsters
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In addition, the PCPD launched a series of anti-fraud publicity
activities under the theme of “Don’t Hand Over Your Personal
Data — Beware of Fraudsters”, and invited artistes Alice FUNG
So-bor (& Z )& ) and Timothy CHENG Tse-sing ([ 3 ) to
perform key roles in promotional videos to convey the
messages of fraud prevention in a realistic yet light-hearted
way. The videos were broadcast on local TV, online platforms
and MTR in-train TVs in phases starting from June 2023. The
first episode titled “Fake Membership Awards Programme”
aims to raise public awareness of protecting personal data
privacy so as to avoid property loss. The second episode uses
"Promotional Gifts Scam” as the theme to remind citizens not
to disclose personal data out of greed. The third episode on
"Healthcare Products Promotional Scam” educates members
of the public to stay vigilant and not fall prey to scams. The last
episode themed “Romance Scam” reminds the public to
beware of relationship traps and fraudsters.
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Furthermore, the PCPD distributed anti-fraud promotional
posters to District Offices, community centres, elderly centres
and schools, and promoted anti-fraud messages across major
public transportation networks and online platforms. The
PCPD's Volunteer Team also organised talks on fraud prevention
for the elderlies during Christmas in 2023. During the visit, the
Volunteer Team arranged talks and games to raise the elderlies’
alertness of fraudulent scams so that they could easily identify
scammers.
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Responding to Public Enquiries

The PCPD received a total of 16,034 enquiry cases during
the reporting year (Figure 2.1), an increase of 4.8%
compared to the preceding reporting year. On average,
around 1,300 enquiry cases were handled each month. The
majority of the enquiries (84%) were made by telephonel ,
while the percentages of enquiries made in writing and in
person were 12% and 4% respectively.

The key areas of enquiries included the collection and use
of personal data (e.g. Hong Kong Identity Card numbers
and/or copies) (30%), the PCPD’s complaint handling policy
(9%), the handling of personal data in the context of
employment (6%), the rights to access and correct personal
data (6%), the installation and use of CCTV facilities (5%) and
the application of the PDPO (5%).

The number of enquiries regarding personal data fraud
continued to rise, from 732 in the preceding reporting year
to 903 in this reporting year, representing an increase of
23%. The number of enquiries related to doxxing in this
reporting year was 942, which was nearly a three-fold
increase from 325 in the 2022-23 reporting year.

1 Including through the General Enquiries Hotline (2827 2827), Data Security
Hotline and Small and Medium Enterprises Hotline (2110 1155), Enquiry/
Complaint Hotline About Doxxing (3423 6666) and Personal Data Fraud
Prevention Hotline (3423 6611) of the PCPD.
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Initiating Compliance Actions

When the PCPD identifies that an organisation’s practices
may not comply with the requirements under the PDPO,
the PCPD will initiate compliance checks or investigations.
Upon completion of a compliance action, the Privacy
Commissioner will generally inform the organisation of its
non-compliant or deficient practices under the PDPO and
urge it to take appropriate remedial measures to rectify the
contraventions, and implement preventive measures to
prevent the contraventions from recurring.

During the reporting year, the Privacy Commissioner carried
out 410 compliance actions, an increase of 7% compared to
383 in 2022-23 (Figure 2.2).
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Handling Data Breach Notifications

A data breach is generally regarded as a suspected or actual
breach of the security of personal data held by a data user,
which exposes the personal data of data subjects to the
risks of unauthorised or accidental access, processing,
erasure, loss or use. The breach may be found to be in
contravention of Data Protection Principle (DPP) 4 of
Schedule 1 to the PDPO. To mitigate the impact of a data
breach and rectify related security vulnerabilities, data users
are encouraged to notify the affected data subjects, the
Privacy Commissioner and other relevant parties upon the
occurrence of a data breach incident.

Upon receipt of a data breach notification, the PCPD would
carefully assess the information provided to determine
whether the situation warrants the initiation of a
compliance check on or an investigation into the
organisation involved. Upon completion of the compliance
actions, the Privacy Commissioner would generally
identify deficiencies of the data users and provide
recommendations for remedial measures to rectify the
deficiencies and to prevent recurrence of such incidents.
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During the reporting year, the PCPD received a total of 169
data breach notifications (50 from the public sector and 119
from the private sector), involving the personal data of
around 900,000 individuals. The nature of these data breach
incidents included hacking, loss of documents or portable
devices, inadvertent disclosure of personal data by fax,
email or post, unauthorised access of personal data by
employees, accidental erasure of personal data and system
misconfiguration. The PCPD conducted a compliance check
on or an investigation into each of these 169 incidents
(Figure 2.3).
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Compliance Investigations

During the reporting year, the Privacy Commissioner
published two investigation reports in relation to data
breach incidents.

A Data Breach Incident of an Online Shopping
Platform

An online shopping platform reported to the PCPD after
discovering that a listing posted on an online forum offered
for sale the personal data of its 2.6 million users, which
included the personal data of 324,232 user accounts in
Hong Kong. The online shopping platform stated that the
data breach incident was caused by a security vulnerability
that was introduced during a system migration in January
2022. The Privacy Commissioner initiated an investigation
into the incident.

Upon conclusion of her investigation, the Privacy
Commissioner considered that the incident had been
caused by the following deficiencies of the online shopping

platform:

(1) Failure to conduct a privacy impact assessment prior to
the system migration;

(2) Incomprehensive code review process;

(3) Inadequate security assessment associated with the
system migration;

(4) Lack of a written policy in relation to the code review
process; and

(5) Lack of effective detection measures.
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In the light of the deficiencies, the Privacy Commissioner
considered that the online shopping platform had not
taken all practicable steps to ensure that the personal data
involved was protected against unauthorised or accidental
access, processing, erasure, loss or use, thereby
contravening DPP 4(1) regarding the security of personal
data. The Privacy Commissioner served an Enforcement
Notice on the online shopping platform to direct it to
remedy and prevent recurrence of the contravention.

The Privacy Commissioner made the following
recommendations on strengthening data security to
organisations which may perform information system
migration involving personal data:

> (Carry out privacy impact assessments, especially when
significant changes are made to systems or practices
and upon the adoption of new technologies;

> Develop a migration plan that prioritises data protection;

> Conduct effective vulnerability assessments;

> Provide relevant employee training;

> Implement an effective mechanism for detecting
abnormal activities; and

V

Formulate localised policies and procedures to ensure
compliance with the PDPO.



FOERBHBFHIINATR

—ﬁ““&%ﬁﬂkﬁh

o

%%@#Wé&MHMﬁ

N i
AR E
BB

EEEKARS

B13000 B E R E FANEAZR
SNE - BRI EALHK
BELEBEBNES -

FLEE B B

BEZEMINRER

% RBE R BRI T AR
S

(1)

B REGRRA VT HEER
ErE8EMH - S 2R
ERNAEE B ERARERE

ﬁﬁ%iﬁfﬂ%ﬂﬁ%yi
REINRE - B ERKEFAE
mmﬁﬁﬁ%LLL%iﬁ

B NZR B ALK

fféfnﬂ%//u f?ﬂ@’f%?%ﬁ'q:
E

,\H—M%ﬁﬂzy EK gg ; &
WM I8 A LHEAER

WANEHIREE o

& # COMPLIANCE

A Data Breach Incident of a Public Body

A public body reported to the PCPD that its computer
systems and file servers had been attacked by ransomware
and maliciously encrypted. The incident resulted in the
leakage of the personal data of more than 13,000 data
subjects, about 40% of whom were unsuccessful job
applicants and former employees.

Upon conclusion of her investigation into the data breach
incident, the Privacy Commissioner considered that the
incident had been caused by the following deficiencies of
the public body:

(1) Lack of effective detection measures against malicious
attacks, allowing the hacker to obtain the credentials of
user accounts with administrative privileges;

(2) Failure to enable multi-factor authentication for remote
access to data, allowing the hacker to gain access to its
network through a remote desktop connection using

the credentials of a user account;

(3) Insufficient security audits of the information systems;

(4) Lack of specificity in the information security policy; and

(5) Unnecessary retention of the personal data of around
40% of the affected individuals.
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In the circumstances, the Privacy Commissioner considered
that the public body had not taken all practical steps to
ensure that the personal data involved was (i) protected
against unauthorised or accidental access, processing,
erasure, loss or use; and (ii) not kept longer than was
necessary for the fulfilment of the purpose for which the
data was used, thereby contravening DPP 4(1) and DPP 2(2)
regarding the security and retention of personal data. The
Privacy Commissioner served an Enforcement Notice
on the public body to direct it to remedy and prevent
recurrence of the contravention.

The Privacy Commissioner made the following
recommendations to organisations which use information
and communications technologies for processing personal
data:

> Establish a Personal Data Privacy Management
Programme and appoint data protection officer(s);

> Establish a robust cybersecurity framework;

> Conduct timely risk assessments and security audits of
information systems;

\V4

Establish a corporate culture that values information
security; and

> Delete personal data in a timely fashion.
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Compliance investigation

(section 38(b) of the PDPO)

e Enter premises of the data user to
carry out the investigation
(section 42 of the PDPO)

e Conduct public hearings and invite
witnesses for interviews
(section 43 of the PDPO)

e Summon a person to provide
evidence (section 44 of the PDPO)
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Conducting Inspections

The PCPD is committed to monitoring and supervising
compliance with the requirements of the PDPO, including
exercising the powers under section 36 of the PDPO to
carry out site inspections of the data systems of
organisations which handle a vast amount of personal data.
During the reporting year, the Privacy Commissioner
published two inspection reports.

Personal Data System of a Government
Department

The findings of the inspection revealed that the
government department had made significant efforts to
implement a Personal Data Privacy Management
Programme and had built a robust infrastructure to protect
personal data privacy, which was supported by an ongoing
review and monitoring process to facilitate compliance
with the requirements under the PDPO. The Privacy
Commissioner also made 10 recommendations to the
government department in the inspection report with a
view to enhancing the security of the personal data held by
the department.

In addition, the Privacy Commissioner strongly encouraged
the government department to continuously strive to instil
and maintain a strong culture of data protection among all
staff members to better protect the privacy and security of
the personal data of its stakeholders and demonstrate its
commitment to good data governance and building trust
with members of the public.
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Personal Data System of a Virtual Bank

The findings of the inspection revealed that the bank had
established a Personal Data Privacy Management
Programme and appointed a dedicated Data Protection
Officer to systematically and responsibly develop a system
to comply with the requirements the PDPO and to manage
customers’ personal data. In addition, the Privacy
Commissioner was pleased to note that the bank had been
committed to protecting personal data privacy through
measures such as implementing a paperless office,
conducting drill exercises to prevent the threat of phishing
attacks and promoting a culture of privacy in the workplace.
Overall, the Privacy Commissioner considered that the bank
had generally adhered to the requirements of DPPs of
Schedule 1 to the PDPO in the handling of customers’
personal data.

Nevertheless, the Privacy Commissioner recommended the
bank to strengthen the management of its data processors,
enhance the monitoring capabilities of the data loss
prevention system, limit the time for staff members to
access customers’ personal data, centrally manage its
internal policies and guidelines on the handling of personal
data, and continuously and regularly review its personal
data system so as to strengthen the protection of
customers’ personal data.
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Processing Matching Procedure
Requests

A matching procedure involves the electronic comparison of
two sets of personal data, each of which is collected for
different purposes. Each comparison involves the personal
data of 10 or more data subjects. The result of the
comparison may be used for taking adverse action against
the data subjects concerned. A data user shall not carry out a
matching procedure without the prescribed consent from all
data subjects involved or the consent of the Privacy
Commissioner.

During the reporting year, the PCPD received a total of 37
applications to carry out matching procedures. After vetting,
the Privacy Commissioner approved 36 of these applications,
with conditions imposed, and rejected one application which
was found not to be a matching procedure as defined under
the PDPO.
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Promoting Compliance

Release of Report on “Privacy Protection in
the Digital Age: A Comparison of the Privacy
Settings of 10 Online Shopping Platforms”
and Publication of Leaflet on “Tips for Users
of Online Shopping Platforms”

Online shopping has become an integral part of daily life for
many people. While online shopping offers convenience
and benefits to consumers, it also poses risks to personal
data privacy. In June 2023, the PCPD released a report on
"Privacy Protection in the Digital Age: A Comparison of the
Privacy Settings of 10 Online Shopping Platforms”, which
covered a review and assessment of the privacy settings of
10 online shopping platforms commonly used in Hong
Kong (namely, Baby Kingdom — BKmall, Carousell, eBay,
Fortress, HKTVmall, JD.COM, PlayStation App, Price.com.hk,
Samsung and Taobao), to understand how these online
shopping platforms collect and use the personal data of
their users.

Based on the review findings, the PCPD provided specific
advice to the operators of online shopping platforms
regarding protection of the users’ personal data. This
included allowing users to shop as guests and only
collecting personal data necessary to process transactions,
setting all privacy-related options to protect user privacy by
default, and increasing transparency in tracking users’
activities. Simultaneously, the PCPD published a leaflet on
“Tips for Users of Online Shopping Platforms”, which
provided advice to users of online shopping platforms
about how to carry out online shopping safely while
protecting their personal data privacy, including, for
example, only providing the minimum amount of personal
data required for registration and transactions, and paying
attention to direct marketing settings and deleting unused
accounts.
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Release of Report on “Privacy Concerns on
Electronic Food Ordering at Restaurants”
and Publication of Leaflet on “Food
Ordering Using Mobile Apps or QR Codes at
Restaurants: Tips for Protecting Privacy”

With the increasing prevalence of electronic ordering
services, the PCPD released a report on “Privacy Concerns
on Electronic Food Ordering at Restaurants” in January
2024. The PCPD's representatives paid visits to 60 local
restaurants which allowed customers to order food by
using a mobile application or scanning a QR code, and
carried out tests on the collection and use of customers’
personal data by the restaurants concerned in the provision
of electronic food ordering services.

According to the review results, the PCPD provided specific
recommendations to the food and beverage industry
regarding enhancing personal data protection when using
electronic ordering services. The suggestions included
providing alternative food ordering means to customers
without collecting their personal data or collecting a
minimal amount of personal data as needed, and seeking
customers’ consent to use their personal data for direct
marketing purposes, in which the setting for options should
not be set as “agree” by default.
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At the same time, the PCPD published a leaflet on “Food
Ordering Using Mobile Apps or QR Codes at Restaurants:
Tips for Protecting Privacy” to provide advice to citizens
about privacy protection. Citizens are advised to consider
whether to use the mobile apps and create an account
solely for restaurant dining purposes, whether the types of
personal data to be collected are necessary when ordering
as a guest, as well as whether the order could be placed
without providing such data, etc.

Order
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Handling Complaints

Overall Trend of Complaints

In this reporting year, the total number of complaints
received and doxxing cases uncovered by proactive online
patrols was 3,600, a decrease of 1.2% from the 3,644 cases
in 2022-23. Of all complaints, 433 were doxxing-related
complaints and 198 were doxxing cases uncovered by
proactive online patrols.

Specifically, the number of doxxing cases detected
through proactive online patrols dropped from 841 in the
2022-23 reporting year to 198 in the current reporting year,
demonstrating the successful enforcement efforts made
by the PCPD in combating doxxing offences. Although
there has been a significant decline in online doxxing activities,
curbing doxxing remains a priority of the PCPD.

X %! %
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Complaints Received and Doxxing Cases
Uncovered by Proactive Online Patrols

There were a total of 3,600 complaints and doxxing cases
uncovered by proactive online patrols in 2023-24. Excluding
the 433 doxxing-related complaints and 198 doxxing cases
uncovered by proactive online patrols, the PCPD received
2,969 complaints, representing a 39.6% increase from the
previous reporting year (Figure 3.1).

EENRFEARRFHEBKE[RAE

Number of Complaints Received and
Doxxing Cases Uncovered by Proactive Online Patrols
17 Year |
2023-24 ‘ ol 3,600
] 2,969 433198
2022-23 h £E 3644
] 2127 676 841
2021-22 ‘ % 3368
] 2017 749 602
2020-21 - #% 3 157
| 2200 957
| | 6513/ | 4707 |
0 2,000 4,000 6,000 8,000 10,000 12000
3 THRE | ABRRAYIEHR W 5 (] AERAIR SR B S8 s R FEx
Non-doxxing-related complaints Doxxing-related complaints Doxxing cases uncovered by proactive online patrols*/
E3.1
Figure 3.1
i B UEETIEFY R 2021 F10 B 8 H IE =, £ & * Since the Amendment Ordinance came into force on 8 October 2021, the PCPD

% LEEEAFTEHMEHIBHB LS -
RERNEEIAE  LEEESRE(E
FTRBID IR T e B T LR B AN -

A ERERE665 REMREBRERERRAE
SBRN—RENEB S DERBAEGE
669 RIZE R L A B EBUE P S (HFHOIR -
ARARBREB—BEBAREERTERK
B OMEARERREERENRF -

has been conducting regular proactive online patrols and the Privacy
Commissioner would issue cessation notices as empowered under the
Amendment Ordinance against doxxing messages found.

A There were 2,665 complaints about two incidents involving the alleged wrongful
disclosure of a HKID Card in live broadcasts or streaming, 669 complaints about
the suspected theft of residents’ letters by a security guard, and 428 complaints
about the alleged wrongful disclosure of a list of cabin crew by an artiste on her
social media platform.
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Types of Parties being Complained against

The types of parties being complained against among the
2,969 non-doxxing-related complaints are categorised as
follows (Figure 3.2):

FLEMRE (1197x) - EEW »  Private organisations (1,197 cases), with the majority
KiRIT - @%ﬂifﬁg% SR involving banks, financial institutions, property
A BAARIREEHE management companies, telecommunication
companies and retail business organisations;
A (14665) » 5 AKE4 » Individuals (1,466 cases), with disputes mainly
FEZ=EFASEESEAOUD KR stemming from domestic affairs and installation of
MELZEAKRESREHE & CCTV by neighbours; and
AT EBFIF A L ## (306 >  Government departments and public organisations (306
T ETEHSNEEME B cases), with the majority being healthcare organisations,
,ﬁﬁé AN E %% law enforcement agencies and education institutes.
Wi E R
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Nature of Alleged Breaches

The 2,969 non-doxxing-related complaints involved a total of
3,593 alleged breaches (as one complaint might involve more
than one allegation). The nature of the alleged breaches is

shown as follows (Figure 3.3):
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Nature of Alleged Breaches
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Data access/
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g &
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Inadequate security
of personal data
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\V,
51.7% r\é
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Improper use and disclosure
of personal data
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Direct marketing

26.7%
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of personal data -

5.3%
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AR R R T LA
Accuracy or retention .

of personal data
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Figure 3.3
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Subject Matters of Complaints

The distribution of major subject matters of non-doxxing-
related complaints received by the PCPD in the reporting year
is as follows (Figure 3.4).

It is noteworthy that the number of complaints relating to
data access/correction requests has seen a 53% increase, rising
from 97 to 148 cases. This trend shows that the PCPD’s public
education campaigns are effective as citizens are becoming
more aware of their data access and correction rights under
the PDPO.

On the other hand, the number of complaints relating to
information technology remains the highest among all
categories, with the number of complaints tripling that in the
2022-23 reporting year. This surge could be explained by the
widespread use of instant messaging software, online social
networks, and smartphone applications by members of the
public and organisations in their daily communication and
business transactions, which may also involve the collection
and use of personal data.
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There are more than 500 complaints related to information technology lodged
by the same complainant.
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Summary of Complaints Handled

In the 2023-24 reporting year, the PCPD handled a total of
4,432 complaints, which consisted of 3,600 newly received
complaints (including 433 doxxing-related complaints and
198 doxxing cases uncovered by proactive online patrols) and
832 complaints carried forward from the previous reporting
year. Of these, 3,604 complaints (81.3%) were dealt with
during the reporting year, while the remaining 828 complaints
(18.7%) were still in progress as at 31 March 2024.

Excluding the doxxing-related complaints and doxxing cases
uncovered by proactive online patrols, the PCPD completed
the handling of 2,906 complaints in this reporting year, of
which 2,039 complaints were concluded after conducting
preliminary assessment, while the other 867 complaints were
accepted for further handling.

Among these 867 complaints, the PCPD successfully resolved
744 complaints (86%) through conciliation. For the other 20
complaints which involved possible criminal offences (mostly
related to direct marketing), the PCPD, after obtaining prima
facie evidence of the suspected contravention of the PDPO,
referred them to the Police for further investigations and
consideration of prosecutions. The PCPD carried out
investigations into the remaining 103 complaints and found
54 cases to be in contravention of the requirements of the
PDPO. Therefore, the PCPD issued Enforcement Notices,
warning letters or advisory letters, directing or requesting the
parties being complained against to take remedial actions or
implement appropriate and practicable measures to prevent
a recurrence of the contravention.
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Complaint Investigations

During the reporting period, the Privacy Commissioner
published two reports on five investigations conducted under
section 38(a) of the PDPO, respectively. Details of the reports
are as follows.

Investigation Report on Unauthorised Access to
Credit Data in a Credit Reference System

The Privacy Commissioner published an investigation report
on unauthorised access to credit data in a credit reference
system (the System). The investigation arose from a complaint
lodged by a complainant reporting that his credit data in the
System was accessed a number of times by eight money
lending companies unknown to him without his knowledge
or consent. The complainant was of the view that the operator
of the System did not put in place adequate security measures
to protect his personal data, thus he lodged a complaint to
the PCPD.

As a result of the investigation, it was found that the System
was operated by a technology company (the Company).
Around 680 money lending companies used the System,
which contained the credit data of about 180,000 borrowers.
The Privacy Commissioner identified three areas of deficiencies
in terms of the security measures taken by the Company to
protect personal data and the retention period of credit data:

v/

Failure to take practicable steps to protect the credit
data from unauthorised access, processing or use;

v/

Weak password management; and

v/

Prolonged retention of over 50,000 credit records of
borrowers who had completed their repayments more
than five years ago.
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In the circumstances, the Privacy Commissioner considered
that the Company had failed to take all practicable steps to
protect the personal data in the System against unauthorised
or accidental access, processing, or use, thereby contravening
Data Protection Principle (DPP) 4(1) under the PDPO relating
to the security of personal data. The Company also failed
to take all practicable steps to ensure that the personal
data concerned was not kept longer than was necessary,
thus contravening DPP 2(2). Consequently, the Privacy
Commissioner served an Enforcement Notice on the
Company, directing it to remedy the contraventions and
prevent recurrence of similar contraventions.

Through the report, the Privacy Commissioner recommended
the Company and other operators of credit reference
databases to:

> Implement a Personal Data Privacy Management
Programme;

W/

Appoint data protection officer(s) to monitor compliance
with the PDPO;

W/

Appoint an independent compliance auditor to conduct
regular compliance audits on the mechanism and means
of providing credit reference services; and

Increase penalties for contraventions to deter the
recurrence of violations by money lenders.

Y/
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Investigation Report on Improper Retention and
Use of Personal Data of Employees/Former
Employees by Employers

Over the past five years, the PCPD received on average
over a hundred complaints relating to human resource
management per annum. To raise the awareness amongst
employers and human resource managers of their duties
in protecting personal data privacy and in complying with
the relevant statutory requirements, the Privacy Commissioner
published an investigation report in respect of four
complaints received by the PCPD concerning human resource
management. The four complaints were respectively lodged
against four organisations, the staff of two of which were
alleged to have improperly disclosed personal data in instant
messaging application chat groups, while the other two
organisations were alleged to have continued using a former
employee’s personal data as the user of a corporate bank
account after he had left employment and used the old
address of a former employee for filing and mailing a tax
return respectively.

Upon investigation, the Privacy Commissioner found that
three organisations had contravened DPP 3(1) regarding the
use (including the disclosure) of personal data, and one
organisation had contravened DPP 2(1) regarding the
accuracy of personal data and DPP 4(1) regarding the security
of personal data. The Privacy Commissioner therefore served
Enforcement Notices on the four organisations, directing
them to remedy their respective contraventions and prevent
recurrence of similar contraventions in future. The Privacy
Commissioner also provided recommendations to employers
in general on how to safeguard personal data privacy, and
issued an updated information leaflet on “Human Resource
Management: Common Questions” in parallel.
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RITHE LSFEE=IERE Appeals Lodged with the
B L &R Administrative Appeals Board

T EHFRZE= (REE) 2IE1E  The Administrative Appeals Board (AAB), established under
T ERZE 2 EN)Y (FE A  the Administrative Appeals Board Ordinance (Chapter 442 of
FANNE) MBI HETHLE - & the Laws of Hong Kong), is the statutory body which hears
FEEBEHLEEREE FECILEIEM)Y and determines appeals against the Privacy Commissioner’s
TEPREMEER F&F  WYEHEL decisions under the PDPO.

R o

TRLIGFRECKEFTTH Statistics of AAB Cases

RI/EFEN TE@ S LB+ During the reporting year, the AAB handed down a total of
SRR (BENEBEEEREA L seven decisions (which included appeals lodged in previous
F) o BEPAFHEE - — R E  years), in which five appeals were dismissed, one appeal was
TEHE BIEEILEHEE ANEEE allowed (ie remitted to the PCPD for further investigation)
—HRIE) N —F W TEEHEE o and one appeal was partly allowed. In the same reporting
FRI—BEFEAN - B=F_LFFHA year three appeals were lodged and subsequently withdrawn
FRABTHEE (E35) ° by the appellants (Figure 3.5).
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Figure 3.5
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Nature of AAB Cases Received and
Provisions of the PDPO Involved

A total of 32 appeals were received during the reporting year.

A\

\V4

\V4

15 of these were related to appeals against the Privacy
Commissioner’s decisions to refuse to carry out
or terminate investigations initiated by a complaint
under section 39(2) of the PDPO. The Privacy
Commissioner exercised the aforesaid discretionary
power in accordance with the Complaint Handling
Policy issued by the PCPD, on the grounds that there
was no prima facie evidence of any contraventions of
the requirements under the PDPO following a preliminary
enquiry by the PCPD;

Eight appeals were against the Privacy Commissioner’s
decisions not to serve Enforcement Notices after
investigation;

Another eight appeals were against the Privacy
Commissioner’s decisions not to accept the relevant
case as a "complaint” under section 37 of the PDPO;
and

The remaining appeal involved the termination of
investigation after having completed a criminal
investigation by the Privacy Commissioner.
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Fult325% FEFEZEAF - E§ & The particulars of the 32 appeal cases involved the following

Z

AT (B 36) : allegations (Figure 3.6):

> ERREERRE]: 135R >  Contraventions of DPPs; 13 cases

> TEARRARF /R >  Notaccepted as a complaint: eight cases

> TERBEMHEMENXR: R >  Non-compliance with data access requests: six cases

> AARERETNEREBEAZERA »  Offences for disclosing personal data without consent:

BT =R three cases
> EAHANEAEZE : MR >  Whether or not personal data was involved: two cases
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Figure 3.6
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M32REER FREZEA - 1952 Of the 32 appeal cases received, 19 appeal cases involved
FEF1E /%/F&;\_ RAREE& R FEA] alleged contraventions of the DPPs and the distribution of
MIETE - 2 EFIREEREER]  DPPs concerned is as follows (one appeal might involve more
BN T (BE— AR ELEW % than one DPP) (Figure 3.7):
R—IBREERRA) (B37) :

F1RE (WEERRE) : DPP 1 (Data Collection Principle):
N Six cases

\V}
Y/

\Y/

F2R A (BRI ERNRB DPP 2 (Data Accuracy and Retention Principle):
A : M two cases

Y/

Y/

EI3IRE (EFRBERRE) : DPP 3 (Data Use Principle):
LR nine cases

\V/

\\/4
\'/

F4REB (BRRZRE]) : DPP 4 (Data Security Principle):
AR five cases

\V}

FORB (BHEMNRIRKNER DPP 6 (Data Access and Correction Principle):
8) 1 JNR Six cases

v/
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One appeal might involve more than one DPP.
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Launching Promotional Campaigns

During the reporting year, the PCPD has intensified its
commitment to spreading the core message of personal data
privacy protection through comprehensive promotional and
educational activities. Utilising a wide array of channels,
ranging from highly effective promotional campaigns to a
series of educational activities and media engagements, the
PCPD has successfully reached out to various groups in the
society, enhancing their awareness and understanding of the
importance of personal data privacy protection.
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EEH3E PROMOTION AND EDUCATION

The PCPD has been actively promoting compliance with the
PDPO across diverse sectors and within the community. This
has involved a number of tailored initiatives, including
promotional campaigns, seminars, conferences, and training
sessions, all designed to raise public awareness of protecting
personal data privacy. The PCPD also directly responded to
various privacy issues in the society through different means,
such as guidance, press statements, media responses,
interviews, articles and social media posts, fulfilling its
mission of protecting and respecting personal data privacy.

Undoubtedly, personal data privacy has become one of the
common concerns for members of the public in recent years.
This has been reflected in the impressive attendance numbers
of the PCPD’s educational activities, with over 40,735
individuals participating in its events throughout the
reporting year. It marks the PCPD’s unwavering resolve to
elevate the standards of personal data privacy protection as it
navigates an ever more digital landscape.
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Privacy Awareness Week

Since 2007, the PCPD has been a steadfast participant in the
Privacy Awareness Week (PAW), collaboratively orchestrated
by the members of the Asia Pacific Privacy Authorities (APPA).
Embracing the theme “Building from the Foundation -
Respect and Protect Personal Data Privacy”, the PAW 2023
took place from 24 to 30 July and aimed to elevate public
awareness of personal data privacy.

The PAW 2023 featured the launch of the Privacy Commissioner’s
new Chinese book titled CFLRES% 1R — T BRARAOEAEE
FLE ) (‘The Treasure-trove of Privacy — Understanding Your
Personal Data Privacy”) at the Hong Kong Book Fair 2023. The
accompanying seminar on “Cyberbullying and Doxxing
Behaviour involving Students”, led by the Privacy
Commissioner, featured insights into student online
privacy and drew an audience of over 120 participants.
Complementing these efforts, the PCPD's interactive booth at
the fair highlighted a selection of privacy-related publications,
contributing significantly to the PAW’s educational impact.
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EEH3E PROMOTION AND EDUCATION

The webinar “Cybersecurity in Web 3.0 and Data Breach
Handling” was another key event of the PAW, discussing the
security risks of Web 3.0 and explaining the “Guidance on Data
Breach Handling and Data Breach Notifications” issued by the
PCPD.

With a strategic campaign of promotional and educational
activities and widespread distribution of posters across various
sectors, the PCPD's initiatives during the PAW 2023 reflect its
enduring dedication to promoting a culture where personal
data privacy is both respected and safeguarded.
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Promotional and Educational Videos on
Various Topics

With a view to enhancing the understanding of the PDPO and
the latest information about personal data privacy protection
among organisations and the general public, the PCPD
produced a series of promotional and educational videos on
different topics during the reporting year. This includes a
series of anti-fraud promotional videos themed “Don’'t Hand
Over Your Personal Data — Beware of Fraudsters”, aimed at
raising public awareness of fraud prevention.
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EEH3E PROMOTION AND EDUCATION

To promote good data governance, the PCPD invited
organisations that received the Outstanding Gold Award of
the “Privacy-Friendly Awards 2023" to participate in making
short videos and sharing their experiences and insights on
safeguarding personal data privacy. In addition, the PCPD
launched its new corporate video to help citizens better
understand the PCPD's role as an enforcer, facilitator and
educator, as well as its mission to promote the protection of
and respect for personal data privacy.

On the other hand, the PCPD organised seminars and media
briefings on various issues and topics relating to personal data
privacy from time to time. The recording clips were uploaded
to the PCPD's website after the events, allowing more people
to watch or revisit them at anytime and anywhere.
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Raising Privacy Awareness across
Sectors

Industry-specific Privacy Campaigns

During the reporting year, the PCPD organised or participated
in 16 industry-specific promotional and educational events in
relation to personal data privacy protection. These events
covered information technology, education, medical and
healthcare, social services, legal as well as financial sectors,
attracting nearly 4,000 participants from the relevant
industries. To foster a culture of protecting and respecting
personal data privacy within respective sectors, the PCPD
collaborated with various partners such as Asia Securities
Industry & Financial Markets Association, City University of
Hong Kong, Education Bureau, Journalism Education
Foundation, Hong Kong Computer Emergency Response
Team Coordination Centre, Hong Kong Computer Society,
Hong Kong Productivity Council, The Chinese University of
Hong Kong, The Education University of Hong Kong, The
Hong Kong Council of Social Service, The Small and Medium
Law Firms Association of Hong Kong and The University of
Hong Kong, aiming to effectively disseminate key messages
on personal data protection to their industry practitioners.
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EEH3E PROMOTION AND EDUCATION

Speaking Engagements and Seminars on
Topical Issues

The PCPD organised seminars on popular or widely discussed
topics relating to personal data privacy from time to time,
including data security, data breach handling, the Mainland’s
Measures on the Standard Contract for Cross-border Transfers
of Personal Information, the European Union's General Data
Protection Regulation and privacy risks associated with the
use of social media platforms and instant messaging
applications. In addition, the PCPD actively participated in a
wide range of seminars and talks organised by various
organisations to share up-to-date information and advice on
different personal data privacy issues with stakeholders and
members of the public, such as the anti-doxxing regime
under the PDPO, data flow, cybersecurity and the privacy risks
posed by the rapid development of artificial intelligence (Al).
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Professional Workshops

The PCPD organised professional workshops on different
aspects for professionals and individuals working in relevant
fields to attend. These workshops, supported by more than 30
professional organisations and industry associations, covered
topics on data protection law, court cases and Administrative
Appeals Board's decisions relating to the PDPO, Personal Data
Privacy Management Programme, data access requests, data
protection measures relating to direct marketing activities and
human resource management, as well as privacy protection
issues specific to insurance, banking and financial services
industries. During the reporting year, the PCPD organised a
total of 27 professional workshops, attracting over 770
attendees.

Introductory Seminars and In-house
Training Programmes

The PCPD held 13 free introductory seminars/webinars for
the general public to understand the requirements of the
PDPO during the reporting year. The PCPD was also invited
to conduct 170 tailor-made in-house training sessions for
public and private organisations to explain the
requirements of the PDPO to their staff members, with a
view to promoting the PDPO and enhancing data security
awareness among these organisations.
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EEH3E PROMOTION AND EDUCATION

Meeting with Stakeholders

To gain a comprehensive understanding of stakeholders’
concerns about personal data privacy, the PCPD actively
engaged with representatives from different government
departments, chambers of commerce, professional bodies,
associations, organisations, Data Protection Officers’ Club
members, elderlies, youngsters, and the wider community to
exchange views and share insights into topical privacy issues.
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Data Protection Officers’ Club

Established by the PCPD in 2000, the Data Protection Officers’
Club (DPOC) has provided data protection practitioners from
public and private sectors with an effective training and
experience sharing platform for accessing information about
the latest developments in the privacy landscape and
advancing the practice of data privacy compliance. The DPOC
membership reached more than 440 by the end of March
2024.
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During the reporting year, the PCPD organised multiple
topical seminars for DPOC members. The PCPD also held two
experience-sharing sessions, inviting organisations that
received Outstanding Gold Award of the PCPD’s “Privacy-
Friendly Awards 2023" to share their practical experience and
insights on developing a Personal Data Privacy Management
Programme, as well as challenges that organisations may
encounter when implementing data governance measures
and strengthening data security. The feedback from the
members was encouraging.
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EEH3E PROMOTION AND EDUCATION

Promoting and Educating through
Media Outreach

Media Statements and Enquiries

During the reporting year, the PCPD continued to address and
give advice on topical issues relating to personal data privacy.
The PCPD issued 67 media statements and responded to 172
media enquiries. Topics of media concern included multiple
personal data breach incidents and data security, privacy of
children and teenagers, challenges to personal data privacy
brought by generative Al, installation of CCTVs, prevention of
personal data fraud and cross-boundary data flow.
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Media Briefings, Standups, Interviews and
Articles in Newspapers and Industry
Journals

During the reporting year, the PCPD organised four media
briefings in June, November, December 2023, and January
2024 respectively, allowing the media and members of the
public to better understand the work of the PCPD. The media
briefings covered the PCPD’s work report for 2023, the “Hong
Kong Enterprise Cyber Security Readiness Index and Privacy
Awareness Survey 2023" report, the three key initiatives
launched by the PCPD to assist organisations in enhancing
data security, the release of five reports (including
unauthorised scraping of the personal data from an online
platform, comparison of the privacy settings of 10 online
shopping platforms, privacy concerns on electronic food
ordering, improper retention and use of employees’/former
employees’ personal data by various organisations, and
unauthorised access to credit data in a credit reference
system), as well as the publication of two leaflets on tips for
users of online shopping platforms and human resource
management.
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EEH3E PROMOTION AND EDUCATION

The PCPD also organised three media standups during the
reporting year to brief the media on the trends of personal
data breach incidents, the Worldcoin project and a suspected
doxxing case.

In addition, the Privacy Commissioner and her team attended
54 television, radio and newspaper interviews on privacy-
related issues. The Privacy Commissioner also published
articles in newspapers and industry journals to address and
advise on topical privacy issues, such as data security and the
privacy and ethical challenges brought by generative Al.
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Publicity and Educational Materials

During the reporting year, the PCPD continued to strengthen
public awareness of personal data privacy protection. One of
the significant achievements was the publication of the
Chinese book “The Treasure-trove of Privacy — Understanding
Your Personal Data Privacy” authored by the Privacy
Commissioner, aiming to help members of the public better
understand the PDPO and to share practical tips on
protecting personal data privacy in their everyday lives.

The PCPD issued a variety of publications, covering a range of
topics on personal data privacy protection, particularly
addressing concerns pertinent to the digital age. These
include the “Guidance on Data Breach Handling and Data
Breach Notifications” and its leaflet, the report on “Privacy
Protection in the Digital Age: A Comparison of the Privacy
Settings of 10 Online Shopping Platforms” alongside a leaflet
offering tips for users of online shopping platforms, the report
on “Privacy Concerns on Electronic Food Ordering at
Restaurants” and a leaflet titled “Food Ordering Using Mobile
Apps or QR Codes at Restaurants: Tips for Protecting Privacy”,
as well as leaflets on “10 TIPS for Users of Al Chatbots”, “Protect
Your Personal Data — Smart Use of Smartphones” and “Protect
Your Personal Data — Be Smart on Social Media”.
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EEH3E PROMOTION AND EDUCATION

Website and Social Media Platforms

The PCPD effectively disseminated information about the
PCPD's work, personal data privacy protection and the latest
developments through its website. During the reporting year,
the PCPD's website recorded over 2,500,000 visits. With a view
to providing enterprises with a one-stop access to information
concerning data security, the PCPD launched a new thematic
webpage to provide latest data security news, data breach
notifications, relevant cases and educational information as
well as links to other useful websites.

The PCPD regularly updated its social media platforms,
using simple texts and illustrations to inform the public of
information about personal data privacy protection and
privacy trends. During the reporting year, the PCPD published
663 social media posts, a 45% increase compared to the 457
posts in the previous reporting year.
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Engaging Youngsters

Awards Presentation Ceremony of Short
Video Competition for Primary School
Students

To raise primary school students’ awareness of respecting and
protecting personal data privacy, the PCPD organised a
Short Video Competition for Primary School Students on
"Respecting Privacy Begins with Me”, which attracted over 320
Primary 3 to Primary 6 students from 41 schools to participate
in the Competition. 74 video entries were received, illustrating
one of the three themes: “Respect Others’ Personal Data
Privacy”, “Say ‘No’ to Cyberbullying” or “Stay Vigilant Online: Be
Careful while Disclosing Personal Data”. To recognise the
outstanding efforts of the students, an awards presentation
ceremony was held in May 2023 and was officiated by the
Under Secretary for Constitutional and Mainland Affairs,
Mr Clement WOO Kin-man, MH, JP.
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EEH3E PROMOTION AND EDUCATION

School Touring of Anti-doxxing Education
Talks

With a view to enhancing secondary school students’
awareness of personal data protection when using social
media platforms and nurturing their correct attitude to say
“No” to cyberbullying and “doxxing”, the PCPD launched the
School Touring of Anti-doxxing Education Talks in April 2023
to present relevant information to secondary school students
in a face-to-face format. During the reporting year, the PCPD's
representatives visited 34 schools to promote anti-doxxing
messages to around 12,000 students.
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Actively Participating in the Global
Privacy Protection Community

Data is borderless. Tackling the challenges surrounding the
protection of personal data privacy in our increasingly
interconnected world requires concerted global efforts. The
PCPD actively participated in the activities and work of the
privacy protection community at regional and international
levels throughout the reporting year, demonstrating its
unwavering commitment to, and participation in, the work
of the global community in the international arena. By
maintaining regular communications with data protection
authorities from around the globe and exchanging insights
and experiences on matters pertaining to the protection of
personal data privacy, the PCPD has established dialogues
and strengthened the collaborative relationships with
fellow data protection authorities. The expertise gained
from these exchanges also enables the PCPD to stay abreast
of the latest global trends in privacy protection.
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> Participated in the 45" GPA Conference

> Co-Chair of the International Enforcement
Cooperation Working Group

> Member of various working groups, including
Ethics and Data Protection in Artificial Intelligence
Working Group, Data Sharing Working Group,
Digital Citizen and Consumer Working Group, and
Digital Education Working Group
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> Participated in the 59" and the 60™ APPA Forums

> Member of Technology Working Group and
Communications Working Group

/

> ZETFHE®E - R ABMER MR
A=

> RITEEEKE

> Participated in periodic meetings for sharing
knowledge and experience, and discussing
enforcement issues

> Member of Executive Committee
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Global Privacy Assembly

Founded in 1979, the Global Privacy Assembly (GPA),
formerly known as the International Conference of Data
Protection and Privacy Commissioners, serves as the leading
international platform where over 130 data protection
authorities from across the world assemble to engage in
discussions and share perspectives on privacy issues and
the latest international developments.

Global Privacy Assembly
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The Privacy Commissioner and representatives of the PCPD
attended the 45" GPA Annual Conference from 15 to 20
October 2023. The hybrid conference, which was held in
Bermuda, featured discussions about privacy issues relating
to Artificial Intelligence (Al) and other novel technologies,
data scraping, cross-border data transfers and more.

In the Open Session, the Assistant Privacy Commissioner
for Personal Data (Legal, Global Affairs and Research),
Ms Cecilia SIU, spoke as a panellist at a side event entitled
“International Cooperation in Action: The Role of the GPA".
She discussed how the PCPD had engaged actively with
other data protection authorities in Asia and around the
world through execution of memoranda of understanding,
regular dialogues, and participation in various international
data protection networks.
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In the Closed Session, the GPA's International Enforcement
Cooperation Working Group (IEWG), co-chaired by the PCPD,
presented its annual report to the GPA. Some highlights of its
work in 2023 included conducting multiple closed-door
enforcement sessions to facilitate information sharing and
collaboration among data protection authorities on various
topics. In a capacity building workshop hosted by the IEWG
for GPA members on the topic of “Managing Breach
Notifications and Investigations”, Ms Siu shared with the
participants the challenges faced by the PCPD in managing
breach notifications and investigations, as well as the
corresponding solutions that addressed such challenges.

45th Glopbal
Assembly
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PPA

Privacy Authorities

Asia Pacific
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Asia Pacific Privacy Authorities

Established in 1992, the Asia Pacific Privacy Authorities
(APPA) is the primary forum for privacy and data protection
authorities in the Asia Pacific region to foster collaboration,
exchange best practices, and promote the sharing of
information and experiences among members on privacy
regulations, emerging technologies and the handling of
privacy enquiries and complaints.

59th APPA Forum

The Privacy Commissioner and representatives of the PCPD
attended the 59" APPA Forum from 6 to 7 June 2023. The
forum was held in hybrid mode in Mexico City. Major
themes discussed at the forum included:

Employee surveillance;

The impact of Al on today’s society;

Biometrics and human rights; and

Cross-border transfer of personal data with trust.
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At the forum, the then Acting Chief Personal Data Officer
(Compliance and Enquiries), Mr Brad KWOK, shared with
APPA members the findings of an investigation by the
PCPD into a data breach incident involving a Hong Kong
professional association, in which servers containing
personal data were attacked by ransomware and
maliciously encrypted. The incident affected the personal
data of over 100,000 members and non-members.
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60th APPA Forum

The Privacy Commissioner and representatives of the PCPD
attended the 60™ APPA Forum from 30 November to
1 December 2023. The forum was held in hybrid mode in
Sydney, Australia. Major themes discussed at the forum
included:

Emerging technologies such as generative Al;
Promoting trust in cross-border data flows;
Safeguarding children’s privacy; and

Intersections between privacy and other regulatory
spheres.
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At the forum, the Assistant Privacy Commissioner
for Personal Data (Legal, Global Affairs and Research),
Ms Cecilia SIU, shared with APPA members the findings
of the PCPD’s report on “Privacy Protection in the Digital
Age: A Comparison of the Privacy Settings of 10 Online
Shopping Platforms”. She also highlighted the PCPD’s
recommendations to operators of online shopping
platforms and summarised the tips to users of such
platforms.
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Global Privacy Enforcement Network

Founded in 2010, the Global Privacy Enforcement Network
aims to foster cooperation among privacy enforcement
authorities across borders. During the reporting year, the
PCPD continued to be a committee member of the GPEN
and participated in periodic meetings to share knowledge
and experience and discuss enforcement issues with other
members.

Global Privacy
Enforcement Network

127



128

LSRN EFH PCPD ANNUAL REPORT - 2023-24

HERRILBERE®ITH
R = 8%
NEBEEBAZHEFAELREER

SR2023F5 AR B R REET
(WS  ZEEETHNAE I
N 58 £ 4R B2 | A & #7475 &Y
W1E - BIBHETE  MATEEBENS
ESHEBERFAERHMIETT
HRXMEA EBREAENER
SINRREE S TSR EARWE - A
K LIR A TR E e (R E A B
EAEAMH B NF TERIL &1 -
= 8% 2 W B & BHRIE B
FRBINEESEE LTBYERR
B REMR -

Signing of MOU with the Philippines’
National Privacy Commission

In May 2023, the PCPD and the National Privacy
Commission of the Philippines signed a Memorandum of
Understanding (MoU) in Hong Kong to strengthen ties and
foster closer cooperation in the protection of personal data
privacy. Under the MoU, the scope of collaboration includes
the sharing of information involving investigations or any
other enforcement actions, providing mutual assistance in
joint investigations into cross-border personal data
incidents or breaches, and collaboration in training and
education on current and emerging data protection issues.
The MoU forms the basis of a closer relationship between
the two authorities on matters of mutual regulatory interest.
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Organising International Al Conference with
the University of Hong Kong

With a view to addressing the personal data privacy risks
brought by Al and facilitating exchanges among
stakeholders, the PCPD co-organised an international
conference on Al with the Programme on Artificial
Intelligence and the Law of the Faculty of Law and the Al &
Humanity Lab of the University of Hong Kong. The
conference, entitled “Enhancing Personal Data Protection in
the Age of Artificial Intelligence”, was held on 10 and 11
January 2024 and attracted over 330 participants. Privacy
commissioners, privacy experts, scholars and industry
representatives from around the world shared their insights
into the implications of Al on personal data protection.
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The Privacy Commissioner also participated in a panel
discussion during the conference. The discussion, titled
“Addressing the Risks of Al from the Regulatory Perspective”,
was joined by privacy commissioners, senior representatives
or privacy experts from California, Japan, Singapore and the
United Kingdom. The Privacy Commissioner gave an
account of the work of the PCPD in addressing the risks
posed by the rapid development of Al, including generative
Al, and explained to the participants the guidance materials
relating to Al published by the PCPD and the Government’s
Al initiatives.
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Joint Statement on Data Scraping

Data scraping from online platforms such as social media
platforms for Al development or illegal fraudulent activities
has drawn regulatory attention worldwide. In response to
the issue of mass data scraping from online platforms that
host publicly accessible personal data, the PCPD, as the
co-chair of the IEWG of GPA, joined hands with 11 privacy/
data protection authorities around the world to issue a joint
statement to these online platforms in August 2023. The
signatories promulgated global expectations and principles
on privacy protection to the platforms, with a view to
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highlighting the key privacy risks associated with data
scraping and reminding them of their responsibilities to
protect personal data from unlawful data scraping. A series
of measures were also recommended to the platforms to
mitigate the privacy risks of data scraping.

Sponsoring Two Resolutions on Al at the 45
GPA Annual Conference

The advancement of Al not only garners attention locally
but also sparks extensive discussions among privacy
regulators around the world. The PCPD, as a member of
the Ethics and Data Protection in Artificial Intelligence
Working Group of the GPA, co-sponsored two resolutions in
response to the privacy and ethical risks associated with the
emergence of Al, namely the “Resolution on Generative Al
Systems” and the “Resolution on Al and Employment”. Both
resolutions were adopted by GPA members by consensus at
the annual conference of the GPA in October 2023. The
“Resolution on Generative Al Systems” calls on Al developers,
providers and deployers to establish responsible and
trustworthy generative Al system, as well as calls on
GPA members to coordinate their enforcement efforts
on generative Al systems. The “Resolution on Al and
Employment” calls on organisations to adopt “Privacy by
Design” when they develop or use Al systems in the context
of employment, to ensure the explainability of the decisions
made by Al systems and to prevent employees and
candidates from being impacted by biases or discrimination
in the process.
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TO: THE PRIVACY COMMISSIONER FOR PERSONAL
DATA

(A CORPORATION SOLE IN HONG KONG ESTABLISHED UNDER

THE PERSONAL DATA (PRIVACY) ORDINANCE)

We have audited the financial statements of The Privacy
Commissioner for Personal Data (the "PCPD") set out on
pages 139 to 171, which comprise the statement of financial
position as at 31 March 2024, and the statement of
comprehensive income, statement of changes in funds and
statement of cash flows for the year then ended, and notes to
the financial statements, including a summary of significant
accounting policies information.

In our opinion, the financial statements give a true and fair
view of the financial position of the PCPD as at 31 March 2024,
and of its financial performance and its cash flows for the year
then ended in accordance with Hong Kong Financial
Reporting Standards ("HKFRSs”) issued by the Hong Kong
Institute of Certified Public Accountants (“HKICPA").

We conducted our audit in accordance with Hong Kong
Standards on Auditing (“HKSAs") issued by the HKICPA. Our
responsibilities under those standards are further described in
the auditor’s responsibilities for the audit of the financial
statements section of our report. We are independent of the
PCPD in accordance with the HKICPA’s Code of Ethics for
Professional Accountants (“the Code”), and we have fulfilled
our other ethical responsibilities in accordance with the Code.
We believe that the audit evidence we have obtained is
sufficient and appropriate to provide a basis for our opinion.
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The Privacy Commissioner is responsible for the other
information. The other information comprises the information
included in the annual report, but does not include the
financial statements and our auditor’s report thereon.

Our opinion on the financial statements does not cover the
other information and we do not express any form of
assurance conclusion thereon.

In connection with our audit of the financial statements, our
responsibility is to read the other information and, in doing so,
consider whether the other information is materially
inconsistent with the financial statements or our knowledge
obtained in the audit or otherwise appears to be materially
misstated. If, based on the work we have performed, we
conclude that there is a material misstatement of this other
information, we are required to report that fact. We have
nothing to report in this regard.

The Privacy Commissioner is responsible for the preparation of
the financial statements that give a true and fair view in
accordance with HKFRSs issued by the HKICPA, and for such
internal control as the Privacy Commissioner determines is
necessary to enable the preparation of financial statements
that are free from material misstatement, whether due to
fraud or error.
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In preparing the financial statements, the Privacy
Commissioner is responsible for assessing the PCPD's ability to
continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis
of accounting unless the Privacy Commissioner either intends
to liquidate the PCPD or to cease operations, or has no realistic
alternative but to do so.

Those charged with governance are responsible for
overseeing the PCPD's financial reporting process.

Our objectives are to obtain reasonable assurance about
whether the financial statements as a whole are free from
material misstatement, whether due to fraud or error, and to
issue an auditor’s report that includes our opinion. This report
is made solely to you, as a body, in accordance with the
agreed terms of engagement, and for no other purposes. We
do not assume responsibility towards or accept liability to any
other person for the contents of this report. Reasonable
assurance is a high level of assurance, but is not a guarantee
that an audit conducted in accordance with HKSAs will always
detect a material misstatement when it exists. Misstatements
can arise from fraud or error and are considered material if,
individually or in the aggregate, they could reasonably be
expected to influence the economic decisions of users taken
on the basis of these financial statements.
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Identify and assess the risks of material misstatement
of the financial statements, whether due to fraud or
error, design and perform audit procedures responsive
to those risks, and obtain audit evidence that is
sufficient and appropriate to provide a basis for our
opinion. The risk of not detecting a material
misstatement resulting from fraud is higher than for
one resulting from error, as fraud may involve
collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

Obtain an understanding of internal control relevant
to the audit in order to design audit procedures
that are appropriate in the circumstances, but not
for the purpose of expressing an opinion on the
effectiveness of the PCPD’s internal control.

Evaluate the appropriateness of accounting policies
used and the reasonableness of accounting
estimates and related disclosures made by the
Privacy Commissioner.
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Conclude on the appropriateness of the Privacy
Commissioner’s use of the going concern basis
of accounting and, based on the audit evidence
obtained, whether a material uncertainty exists
related to events or conditions that may cast
significant doubt on the PCPD'’s ability to continue
as a going concern. If we conclude that a material
uncertainty exists, we are required to draw
attention in our auditor’s report to the related
disclosures in the financial statements or, if such
disclosures are inadequate, to modify our opinion.
Our conclusions are based on the audit evidence
obtained up to the date of our auditor’s report.
However, future events or conditions may cause
the PCPD to cease to continue as a going concern.

Evaluate the overall presentation, structure and
content of the financial statements, including the
disclosures, and whether the financial statements
represent the underlying transactions and events in
a manner that achieves fair presentation.

We communicate with those charged with governance
regarding, among other matters, the planned scope and
timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify
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FCPA (Practising), ACA, MSCA
BANEE FZETHD
HEEEHE - P06369

BB 2024724 H

during our audit.

PATRICK WONG C.P.A. LIMITED
Certified Public Accountants

TSANG CHEUK FUNG ANDY
FCPA (Practising), ACA, MSCA
Certified Public Accountant (Practising), Hong Kong

Practising Certificate Number: P06369

Hong Kong, 24 July 2024
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B = 202443 A 31 H -4 & YEAR ENDED 31 MARCH 2024

L 2023
Notes S
HREEE Government subventions 5 94,929,984
FITH B Bank interest 823,536
Sl Seminar fees 1,408,395
== Membership fees 111,800
(FEhEES |~ Financial assistance under
BIERL AT SRS Job Creation Scheme of
B8 & B Anti-epidemic Fund 2746697
FEIEWA Miscellaneous income 53379
100,073,791
ZEEM BN 5 Auditor's remuneration 55,000
1T E R Administrative expenses 1,791,851
&8 [ Bz 75 Consultancy services 43,800
N = Y e Depreciation of property,
T E plant and equipment
- BEAXNHB S — financed by capital
ab subvention fund 9 908,066
- BEMES KR ~ financed by other
ab sources of funds 9 8,922,522
B B i Staff emoluments 6 70,204,223
MANTH = EHE Operating lease rentals in
e respect of office premises 284,880

FINERE e Overseas visit/conference
X H 245,985

SEHEENHE Promotion and education
Y H expenses 5,573,349
AR BT E Legal assistance scheme 44159
HuiphEEE H Other operating expenses 5,181,217
HEAENE Interest on lease liabilities 17 270,699
93,525,757
6,548,040

F144E171 B EB AP BIHRKR AL ©

The notes on pages 144 to 171 are an integral part of these financial statements.
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Approved and authorised for issue by the Privacy Commissioner on 24 July 2024

FEEBARHILBER

Property, plant and equipment

Accounts receivable, deposits
and prepayments
Bank balances and cash

Accounts payable and accruals
Provision for staff gratuity
Provision for unutilised
annual leave
Government subvention
received in advance
Lease liabilities

Net current assets

Total assets less current
liabilities

Government subvention
for gratuity

Provision for staff gratuity

Capital subvention fund

Lease liabilities

Net assets

General reserve

FE144E171 BN EB AT BIRER AL ©

The notes on pages 144 to 171 are an integral part of these financial statements.

B &

Notes

10

14

11

15
13,17

16

2023

10,119,078

2,560,129
45,153,859
47,713,988

575,593
4,143,181

1,409,499

8,175,593
6,749,832
21,053,698

26,660,290

36,779,368

4,086,978
1,528,839
606,358
172,186
6,394,361

30,385,007

30,385,007

Privacy Commissioner for Personal Data, Hong Kong
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B E 202443 A 31 B IE5FE YEARENDED 31 MARCH 2024

2EBRE

Statement of

comprehensive

income

$
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— R Gt

General
reserve

$

#2022%481H Balance at
HiEes 1 April 2022 - 29,596,346 29,596,346
FREG N Surplus and total
2HENEBRE comprehensive income
for the year 6,548,040 - 6,548,040
5 B Transfer (6,548,040) 6,548,040 -
BUF W E FF A% Previous year's surplus
recovered by Government - (5,759,379) (5,759.379)
7#2023%3 A 31HK Balancesat
2023¥4HA1H 31 March 2023 and
HiEes at 1 April 2023 - 30,385,007 30,385,007
FREBLE Deficit and total
P EERERE comprehensive loss
for the year (1,448,092) - (1,448,092)
EEk2 Transfer 1,448,092 (1,448092) -
ERFTUR ] F4F & fr Previous year's surplus
recovered by Government - (3418,194) (3418,194)
#2024%F3HF31H Balanceat
Bk 31 March 2024 - 25,518,721 25,518,721
F144E171 BB AR B RER AT 5 o
The notes on pages 144 to 171 are an integral part of these financial statements.
'\' 141 \
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(Deficit)/surplus for the year
Adjustments for:
— Depreciation expense
— Gain on disposal of
property, plant and
equipment
Interest income
Interest on lease liabilities
— Previous year's surplus
recovered by
Government

Operating surplus before
working capital changes

Decrease/(increase) in
accounts receivable,
deposits and prepayments

(Decrease)/increase in
accounts payable and
accruals

Increase in provision for staff
gratuity

Decrease in provision for
unutilised annual leave

Increase in government
subvention received in
advance

(Decrease)/increase in

government subvention
for gratuity

Decrease in capital
subvention fund

Net cash generated from

operating activities

B &

Notes

2023

6,548,040

9,830,588

(823,536)
270,699

(5,759,379)

10,066,412

(1,997,249)

460,429
1,361,405

(6,137)

554,882

(357,076)

10,082,666
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Notes

Interest received

Decrease/(increase) in
short-term bank deposits
with maturity more than
three months

Payments for property,
plant and equipment

Proceeds from disposals of
property, plant and
equipment

K& EBFTS,(FTH ) Net cash from/(used in)

RE R

MEEEBTAR®
R

HeRBEEFHED
18 (D)

FPHNBRER
HeEEHE

FENHREER
He%H

RTTEFRRE
=18 A A £z %5
RITFK

FEMHRER
He%H

investing activities

Capital element of lease

rentals paid 17
Interest element of lease

rentals paid 17

Net cash used in financing
activities

Net increase/(decrease) in
cash and cash equivalents

Cash and cash equivalents at
the beginning of year

Cash and cash equivalents at
the end of year

Bank balances and cash 10
Short-term bank deposits

with maturity more than

three months

Cash and cash equivalents
at the end of the year

F144E171 B EB AP BIHRKR AL ©

The notes on pages 144 to 171 are an integral part of these financial statements.
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2023

618,990

(1,573,000)

(2,357,937)

(3,311,953)

(7,626419)

(270,699)

(7897,118)

(1,126,405)

37,210,310

36,083,905

45,153,859

(9,069,954)

36,083,905
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The Privacy Commissioner for Personal Data (the “PCPD") is a
corporation sole established in Hong Kong under the Personal
Data (Privacy) Ordinance 1995 enacted on 3 August 1995 for
the purpose of protecting the privacy of individuals in relation
to personal data and to provide for matters incidental thereto
or connected therewith. The address of its registered office is
12/F., Dah Sing Financial Centre, 248 Queen’s Road East,
Wanchai, Hong Kong.

The PCPD’s financial statements have been prepared in
accordance with all applicable Hong Kong Financial Reporting
Standards (“HKFRSs"), which includes all applicable individual
Hong Kong Financial Reporting Standards, Hong Kong
Accounting Standards ("HKASs") and Interpretations issued by
the Hong Kong Institute of Certified Public Accountants
("HKICPA") and accounting principles generally accepted in
Hong Kong. A summary of significant accounting policies is
set outin note 3.
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(a) Basis of preparation of the financial

statements

The measurement basis used in preparing the financial
statements is historical cost.

(b) Property, plant and equipment

Property, plant and equipment are stated in the
statement of financial position at cost less accumulated
depreciation and subsequent impairment losses, if any.

Depreciation is recognised so as to write off the cost of
assets less their residual values over their estimated useful
lives, using the straight-line method, as follows:

Owned assets

Motor vehicle 3 years
Computers and software 3 years
Office equipment 5 years
Furniture and fixtures 5 years
Leasehold improvements 3 years

Right-of-use assets

Leasehold land and building Over the lease term

The estimated useful lives, residual values and
depreciation method are reviewed at the end of each
reporting period, with the effect of any changes in
estimate accounted for on a prospective basis.
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(b) Property, plant and equipment

(c)

(Continued)

An item of property, plant and equipment is derecognised
upon disposal or when no future economic benefits are
expected to arise from the continued use of the asset.
Any gain or loss arising on the disposal or retirement of
an item of property, plant and equipment is determined
as the difference between the sales proceeds and the
carrying amount of the asset and is recognised in the
statement of comprehensive income.

Recognition and derecognition of
financial instruments

Financial assets and financial liabilities are recognised in
the statement of financial position when the PCPD
becomes a party to the contractual provisions of the
instruments.

Financial assets are derecognised when the contractual
rights to receive cash flows from the assets expire; the
PCPD transfers substantially all the risks and rewards of
ownership of the assets; or the PCPD neither transfers nor
retains substantially all the risks and rewards of ownership
of the assets but has not retained control on the assets.
On derecognition of a financial asset, the difference
between the assets’ carrying amount and the sum of the
consideration received is recognised in profit or loss.

Financial liabilities are derecognised when the obligation
specified in the relevant contract is discharged, cancelled
or expired. The difference between the carrying amount
of the financial liability derecognised and the consideration
paid is recognised in profit or loss.
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(d) Financial assets

Financial assets are recognised and derecognised on a
trade date basis where the purchase or sale of an asset is
under a contract whose terms require delivery of the
asset within the timeframe established by the market
concerned, and are initially measured at fair value, plus
directly attributable transaction costs except in the case
of investments at fair value through profit or loss.
Transaction costs directly attributable to the acquisition
of investments at fair value through profit or loss are
recognised immediately in profit or loss.

Financial assets at amortised cost

Financial assets (including trade and other receivables)
are classified under this category if they satisfy both of
the following conditions:

—  the assets are held within a business model whose
objective is to hold assets in order to collect
contractual cash flows; and

- the contractual terms of the assets give rise on
specified dates to cash flows that are solely
payments of principal and interest on the principal
amount outstanding.

Financial assets at amortised cost are subsequently
measured at amortised cost using the effective interest
method less loss allowances for expected credit losses.
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(e) Loss allowances for expected credit

losses

The PCPD recognises loss allowances for expected credit
losses on financial assets at amortised cost. Expected
credit losses are the weighted average of credit losses
with the respective risks of a default occurring as the
weights.

At the end of each reporting period, the PCPD measures
the loss allowance for a financial instrument at an
amount equal to the expected credit losses that result
from all possible default events over the expected life of
that financial instrument (“lifetime expected credit
losses”) for trade receivables, or if the credit risk on that
financial instrument has increased significantly since
initial recognition.

If, at the end of the reporting period, the credit risk on a
financial instrument (other than trade receivables) has
not increased significantly since initial recognition, the
PCPD measures the loss allowance for that financial
instrument at an amount equal to the portion of lifetime
expected credit losses that represents the expected
credit losses that result from default events on that
financial instrument that are possible within 12 months
after the reporting period.

The amount of expected credit losses or reversal to adjust
the loss allowance at the end of the reporting period to
the required amount is recognised in profit or loss as an
impairment gain or loss.
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(f) Contract assets and contract liabilities

A contract asset is recognised when the PCPD recognises
revenue before being unconditionally entitled to the
consideration under the payment terms set out in the
contract. Contract assets are assessed for expected credit
losses in accordance with the policy set out in note 3(e)
and are reclassified to receivables when the right to the
consideration has become unconditional. A contract
liability is recognised when the customer pays consideration,
or has an unconditional right to consideration (in such
case, a corresponding receivable is recognised), before
the PCPD recognises the related revenue.

(g) Leases

(i) Definition of a lease

A contract is, or contains, a lease if the contract
conveys the right to control the use of an identified
asset for a period of time in exchange for consideration.

For contracts entered into or modified on or after
the date of initial application, the PCPD assesses
whether a contract is or contains a lease based on
the definition under HKFRS 16 at inception or
modification date as appropriate. Such contract will
not be reassessed unless the terms and conditions
of the contract are subsequently changed.
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(g) & (#8)
(i) BASHEHILEERES

(g) Leases (Continued)
(ii) The PCPD as alessee
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Short-term leases and leases of low-value assets

The PCPD applies the short-term lease recognition
exemption to leases that have a lease term of 12
months or less from the commencement date and
do not contain a purchase option. It also applies the
recognition exemption for lease of low-value assets.
Lease payments on short-term leases and leases of
low-value assets are recognised as expense on a
straight-line basis over the lease term.

Right-of-use assets

The cost of right-of-use asset includes:

(@) the amount of the initial measurement of the
lease liability;

(b) any lease payments made at or before the
commencement date, less any lease incentives
received; and

(0 anyinitial direct costs incurred by the PCPD.

Right-of-use assets are measured at cost, less any
accumulated depreciation and impairment losses,
and adjusted for any remeasurement of lease
liabilities.
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Right-of-use assets (Continued)

Right-of-use assets in which the PCPD is reasonably
certain to obtain ownership of the underlying leased
assets at the end of the lease term is depreciated
from commencement date to the end of the useful
life. Otherwise, right-of-use assets are depreciated
on a straight-line basis over the shorter of its
estimated useful life and the lease term.

Lease liabilities

At the commencement date of a lease, the PCPD
recognises and measures the lease liability at the
present value of lease payments that are unpaid at
that date. In calculating the present value of lease
payments, the PCPD uses the incremental
borrowing rate at the lease commencement date if
the interest rate implicit in the lease is not readily
determinable.

The lease payments include fixed payments
(including in-substance fixed payments) less any
lease incentives receivable.

After the commencement date, lease liabilities are
adjusted by interest accretion and lease payments.
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(g9) HE () (g) Leases (Continued)
(ii) BASIHEHILEEEHES (ii) The PCPD as alessee (Continued)
AHEA (1)
EHENUATNER  AAE The PCPD remeasures lease liabilities (and makes a
ﬂ NEEEeEHt= corresponding adjustment to the related right-of-
Ea8@E (¥ HBEE AR use assets) whenever:

BEFLHEREHAR)

(@) MEHD BT (@ the lease term has changed or there is a
& aggﬁyg@ga@gwg change in the assessment of exercise of a
B & ZIBERT purchase option, in which case the related
yislea) TH EaEREH lease liability is remeasured by discounting the
A h B EAE i K revised lease payments using a revised
EETHITIR R IT IR &H{& discount rate at the date of reassessment.
FIMHEE RN KM B
2o

b)) HENZRART TS (b) the lease payments change due to changes in
HeBrmEEEsHFE market rental rates following a market rent
MmMEREEE  £%I15 review, in which cases the related lease liability
AT HEEEaE is remeasured by discounting the revised lease
FHBE B ITIR X payments using the initial discount rate.

REETHENK
MEFTE -

BAEEFLEEE 7 The PCPD presents lease liabilities as a separate line
MRAERANGHEEERZRY item on the statement of financial position.
REIHIAE -
(h) HERHESEE (h) Cash and cash equivalents
R BEETRFHEES I8 Cash comprises cash on hand and at bank. Cash
SEEEEHLES RN equivalents are short-term, highly liquid investments that
éf B LIS E A] LARERF E A A5 are readily convertible to known amounts of cash and
EHEENIRS  BEEZHH which are subject to an insignificant risk of changes in

R RAK o value.
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Accounts and other payables

Accounts and other payables are initially measured at fair
value and, after initial recognition, at amortised cost,
except for short-term payables with no stated interest
rate and the effect of discounting being immaterial, that
are measured at their original invoice amount.

Provisions and contingent liabilities

Provisions are recognised for liabilities of uncertain timing
or amount when the PCPD has a legal or constructive
obligation arising as a result of a past event, it is probable
that an outflow of economic benefits will be required to
settle the obligation and a reliable estimate can be made.
Where the time value of money is material, provisions are
stated at the present value of the expenditure expected
to settle the obligation.

Where it is not probable that an outflow of economic
benefits will be required, or the amount cannot be
estimated reliably, the obligation is disclosed as a
contingent liability, unless the probability of outflow of
economic benefits is remote. Possible obligations, whose
existence will only be confirmed by the occurrence or
non-occurrence of one or more future events are also
disclosed as contingent liabilities unless the probability of
outflow of economic benefits is remote.
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(k) Income recognition
(i) Government subventions and funding

Government subventions are recognised at their fair
value where there is a reasonable assurance that the
grant will be received and the PCPD will comply
with all attached conditions.

Government subventions relating to specific
projects are included in the capital subvention fund
and are deferred and recognised in the statement of
comprehensive income over the period necessary
to match them with the costs that they are intended
to compensate.

Government subventions relating to the purchase
of property, plant and equipment are included in
the capital subvention fund and are credited to the
statement of comprehensive income on a straight-
line basis over the expected lives of the related
assets.

Government subventions that compensate the
PCPD for expenses incurred are recognised as
income in the statement of comprehensive income
on a systematic basis in the same periods in which
the expenses are incurred.

Financial assistance under Job Creation Scheme of
Anti-epidemic Fund is recognised in the statement
of comprehensive income on an accrual basis to
match them with the staff costs that they are
intended to compensate.
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(k) W A FEER (48) (k) Income recognition (Continued)

(ii) SRITRBWA (ii) Bankinterestincome
RITH BT A LA E R FI = Bank interest income is recognised using the
FRETE o effective interest method.

(iii) (BEWEBEREE B A (iii) Seminar and membership fees income
HBEIWE NG e 8 BT AR Seminar and membership fees income are
JEETHITERR o recognised on an accrual basis.

() EEFFE (I) Staff emoluments

(i) EBETEESHNBEBEREY (i) Employee leave and gratuity entitlements
i BN &

EBEZEAHNEBREL M Employee entitlements to annual leave and
N4 1E 3% SR ER ) & 4 Bf gratuities are recognised when they accrue to
BT EERIEDR - @A employees. A provision is made for the estimated
BEINEEEDE AEER liability for annual leave and gratuities as a result of
HEFHAB IFFTRER R services rendered by employees up to the year-end
BmaEFEREAmME S date.

HBEET I E EEL B

=

EENEZANERES I Employee entitlements to sick leave and maternity
BReEFEBRTNEWER ' & or paternity leave are not recognised until the time
ZEEWNDZERPES of leave.

F AR o
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(I) Staff emoluments (Continued)
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(if) Retirement benefit costs

The PCPD has joined the Mandatory Provident Fund
Scheme (the MPF Scheme) established under the
Mandatory Provident Fund Schemes Ordinance for
its employees. The PCPD contributes 5% of the
relevant income of staff members up to the
maximum mandatory contributions under the MPF
Scheme. The assets of the Scheme are held
separately from those of the PCPD, in funds under
the control of trustee.

Payments to the MPF Scheme are charged as an
expense as they fall due.

(m) Impairment of assets

At the end of reporting period, the PCPD reviews the
carrying amounts of its assets with finite useful lives to
determine whether there is any indication that those
assets have suffered an impairment loss. If any such
indication exists, the recoverable amount of the asset is
estimated in order to determine the extent of the
impairment loss, if any. When it is not possible to estimate
the recoverable amount of an individual asset, the PCPD
estimates the recoverable amount of the cash-
generating unit to which the asset belongs. When a
reasonable and consistent basis of allocation can be
identified, corporate assets are also allocated to individual
cash-generating units, or otherwise they are allocated to
the smallest group of cash-generating units for which a
reasonable and consistent allocation basis can be
identified.
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(n) Related parties

(i)
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A person or a close member of that person’s family
is related to the PCPD if that person:

(@)

(b)

(@

has control or joint control over the PCPD;

has significant influence over the PCPD; or

is a member of the key management personnel
of the PCPD.

An entity is related to the PCPD if any of the
following conditions applies:

@)

The entity is a post-employment benefit plan
for the benefit of employees of either the PCPD
or an entity related to the PCPD.

The entity is controlled or jointly controlled by
a person identified in ().

A person identified in (i)(a) has significant
influence over the entity or is a member of the
key management personnel of the entity.

The entity, or any member of a group of which
it is a part, provides key management
personnel services to the PCPD.
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REERIFEENE

Recurrent and non-recurrent
BAR#EENE (Mi5E15) Capital subvention fund (Note 15)

The PCPD’s management makes assumptions, estimates and
judgements in the process of applying the PCPD's accounting
policies that affect the assets, liabilities, income and expenses
in the financial statements prepared in accordance with
HKFRSs. The assumptions, estimates and judgements are
based on historical experience and other factors that are
believed to be reasonable under the circumstances. While the
management reviews their judgements, estimates and
assumptions continuously, the actual results will seldom equal
to the estimates.

Certain key assumptions and risk factors in respect of the
financial risk management are set out in note 18. There are no
other key sources of estimation uncertainty that have a
significant risk of causing a material adjustment to the carrying
amounts of asset and liabilities within the next financial year.

2023
S

93,900,118
1,029,866

94,929,984
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6. EEFE 6. Staff Emoluments
2023
S
= B Salaries 67,094,255 58,250,166
4 m B e & E b yERL  Gratuities and other allowances 12,774,223 10,461,028
RiEEEtE| M Contributions to MPF Scheme 1,618,715 1,499,166

REN E RS B ¢ Reversal of provision for unutilised

annual leave (163,526) 6,137)
81,323,667 70,204,223

7. T EEBASHIEBE 7. Key Management Compensation

2023
S
W HE B #HiE Short-term staff emoluments 16,040,926 14,119,056
LDmi e hRiES Gratuities and contributions to
=HE MPF Scheme 2,169,423 1,515,761
18,210,349 15,634,817
8. RIA 8. Taxation

RIFCEA B R (FLER) 1RGP K% 2
FOBRMBTE  MAEHLIEEER
ERRRE - RILEAERLER
BEEBEAMBBRAET AN

S -

No provision for Hong Kong Profits Tax has been made in the
financial statements as the PCPD is exempted from taxation in
respect of the Inland Revenue Ordinance by virtue of Schedule
2 Section 6 of the Personal Data (Privacy) Ordinance.

\ | 159 \
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O. ¥ - BBRKRE 9. Property, Plant and Equipment

EREEE
HARE Right-of-use
Owned assets assets
T X8R HRLiH
Rfk WAE | BEERE | #HEME Rig¥
KHE | Computer BiE Furniture | EETHE Leasehold
Motor and Office and | Leasehold It land and
vehicle software | equipment fixtures [improvements | Sub-total buildings
$ $ ] ] $ $ $
BA Cost
RBFE4A1H At April 2023 895488 8143278 2,296,862 626,376 10481486 22443490 37412832 59,856,322
Zm Additions = 119875 190450 21,390 = 331,715 20,803,578 21135293
RE Disposal = (156,021) (16,000) = = (172,021) = (172,021)
R2024E3 318 At31 March 2024 895488 8107132 2471312 647766 10481486 22603184 58216410 80819594
2EhE Accumulated depreciation
ROBE4A1H At April 2023 615497 6,087,162 1,759,209 507437 10,096,076 19,065,381 30,671,863 49,737,244
ERTE Charge for the year 1199% 891,835 264,826 55,861 247994 1,580,512 7712323 9,292,835
REE Written back on disposal - (156,021) (16,000) - - (172,021) - (172,021)
R20245E3 8318 At31 March 2024 735493 6,822976 2,008,035 563298 10344070 20473872 38384186 58858058
RERE Net book value
R04E3A31H  At31 March 2024 159995 1,284,156 463277 84468 137416 2129312 19832224 21,961,536
%3 Cost
RANF4R18 Al April2022 535,500 6472336 2,159,765 594,406 10,323,546 20,085,553 36675230 56,760,783
20 Additions 359,988 1,670,942 137,097 31,970 157940 2357937 737602 3,095,539
R2023E3A31H  At31 March 2023 895488 8143278 2,296,862 626,376 10481486 22443490 37412832 59,856,322
2EhE Accumulated depreciation
RAONFE4RTH At April 2022 357,000 4967633 1,364.924 405,698 9,749,260 16,844,515 23062141 39,906,656
ERFE Charge for the year 258497 1,119,529 394,285 101,739 346816 2,220,866 7,609,722 9,830,588
R20BE3A31E  At31 March 2023 615497 6,087,162 1,759,209 507437 10096076 19065381 30671863 49,737,244
RERE Net book value
R20B3E3IA31TE  At31 March 2023 279991 2,056,116 537,653 118939 385410 3,378,109 6,740,969 10,119,078

'.3'2 160 j'
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10.8THERRE 10.Bank Balances and Cash
2023
S
BT AFHERES Cash at banks and on hand 11,287,272 12,106,045
MHASRITTF Short-term bank deposits 32,736,547 33,047,814
BI AR 3R & Bank balances and cash in the
REeRERN statement of financial position
RITEF LIRS and the statement
of cash flows 44,023,819 45,153,859
1. & B #9558l & 1% i 11. Provision for Staff Gratuity
2023
S
R4 A1 BRI Balance as at 1 April 5,672,020 4310615
SEH B BHE Provision made 8,071,250 6,392,406
R E) A FIEEE O Unused amounts reversed (141,556) (566,208)
FRX TR EEE Amount paid during the year (6,991,732) (4,464,793)
3 H31 BEV&ERR Balance as at 31 March 6,609,982 5,672,020
S B ER Y Less: current portion (4,805,529) (4,143,181)
IERBEE D Non-current portion 1,804,453 1,528,839

HWmHeBRERES T XNAXE
HEFE KA BB MKW

i< AR LAY

Provision for staff gratuity is established for gratuity payments
which become payable to those employees of the PCPD who

complete their contracts commencing from the date of their

employment.

\ | 161 \
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2023

S

R4 A1 BR &S Balance as at 1 April 8,175,593

BB E Subvention received _
FAERBBHA Recognised as income in the year

HY SR _

A3 A 31 BR& Balance as at 31 March 8175593

BUBRM @R FAEBE
7 1R ML B & T8 BR 75 M Y ER Y #8 BY)
T GEREARNMES HELMNH
ARG EETE N A RERR
L ONE

Government subvention received in advance represents
subvention received in connection with various services to be
provided after year end and is deferred and recognised as
income in the statement of comprehensive income on a
systematic basis in the same periods in which the expenses
are incurred.

2023
S

BB ETZEE  Minimum lease payments due
-1 — Within 1 year 6,834,870
-1 &54 —1to 5 years 173,558
7,008,428
Yo 1 SRR B S E A Less: future finance charges (86,410)
HEaknBE Present value of lease liabilities 6,922,018

A= Analysed as:

MENEB Current portion 6,749,332
IETRENE D Non-current portion 172,186
6,922,018

ARV IEERTEBARIMKEFY The weighted average incremental borrowing rate applied for

iE 18 2 & R & 54.125% (2023 :
265%) o

future finance charges is 4.125% (2023: 2.65%).
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14 BF ¥ RE & 14. Government Subvention for
i B & Gratuity
2023
S

N4 B1BMER Balance as at 1 April 4,086,978 3,532,096
FRERHIEEE  Subventions recognised for the year (8,087,750) (6,511,326)
ST R Forfeiture 141,556 566,208
BB 4mBNE  Gratuity subvention received from

R e Government 7,850,000 6,500,000
N3 A3 BRES Balance as at 31 March 3,990,784 4,086,978

EREMBEAERLEEE XN This represents funds received from the Government in
UL ER B B B 49 5m Bl © 308 respect of gratuity payments to staff of the PCPD.
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5. EXxHEE

15. Capital Subvention Fund

BR#E
ERERE B
®EHE RERKE Eif
BiRRE ) Case | EHERH
Replacement |infrastructure handling |Replacement | EEXRE EESR
of motor overhaul system | of telephone |Procurement Computer -3
vehicle project revamp system of van forensics Total
$ $ $ $ $
RANELR1E At 1 April 2022 110,800 600,013 167,004 85617 - - 963434
BRERNEEE Government capital
subvention - - - - 287990 384,800 672,790
BAZEMZERA  Transfer to the statement of
WA+ DABR Y - comprehensive income
as income to match with:
-HETHY - Depreciation expense (110,800 (553,864) (57,259) (85617) (63,998) (36,528) (908,066)
— Other operating
- Hin g B expenses = = - - - (121,800) (121,800)
M202343 8318 % At31March 2023 and
2023F4R1R 1 April 2023 = 46,149 109,745 = 223992 226472 606,358
BAZEWERA  Transfer to the statement of
WA LARR Y - comprehensive income
as income to match with:
-HESTH - Depreciation expense - (46,149 (57,259) - (95,997) (87,666) (287,071)
FR224F3A318  At31 March 2024 - - 52486 - 127,995 138,806 319,287

BAXAmPERMBEFEIRD
BHERERNIEEELERTE
AEBEHERRE - BRFKAREAR
HEWERASWA - ARCHEEER -

The capital subvention fund represents the unutilised balance
of non-recurrent capital subvention from the Government
received for special projects. The funds are released to the
statement of comprehensive income as income to match
with the related costs.
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2023
S
R4A1H At 1 April 29,596,346
mem| (EER),/ Transfer from statement of
Was =B A comprehensive (loss)/income 6,548,040
B E FEES Previous year's surplus recovered by
Government (5,759,379)
M3 A31H At 31 March 30,385,007

R — R EEE B R A KRN
LEITNREFH - —REFEHE
mBEXREAN  REREREAR
MILEEEFERTHADTH
25% > — R MIE— R -
BABEHLEEEARBITER -
BBRANBBFERNHE LR - B
ZBEREBF LR F a0
B LA ©

The general reserve is established to meet operational
contingencies and is transferred from the statement of
comprehensive income with a ceiling at 25% of the PCPD’s
annual recurrent subvention. The general reserve is available
for general use and can be spent at the discretion of the PCPD.
Any surplus in excess of the agreed reserve ceiling should be
returned to the Government by way of offsetting from next
year's subvention.
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TRALEAENLEZEERE
MELRBNBEED  EREEN
FREEH  MEERDFELENE
EARTREXRKELTRER
REAEHLEEENESRE
RPDBERMELRINRTRE -

The table below details changes in the PCPD's liabilities from
financing activities, including both cash and non-cash
changes. Liabilities arising from financing activities are liabilities
for which cash flows were, or future cash flows will be,
classified in the PCPD's statement of cash flows as cash flows
from financing activities.

2023
S
13,810,835
MBS RAES : Changesfrom financing cash flows:
ENAEAaEARSE  Capitalelement of lease rentals paid (7626419
ENEEREFE Interest element of lease rentals paid (270,699)
B & IR & Ay Total changes from financing cash flows
FGCEL (7,897,118)
5913,717
HthEH : Other changes:
HEREFE Interest on lease liabilities 270,699
HEa R Increase in lease liabilities 737,602
Huih S E)saxe Total other changes 1,008,301
6,922,018

AABHLEEERECREE

The PCPD has classified its financial assets in the following

DR TR categories:
2023
S
RSB AEFER Financial assets at amortised cost
epEE
FEWHTE NIRS Accounts receivable and deposits 568416
IRITEFE LIRS Bank balances and cash 45,153,859

45,722,275
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The PCPD has classified its financial liabilities in the following

D AEATER categories:
2023
S
BRI AEFTER Financial liabilities at amortised cost
SRR
JERRIB R FEETE R Accounts payable and accruals 575,593
BT B 4 5m BN & Government subvention for gratuity
5 B 2 4,086,978
HEBE Lease liabilities 6,922,018
11,584,589

FTE € 8t T A &R 18 48 ¥ 2023
FR2024FE3A83TBBH A TE
ERBEEKRER -

BAERILEEENREREER

Tﬁj
I~

BEMARFEZEAEREAE

) BL 1IE|JJ—LB HHE E‘%Kﬁﬁﬁ%iﬂz
/WEETSTAT * //nJ@Jé@H /_\

%5 R\ B2 %Tﬁﬁﬁ“%%ﬁ&ﬂjvﬂm/
ERRZE -

(a) EE R

AAEHLEEEYEEER
SRESETHBER  M&RSE
ERBESENTREEMHE
F%fﬂﬁﬁﬁ RITFRNEER

AR - AR FRRT
i@ﬁjx@a(%ﬁﬁ%ﬂﬂﬁﬂ%ﬁ%
HEA TSR

All financial instruments are carried at amounts not materially
different from their fair values as at 31 March 2024 and 2023.

The PCPD’s risk management objectives, policies and
processes mainly focus on minimising the potential adverse
effects of credit risk, liquidity risk and market risk on its financial
performance and position by closely monitoring the individual
exposure.

(a) Creditrisk

The PCPD has no significant concentration of credit risk.
The maximum exposure to credit risk is represented by
the carrying amount of the financial assets. The credit risk
on bank deposits is limited because the counterparties
are authorised financial institutions regulated under the
Hong Kong Banking Ordinance.
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(b)

2024 2024
JERTFRIE R EET & R Accounts payable and
accruals
BT R 40 m & Government subvention
EEIEA for gratuity
MEGRE Lease liabilities
2023 2023

ENFUEREE R

B B 4 B <2 Government subvention
B for gratuity
HEEE Lease liabilities

it BN 58 < B
BAABHRLEEENRBES
Riee@BE - EAERL
FEEHESFHLEREERE
RN NRE MRS FE
Ak R EEIEMHR R

TREINEAEHFLEZEED
TRBERRERRNRIGRS
WFEH - ZFTRBERRE
BRRMBBELRE (BRE
AERT A AN RFIRBEHR
BRI R (AnE)% ) st B AT T &Y
ME) ARBEAERLERE
Al BE R BRI &R F B #4R

gl .

Accounts payable
and accruals

(b) Liquidity risk

The PCPD is exposed to liquidity risk on financial liabilities.
It manages its funds conservatively by maintaining a
comfortable level of cash and cash equivalents in order
to meet continuous operational need. The PCPD ensures
that it maintains sufficient cash which is available to meet
its liquidity.

The details of remaining contractual maturities at the end
of the reporting period of the financial liabilities, which
are based on contractual undiscounted cash flows
(including interest payments computed using
contractual rates or, if floating, based on rates current at
the end of the reporting period) and the earliest date the
PCPD can be required to pay are as follows:

180,049 180,049 180,049 =
3,990,784 3,990,784 - 3,990,784
19,886,195 21,095,866 7557902 13,537,964
24,057,028 25,266,699 7,737,951 17,528,748
575,593 575593 575,593 =
4,086,978 4,086,978 - 4,086,978
6,922,018 7008428 6,834,870 173558
11,584,589 11,670,999 7410463 4,260,536
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(c) ™hiz & B (c) Marketrisk

F1) 3= L BS Interest rate risk

BABRFLEEESNF EE S The PCPD’s exposure on interest rate risk mainly arises

FTEKRKAERTHER - BAAER from its cash deposits with bank. No sensitivity analysis

ﬂ\B%E ESBEHELENFIR for the PCPD’s exposure to interest rate risk arising from

REBIRRME ST AAEE deposits with bank is prepared since based on the

Mﬁﬁtﬂ E K EPNEEE YN management’s assessment the exposure is considered

EHEMNBIA L TNEELEEFT KX not significant.

=/,

J.’E\ NFEEIENER (d) Financial instrument at fair value
I

EREEAR - AABEALREE At the end of reporting period, there were no financial
=] jI xﬁ BT BN FET instruments stated at fair value.

%_?n”
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LT /HERERNMEARLER HKFRSs that have been issued but are not yet effective for the
MCEBTEREAER]) » 3L % year include the following HKFRSs which may be relevant to

Al EBEAERNLEEENZE
KRR AR

the PCPD's operations and financial statements:

(BERGAERDE 1 RNER] - BESHERREBAIEE 20241 A 1H
Amendments to HKAS 1, Classification of Liabilities as Current or Non-current 1 January 2024
(BRGHERDE 1 RNER] - WEZ# 2 ERBEE 20241 A 1H
Amendments to HKAS 1, Non-current Liabilities with Covenants 1 January 2024
(BEAEERDF16RNER] : ERMHLOFHERE 20241 R 1H
Amendments to HKFRS 16, Lease Liability in a Sale and Leaseback 1 January 2024
BRRBRESTR (KRB MBHRER 225 EAALHEE 202451 A1H

JEZKIERIFN Z BHENZ 78 1 January 2024
Hong Kong Interpretation 5 (Revised) Presentation of Financial Statements,

Classification by the Borrower of a Term Loan that Contains

a Repayment on Demand Clause
(BEREERDE 75 M(EBMBMELER)E75RAER] - 20241 A1H

HIEE B & L
Amendments to HKAS 7 and HKFRS 7, Supplier Finance Arrangements
(BB EADE 2 STMIEE] - hZ Al Z 2%
Amendments to HKAS 21, Lack of Exchangeability
(BB EADE 10 ECEBFTER])E 285 2 185] -
REEZHERBEE NI EELEZHHESLTE
Amendments to HKFRS 10 and HKAS 28, Sale or Contribution of Assets
between an Investor and its Associate or Joint Venture

1 January 2024

20251 R 1H
1 January 2025
FET

To be determined



AABBALEEEEARFAILR
RNz E(E BB REER]) -
%ﬂbﬂﬂﬁ%ﬁﬁ}%%32$<<i5 1 1%
HELEBDITSHEABRILES
/E\E/A% MEENTBRRES
ERTE -BAABHLEEERE
BRI ZEFC(RBV B RS ERD
REMFUIHERINER BB o

KB IEHRKRDN202457 A24H
BEEAERALEEERETE -
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The PCPD has not early adopted these HKFRSs. Initial
assessment has indicated that the adoption of these HKFRSs
would not have a significant impact on the PCPD's financial
statements in the year of initial application. The PCPD will be
continuing with the assessment of the impact of these HKFRSs
and other significant changes may be identified as a result.

These financial statements were authorised for issue by the
PCPD on 24 July 2024.
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APPENDIX 1

FIER#ERA

(LEREPD 5 EREBA (BHE
SN EBEAER T EAFLEE -
RS 8 BEXEABEA
BERMALT (BRERE) BKL
(LRGP THRIBRE S BHR

Al o
Dy 0

sz N TR R A S CRLER AP A%
BETEAERABENAEH

S B EE A EH

Data Protection Principles

The objective of the PDPO is to protect the privacy rights of a
person (Data Subject) in relation to his personal data. A person
who collects, holds, processes or uses the data (Data User)
should follow the six Data Protection Principles (DPPs) under
the PDPO. The DPPs represent the normative core of the
PDPO and cover the entire life cycle of a piece of personal
data, from collection to destruction.

F1RA—lREIHRA

>

\w/

R

BRHME R EANABIAMAF
M WEBANEAER
MoEBMEREE MAE
HEEBRESAB AR

BLAYE R 1T A S FE
MEZSAREEBEBAERN
AR URERAESRE
BARMEAL -

WeEMEHHZA TS -
RUERBRM  MABT

g

R

DPP 1 - Data Collection Principle J'

»  Personal data must be collected in a lawful —

and fair way, and for a lawful purpose directly related to
a function or activity of the data user.

N/

All practicable steps must be taken to notify the data
subjects of the purpose for which the data is to be used,
and the classes of persons to whom the data may be
transferred.

R/

Personal data collected should be necessary and
adequate but not excessive in relation to the purpose of
collection.

FB2RA —BFHER - &
FREEERR

>

BEREREARBAEUE
AIITEY B AR 5 A A (&
ABHERER  MERN
R B I ) 1 BB B i BUR K
AR BERAT °

DPP 2 - Accuracy and
Retention Principle

©

A data user must take all practicable steps to ensure that
personal data is accurate and not kept longer than is
necessary to fulfil the purpose for which it is used.

\V4




BAEH

BRAAENATNSHANEAESR: ()
BExSAZE-ZEHNEAR
R QREZEMERAEE M
BEABNEANS D EUEA
T RQ)ZERNEFETLAS
TAERM NERIEG R ERTTH

BHERE

1R8BSl R B A A S B H A A
HEHEFEABERBE 5 -
RRIBSERAL - EFHEREE
REFEAN NESEBRANERE
BENERE DEARZEMT -
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Personal Data

means any data (1) relating directly or indirectly to a living
individual; (2) from which it is practicable for the identity of the
individual to be directly or indirectly ascertained; and (3) in a
form in which access to or processing of the data is practicable.

Data User

means a person who, either alone or jointly or in common with
other persons, controls the collection, holding, processing or
use of the personal data. The data user is liable as the principal
for the wrongful act of any data processor engaged by it.

E3RA —EAREHERR

> EAAERRIR AR KER
P B KR E AT B A
BIESE AR E EA G
PREMFEE -

DPP 3 - Data Use Principle 1‘

>  Personal data is used only for the purpose for e

which the data is collected or for a directly related
purpose; voluntary and explicit consent must be
obtained from the data subject if the data is to be used
for a new purpose.

E4RA —"EHRERRA
> ANERERRDMAIE
ATRS R REEAEH
TERERERBIMNOEE
B - BRIB - IR - ERSRORAEFE -

DPP 4 - Data Security Principle :

> A data user must take all practicable steps to
protect personal data from unauthorised or accidental
access, processing, erasure, loss or use.

ES5FER —BHERR

> BREMEAXRDABIE
QEN:0k:3 & ¥/NGE Y S
ANEBEOBERMITEL R
I R AR EFF A R E A EFHE
RIFNAR & -

DPP 5 - Openness Principle

> A data user must take all practicable steps to
make personal data policies and practices known to the
public regarding the types of personal data it holds and
how the data is used.

FO6RA —ERKMIE
Al

> BREZAAREREHE
AAER: FHREEEAN
BRI BREREIL -

DPP 6 - Data Access and E’
Correction Principle

> A data subject is entitled to have access to his personal
data and to make corrections where the data is
inaccurate.

175



176

HLEBE R NEFHPCPD ANNUAL REPORT - 2023-24

ik _

APPENDIX 2

AR %5 2 58

Eﬁiifw MEEERERER
BRRER &R MOER B E

B AN ERR AR RS
512 -

FOBEFEHRALAERKIER

B LABEEREHREAE
METEBRNTKEER - WK
2EATEHANFHACIBEEZMER °

FREBAREFAIE  FIERERES
MWD IEFEMEITLERA
%ﬁMWLﬂK%$hF%%%)
JHZM\  FERIE A R IRER A 2R
ﬁ%%m%ﬁﬁ%%%%%ﬁ
mM%%h%ﬁ%%%

BRI R BT ABE T m
%EMRW%WEWJ$%%ﬁ
ETIEERZELRYCEI - REH
B ANRZERMB RFEN A
AERMKR=FEARBMNMLM PR
AER o

Performance Pledge

During the reporting year, the PCPD’s performance in the
handling of public enquiries, complaints and applications
for legal assistance exceeded the performance target.

The PCPD completed all replies to telephone enquiries and
acknowledgements of written enquiries within two working
days of receipt. All substantive replies to written enquiries
were also completed within 28 working days of receipt.

In handling public complaints, acknowledgement receipts
were issued within two working days of receipt of all cases (our
performance target is 98%). In closing a complaint case, 97%
of the cases were closed within 180 days of receipt (our
performance target is 95%).

As regards handling applications for legal assistance,
acknowledgement receipts were issued within two working
days of receipt of all applications and all applicants were
informed of the outcome within three months after they had
submitted all the relevant information for the applications.
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I#&H
R#iEE Performance Achieved
(BREZZFRE
KEHBESLL)

Performance
Target (% of
cases meeting
standard)

BR 5 #R 24

Service Standard

& 1 /) M Z # Handling Public Enquiries

EEEEEM WE|BHEE M ETLE
Callbacktoa . El. W. . 99% 100% 100%  100%  100%  100%
telephone enquiry Within two working days of

receipt
ERGHE@MEN L EESHARWELE
Acknowledge HIX . . . . . .
receipt of awritten  Within two working days of o9% 100% I 100% R 100%
enquiry receipt
HEMDEEEEA YOEDSHERBHET
substantivereplyfoy =AM 95% 100% 100% 100% 100%  100%
a written enquiry Within 28 working days of

receipt
B 12 /) % $¢ F Handling Public Complaints
T B2 M B 42 &R WREFEMEIERR
Ackrrowledge W|th.|n two working days of 98% 9% 9%  99%  99%  100%
receiptofa receipt
complaint
RREHFER Y E|ig a2 180 H A
Close a complaint Within 180 days of receipt’ 95% 99% 99% 99% 98% 97%
case

BB 18 ;% 12 1% Bh &t &) 88 3§ Handling Applications for Legal Assistance
WREWEERBY YERFEMEIEER

28R Within two working days of

Acknowledge recelpt 9% 100% A 000 00% 1000
receipt of an N/A?

application for

legal assistance

BABREABREE SFEAREEGYRE

F KT AR ERHE =18 A

Inform the A

applicant of the Within three months after

outcome the applicant has 90% 100%  100%  100%  100%  100%

submitted all the relevant
information for the
application for legal
assistance

1 B AR IR IE A A R CRL R G ) 58 37 IR TR SRR PR RT &

Time starts to run from the date on which the complaint is formally accepted as a complaint under section 37 of the PDPO.
2 RR2020F 2 BUENREE -

No application was received in 2020.
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TERERGE(—)
(1T EFR 455 3/20235%)

AR RS W SR B E A E R K e
HE — RERFF — DERFER
BT HRF T — RFANEGE
HIZE — TfTERISRIERYK
REE—FHE

Appeal Case Note (1)

(AAB Appeal No. 3 of 2023)

Purpose of collection and use of personal data in a complaint
form — complaint handling — copying decision letter to the
party complained against — reasonable expectation of the
complainant — discretion not to further investigate the
complaint duly exercised

21 B 5t Zc £ (8 ZE E ) Miss LAU Queenie Fiona (Deputy Chairman)
PR sk I % £ (& 8§ ) Ms Winky CHAN Wing-ki (Member)

k% B 5& & (& B ) Mr Edmond YEW Yat-ming (Member)

BRAERERR:

Coram:

HREAREHH: 202310811 H
Date of Decision: 11 October 2023
REFAE

FRANMER T ERE AR
AR ARG BL BB TR HY
BERGEAER  WRXBIDRRRE
(FREB) VEL B FF - ORKR B[
BLEHFA RREAENARILE
Feey AR EERERE - WEIHL LR
ANBGREN BB R BRE - =
FRANMZORRBH A TE - &7 =
REEEHIRGF

REMER  AFRFEERB/ZRKE
HEIE Y P RAERIITERE -
MAESE - A - BRFEILIRE(E
M ERGEZARRBBE « Lk AR
TmEFEEHHAEEANER
BE & T oZOR R B M [ AL
BB LR -

The Complaint

The Appellant was dissatisfied with the result of a medical
assessment conducted by a doctor at a public hospital
in relation to his relative’s disability allowance application,
and he lodged a complaint with a government bureau
(the Bureau). The Bureau replied to the Appellant that it would
not intervene in the daily operation and management of
public hospitals and would refer his complaint to the Hospital
Authority for handling. Dissatisfied with the Bureau's reply,
the Appellant lodged a complaint with the Ombudsman.

Upon inquiry, the Ombudsman did not find any
maladministration on the part of the Bureau and terminated
the complaint case. At the same time, the Ombudsman
copied the decision letter to the Secretary of the Bureau.
The Appellant was dissatisfied that the decision letter
containing his personal data was copied to the Bureau and
lodged a complaint with the Privacy Commissioner.
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LIESRHRE

RNFPERR  LEEER[ER
EERABRHFRBREBEAER
BEVRIFRIE LR ARG ZM - &
& BARFEENEWEZREK
PARBITHRE - BREHEM
B RFam M AE R X B xR R BN
AB IR — & e

MEEERREFELRGE - £5F
AERBZZBVREHRAREEHER
32 IR B B A] DAME BB AR R AR R TR
RIEAFTIRZ A EFIEF (B G
ANER) AEZER AL HhE -
Bt - REEERRBFREELE
BLHFARBEAEHNEER -
ERIERFE A MIEHEEAR
PREHYETZRRRE  WLA
ERALB R REERFEIR
Al BT CRL B R P11 25 39(2)(d)
R T EVEY IS #E - ORTE T BL AR A
MEZRIEE—ZTHE - LR AW
MLEZEERRE  ZFREE IR
Fare

The Privacy Commissioner’s Decision

Upon preliminary enquiry, the Privacy Commissioner
considered that the purpose of collecting personal data in
the complaint form by the Ombudsman was to handle
the Appellant’s complaint. Although the Ombudsman
subsequently found that there was no maladministration on
the part of the Bureau, the Privacy Commissioner took
the view that copying the Ombudsman’s comments and
findings of the case to the Bureau was a part of the complaint
handling process.

The Privacy Commissioner considered that the Appellant had
signed the complaint form when he filed the complaint
thereby agreeing that the Ombudsman might copy and
transfer the information (including his personal data)
stated in the form to any person or organisation. Hence, the
Privacy Commissioner found that the Ombudsman had not
contravened DPP 3 of the PDPO by copying the decision letter
which contained personal data to the Bureau upon obtaining
the Appellant’s consent for disclosing his personal data. The
Privacy Commissioner therefore exercised the discretion
under section 39(2)(d) of the PDPO not to conduct further
investigation into the Appellant’s complaint. Dissatisfied with
the Privacy Commissioner's decision, the Appellant lodged an
appeal with the AAB.
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SEALEZEERNARATE W E
Tt FE B BB AR AR EF
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HEEWKXRBRHEHIWREER
REERFEIRA - AAERE

BREAN BRI 2B IERIZR
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S EFARLTAEHE MR
HoOLZEGRRHHREEDK
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BERE REREBEBE
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EECHNERIARERNE
HHE -
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The Appeal

The AAB confirmed the Privacy Commissioner’s decision and
dismissed the appeal on the following grounds:

M

2)

The purpose of collecting the Appellant’s personal data
by the Ombudsman was to handle the Appellant’s
complaint case. The AAB affirmed that the Ombudsman
had not contravened DPP 3 by copying the decision
letter which contained the Appellant’s personal data to
the Bureau as the personal data concerned was used for
handling his complaint case.

As regards the argument about “reasonable expectation”
put forward by the Appellant, the AAB opined that the
Ombudsman had already clearly stated in the complaint
form that the information contained therein could be
transferred to the relevant person or organisation for the
purpose of handling the complaint, and the Appellant
had indeed signed the complaint form and consented to
such disclosure. Moreover, the Appellant could have
selected not to disclose his personal data to the Bureau
in the form. The AAB therefore considered that the use of
personal data by the Ombudsman had not exceeded the
reasonable expectation of the Appellant.
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ZEgRS LEFRALTEMK
FEITAERFIAIFERELE
BHEMGE - BB BRE
BERBYE LA AR
BF I EREHBARRE =
ARZ LR R ARERN R
[P BRE IS TRARE]
WE P EHRRRZEZEBET
KoMK EREF > HF R
BEE LR ARG RIA]
BR#E | WHL T ANIRFE
FTHFER -ZEERSH
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ERHNEREFDETHES
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(3) The Appellant could not rely on his “previous complaints”
to support his line of argument on reasonable expectation
for use of his personal data. The Ombudsman explained
that the Appellant’s “previous complaints” had not been
copied to the relevant government bureaux because
those previous complaint cases were either assessed by
the Ombudsman as “not to be pursued” or “not to
conduct investigation” and there was limited reference
value to the government bureaux concerned. On the
contrary, the Ombudsman had assessed the present case
as one that could be “followed-up”, and the Ombudsman
had indeed conducted a preliminary inquiry on the
Appellant's complaint case. The AAB was of the view that
the Ombudsman had discretion to determine whether
copying the decision letter to the relevant bureau might
facilitate the improvement in the quality and standard
of public administration, and it was purely the
Ombudsman’s internal administrative decision.

The AAB’s Decision

The appeal was dismissed.

The Appellant appeared in person

Ms Annabel NG, Acting Legal Counsel represented the Privacy
Commissioner

The Ombudsman (the Person bound by the decision appealed
against) was absent
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TERERBGE(ZD)
(1T EFREMHE7/202355%)

¥TUREBERBEBEE EFAME
ABERBE — KIS e —
BHEEREFE - REXREHNTAEM
— (REEE K 3R BIFICRL BB
%50 &

Appeal Case Note (2)

(AAB Appeal No. 7 of 2023)

Posting of public notices containing the Appellant’s personal
data by Incorporated Owners — remedial measures taken -
warning letter issued — no Enforcement Notice served — DPP 3
and section 50 of the PDPO

KRAERAEREA R R R K260 (8 X %) MrJohnny MA Ka-chun, SC
Coram: (Deputy Chairman)
2= 2% % (Z8) MrHASSAN Ka-chun (Member)
EHE LY (8 ) MrYIP Sze-tsun (Member)
RREMEHM: 2024 1R 22H
Date of Decision: 22 January 2024
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The Appellant was a resident of an estate and was involved in
some disputes with the Incorporated Owners of the estate.
The Appellant complained that the Incorporated Owners
displayed in public areas of the estate notices (the Notices)
that disclosed his surname, the building he resided in, the fact
that he was the Chairman of the Incorporated Owners and
some past incidents that happened between the
Incorporated Owners and himself.
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The Privacy Commissioner’s Decision

The Privacy Commissioner found that the Incorporated
Owners had disclosed the personal data of the Appellant in
the Notices as residents of the estate were able to ascertain
the identity of the Appellant from the information contained
in the Notices.

In relation to the use of the Appellant’s personal data, the
Privacy Commissioner considered that the original purpose of
the collection of the Appellant’s personal data was for the
handling of matters relating to the management of the
estate. On the other hand, the disclosure of the Appellant’s
personal data in the Notices was for the purpose of responding
to the Appellant’s allegations against the Incorporated
Owners and explaining to other residents the disputes
between the Appellant and the Incorporated Owners. The
purpose of such disclosure was not consistent with or directly
related to the original purpose of collection of the Appellant’s
personal data. Hence, the Incorporated Owners was found to
have contravened the requirements of DPP 3 of the PDPO.

Having considered that the Incorporated Owners had already
removed the Notices in question and agreed not to disclose
the Appellant’s identity in future notices, the Privacy
Commissioner decided to issue a warning letter to the
Incorporated Owners without serving an Enforcement Notice.
Dissatisfied with the Privacy Commissioner’s decision, the
Appellant lodged an appeal with the AAB.

The Appeal

The Appellant alleged that the Notices were not removed on
the date claimed by the Incorporated Owners. However, the
AAB noted that the evidence the Appellant sought to rely on
in this regard was only raised after he had lodged the appeal,
and was, in any event, insufficient to support his allegation.
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Regarding whether an Enforcement Notice should have been
served on the Incorporated Owners under section 50 of the
PDPO, the Privacy Commissioner submitted that she had
already considered all relevant circumstances of the case,
including whether the contravention to which the Notices
related had caused or was likely to cause damage or distress
to the data subject concerned by the contravention as
specified under section 50(2) of the PDPO, before coming to
the decision not to serve an Enforcement Notice on the
Incorporated Owners.

The AAB agreed with the Privacy Commissioner that there
was insufficient evidence to show that any distress or
inconvenience suffered by the Appellant was caused by the
Incorporated Owners' disclosure of his personal data in the
Notices. In view of the remedial measures taken by the
Incorporated Owners, the AAB noted that the issuing of an
Enforcement Notice would not bring about any practical
effect or a more satisfactory result and upheld the Privacy
Commissioner’s decision not to issue an Enforcement Notice
under section 50 of the PDPO.

The AAB’s Decision

The appeal was dismissed.

The Appellant appeared in person

Ms Dorothy FUNG, Acting Legal Counsel, represented the
Privacy Commissioner

The Incorporated Owners (the Person bound by the decision
appealed against) was absent
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Appeal Case Note (3)

(AAB Appeal No. 9 of 2023)

Unfair and excessive collection of personal data — security of

ABRHREZ —REERFEA4[R personal data — DPP 4 — take reasonably practicable steps to
B —HEABYE{THREZHE safeguard personal data — no Enforcement Notice issued
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BBEAE The Complaint
FRAC R EBRFEF (3235F9) The Appellant made an application to a government
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husband received a phone call from a medical social worker of
the Department who advised that he would like to contact
the Appellant to follow up on her application. The Appellant
had not provided her husband’s mobile phone number when
she submitted her application to the Department. She
considered that the medical social worker might have
obtained her husband's phone number from the computer
system (the Computer System) of the Hospital Authority (the
HA) and therefore lodged a complaint with the Privacy
Commissioner against the Department (Complaint Case 1)
and the HA (Complaint Case 2) respectively.

Q
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The Privacy Commissioner’s Decision

In the course of its investigation, the Department informed
the Privacy Commissioner that the medical social worker had
tried to contact the Appellant but in vain, and thus he had
obtained her husband’s phone number through the
Computer System and attempted to contact the Appellant
through her husband to follow up on her application.

The Privacy Commissioner considered that the Department’s
practice of collecting the husband’s phone number through
the Computer System was unfair and excessive in the
circumstances, and there was no urgency for the Department
or the medical social worker to obtain the husband’s phone
number through the Computer System to contact the
Appellant. The Privacy Commissioner therefore concluded
that the Department had contravened DPP 1(1) and 1(2) of
the PDPO and issued a warning letter to the Department.
Having considered the remedial actions taken by
Department, the Privacy Commissioner decided not to issue
an Enforcement Notice against the Department.

At the same time, the Privacy Commissioner conducted a
preliminary enquiry with the HA. Having carefully examined
the information provided by the HA, the Privacy Commissioner
found that the HA had already taken reasonably practicable
steps to safeguard the patients’ personal data stored in the
Computer System and there was no contravention of the
requirements of DPP 4, and thus it was unnecessary to issue
an Enforcement Notice against the HA.

Dissatisfied with the Privacy Commissioner’s decision, the
Appellant lodged an appeal with the AAB.
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The Appeal

The AAB confirmed the Privacy Commissioner’s decision and
dismissed the appeal on the following grounds:

M

According to the decision in AAB No. 54 of 2015, DPP 4
only requires a data user to take all “reasonably
practicable steps” in safeguarding the security of
personal data and does not require a data user to take
every step irrespective of the cost and feasibility.

The AAB took the view that the incident was caused by
the unfair collection of personal data by an individual
staff member but not deficiencies in the HA's system.
The HA had already put in place relevant procedures
and guidelines to handle cases involving misuse of
personal data (such as warning the staff involved and
implementing enhanced supervision). Hence, the AAB
considered that the HA had taken reasonably practicable
steps in safeguarding patients’ personal data stored in
the Computer System and there was no contravention of
DPP 4 on the part of the HA. Therefore, the AAB agreed
that it was unnecessary for the Privacy Commissioner to
issue an Enforcement Notice in such circumstances.

Regarding the suggestion put forward by the Appellant
(ie. the HA should print or transfer the relevant personal
data to the Department upon the request of the patient,
instead of granting full access to the entire system)
(the Suggestion), the AAB agreed with the Privacy
Commissioner’s decision that, in the absence of any
contravention of DPP 4 by the HA, the decision of
whether to change its existing arrangement or adopt the
Appellant’'s Suggestion remained an internal decision of
the HA.
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@) Even if the Appellant disagreed with the statistical data
quoted by the Privacy Commissioner (i.e. the number of
medical social services applications handled by the
Department annually was substantial) to rebut the
Appellant’s allegation and the Suggestion, the AAB was
of the view that this dispute was insufficient to overturn
the Privacy Commissioner’s decision.

The AAB’s Decision
The appeal was dismissed.

The Appellant authorised another person to appear on her
behalf

Ms Stephanie CHAU, Legal Counsel, represented the Privacy
Commissioner

The Department and the Hospital Authority (the Persons
bound by the decision appealed against) were absent
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Appeal Case Note (4)

(AAB Appeal No. 15 of 2023)

Sections 48 and 50 of the PDPO confer discretionary power on
the Privacy Commissioner — consider whether the Privacy
Commissioner’s decision is either wrong in principle or in any
way excessive
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The Appellant was a member of an organisation that serves
people with visual impairments (the Organisation). On a
day in 2022, the Appellant called in to a radio station and
expressed his opinion about the Organisation, including its
performance during the pandemic, during the Financial
Secretary's question-and-answer session. Subsequently, the
Organisation published a notice (the Notice) to its members
through its information service hotline (the General Hotline)
addressing and responding to the Appellant’s opinion made
on the radio programme. The Notice disclosed the Appellant’s
name and identity as a representative of members of the
Organisation.

The Appellant was dissatisfied with the Organisation’s actions
and lodged a complaint with the Privacy Commissioner.
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The Privacy Commissioner’s Decision

After considering the relevant information and evidence
obtained from the investigation, the Privacy Commissioner
was of the view that, by including the Appellant’s name and
identity as a representative of the members of the
Organisation, as well as the details of the abovementioned
incident, the Organisation had disclosed the Appellant’s
personal data with a purpose different from, and not directly
related to, the purpose of collection of his personal data, and it
was not necessary for the Organisation to disclose the
Appellant’s personal data on the Notice. Thus, the Privacy
Commissioner considered that the Organisation had
contravened DPP 3 under the PDPO.

That said, having considered that the Organisation had
removed the Notice relating to the Appellant from the
General Hotline and rectified the contravention of DPP 3, and
provided written confirmation to the Privacy Commissioner
that, should they encounter similar incidents in the future,
they would not disclose personal data of data subjects to
individuals unrelated to the incident (including members of
the Organisation) unless with the data subject’s prescribed
consent, and would only disclose the data that was adequate
and not excessive to members on a need-to-know basis, the
Privacy Commissioner decided not to issue any Enforcement
Notice to the Organisation but instead issued a warning letter,
urging compliance with the relevant requirements under the
PDPO.

The Appellant was of the view that the Privacy Commissioner
should have issued an Enforcement Notice and published an
investigation report, and subsequently lodged an appeal with
the AAB.
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The Appeal

The AAB confirmed the Privacy Commissioner’s decision and
dismissed the appeal on the following grounds:

M

Sections 48 and 50 of the PDPO stated that the Privacy
Commissioner may take appropriate actions in issuing
Enforcement Notices or publishing investigation reports.
They showed that discretionary power had been
conferred upon the Privacy Commissioner under the
PDPO. However, the discretionary power was not
absolute. The exercise of discretionary power depended
on the true intent and meaning of the empowering
statute. The Privacy Commissioner could only validly
exercise the discretion for reasons relevant to the
achievement of the purpose of the statute, and upon
exercising the discretion in making a decision, the Privacy
Commissioner should take into account the relevant
considerations and exclude irrelevant ones.

Even when the AAB exercised the discretionary power
conferred upon it by the relevant provisions, the AAB
would also need to consider whether the Privacy
Commissioner’s decision, which is the subject of the
appeal, was wrong in principle or in any way excessive
before accepting the decision being appealed against.
According to case laws, the AAB would need to consider
whether the Privacy Commissioner had exercised the
discretionary power unreasonably or disproportionately
in making the decision.
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Regarding the decision not to issue an Enforcement
Notice, the AAB was of the view that since the
Organisation had removed the Notice, even if the Privacy
Commissioner issued an Enforcement Notice to the
Organisation in accordance with section 50 of the PDPO,
the Enforcement Notice would not have led to a more
effective and satisfactory result. The AAB also noted the
factors that the Privacy Commissioner had taken into
consideration before making the decision as well as the
handling of the incident and considered that the exercise
of discretionary power by the Privacy Commissioner was
neither wrong in principle nor in any way excessive.

The AAB agreed that its jurisdiction did not include the
Privacy Commissioner’s decision not to publish the
investigation report. Even if the AAB had jurisdiction over
the issue, the AAB considered that the Privacy
Commissioner’s exercise of discretionary power in not
publishing the investigation report was neither
unreasonable nor disproportionate.

The AAB’s Decision

The appeal was dismissed.

The Appellant appeared in person

Ms Stephanie CHAU, Legal Counsel, represented the Privacy
Commissioner

The Organisation (the Person bound by the decision appealed
against) was absent
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Case 1

Collection of copies of Hong Kong Identity
Card and bank card from a job applicant by
an employer prior to the acceptance of
employment offer - DPP 1 - collection of
personal data

The Complaint

The complainant applied and interviewed for a job at a branch
of a company. After the interview, the staff of the company
requested to make a copy of the complainant’s Hong Kong
Identity Card (HKID Card) and bank card (the Documents) in
order to submit the same to the Human Resources
Department for contract preparation and job allocation
purposes. Thereafter, the complainant asked the company
about the outcome of his job application but did not receive
any response. The complainant was dissatisfied that the
company collected the copies of the Documents prior to
confirming his employment offer, and hence lodged a
complaint with the PCPD.

Outcome

The company explained to the PCPD that the complainant
had passed the interview at the branch, and the branch
manager considered the application successful. In the
circumstances, the Documents were copied and passed to
the district manager for vetting purposes. However, during
the vetting process, the district manager considered that the
company had sufficient manpower and the complainant’s
application was thus rendered unsuccessful.
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Upon the PCPD’s intervention, the company revised its
guidelines relating to the collection of personal data from job
applicants. According to the revised guidelines, the company
would only collect copies of the Documents at the time the
selected job applicant signed the contract or during the
onboarding process.

The PCPD also issued a warning letter to the company,
requesting it to recirculate the revised guidelines regularly
to ensure that staff adhered to the relevant requirements
regarding the collection of personal data from job applicants.

Lessons Learnt

In accordance with the “Code of Practice on the Identity Card
Number and Other Personal Identifiers” (the Code) issued by
the PCPD, employers are permitted to collect a copy of a HKID
card in order to provide proof of compliance with section 17J
of the Immigration Ordinance (Chapter 115 of the Laws of
Hong Kong), which provides that the employer shall inspect
the HKID Card of a prospective employee before employing
him/her. However, it is also highlighted in the Code that the
employer shall not collect any HKID Card copy until the
applicant is successfully recruited. In addition, as reiterated in
the “Code of Practice on Human Resource Management”
issued by the PCPD, an employer should not collect a copy of
the HKID Card of a job applicant during the recruitment
process unless and until the applicant has accepted an offer of
employment.

A HKID Card copy contains important and sensitive personal
data. Organisations shall take this case as an example to ensure
the recruitment staff shall not collect the HKID Card copy of a
job applicant unless and until the job applicant has accepted
an offer of employment. Similarly, if a particular applicant has
not accepted an offer of employment, it is not necessary to
collect the bank account information for payroll purposes.
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Case 2

Mobile Wi-Fi device rental company took
inadequate security measures to protect
customers’ personal data - DPP 4 - security
of personal data

The Complaint

The complainant was a customer of a mobile Wi-Fi device
rental company (the Company). While picking up a Wi-Fi
device at the Company’s counter located at the Hong Kong
International Airport (the Counter), the complainant noticed
that the acknowledgment of receipt form (the Form) allowed
him to access personal data of other customers, including
their full English names, rental periods and destinations. The
Company also left the Form unattended at the Counter during
non-business hours and customers were required to
acknowledge receipt of the Wi-Fi devices on their own. This
situation might lead to unauthorised access to customers'’
personal data.

Outcome

After the PCPD's intervention, the Company revised the format
of the Form, namely, removing the “destination” column and
displaying only the customer’s family name with the initial of
the given name so that the identity of the customer could not
be ascertained from the limited information available on the
Form. In addition, the Company covered the Form with non-
transparent sheets to avoid accidental access to customers’
personal data on the Form.
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The PCPD issued an advisory letter to the Company in
response to the incident, requesting it to take all practicable
measures to protect the registration data of customers against
unauthorised or accidental access, processing, erasure, loss or
use. Meanwhile, the Company was requested to provide
training to staff to raise their awareness of personal data
privacy protection.

Lessons Learnt

The use of common forms by data users to record personal
data is not uncommon. However, this practice is not advisable
as it may lead to customers accessing the personal data of
previous registrants, resulting in leakage of customers’
personal data. Considering the business operation model in
the present case, the PCPD understands that it may be
impracticable for the Company to arrange staff to be available
around the clock to complete the pick-up procedures.
To minimise the risk of personal data leakage, data users
should focus on the format of the acknowledgment form
by displaying only the necessary information for the purpose
of acknowledging receipt. Meanwhile, data users may
consider digitising such processes by using a computer
system instead of physical common forms. As such, customers
would not have access to other customers’ personal data
when completing the acknowledgment procedures, thereby
ensuring better protection of customers’ personal data privacy.

196




Bl ks OY

APPENDIX 4

fft 8% APPENDICES

BE=

5 B 5B R 0 & B 48 E 45
MEFREERAEAZTHD
HERR —REEHE4
RAl —EABSHNGER

RFEAT
B AE A EREBIE (ZHEE)
BYE WAhZBEERTEEEH
I:IT%?%TEUZMZ%@ (DA@ )
RFABEZBEERBENE - R
EHEIERIE AR %amﬂu%%
@—anﬁf‘%ﬁ)ﬁﬁi\@%ﬁﬁ%Tﬁ
e “*EP%ZE{MFWJZ@L%
ﬁﬁﬁ% BEHAE - KB iﬂjﬂtfﬂﬁﬁ%
¢|El—rn é{*’} %XIZ‘H:AD/UEE/ZM
JE;T%}EE’MI}\/%?H{%KTE i

ALEEE RBERFZBEE
B\R
BMBEERENAL  ZHEED

A EBFEFEE - T ATHA
REB BB EGNENZEREN
BF HEEWATERZELWNE
ﬂc’HHﬁ AR RN B RE

 AIEAGE B R ARERX
1¢H =\ (BIPDF) ME P B AR B #
T UERRARB AR S IR AT B 3
mE’JTEﬁbi

Case 3

An online store sent invoices containing
personal data to customers via unencrypted
weblinks — DPP 4 - security of personal data

The Complaint

The complainant received an unencrypted weblink (the
Weblink) to access his invoice after making a purchase at an
online store for home appliances (the Store). The complainant
discovered that the weblink was not encrypted, and by
modifying the last five digits of the Weblink, he could gain
access to other customers’ invoices, which contained order
information including their names, phone numbers, email
addresses, delivery addresses and purchase details. The
complainant was of the view that the Store had failed to
safeguard the customer's personal data and hence lodged a
complaint against the Store with the PCPD.

Outcome

After the PCPD's intervention, the Store promptly rectified the
problem. External access to the information contained in the
invoices was no longer possible by clicking on the Weblink or
modifying the digits of the Weblink. To prevent the recurrence
of similar incidents, the Store pledged that invoices containing
personal data would be sent to customers in portable
document format (PDF) in the future, instead of providing
them with weblinks.
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The PCPD issued a warning letter to the Store, requiring it
to strictly comply with the relevant requirements of the
PDPO on handling customers’ personal data by taking all
practicable steps to ensure that any personal data held by
it was protected against unauthorised or accidental access,
processing, erasure, loss or use.

Lessons Learnt

The primary cause of the complaint pertaining to the use of
weblinks to provide customers with their respective invoices
stemmmed from the Store’s failure to adopt stringent security
measures to protect the personal data of designated
customers from any unauthorised access, or to detect the
vulnerability arising from the modification of the weblinks.
Prior to engaging in any practices that would involve the
handling of personal data, organisations should conduct
thorough risk assessments regarding the transmission and
storage of personal data. This may include using adequate
encryption tools to safeguard the transmitted personal data
thereby identifying any vulnerabilities in their data security.
This can minimise the risk of exposing the customers’ personal
data and ensure compliance with the relevant requirements
under the PDPO.
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Case 4

A school’s malpractice in handling personal
data - DPP 1 - manner of collection of
personal data - DPP 3 - use of personal data
- DPP 5 - make personal data policies and
practices known

The Complaint

The complainants lodged a complaint against the school (the
School) attended by their children for using different forms
(the Forms) to collect personal data for school admissions, visit
records and a questionnaire, and that the data subjects,
namely, students, parents and alumni, were not informed of
the purposes of the personal data collection via the Forms.
They also complained that the School disclosed photos of
their children on the School's website without their consent.
Furthermore, the School did not have a clear privacy policy
specifying how the data collected during the students’
attendance would be used.
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Outcome

Based on the information obtained, the PCPD found that the
School had contravened DPP 1(3), DPP 3 and DPP 5 of the
PDPQ in the following ways:

The PCPD reviewed the Forms and found that the requisite
information as stipulated under DPP 1(3), either in the form of
a Personal Information Collection Statement (PICS) or its
equivalent, was missing in part or in whole from the Forms. As
such, the School had contravened DPP 1(3).

Regarding the publication of the students’ photos on the
School's website without consent, the PCPD considered
that the students and/or their parents might not expect
those photos would be published and made available to
the public when they were taken. Therefore, the students’
personal data had been used for a new purpose by the
School. As no consent was obtained for such new purpose,
the School had contravened DPP 3.

Moreover, the PCPD discovered that the School did not have
a Privacy Policy Statement (or its equivalent) available on the
School’s website at the material time to allow the data
subjects to be informed of its privacy policies and practices in
relation to the personal data it handled, and hence was in
contravention of DPP 5.
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Upon the intervention of the PCPD, the School has taken the
following remedial actions:

\/,

W/

W/

\/,

Revised the Forms by adding the PICS and including the
requisite information on (i) the purpose of collection of
the data; (i) whether it is obligatory or voluntary for
individuals to supply their data, and the consequences
for failure to comply; and (jii) the rights to request access
to and correction of the data, as well as the contact details
of the individual designated to handle the data access
and correction requests;

Removed the relevant students' photos from the School’s
website, and issued a notice with a reply slip to obtain
parental consent for using students’ photographic images
and works on the School's website and its publications;

A Privacy Policy Statement and relevant guidelines in
relation to the policies and practices of the collection
and use of personal data are available on the School’s
website; and

The School confirmed that it would continue to make
every effort to safeguard personal data collected in order
to protect the privacy of the data subjects, including
arranging personal data protection training for staff
members.

Taking into account the remedial actions of the School, the
PCPD issued a warning letter to the School requesting it to
strictly comply with the relevant requirements, including but
not limited to observing the DPPs under the PDPO, when
handling personal data in the future.
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Lessons Learnt

As schools may frequently collect and use the personal data
of students and parents in their day-to-day operation, they
should be cautious in the handling of that personal data
and put sufficient weight on the data subjects’ personal
data privacy rights. In particular, schools should specify
the collection purposes of the personal data by way of
providing a PICS or its equivalent. Moreover, their privacy
policies and practices should also be made readily available
on their websites so they can be easily accessed by the parties
concerned.

The matters in this case demonstrated the School'’s lack of
awareness of the importance of respecting personal data
privacy. As the carer of their students, schools should
endeavour to protect children’s privacy. In this regard, schools
should take initiatives to conduct regular reviews of any
potential privacy impact of their daily working procedures,
including the updating of their websites. Whenever students’
photos are uploaded for a purpose different from that for
which they were collected, consent from the relevant persons
should be sought beforehand.
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Case 1

A telecommunications company failed to
comply with the opt-out request from a

HEASHEERERI — customerto cease using his personal datain
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The complainant was a customer of a telecommunications
company who had provided his personal data to the
company. Subsequently, the complainant made a request
to the company by email to opt out of direct marketing.
Receipt of the same was acknowledged by the company in
writing. However, the complainant later, on two occasions,
received a call and an email respectively from the company
promoting its services.
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Outcome

The company was summoned for two offences of failing to
comply with the request from a data subject to cease using
his personal data in direct marketing, contrary to section
35G(3) of the PDPO. The company pleaded guilty to the
offences and was fined HK$2,000 for each summons, totalling
HK$4,000.

Lessons Learnt

As the public becomes more aware of the need to protect the
privacy of their personal data, organisations need to respect
their customers’ choices about the use of their personal data
in direct marketing. To prevent recurrence of similar cases,
organisations should regularly update opt-out lists and
strengthen the training of staff on complying with customers’
opt-out requests to ensure that they are fully aware of the
requirements relating to direct marketing under the PDPO. A
data user who contravenes the requirements of section 35G
under the PDPO commits an offence and is liable on
conviction to a fine of HK$500,000 and to imprisonment for
three years.

FINE
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Case 2

After learning about a monetary dispute
between two individuals, a third party
doxxed one of them online - section 64(3A)
of the PDPO

BB DHEBPER

Court: Shatin Magistrates’ Court
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In 2020, the complainant had a monetary dispute with a third
party. Subsequently, the defendant posted two messages
containing the complainant’s personal data on a social media
platform, one in September and one in December 2022,
demanding repayment of the outstanding loan from the
complainant. The personal data disclosed included the
complainant’s English name, mobile phone number, his
photos and a copy of the complainant’s HKID Card, which
showed particulars of his Chinese name, English name, HKID
Card number, date of birth, gender and a photo of him, etc.

Outcome

The defendant was convicted of two charges of contravening
section 64(3A) of the PDPQ, “disclosing personal data without
data subject’s consent”, in January 2024 upon his guilty plea.
The Court sentenced the defendant to two months’
imprisonment, suspended for two years.

Lessons Learnt

Identity cards contain sensitive personal data. Disclosing or
reposting copies of identity cards without the consent of the
data subject concerned, either arbitrarily or maliciously, may
constitute a doxxing offence. An offender is liable on
conviction to a fine up to HKS$1,000,000 and imprisonment up
to five years.
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Case 3

A female disclosed personal data of her
neighbours on the Internet - section 64(3A)
of the PDPO

- ENRERFER
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Date of Decision: 8 March 2024
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The two complainants were a married couple, and the
defendant was their neighbour. The relationship between two
households had been tense because of previous grudges. In
March 2022, a dispute arose between the defendant and the
complainants, during which the defendant took a video of the
complainants with her mobile phone. On the date following
the dispute and until May 2022, four messages containing the
personal data of the complainants, each with the said video
attached, were posted in two open discussion groups on a
social media platform, alongside some negative comments
and allegations against the complainants.
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Outcome

The defendant was convicted of four charges of contravening
section 64(3A) of the PDPQ, “disclosing personal data without
consent”, in March 2024 upon her guilty plea. The Court
sentenced the defendant to two weeks' imprisonment,
suspended for three years, and a fine of HKS$500.

Lessons Learnt

Doxxing is neither an appropriate nor effective avenue for
resolving conflicts. Such behaviour can also lead to serious
legal repercussions, and offenders can be liable on conviction
to immediate imprisonment.

.-*
\
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Case 1

Instant messaging account hijacking - DPP 4
- security of personal data

Background

The PCPD received 23 data breach notifications from social
welfare organisations and schools during this reporting year,
reporting that their accounts on an instant messaging
application, which was used for communication with service
users, students and/or parents of students, had been hijacked.
The fraudsters then impersonated the organisations and used
the hijacked accounts to send messages to the contacts in the
address books, attempting to swindle them. The incidents
involved the personal data of nearly 2,600 individuals and the
affected data included names and mobile phone numbers of
service users, students, parents of students and/or staff
members.
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Remedial Measures

The PCPD initiated compliance checks against those social
welfare organisations and schools and provided
recommendations to them to ensure compliance with the
provisions of the PDPO. In light of the incident, the social
welfare organisations and schools enhanced the security
measures of their instant messaging accounts. This included
enabling two-factor authentication on the accounts, regularly
checking linked devices in account settings and logging out
of any devices that are no longer in use or are unknown to the
users. Additionally, guidelines on precautions for using the
instant messaging accounts were formulated for their staff
members. These guidelines emphasised paying close
attention to web links, avoiding clicking fake web versions of
the instant messaging applications and not disclosing
passwords or verification numbers to others.

Lessons Learnt

If organisations are to use instant messaging applications to
communicate with individuals in their contact lists, they
should implement sufficient security measures to safeguard
the security of the relevant accounts, including enabling two-
factor authentication, regularly updating software, paying
attention to official security information and formulating
appropriate policies for staff members to follow. Organisations
should provide appropriate training to staff members
regarding the safe usage of the applications and regularly
monitor their usage to ensure their compliance with the
relevant policies.
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Case 2

A secondary school teacher failed to
properly configure access rights to an
internal file - DPP 4 - security of personal
data

Background

A secondary school reported to the PCPD that a departing
teacher had customised a template on a cloud drive that
included documents and personal data of 117 students, for
internal use. However, the teacher failed to properly configure
the access rights to the file, allowing unauthorised students to
access the file. The file contained names, genders, names of
primary school attended, academic results, indicators for cross-
boundary students and students with special educational
needs and class allocation results of the 117 students.

Remedial Measures

Upon receiving the natification from the secondary school,
the PCPD initiated a compliance check and provided
recommendations to the secondary school to ensure
compliance with the provisions of the PDPO. The secondary
school disabled the functions of creating and using custom
templates on the cloud drive for all user accounts and
formulated a code stipulating precautions when sharing
files through cloud drives, such as ensuring that access
rights are set before sharing the file, etc.
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Lessons Learnt

It is coonmon for schools to use information systems to process
personal data of students. Therefore, schools should formulate
clear and effective information technology policies that
outline how to safeguard the security of personal data when
using the information systems and applications. Schools
should also devise measures to ensure staff members'’
compliance with relevant policies to mitigate the risks of
human error.
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Case 3

Loss of a portable storage device containing
personal data - DPP 4 - security of personal
data

Background

A community centre and a government department
respectively reported to the PCPD that the government
department had entrusted the community centre to organise
a volunteer programme, and that a staff member of the
community centre stored the personal data of the programme
participants on a portable storage device without authorisation
and carried it to a public place in non-official circumstances.
The device was lost while being carried and it contained the
personal data of 225 individuals, including 50 programme
participants, as well as records of the service users and self-
employed persons of the community centre.

Remedial Measures

Upon receiving the notification, the PCPD initiated a
compliance check. The community centre implemented
various measures to prevent recurrence of similar incidents.
The measures included reminding all staff members about the
approval mechanism for taking documents containing
personal data outside the centre, as well as the data protection
codes and guidelines; requiring staff members to use
encrypted portable storage devices, provided by the
community centre, for storing personal data and confidential
documents; and engaging third-party professional consultants
to conduct privacy impact assessments and audits for its
information system and operating procedures.
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The government department reminded other engaged
contractors about the requirements and significance of
personal data protection, formulated guidelines for
contractors or organisations regarding the processing of
personal data and incorporated provisions of the PDPO
into its contracts with contractors or organisations to ensure
compliance.

Lessons Learnt

While portable storage devices offer a convenient means to
store and transfer data outside of an organisation’s system,
they are susceptible to data security incidents because large
amounts of personal data can be easily and quickly copied
and transferred outside of corporate systems, which are
generally better secured. Organisations should avoid the use
of portable storage devices to store personal data wherever
practicable. If it is necessary to use portable storage devices,
organisations should establish policies that set out the
circumstances under which portable storage devices may be
used, the types and amount of personal data that may be
transferred, and the approval process of the use of portable
storage devices, etc. Organisations should also keep an
inventory of portable storage devices and track their use and
whereabouts, as well as erase data in portable storage devices
securely after each use.

On the other hand, if organisations entrust a third-party data
processor, contractual or other means should be adopted to
prevent unauthorised or accidental access, processing,
erasure, loss or use of the data transferred to the data
processor for processing.
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Case 4

Unauthorised access to a professional
association’s email system - DPP 4 - security
of personal data

Background

A professional association reported to the PCPD that a staff
member clicked on an embedded link in a phishing email and
entered his login credentials on a phishing login page. As a
result, the account was compromised and used to send
phishing emails to around 2,700 individuals, which led to two
other email accounts of staff members being compromised.
The compromised accounts were then used to access
documents that contained the email addresses of 17,517
individuals.
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Remedial Measures

Upon receipt of the notification from the association, the
PCPD initiated a compliance check. The association informed
the PCPD that, in light of the incident, it had enabled the
domain-based message authentication, reporting and
conformance function, preventing unauthorised emails from
reaching staff members’ inboxes. Furthermore, the association
had reset the passwords of all user accounts and
implemented two-factor authentication. Additionally, the
association implemented a geo-location check, blocking
logins from IP addresses associated with countries that were
commonly known for hackers. The association also undertook
to conduct security awareness training for all staff members.

Lessons Learnt

Phishing attacks can have severe consequences for
organisations when staff members fall victim to them. To
prevent such attacks, it is crucial to educate staff members
about the risks associated with phishing emails and provide
regular training on how to identify and avoid them. Moreover,
organisations should enhance their security measures by
implementing robust detection and filtering systems in their
email systems. Meanwhile, organisations should implement
multi-factor authentication and regular password updates to
mitigate the risk of unauthorised access.
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