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Setting up of the “Digital Corporate Identity” Platform

PURPOSE

This paper briefs Members on the proposed establishment of the “Digital
Corporate Identity” (“CorpID”) Platform and seeks Members’ support for
submission of the funding proposal to the Finance Committee (“FC”) of the
Legislative Council (“LegCo”).

BACKGROUND

2. Promoting digital economy development and developing Hong Kong
into a smart city is one of the main development directions of the “Hong Kong
[&T Development Blueprint” promulgated by the Government in December 2022.
To accelerate the digital economy development in Hong Kong through
strengthening digital infrastructure and fostering digital transformation, the
Financial Secretary announced in the 2024-25 Budget that $300 million was
earmarked to develop the CorpID Platform, thereby facilitating and bringing ease
to corporations in their use of e-government services. This proposal indeed
coincides with the suggestion of the Digital Economy Development Committee
on building relevant digital infrastructure to provide corporations with a secure
digital identity, and meets the aspirations of our business sector.



PROPOSAL

3. The Office of the Government Chief Information Officer (“OGCIO”)
proposes to set up the CorpID Platform as a key digital infrastructure for the
development of the digital economy and smart city. This platform will facilitate
corporations to undergo corporate identity authentication and corporate signature
verification processes when they use the e-government services or conduct online
business transactions in a secure, convenient and efficient manner, simplifying
the complicated procedures and accelerating their digital transformation.

Major Functions

4, The proposed CorpID Platform will provide digital corporate identity
and related services to Hong Kong companies established or registered under the
Companies Ordinance (Cap. 622), and local businesses registered under the
Business Registration Ordinance (Cap. 310). It will facilitate corporations to
conduct electronic commercial activities conveniently with the Government and
other public and private organisations. The proposed CorpID can serve as a
common digital key for identity authentication, enabling corporations to use the
e-government services and conduct online business transactions at ease.
Specifically, the CorpID will involve issuing a corporate version of digital
certificate to corporations, which is intended to be equivalent to a digital version
of common seal, so that corporations may perform digital signing with the same
effect as stamping with a physical company seal.

5. The proposed CorpID Platform will cover the following functions:

(i)  setting up a portal for corporations to apply for CorpID online;

(ii) providing CorpIlD for corporate identity authentication! and
digital signing, in lieu of the existing physical signatures and
common seals of corporations;

(iii)  authorising the extraction of information registered in the platform
and those stored in the systems of e-government services for pre-
filling of forms; and

(iv) storing digital licences and permits of corporations, etc. (e.g.
licences issued by the government departments).

! Including the identity authentication of business owners, directors, and authorised personnel
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Infrastructure and Ancillary Support

6. Making reference to the outcomes of the Proof-of-Concept (“PoC”)
study and testing for the Commercial Data Interchange (“CDI”’) completed in
2023 by OGCIO and the Hong Kong Monetary Authority (“HKMA”), we will
adopt OGCIO’s infrastructure when implementing the CorplD Platform,
including the government cloud platform and the shared blockchain platform;
leverage the Public Key Infrastructure (“PKI”) for identity verification process;
and require the relevant cryptographic infrastructures to meet the internationally
recognised security standards, so as to ensure the security of the CorplD Platform.

7. We will also collaborate with HKMA to enhance the consent process
of CDI by adopting the CorpID. This will facilitate digital signing by
corporations and ascertain whether the employees signing on behalf of the
corporation have the necessary permission, and thus help automating the
verification process of corporation’s authorisation and signing, thereby
enhancing the overall efficiency of the consent process.

8. On the other hand, we will consult the Office of the Privacy
Commissioner for Personal Data and relevant government bureaux/departments
(“B/Ds”) to ensure that the platform’s procedures comply with relevant legal
requirements. Before launching the CorpID Platform, we will also arrange an
independent third party to conduct the load and stress test as well as the network
security test, so as to ensure the stability and reliability of the platform.

Operational Arrangement

0. To support and encourage corporations to use the e-government
services via the CorpID, OGCIO will first roll out a few functions in collaboration
with the B/Ds which have more business dealings with corporations, in order to
connect the CorpID Platform to the e-government services commonly used by
corporates. Inthe longer run, we will require all corporate-related e-government
services to support the use of CorplD.

10. In addition, we will provide the relevant program modules and
application programming interfaces (“APIs”) for corporate identity
authentication and corporate signature verification, in order to facilitate the use
of CorpID by public and private organisations in their e-services. For example,
when conducting the “Business-to-Business (B2B)” activities (e.g. online
transactions), both corporations can make use of the CorpID to conduct mutual
corporate identity authentication including the authentication of their authorised
representatives.



11. Eligible corporations in Hong Kong may opt to apply for and use the
CorpID as they deem necessary. The details on charges related to the use of
CorpID by corporations (mainly involving the application for the corporate
version of the digital certificate) will be determined upon award of the service
contract for the implementation and operation of the CorpID Platform.

PROMOTION STRATEGY

12. To promote the wider adoption of CorpID by corporations, we plan to
publicise and promote the convenience and main functions of the CorpID to the
industry through diversified means and different channels, including thematic
websites, social and media platforms, promotional videos, etc. We also plan to
collaborate with relevant departments and industry associations to jointly
organise promotional events and explore appropriate support measures, so as to
further facilitate corporations to adopt the CorpID Platform.

13. In addition, we are actively discussing with the industry on the use
cases of the CorpID Platform in various e-services to identify the commonly used
e-services that may attract patronage by corporations, while ensuring that the
platform will meet the requirements of the industry, is simple to use and
sustainable.

14. Meanwhile, we are liaising with HKMA on the adoption of the CorplD
to support the operation of CDI in order to facilitate financial institutions
(including banks) to conduct “Know Your Business” processes for corporate
clients, with a view to promoting more public and private organisations to support
the use of the CorplID in their e-services.

EXPECTED BENEFITS

15. The proposed CorpID Platform will facilitate corporations to go
through corporate identity authentication and corporate signature verification in
a secure, convenient and efficient manner when they use e-government services
(such as applying for registration, licences and government subsidies, and
conducting government electronic trading service and procurement, etc.), or
conduct online business transactions. Corporations can also extract their data
registered in the platform and those stored in the systems of other e-government
services for future form pre-filling, alleviating the need to undergo the
complicated procedures of submitting and verifying duplicate copies of related
original documents and common seals. This will also save time and reduce
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human error in handling business, thereby simplifying the application process and
verifying the documents in a shorter time.

16. The CorpID Platform will also help reduce the administrative burden
on corporations in their business operations, hence further promoting the adoption
of e-government services by corporations, and accelerating the digital
transformation of the overall businesses in Hong Kong especially the small and
medium-sized enterprises.

FINANCIAL IMPLICATIONS

17. The estimated non-recurrent government expenditure related to the
CorplD Platform is $300 million. The breakdown is as follows:

Item (in $million)
(a) Engagement of a recognised certification authority 20
to design and develop a new digital certificate for
the CorplID
(b) Cloud hosting resources, hardware and software 100
(c) System implementation services 38
(d) System enhancement services of B/Ds adopting the 52
CorplD
(e) Contract Staff 75
Total 285
Contingency (5%) 15
Grand Total 300
18. The estimated $20 million under item (a) in paragraph 17 above is for

engaging a recognised certification authority to design a new digital certificate
for the CorpID, as well as for developing related systems and application
programming interfaces, etc.

19. The estimated $100 million under item (b) in paragraph 17 above is for
the procurement of a series of cloud services, computer hardware and software,
including: infrastructure as a service, platform as a service, database as a service,
container as a service, hardware security modules, provision of the shared
blockchain platform, and digital identity application software, etc.



20. We will outsource the implementation and operation of the CorplD
Platform. The estimated $38 million under item (c) in paragraph 17 above is for
engaging service provider to carry out the system implementation and support.
These expenditures also include tasks such as system analysis and design, system
development, testing, installation and operation, etc.

21. The estimated $52 million under item (d) in paragraph 17 above is for
supporting system enhancement of relevant B/Ds, aiming to connect the CorpID
Platform to B/Ds’ e-service systems.

22. The estimated $75 million under item (e) in paragraph 17 above is for
hiring contract IT staff who have relevant technical skills and experience to assist
in the implementation of the project.

23. Upon the full implementation of the CorpID Platform, the annual
recurrent cost is estimated to be $50 million, including the cloud services,
maintenance of hardware and software, communication networks, operational
support services, hiring contract IT staff to support the operation of the platform,
etc.

IMPLEMENTATION SCHEDULE

24. The proposed CorpID Platform is a new and complex digital
infrastructure that serves as a recognised platform for verifying digital corporate
identity and facilitating convenience in doing business. Its setup must ensure
the efficient, secure and reliable operation of the platform. We plan to submit
the funding application to the FC in mid-2024 for implementing the CorpID
Platform upon obtaining the support from this Panel. Subject to funding
approval of the FC, we will immediately commence the related work including
tender preparation for the system design and development work, with a view to
launching the platform progressively from end-2026 at the earliest. In the
course of project implementation, we will explore the feasibility of compressing
the implementation schedule while ensuring security and reliability of the system.

ADVICE SOUGHT

25. Members are invited to offer views on the implementation of the
CorpID Platform and support our funding application to the FC.
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