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Leveraging Artificial Intelligence for a
New Digital Privacy Era

Welcome to the 2024-25 Annual Report of the Office of the
Privacy Commissioner for Personal Data (PCPD). The year
covered by this report was defined by the dual themes of
Al — Accomplishments and Impacts, as well as Artificial
Intelligence (Al).
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The accomplishments and impacts can be seen through
our work over the year, during which we achieved record-
breaking results in compliance actions and proactively
commenced investigations into multiple high-profile cases,
demonstrating our commitments to enforcement actions
and zero tolerance of breaches of the Personal Data (Privacy)
Ordinance (PDPO). In the face of escalating data security and
cybersecurity risks, we successfully launched a multitude
of data security initiatives to drive home the importance of
safeguarding data security in this new digital privacy era.

In the realm of Al, our initiatives have created impacts
both locally and globally. We published the city’s inaugural
model personal data protection framework for Al to steer
Hong Kong’s industries and organisations towards the
responsible protection of personal data in using Al, while
spearheading efforts to strike a delicate balance between
innovation and security in Al among global privacy or data
protection regulators.

This Annual Report reflects the long-standing values of
my Office that shone through the year — a year marked
by determination and growth as a reformer for the PCPD,
showcasing our drive to proactively identify, respond to and
steer changes in the rapidly evolving digital landscape.
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P EBE3ASOREHRER
Received 3,450 complaints;

P RE370R K] ER
Handled 370 doxxing cases;

g EH134KHASL
Commenced 134
investigations;

P EE207 FERINREW
E
Received 207 data breach
notifications;

g EE18381RAREN
Received 18,381
public enquiries;

§ EITA4A3RERITH)
Conducted 443 compliance
actions;

g EH8SAMERAL :
Initiated 88 criminal
investigations;

Notable Figures in 2024-25

As the guardian of personal data privacy, we are dedicated to
upholding the protection of individuals’ personal data privacy
by fulfilling our responsibilities on all fronts in 2024-25. During
the reporting year, we:

P ERER0X\FITENCHF21A
Mounted 20 arrest operations and arrested
21 persons;

P Eme2RFEMR ;

Issued 62 media statements;

P OR225RERENR
Responded to 225 media enquiries;

P BIEREMT 3,024 HEHAREERETIIENR
FARFE
Noted 3,024 news reports relating to the PCPD’s
work across various media channels;

P HBEAFH344610 NXABALREEAS
EN
Logged an average of 344,610 visits to the PCPD’s
website each month;

P RERERBER67IRMN &
Published 671 social media posts; and

P 5E1557,900 NR2MILEEZEERFENBE -
B R TIES -
Recorded 57,900 attendances at the PCPD’s talks,
seminars and workshops.
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As with previous years, my Office spared no effort to take
enforcement actions. Effective from 8 October 2021, the
Personal Data (Privacy) (Amendment) Ordinance 2021 has
empowered the PCPD to adopt a holistic approach that
has been instrumental in streamlining and expediting
enforcement and prosecution actions against doxxing cases,
as highlighted by the outstanding results we accomplished
over the year.

When compared to the 2022-23 reporting year (i.e. the first
year after the commencement of the new anti-doxxing
regime), the number of doxxing cases uncovered by the
PCPD’s proactive online patrols dropped by 92%, from
841 cases in 2022-23 to 65 cases in the reporting year. The
number of doxxing complaints also decreased by 55%, from
676 to 305.

Furthermore, we initiated 88 criminal investigations and
mounted 20 arrest operations, resulting in the arrest of 21
individuals. By serving cessation notices on online platforms
and removing as many as 3,482 doxxing messages, we
achieved a very satisfactory removal rate of over 98.3% of
doxxing messages.

As regards our work on complaints handling and compliance
actions, we released multiple investigation reports during the
reporting year, including one covering investigation findings
on the operation of a cryptocurrency project in Hong Kong,
and another regarding the act of placing “blind” recruitment
advertisements on an online recruitment platform by eight
organisations. In addition, we published our flagship report
titled “Privacy Protection in the Digital Age: A Study of the
Collection of Personal Data by 10 Online Travel Platforms”
in November 2024 after reviewing the collection and use of
personal data by 10 online travel platforms commonly used
by citizens in Hong Kong.

5
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As the 21" century ushers in an era of digital transformation,
we are simultaneously witnessing data security threats
ramping up and becoming more intricate, both domestically
and internationally. Safeguarding data security is critical
for both upholding personal data privacy and driving a
sustainable digital economy. Throughout the reporting year,
we adopted a multi-pronged approach characterised by
diverse initiatives and collaborative engagement to promote
the importance of safeqguarding data security across different
sectors. These efforts included offering data security tools,
launching awareness programmes and collaborating with
industry partners.

In particular, owing to the upward trend in data breach
incidents, particularly those involving schools, non-profit-
making organisations, and small and medium-sized
enterprises, we launched the “Data Security” Package,
providing free quotas for participating organisations to join
our professional workshops and seminars upon completion
of an assessment by the “Data Security Scanner”, which
assesses the adequacy of their data security measures.
Organisations can also access relevant information and seek
assistance via the “Data Security” thematic webpage and
the "Data Security” Hotline provided by us to better equip
themselves against cybersecurity threats.

Beyond equipping industries with tools to proactively
prevent data breaches, we organised various promotional
activities, including the flagship event “Privacy Awareness
Week 2024" under the theme “Safeguard Data Security -
Safeguard Privacy” in May 2024. In addition to organising
seminars on data security and conducting in-house training
sessions for different organisations, we also strengthened our
collaboration with the industry to create synergy in promoting
data security.
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Promoting Al security has always been a priority for my Office.
Building on prior success in publishing the “Guidance on the
Ethical Development and Use of Artificial Intelligence” in 2021
and the “10 TIPS for Users of Al Chatbots” leaflet in 2023, we
timely issued the “Artificial Intelligence: Model Personal Data
Protection Framework” (Model Framework) — one of the first
leading guides on Al in the privacy landscape in the Asia-
Pacific region — in June 2024, and the “Checklist on Guidelines
for the Use of Generative Al by Employees” (Guidelines) in
March 2025. This year was marked by intense discussions
on generative Al and ongoing debates about balancing
innovation and safety. The Model Framework provides
internationally recognised and practical recommendations
and best practices, with a view to assisting organisations in
procuring, implementing and using Al, including generative
Al, in compliance with the relevant requirements of the
PDPO, while the Guidelines focus on assisting organisations
in developing internal policies or guidelines on the use of
generative Al by employees at work.

Since the publication of the Model Framework, it has
garnered widespread recognition and support across various
sectors of the society. My Office has won the “2025 Hong
Kong Public Sector Initiative of the Year — Regulatory” award in
the Asia Pacific GovMedia Conference & Awards for the Model
Framework. This international accolade underscores the high
reference value and impacts of our published guidance both
locally and globally.
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My Office commissioned the Hong Kong Productivity Council
to conduct a survey on cyber security readiness and released
the results of the "Hong Kong Enterprise Cyber Security
Readiness Index and Al Security” survey in November 2024.
The survey revealed that a significant majority (around 70%)
of the surveyed enterprises perceived that using Al in their
operations posed significant privacy risks. This underscores
the need for organisations to adopt appropriate guidelines,
such as my Office’s Model Framework, to mitigate privacy risks
associated with the implementation of Al

The surge in Al-related risks has become a pressing global
issue. In response, my Office has stepped up to the plate,
joining forces with international partners. Since October 2024,
we have taken on the role of co-chair in the Ethics and Data
Protection in Artificial Intelligence Working Group under the
Global Privacy Assembly (GPA). Since the GPA is a leading
international forum for over 130 privacy or data protection
authorities worldwide, this marks a significant milestone
in our active participation in the discussions on global
Al governance.

As my Office remained the co-chair of the International
Enforcement Cooperation Working Group of the GPA, we
continued to look into the worldwide data scraping issue,
including mass extraction of personal data online for training
Al models. Riding on an initial joint statement from August
2023, my Office and 15 other privacy or data protection
authorities around the world issued a concluding statement
to major social media platforms and public websites in
October 2024, providing the industry with further guidance
on protecting personal data against unlawful data scraping.
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Moving with the Times in
Promoting Privacy Protection

Given the dynamic nature of the personal data protection
landscape, our promotional efforts must also adapt and
advance. In particular, we have constantly refined our anti-
fraud promotional efforts to keep pace with evolving
challenges, such as the emergence of Al deepfake scams. In
2024-25, we continued to reach out to the community by
broadcasting anti-fraud videos on social media platforms,
housing estates and hospitals, organising anti-fraud talks
at schools and visiting the elderly during the Mid-Autumn
Festival and Christmas periods to enhance anti-fraud
awareness, featuring our “Six Tips to Prevent Fraud”.
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Recognising the crucial role of cross-boundary data flows in
driving the development of Hong Kong as a data centre and
fostering the development of digital economy within the
Guangdong-Hong Kong-Macao Greater Bay Area (GBA), my
Office has continued to work closely with the Hong Kong
Government and Mainland authorities to facilitate the safe
and orderly cross-boundary flows of personal information
within the GBA during the reporting year.

With the extension of the facilitation measures of the Standard
Contract for Cross-Boundary Flow of Personal Information
Within the Guangdong-Hong Kong-Macao Greater Bay
Area (Mainland, Hong Kong) to all sectors in Hong Kong
in November 2024, we enthusiastically engage in different
publicity and educational activities to further promote the
adoption of the facilitation measures across industries and
sectors.
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This Annual Report covers an unprecedented period in
human history marked by the rise of Al as the “new electricity”.
This transformative era has brought challenges to all of us,
and my Office was of no exception. Looking ahead, we would
continue to proactively identify, respond to and steer changes
in the constantly evolving digital privacy landscape. We would
strive to embrace the role of a reformer in our innovative
journey, seeking to facilitate the high quality development of
the Country and Hong Kong while safeguarding a high level
of security, including data security and Al security. In tandem,
we would continue to promote the building of a harmonious
society that respects personal privacy for the betterment of
the society, a society that emits the dazzling radiance of the
Pearl of the Orient.

Last but not least, | wish to extend my heartfelt gratitude to
the Constitutional and Mainland Affairs Bureau of the Hong
Kong SAR Government, as well as members of my Office’s
two advisory committees, the Personal Data (Privacy) Advisory
Committee and the Standing Committee on Technological
Developments. Their unwavering support has been integral
to our continuous accomplishments and impacts. | would also
like to acknowledge and thank the dedicated professionals of
my Office for their exceptional contributions. Their collective
expertise, coupled with tireless commitment, has been of
profound benefit to the public good.

Let us Embrace the Role of a Reformer to
Usher in a New Digital Privacy Era.

Ada CHUNG Lai-Ling, SBS
Barrister

Privacy Commissioner for Personal Data
September 2025
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A Year in Numbers (April 2024 - March 2025)

3,450

BIE3 450 R IR A%
Received 3,450 complaints

b
&J

134

134888
Commenced 134
investigations

BI370% [ ] % "@
Q

Handled 370 doxxing cases

207

BE207RERINE EHGRTR
Received 207 data breach
notifications

18,381 443

Iy HEITA43RTEIRTTED
R 18381 RAREN Conducted 443

Received 18,381 public enquiries compliance actions

B

.

88

R8I EHE

Initiated 88 criminal investigations
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PRER20RAAFBITE) - 21 A
Mounted 20 arrest operations
and arrested 21 persons 2 2 5

62 . \ [BlfE225 RBHEH
Responded to 225
Bme2miER media enquiries
Issued 62
media statements
J o 4

3,024 s—

BIEREEA 73,0248 82
FLEEENE T EHEENITE

Noted 3,024 news reports relating to the
PCPD’s work across various media channels

344,610 —

ﬁ/ﬁ%iﬂ F5344,610 AR

671

BIBNEEE NEHEE RIS

Logged an average of 344,610 visits BERO671 R
to the PCPD’s website each month Published 671 social
media posts

- J

BR1557 900 N R2NALEEE RE
BIRERE ~ AFE IR TS
Recorded 57,900 attendances at the
PCPD’s talks, seminars and workshops
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Vision, Mission and Values
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respect for individual's privacy in relation to personal data

To promote the protection of and respect for personal
data privacy through publicity and education

To facilitate lawful and responsible use of personal data
by providing guidance and best practices

To monitor and supervise compliance through effective
enforcement

To maintain the efficacy of the regulatory regime through
continuous review and enhancement, taking into account
global standards for the protection of personal data privacy
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{8{8 Values

- §-) ©  Respect

& ABNEABRILE Respect others’ personal data privacy

i1 H ©  Integrity

TERIEEE Act fairly and professionally

-E © Innovation

SRR - HEEKBENER Fmbrace technological, social and economic developments
®iL ¢ Independence

BN R BUF AN EL (i Independent from the Government and other bodies
Hik i Excellence

BB SR EKE NS IRAE Strive for the best results and highest standards
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Key Moments of the Year

2024

2024

BR-FAERBERINRFNANFAEER
Released investigation findings on the data breach
incident of a public organisation

2 [ BERXNEREAANEEBRAD ] e - WaIEB1308 A2
Organised a seminar on “Cross-boundary Flow of Personal Information Within the Greater Bay
Area”, attracting more than 130 participants

Bl & A =S R e & B BT, GBS, IDSM, JPERALEE &
HEZEMBEESREE  BELEZEEZ8/
B - MEEETNEZERHEBEEeeE L
HRABEHHRRREEAERLEZHNIE

The Secretary for Constitutional and Mainland Affairs, Mr Erick
TSANG Kwok-wai, GBS, IDSM, JP, and the Privacy Commissioner
attended the special meeting of the Legislative Council
Finance Committee to answer questions raised by Legislative
Council members. The Privacy Commissioner also briefed
members on the PCPD’s initiatives for protecting personal
data privacy in the digital age at a meeting of the Legislative
Council Panel on Constitutional Affairs

ER-TRRERBENINRERNFEER
Released investigation findings on the data breach
incident of a public organisation

B FEFEEEE [FIALEE2024] K 8ERZE
RG] BEE - RA—ESHEERHE D

Organised the annual flagship event “Privacy Awareness Week
2024" themed “Safeguard Data Security - Safeguard Privacy”,
and launched a series of promotional and educational activities
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FERK EWorldcoin (1t 585 ) 18 B /) A B W B R FEER
Completed the investigation into the Worldcoin project and published the investigation findings

K [BRONREAREBERZ 2ERSZ S
IRFEEZN - FFT N7 ABESRN - HR5IE#E1,700
BAT200

Organised a seminar on “Lessons from Data Breach Cases
and Recommended Data Security Measures’, which received
an overwhelming response. The seminar was held again in
July, drawing more than 1,700 participants in total

dimEE — . REZEEHEAR ISR [RE ] BERHE K
e [APEE | ERA EBE - MRBI70ETBLER RE] T
&K 5 BRI LB E B
The Privacy Commissioner attended a talk as part of
the School Touring of Anti-doxxing Education Talks,
and explained to more than 170 secondary school
students the doxxing offences and the importance
of protecting privacy online

p=1)

EMCALE (A AABRRERESIE
2R) KIREEZR)) - IRIEBERR A LY EA]
TTHEZMRETEDR - AR EER
g - B MEAA(BREAEKTUAD R ERE ST
BS{5B1) BV HERARR E

Issued “Artificial Intelligence (Al): Model Personal
Data Protection Framework” (Model Framework)
to provide internationally recognised and practical
recommendations and best practices to assist
organisations in procuring, implementing and
using Al, including generative Al, in compliance
with the relevant requirements of the PDPO

[FLB& 2 R 57T 222023 | 7£ GovMedia Conference & Awards 2024 3 goVMEDIA
A [ E AR ED — EEMR ) R s Tt
"Privacy Friendly Award 2023" received the “Hong Kong Campaign imﬁ“ﬂ%}
of the Year — Regulatory” award in the GovMedia Conference =

& Awards 2024

o



LIBE R A ESFIR PCPD ANNUAL REPORT « 2024-25

K%l“

Key Moments of the Year

2024

2024

2024

HE 61 EEARMEEERE - WHELEEEAFTE LN (EEHER)
Attended the 61° Asia Pacific Privacy Authorities Forum and introduced the Model
Framework issued by the PCPD

SEPHIEPERBRBHSTE - #tH [FEURIHREN ] TR ERIERE
LT W SRR S WS

Joined the Global Privacy Enforcement Network to conduct the global privacy protection
sweep on “Deceptive Design Patterns” and issued a global joint report subsequent to
its completion

B B A BETEY - B FIRE A
Frs R AL RS RS & 2B nfa] & F T
FAAl - IR51100% R0 - BB IBIER
EiMicrosofti 8l B & 42 26

Organised an Al practical workshop for
secondary school students to understand the
privacy risks associated with Al and learn how
to use Al responsibly, attracting 100 students.
The Workshop also included a visit to Microsoft
Hong Kong's headquarters

ﬁﬁiﬁ# [ANIEELBRE - B#REZ2VE | s £

+ % 31311,0008 AE2 10 E‘Z' .-_.‘;".n‘q’ '.n*n'; Zi.‘L*;‘;n"d'"aar;w
Organised a seminar on “Al and Privacy Protection: Balancing @ ? 1'\.
Innovation and Safety”, attracting nearly 1,000 participants '-

- = ASTRI

HEE R RS T8 BRERERNERR
f o REMREARA ﬁifﬁ BREARGHE
R

Produced a short video to demonstrate instant face
swapping through deepfake technology, with a view
to illustrating that it is easy to produce fake videos
in the Al era



2024

2024

LRMFIEBERINREWNHAEE :
Released investigation findings on the data breach
incidents of two organisations

Your Identity Card Number and
Your FI'rIur."acy

2C (=2

NEFEEREMERIR LMRGRSE &L l
RREREDZDRE RS - AINgRE

F 7 B 58

The PCPD Volunteer Team made home visits to the
elderly, distributed Mid-Autumn Festival gift bags,
and shared anti-fraud tips and videos to enhance
awareness of fraud prevention among the elderly

ARIEF 2024 FRRBRLEEFE — BERRMS
i - WHIORFID & :
Attended the Hong Kong and Macao sub-forums of 2024
China Cybersecurity Week respectively, and delivered a keynote
speech at the Macao sub-forum

1B FBRIRE

iLiBZ ’ 2 Ef s+ ABOUT PCPD
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B H B R EM S AR ER TR
BRMEMEES|) R O ERHRIRNILE) E&
R

Issued new versions of “Code of Practice on the Identity
Card Number and other Personal Identifiers: Compliance
Guide for Data Users” and information leaflet titled “Your
Identity Card Number and Your Privacy”

H Fir B 32 & “Personal Data (Privacy) Law in Hong Kong
— A Practical Guide on Compliance (Third Edition)’ (&%
BANE R (ALEEFINFREBHERE (B =h)) - W&
WIEEME

Published a new book titled “Personal Data (Privacy) Law
in Hong Kong — A Practical Guide on Compliance (Third
Edition)” and organised a book launch
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Key Moments of the Year

2024

2024

THRBEOLRTIEERBEESHNEE 2
L WHRRBERERBEESRSZES
Proactively initiated investigations against five
organisations that had placed “blind” recruitment
advertisements (Blind Ads) and appealed to job
seekers to stay vigilant about Blind Ads

HEESIMETMERERARGIERLE —RIEEEH - PRBIRSETH
Wi e 2 RREEA BRI TLENE R

Jointly launched a series of promotional videos with the Hong Kong Internet Registration
Corporation Limited to assist organisations in raising employees’ awareness of cybersecurity
and personal data privacy protection

| R A SR R R B1RT, GBS, IDSM, JPERALRH B B
FIDEERHIEBEESBREHRE @ BELESZEN
=

The Secretary for Constitutional and Mainland Affairs, Mr Erick
TSANG Kwok-wai, GBS, IDSM, JP, and the Privacy Commissioner
attended the Policy Briefing meeting of the Legislative Council
Panel on Constitutional Affairs to answer questions raised by
Legislative Council members

=

BR—REESENINEERNALTHER  URASER - EEFHE R/ HE
H[BEeE ] £2

Released investigation findings on the data breach incident of a sports association and
launched the “Data Security” Package for schools, non-profit-making organisations (NGOs)
and small and medium-sized enterprises (SMEs)

HEEBRRLEREE04TBERER [ ATEE
RIBEAER : B R ER L& ] WEEER

Attended the Cyber Security Summit Hong Kong 2024 and
delivered a keynote speech titled “Al and Personal Data
Protection: Challenges and Recommendations on Governance”

B[Rl 22 BR 15 {EFL RS B RHR IS B 2 R st BUR IR ER R AL SRR B 4 S K B8 & 8
RIRIKHE S Z

Issued a global joint statement with 15 privacy or data protection authorities worldwide on
data scraping and the protection of privacy to social media platforms



2024
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REBBREMEZ 2024 B RE A [TEARRRE
BABRALE - BA EWER] NEBE:
Delivered a keynote speech titled “Safeguarding
Personal Data Privacy in the Age of Al: Governance
Recommendations” at the Hong Kong International
Computer Conference 2024

£ [RELEELEXNE - BREHF TS
2024 | B [AIFTERRELE B/ IE G2 ]
FRATHE - RIG67TRIPEUR [ ERBH]

ﬂ' E : . EEAET S - PRl EE R
MR 1700 EBERDLE RSN o

Vi '?"s;

Organised the Award Presentation Ceremony
for “Student Ambassador for Privacy Protection
Programme — Partnering Schools Recognition
Scheme 2024" cum “Future Leaders of Al and
Privacy Protection Training Programme” to
commend 67 secondary schools as “Partnering
Schools” in promoting a privacy-friendly culture to
over 17000 students on campus

e BERC(ABRANLERE - BRI+ @AM EikiEF e WEEA
uunlﬂ‘“‘*““‘“ 3 _'-.1 BEREIER) HE
A AT G Released a report on “Privacy Protection in the Digital Age: A Study of
the Collection of Personal Data by 10 Online Travel Platforms”

BRI BELRRABRLEBEINALZ S
[E\kz | SAEHRE

Released the “Hong Kong Enterprise Cyber
Security Readiness Index and Al Security”

survey report
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Key Moments of the Year

2024

2024

2025

5 62 BT A B EMRE Y onEA

Authorities Forurf

[BERKEALE %&ﬁﬁﬂ&m ﬁ-ﬁ%ﬁ
aite ] B

Attended the 62 Asia Pacific Privacy Authorities

Forum and participated in a panel discussion titled

“Governance of Al and Emerging Technologies in the

Asia Pacific Region: Perspectives and Initiatives”

R -FBUFMFABRINRER N N\FREEE —EKBR T NEERRERS
M FE SR

Released investigation findings on the data breach incident of a government department
and the Blind Ads posted by eight organisations on an online job-seeking platform

RCEFRNER (W - BE)EAGEBERDZESR)ENERE & L&
RIEA

Spoke at the Briefing for Facilitation Measures on the “Standard Contract for Cross-boundary
Flow of Personal Information Within the Guangdong-Hong Kong-Macao Greater Bay Area
(Mainland, Hong Kong)”

E

P e R R AR MBENINR S WA EER KB R
Remmses (BmESEES])
Released investigation findings on the data breach incident of a public
organisation and issued the new “Guidance on Cloud Computing”

TR 2024 F LIRS N —RIEENEBEERI
BB RHEER

Reported on the PCPD's work in 2024 and released
investigation findings on the data breach incident of
an NGO
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HEBRARKESES  WERER [BRERKIALERNFIEE — KEEREBIRS
I MBBEIwmTEEREREE

Attended the Tech Applied Summit and spoke as a panellist at a thematic session titled
“Ensuring Trustworthiness in Generative Al — Challenges and Solutions”

LEBEE M AN H EHEESHME2024FHTIE
The Privacy Commissioner briefed the Legislative Council Panel
on Constitutional Affairs on the work of the PCPD in 2024

SB[ BRAIE] B - ISR 7408 A R M | &

= B A
Organised a seminar on “Protecting Personal
Data to Prevent Fraud’, attracting over 740
participants

025 IANAE (BEZ) | reF;nf,:." ™ o :

REBEENRERMFHL [T/ NEBIERZE2EIR
51 BB IR RESEZ S - BB gRala
4008 A L2

Jointly launched the “Data Security Training Series for SMEs” with
the Hong Kong Productivity Council to assist SMEs in enhancing
data security, attracting nearly 400 participants at the first seminar

BR(EBEAEKNAINIESFE) R —R
BERINRZ R R ELE

Issued the “Checklist on Guidelines for the Use
of Generative Al by Employees” and released
investigation findings on the data breach incident of
an organisation
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Corporate Governance
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Organisational Structure

The Office of the Privacy Commissioner for Personal Data
(PCPD) is an independent body set up to oversee the
implementation of and compliance with the Personal Data
(Privacy) Ordinance (PDPO) (Chapter 486 of the Laws of
Hong Kong). The PCPD strives to ensure the protection of
the privacy of individuals in relation to personal data through
monitoring and supervising compliance with the PDPO,
enforcing its provisions, and promoting a culture of protecting
and respecting personal data privacy.

Established in August 1996, the PCPD is headed by the Privacy
Commissioner for Personal Data (Privacy Commissioner). It
comprises several functional units, including the Complaints
Division, Criminal Investigation Division, Compliance and
Enquiries Division, Legal Division, Global Affairs and Research
Division, Corporate Communications Division, and Corporate
Support Division.

Cffice’of the Fmraqr Commissianer for Personal Data,
Hong Kong
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BARHLBER

Privacy Commissioner for Personal Data

BWEEAZHILBER (RREMREE)
Assistant Privacy Commissioner for Personal Data
(Corporate Communications and Operations)

WEAARARALBER(RARHERAE)

Assistant Privacy Commissioner for Personal Data
(Complaints and Criminal Investigation)

BEEAZSHILBER(SH  BEEERHR)

Assistant Privacy Commissioner for Personal Data
(Compliance, Global Affairs and Research)

ERHBEEATHILBER(GEE)
Acting Assistant Privacy Commissioner for Personal Data
(Legal)

%8 Corporate Support | F

B
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B AZH (FLF3)5450 Personal Data (Privacy) Advisory
ZRE Committee

BAABR(FLE)ZRNEZE 2 (EZE  The Personal Data (Privacy) Advisory Committee (PDPAC) was

=) ERIE <<ﬂ\ﬁ%tf|ﬂ§ﬂ >> % 111K established pursuant to section 11 of the PDPO to advise the

Y BRRMREEAZRFEN  Privacy Commissioner on matters relating to personal data

CRLBE 160 Y :BVEMIMERESE T - [AFL  privacy protection and the operation of the PDPO.
SEERHER -

E i ] Chairperson

BRI 7 L SBS
MsAdaCHUNGlaFHngSBS

SEEE—————
BAABHILEEER

Privacy Commissioner for Personal Data

BB Members (#5305 8 in alphabetical order of last name)

BREE <+, P d Fpemimh 5+
Ms Karen | — Dr CHOW Kam-pui
CHAN Ka-yin, JP -
g g
EHEEEERLF BB KRBT EMBBRBIRR
HITES Associate Professor,
Executive Director, Department of Computer Science,
German Pool Group Company Limited The University of Hong Kong

mEH=8, P 4 e
The Hon Carmen Mr LAW Fai
KAN Wai-mun, JP
g g
HENSRIT (BB)BRAH BEMEEBERAR
BEERER ER DL EBEIRE
General Counsel, Director, News and Public Affairs, Hong Kong

Bank of China (Hong Kong) Limited Commercial Broadcasting Company Limited
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The PDPAC holds regular meetings each year to discuss
reports on the operational performance of the PCPD and
advise the Privacy Commissioner on operational and policy
matters of the PCPD, including, among others, activities to
promote awareness, understanding, and compliance with the
PDPO, as well as existing and proposed legislation that may
affect individuals’ personal data privacy.

The Privacy Commissioner is the chairperson of the PDPAC,
and members of the PDPAC are appointed by the Secretary
for Constitutional and Mainland Affairs. The members come

EESTIE FE AN - from diverse sectors, each bringing a wealth of experience
and professional expertise.
~ EERSLAE MH _, i ¢ Jetum
¥ e f Mr Joseph ' . Ms Nikki
) o LIN Ho-man, MH = i NG Mien-hua
‘ L ’ K / ’
HKE Holdings Limited FEHER
HITESRER FHITES
Executive Director and Chairman, Non-Executive Director,
HKE Holdings Limited Sino Group

Dr Patrick

BWEXBL

WONG Chi-kwong

BERAEERERERS
g BHEDERER

“ﬁr-L

BEAREITER
EREENRERAEER

Deputy Secretary for Constitutional
and Mainland Affairs or
Principal Assistant Secretary for
Constitutional and Mainland Affairs

Chairman, The Court of Lingnan University;

Former Deputy Chairman, Hong Kong

Productivity Council
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M ERFHZEEHLEEER
BEMEEEREMELE  8F
BITENER

BEER Co-Chairpersons

Standing Committee on
Technological Developments

The Standing Committee on Technological Developments
(SCTD) was established to assist the Privacy Commissioner
in better performing the statutory functions under section
8(1)(f) of the PDPO, namely researching into and monitoring
technological developments that may affect personal
data privacy. The SCTD advises the Privacy Commissioner
on, among other things, the impact of the developments
in the processing of data and information technology on
the privacy of individuals in relation to personal data. It
comprises distinguished individuals from the information and
communications technology industry, including experts in the
fields of information security, cybersecurity and Al.

The SCTD, co-chaired by the Privacy Commissioner and
the Assistant Privacy Commissioner, holds regular meetings
each year.

$EREI¢ i L, SBS
MsAdaCHUNGlaFﬁngSBS
—'

BABEHLEEER

Privacy Commissioner for Personal Data

EHREE 2+
Ms Joanne WONG

—’

BB EABERILERE (AR

IRERE S KA 5E)

Assistant Privacy Commissioner for Personal Data
(Compliance, Global Affairs and Research)
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Ir Alex CHAN

S A =

BEEENRER

PR 2 Rk SIS A IR TR

General Manager,

Digital Trust and Transformation Division,
Hong Kong Productivity Council

- = SR B Hx
-y’ Adjunct Professor
'"j Jason LAU

BIFR s B R A ETE (ISACA)
EREZERE

Director,

ISACA International Board of Directors

HiREEE VA
Professor the Hon
William WONG
Kam-fai, MH

BEPIREBIRER
&bt & (9M%)

Associate Dean (External Affairs),
Faculty of Engineering,

The Chinese University of Hong Kong
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BB Members (#5305 B in alphabetical order of last name)

SRR 5L
Dr Alan CHEUNG

BEEARL MR

AT ERER AR ERPT B fE R

Chief Director,

Artificial Intelligence and Trust Technologies,
Hong Kong Applied Science and Technology
Research Institute

i\

e FERFEEL
] Dr Gregg LI
£ 99
| - ’
RI2E(ER)
RIS EERER
Founding Director and President,
Orion Astropreneur Space Academy
B2
Professor
Dit-yan YEUNG
(EBI520244F7 A 1 B )

(Appointment from 1 July 2024)

BERMBEASBHERBERTRER

BRI

Chair Professor,

Department of Computer Science and Engineering,
Hong Kong University of Science and Technology

1ok Jk B 24035
Professor S M YIU

EEREAERNER
BEREIRERE

Professor and Deputy Head,
Department of Computer Science,
The University of Hong Kong
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Senior Management Team

BEAEHLEEE

Privacy Commissioner for Personal Data

g EHEZL g REWBLL fﬁl#%#:l: P ERELL
Ms Joanne WONG Ms Joyce LAI Ms Rebecca HO Ms Fiona LAI
BREAEHLERE B EAEHILERE B EAEHLERE EEPBEAEHLEES
(AR REEBLATR) (ERERALEE) (&R L MERE) O£#)
Assistant Privacy Commissioner  Assistant Privacy Commissioner  Assistant Privacy Commissioner Acting Assistant Privacy
for Personal Data for Personal Data for Personal Data Commissioner for Personal
(Compliance, Global Affairs (Corporate Communications (Complaints and Criminal Data (Legal)
and Research) and Operations) Investigation)
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# FBIERRSEHE g EREREL g EHEXT
Mr Brad KWOK Ms Joyce LIU Ms Clemence WONG
BREBAEHEE(GRRESA) =ARERD EID = R EAD
Chief Personal Data Officer (ORERE 75 M 5T) Acting Senior Legal Counsel
(Compliance and Enquiries) Senior Legal Counsel

(Global Affairs and Research)

g AL L P EETXL BREBXL
Ms Terri WU Ms GloriaYU Ms Natalie POON
FEEEREEAEREFGEF) BEEAEREZEHEAE) SAREAER EFE(DESTIE)
Acting Chief Personal Chief Personal Data Officer Senior Personal Data Officer
Data Officer (Complaints) (Criminal Investigation) (Corporate Support)
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Senior Officers

P EEREE P REREE
Mr John LO Mr William CHAN
SREAEREE SREAEREE
(BHENREH) (BEHL)

Senior Personal Data Officer
(Information Technology)

Senior Personal Data Officer
(Compliance and Enquiries)

Senior Personal Data Officer
(Compliance and Enquiries)

Senior Personal Data Officer
(Compliance and Enquiries)

Communications

P XE|BERL BREXLL % g EmEEE
Ms Ayee MAN Ms Kimmy CHENG Ms Phoebe CHOW  Mr Tamson TAM
SREANEREE SREANEREE EERAE ERSREAEHEE
(BHEREHR) (BHEREHR) Head of Corporate (BaEH)

Acting Senior Personal Data
Officer (Information Technology)
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Mr Kevin CHAN

12EM

Legal Counsel

Ms Dorothy FUNG

EIREAD

Acting Legal Counsel

iLIBE R’ 2 Ef S ABOUT PCPD

g EHAEE P RASTEL
Mr DF LO Ms Addy LAI
DREAEREE SREAEREFEGERF)
(F=HE) Senior Personal Data Officer
Senior Personal Data Officer (Complaints)

(Criminal Investigation)

P ARERL
Ms Stephanie CHAU
(EL:1]

Legal Counsel

.

FilELt

Ms Joyce LI
=ARMEAE R EEREF)
Senior Personal Data Officer
(Complaints)
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Senior Management Team

The PCPD has set up a Senior Management Team (Team)
tasked with envisioning strategic directions and work plans,
formulating policies and managing operations of the PCPD,
with a view to maintaining high standards of corporate
governance and effectively enforcing the PDPO to ensure the
protection of the personal data privacy of individuals. The
Team is headed by the Privacy Commissioner and constitutes
directorate officers and division heads of the PCPD. To ensure
effective management, the Team meets monthly to report,
discuss and review the work progress and performance of
each division of the PCPD.

Corporate Strategic Plan

Maintaining high standards of corporate governance is of
fundamental importance to the sustainability of the PCPD and
the protection of personal data privacy rights of members of
the public. In keeping with its vision, mission and values, the
PCPD formulated the Corporate Strategic Plan as the principles
and goals in performing its statutory duties while maintaining
high standards of corporate governance (Figure 1.1).

©
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P AT CRLEERED
Enforce the PDPO effectively

P EAEEMSMBEEE ¥ TEREEAEHLENEESE

Enhance expertise and Enhance the regulatory regime for the
service quality protection of personal data privacy

B nsRAER RSN E FER i P ERERYCLEEDD
NES R E R HVAT AR IS0

Strengthen internal systems
and upgrade facilities to cope
with latest developments

Monitor and promote
compliance with the PDPO

§ FAAREHEHER
bnss ¥k B R
Enhance Deliver efficient and effective
Enforcement services to the public

assmen nne

Establish Take Proactive
Organisational

Excellence =% & J:0f3 4-J-3 Actionsin Areas of
High Standards Significant

of Corporate Privacy Risks
Governance

hn3& 83 K 1t 38
FREEETRBSHF

&l Figure 1.1
Foster Collaborations
with Data Protection sonal Data
Authorities Privacy
[ IINEE Pl L BERANERR]
Strengthen external connections A RE CFLBEIEAI ) B3R 5%
Maximise the impact of publicity to
¥ (REBRBERRHX MBI MR raise public awareness of the PDPO
Facilitate the development of Hong Kong as
a technology and data hub O BEENE  RBReRE
_ BN BRI 1 B A
p EETEE( MRS Engage stakeholders to enhance

Respond to the evolving privacy landscape their awareness and knowledge on

personal data privacy protection
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Corporate Social Responsibility

The PCPD Volunteer Team, set up in 2022, shows care to
the community through organising different volunteering
activities. For example, the Volunteer Team donated medical
supplies to social welfare organisations during the COVID-19
pandemic, arranged talks on fraud prevention while visiting
the elderly during festivals to send joy and good wishes, and
prepared meal boxes for the needy, etc, so as to contribute to
the betterment of the community.

In addition, the PCPD values its employees as an important
asset. With this in mind, the PCPD organises a wide range of
staff activities to support its employees’ physical and mental
well-being, in addition to providing various training and
development opportunities to equip them for continuous
growth. Regular staff meetings are also held to care for and
understand the needs of employees.
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Dfﬁce of the Privacy

Enhancing Artificial Intelligence
Security

With the rapidly increasing use of artificial intelligence
(Al), businesses of all sizes are set to explore the potential
of adopting the technology in their operations. To assist
organisations in adopting Al while safeguarding the personal
data privacy of individuals, the PCPD has acted proactively to
launch an array of initiatives in Hong Kong and collaborate
with privacy or data protection authorities from around the
globe to promote the importance of Al security amidst the
ever-evolving digital era.

In June 2024, the PCPD issued the "Artificial Intelligence: Model
Personal Data Protection Framework” (Model Framework)
to provide internationally recognised and practical
recommendations and best practices, with a view to assisting
organisations in procuring, implementing and using Al,
including generative Al, in compliance with the relevant
requirements of the PDPO, thereby harnessing the benefits of
Al while safeguarding personal data privacy.
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REMIBIEHMEF BUILDING A NEW DIGITAL PRIVACY ERA

The Model Framework, premised on general business
procedures, covers recommendations and best practices in
the areas of "Al strategy and governance”, “risk assessment
and human oversight”, “customisation of Al models and
implementation and management of Al systems”, and
‘communication and engagement with stakeholders”.

Furthermore, to assist organisations in understanding the
Model Framework, the PCPD has published a leaflet which

provides an extract of the key recommendations in the Model
Framework.
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In March 2025, the PCPD issued the “Checklist on Guidelines
for the Use of Generative Al by Employees” (Guidelines)
to assist organisations in developing internal policies or
guidelines on the use of generative Al by employees at work
while complying with the requirements of the PDPO.

= Checkiiston
—mT= . Guldelines for the
lise of Generative Al |

The Guidelines recommend that organisations cover the
following aspects when developing their internal policies or
guidelines on the use of generative Al by employees: “scope
of permissible use of generative Al", “protection of personal
data privacy”, “lawful and ethical use and prevention of bias’,
“data security”, and “possible consequences of violations of

the policies or guidelines”.

The Guidelines also provide practical tips on supporting
employees in using generative Al tools, which include
enhancing transparency of the policies or guidelines,
providing training and resources for employees’ use
of generative Al tools, setting up a support team and
establishing a feedback mechanism.
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In addition, to assist organisations in adopting Al while
ensuring the protection of personal data privacy of individuals,
the PCPD has launched the "Al Security” Hotline (2110 1155) for
organisations to make enquiries.

During the reporting year, the PCPD made concerted efforts
in promoting the Model Framework and the Guidelines as a
means of raising public awareness of Al security. The PCPD
organised two topical seminars on Al and personal data
privacy protection in July and September 2024 respectively,
to elucidate the best practices for organisations to procure,
implement and use Al systems that involve the handling of
personal data. The seminars were well-received, attracting
over 1,300 participants. In addition, representatives of the
PCPD also spoke at an array of conferences and workshops to
promote Al security.
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In the light of the widespread use of Al among youngsters,
the PCPD took the initiative to reach out to secondary
school students to promote Al security. The PCPD launched
the “Future Leaders of Al and Privacy Protection Training
Programme” in April 2024 to explain the importance of
personal data privacy management programmes and the
standards of ethical use of Al to the participating students
through various activities, including a topical seminar,
exchanges with data protection officers, and an Al interactive
workshop organised at Microsoft Hong Kong's headquarters.
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In addition to hosting seminars, the Privacy Commissioner
published articles in various newspapers and professional
journals, such as “Hong Kong Lawyer”, the journal of The
Law Society of Hong Kong, and “A Plus’, the official quarterly
magazine of The Hong Kong Institute of Certified Public
Accountants, to promote the significance of Al security in the
digital age to all sectors of the society.

Artificial Intelligence:
The Model Personal Data
Protection Framework
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On the international front, the PCPD strived to collaborate
with privacy or data protection authorities across the globe
to tackle challenges arising from emerging trends and rapid
technological advancements.

During the reporting year, with an aim to fostering closer
international collaborations on Al security, the PCPD has
taken up the position of co-chair in the Ethics and Data
Protection in Artificial Intelligence Working Group (AIWG) of
the Global Privacy Assembly (GPA) since October 2024. Other
incumbent co-chairs are privacy or data protection authorities
in the European Union, France and Korea. The AIWG
currently consists of more than 40 GPA members, including
privacy or data protection authorities in Australia, Germany,
Japan, New Zealand, the United Kingdom and the United
States of America.

Besides its tenure as co-chair of the AIWG, the PCPD continues
to serve as co-chair of the International Enforcement
Cooperation Working Group (IEWG) of the GPA. In response
to the privacy concerns posed by mass data scraping from
online platforms, the PCPD, in its capacity as co-chair of
the IEWG, took concerted action with 11 privacy or data
protection authorities worldwide to issue a joint statement
in August 2023 (Initial Statement), about global expectations
on privacy protection to social media platforms and other
websites that host publicly accessible personal data.

Subsequent to the issuance of the Initial Statement, concerns
about data scraping for Al training have grown among global
regulators. The PCPD and 15 privacy or data protection
authorities worldwide issued a global joint statement in
October 2024 titled “Concluding Joint Statement on Data
Scraping and the Protection of Privacy” to reinforce the
requirements set out in the Initial Statement, and to share best
practices and experiences through engagements with social
media platforms and industry stakeholders, thereby providing
the industry with further guidance.
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Fostering Data Security

In response to the rising trend in personal data breach
incidents in recent years, the PCPD stepped up its efforts in
different aspects to assist organisations in addressing data
security issues.

The PCPD continued to engage in the annual privacy
protection event, “Privacy Awareness Week’, jointly supported
by members of the Asia Pacific Privacy Authorities. A series
of promotional and educational activities was launched
in May 2024 under the theme “Safeguard Data Security -
Safeguard Privacy” to raise awareness of data security among
organisations and members of the public. These activities
included launching the “Privacy Protection Truck”, a mobile
exhibition truck, which reached out to the community to
enhance understanding of the importance of protecting
personal data privacy and data security through educational
videos, collaterals, and interactive games. Data security
seminars were also organised to share recent data breach
cases and relevant data security measures. The data security
mascot, “Data Guardian”’, was introduced and tasked with
promoting data security through different channels, including
major public transportation networks, social media, online
platforms, newspapers, and more.
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In addition to the “Data Security Trio” (i.e. the “Data Security
Scanner” self-assessment toolkit, the “Data Security” thematic
webpage and the “Data Security” Hotline), the PCPD also
introduced the “Data Security” Package for schools, non-profit-
making organisations (NGOs) and small and medium-sized
enterprises (SMEs) to assist organisations in preventing data
breaches. The “Data Security” Package offers participating
organisations free training quotas for the PCPD's professional
workshops and topical seminars upon completion of an
assessment by the “Data Security Scanner”, drawing nearly
200 organisations.
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During the reporting year, the PCPD conducted over
190 in-house training seminars for various organisations,
and organised topical seminars on data security and the
handling of data breach incidents for the public, educational
institutions, NGOs and SMEs, with a view to promoting data
security management. Additionally, the PCPD collaborated
with various organisations on data security-related
educational and promotional activities, such as co-organising
a seminar with the Hong Kong Monetary Authority and the
Hong Kong Association of Banks to promote data security
in the banking sector; acting as the strategic partner in the
BugHunting Campaign 2024 jointly organised by the Cyber
Security and Technology Crime Bureau of the Hong Kong
Police Force and Cyberbay, and providing training on personal
data management for the participating organisations; as well
as participating as the scheme partner in the Cyber Security
Staff Awareness Recognition Scheme co-organised by the
Hong Kong Internet Registration Corporation Limited (HKIRC)
and ISACA China Hong Kong Chapter.
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The PCPD also joined HKIRC in launching a series of
educational videos on data security to provide relevant
guidance and tips to organisations in a lively manner, and
published articles in Chinese and English newspapers,
online media and professional journals to further enhance
the awareness of data security among organisations and
the public.
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Combatting Doxxing

The provisions criminalising doxxing acts under the Personal
Data (Privacy) (Amendment) Ordinance (Amendment
Ordinance) came into effect on 8 October 2021. The
amendments empower the Privacy Commissioner to carry
out criminal investigations and institute prosecutions for
doxxing-related offences. The Privacy Commissioner is
also empowered to issue cessation notices to request the
cessation of disclosure of doxxing messages.

During the reporting year, the number of doxxing cases
uncovered by the PCPD’s proactive online patrols was 65,
representing a significant drop of 92% compared with 841
cases in the 2022-23 reporting year (i.e. the same period in
the first year after the commencement of the anti-doxxing
provisions). 305 doxxing-related complaints were received by
the PCPD during the reporting year, which represented a drop
of 55% compared with 676 complaints received during the
2022-23 reporting year.

Since the provisions criminalising doxxing acts under the
Amendment Ordinance came into effect, the PCPD has
been handling doxxing cases with a holistic approach, from
conducting criminal investigations and collecting evidence
to commencing prosecutions directly, which effectively
expedites enforcement and prosecution actions against
doxxing cases.

After receiving a doxxing complaint, depending on the facts
of the case, the PCPD may commence criminal investigation
into the alleged doxxing-related offences pursuant to the
Amendment Ordinance by assigning criminal investigators to
follow up on the relevant investigation, collect evidence, and
conduct analysis, so as to determine whether to mount an
arrest operation.
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During the reporting year, the PCPD handled a total of 370
doxxing cases (including 65 doxxing cases uncovered by
the PCPD's proactive online patrols and 305 doxxing-related
complaints received), commenced 88 criminal investigations
and arrested 21 persons.

Furthermore, the PCPD referred 42 doxxing cases involving
an offence under section 64(3C) of the PDPO and/or other
offences outside the purview of the PDPO to the Police for
further investigation and consideration of prosecution.
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Cases relating to monetary disputes stemmed primarily from
contractual disputes, while cases originating from relationship
disputes involved mainly emotional entanglements and
conflicts between neighbours, and cases relating to
workplace disputes generally arose from conflicts between
colleagues at work.

As regards the means of doxxing, 12 (57%) of the arrested
persons conducted doxxing activities through the Internet
(nine through social media platforms, one via instant
messaging application, one through the website of an
organisation and one through applying for online services in
the name of the victim). The remaining nine (43%) arrested
persons conducted doxxing activities through physical media
(five through posting leaflets, two through displaying banners,
one through graffiti and one through wearing clothing with
doxxing contents).

Apart from bringing the doxxers to justice through criminal
investigations and prosecutions, the timely removal of
doxxing messages is of equal importance to preventing
further harm to victims. In this regard, the Amendment
Ordinance confers statutory powers on the Privacy
Commissioner to issue cessation notices to demand for the
removal of doxxing messages.

During the reporting year, the PCPD issued 161 cessation
notices to 23 online platforms, requesting the removal of
3,544 doxxing messages. 41 channels used for doxxing
were also successfully removed through the issuance of
cessation notices. Although most of the cessation notices
were served on overseas online platform operators, the
overall compliance rate for removing doxxing messages
reached 98.3%.
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During the reporting year, there were a total of 14 persons
convicted for doxxing, including one person who was
charged for two separate doxxing incidents which were
subsequently convicted by the court on joinder. The penalties
varied and included imprisonment, community service orders,
probation order and bind over order. The imprisonment
sentences ranged from 30 days (immediate imprisonment)
to three months (suspended for 24 months). The community
service orders imposed ranged from 80 to 180 hours.

Below are four noteworthy cases involving custodial sentences:

Male Doxxed Four Victims (including Members
of the Legislative Council and a Law Enforcement
Officer)

Between March 2022 and July 2023, the defendant posted
the personal data of a total of four victims (including two
members of the Legislative Council and a law enforcement
officer) on different social media platforms. The defendant
was convicted of four charges of “disclosing personal data
without consent” in June 2024 upon a guilty plea. The Court
sentenced the defendant to three months’ imprisonment,
suspended for two years.
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Male Doxxed a Former Friend

The defendant got acquainted with the victim in March 2022
but their relationship subsequently turned sour. The victim
then blocked the defendant’s instant messaging application
account and ceased contact with the defendant. In July 2022,
the defendant posted a number of messages containing the
personal data of the victim on an online forum, alongside
some negative comments against the victim. The defendant
was convicted of one charge of “disclosing personal data
without data subject’s consent causing specified harm” in
August 2024 upon entering a guilty plea. The Court sentenced
the defendant to four weeks’ imprisonment, suspended
for two years.
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Female Doxxed a Mother and Her Child

The male victim was a primary school student at the material
time, and the female victim is his mother. The defendant lived
in close proximity to the two victims and was acquainted
with them. The relationship of the female victim and the
defendant turned sour, after which the female victim alleged
that the defendant would scold her and the male victim
from time to time. Subsequently between November 2022
and May 2023, the defendant posted a total of 20 messages
containing the personal data of the victims in two open
discussion groups and in two personal accounts of a social
media platform, alongside some negative comments
against them. The defendant was convicted of four charges
of “disclosing personal data without data subject’s consent
causing specified harm” in September 2024 upon entering a
quilty plea. The Court sentenced the defendant to 30 days’
immediate imprisonment.
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Female Doxxed Ex-boyfriend over Relationship
Entanglement and Monetary Dispute

The victim and the defendant developed an intimate
relationship since 2019, in which the victim paid maintenance
fee to the defendant on a regular basis. The two subsequently
broke up in October 2023. A few days later, the defendant
displayed a signboard containing the personal data of the
victim on a street near the victim’'s workplace, alongside
some negative comments against the victim, including
a claim to demand repayment of debt from the victim.
Shortly afterwards, the defendant posted flyers with similar
content outside the victim’s residential building and his flat.
The defendant also posted a message with similar content
in an open discussion group on a social media platform.
The defendant was convicted of three charges of “disclosing
personal data without consent”in January 2025 upon entering

a quilty plea. The Court sentenced the defendant to six weeks'

imprisonment, suspended for two years.
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Conducting Investigations

During the reporting year, the Privacy Commissioner published
a number of investigation reports, including the investigation
findings concerning (i) the operation of a cryptocurrency
project in Hong Kong and (ii) eight organisations which
placed “blind” recruitment advertisements (Blind Ads) through
an online recruitment platform.

The Privacy Commissioner conducted an investigation
regarding the operation of a cryptocurrency project in Hong
Kong and published the investigation findings in May 2024.
The matter arose from the Privacy Commissioner’s concern
that the operation of the project in Hong Kong involved
serious risks to personal data privacy. Participants of the
project needed to allow the relevant organisation to collect
their face and iris images through iris scanning to verify their
humanness and generate an iris code, thereby obtaining a
registered identity and after which the participants would be
able to receive tokens in the form of cryptocurrency, at regular
intervals for free. The investigation found that the operation of
the project in Hong Kong had contravened the requirements
of Data Protection Principles (DPPs) under the PDPO relating
to collection (DPP 1(1), 1(2) and 1(3)), retention (DPP 2(2)),
transparency (DPP 5), and data access and correction rights
(DPP 6).

The Privacy Commissioner served an Enforcement Notice
on the relevant organisation, directing it to remedy the
contraventions and prevent similar recurrence in the future.
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Furthermore, the Privacy Commissioner published the
investigation findings in December 2024 regarding eight
organisations placing Blind Ads on an online recruitment
platform. The investigation arose from the Privacy
Commissioner’s concern about some organisations’ act of
placing Blind Ads on online recruitment platforms to collect
personal data from job applicants. Upon investigation, the
Privacy Commissioner found that all eight organisations that
placed the aforesaid Blind Ads on the online recruitment
platform and requested job applicants to submit their
personal data to unknown recruiting companies, and the
online recruitment platform that published the same on its
platform were involved in the unfair collection of the job
applicants’ personal data, which constituted a contravention
of DPP 1(2) of the PDPO in relation to the collection of
personal data.

The Privacy Commissioner served Enforcement Notices on
the data users concerned, directing them to remedy their
respective contraventions and prevent future recurrence.

Advisory letters were also issued to the remaining data users.

oner for Personal Data
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During the reporting year, the Privacy Commissioner
published eight investigation findings on data breach
incidents, six of which involved contraventions of the PDPO.
In August and October 2024, the Privacy Commissioner
published investigation findings respectively on data
breach incidents relating to ransomware attacks targeting
an academic group, an art organisation, and a sports
association. The Privacy Commissioner found that the data
users in the above cases contravened DPP 4(1) of the PDPO
concerning the security of personal data.

In December 2024 and January 2025, the Privacy
Commissioner published investigation findings on a data
breach incident reported by a government department and
a ransomware attack on the information systems of an NGO
respectively. Upon investigation, the Privacy Commissioner
found that the data users concerned contravened DPP 2(2)
and 4(1) of the PDPO concerning the retention and security
of personal data.
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In March 2025, the Privacy Commissioner further published
the investigation findings on a ransomware attack on the
servers at a brand management and distribution company.
It was found that the company contravened DPP 4(1) of the
PDPO concerning the security of personal data.

The Privacy Commissioner served Enforcement Notices on the
data users concerned in the above investigations, directing
them to remedy the breach and to prevent recurrence of
similar incidents in the future.
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Preventing Personal Data Fraud

With the ever-evolving deceptive tactics, it is crucial to raise
public awareness of fraud prevention. During the reporting
year, the PCPD’s Personal Data Fraud Prevention Hotline
received 341 enquiries relating to suspected personal data
frauds, representing a 7% increase from the 318 cases in the
previous reporting year. The PCPD also launched a thematic
website entitled “Anti-Fraud Tips’, with a view to providing a
one-stop information portal for members of the public. On
the other hand, media statements were also issued by the
PCPD to urge the public and organisations to remain vigilant
against increasingly sophisticated deceptive tactics used by
fraudsters. To remind members of the public to beware of
fake online contents in the Al era, the Privacy Commissioner
also demonstrated instant face swapping using Al deepfake
technology in short videos.
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In addition, the PCPD continued to launch a series of anti-
fraud publicity activities under the theme “Don’t Hand Over
Your Personal Data — Beware of Fraudsters”, which included
producing promotional videos, distributing promotional
posters, organising thematic seminars and promoting anti-
fraud messages across televisions, online platforms, lobby
televisions in residential buildings, hospitals, and major public
transportation networks. Since February 2025, the PCPD has
further collaborated with universities to organise anti-fraud
talks to prevent students from falling prey to scams.
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With a myriad of fraudulent tricks, the elderly become prey
for scammers. To raise awareness of various fraud tactics
among the elderly, the Privacy Commissioner and the PCPD’s
Volunteer Team reached out to the community to pay home
visits to the elderly on the eve of the Mid-Autumn Festival,
and organised a Christmas fraud prevention gathering to
share fraud prevention tips with elders.
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Additionally, the PCPD also collaborated with various
organisations, including the Hong Kong Housing Society,
the Hospital Authority, and the Social Welfare Department,
to display fraud prevention posters or broadcast anti-fraud
videos in rental estates, hospitals, clinics, District Elderly
Community Centres, Neighbourhood Elderly Centres, Social
Centres for the Elderly and etc. across the city. Furthermore,
the PCPD also made use of banner advertisements on “HA
Go”, the Hospital Authority’s mobile application, to engage
users’ interest in watching the PCPD’s anti-fraud videos,
thereby promoting fraud prevention messages to the elderly.
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Promoting Cross-boundary Data Flows

With the global digital economy developing rapidly at
present, data undoubtedly becomes indispensable in driving
economic growth. Cross-border data flows play a significant
role in promoting the development of commerce, trade,
economy and technology, among others. The “Global Cross-
border Data Flow Cooperation Initiative’, promulgated by
the Mainland in November 2024, demonstrates that the
Country encourages and emphasises the promotion of the
development of cross-border data flows.

The PCPD has been endeavouring to facilitate cross-boundary
flows of personal information within the Guangdong-Hong
Kong-Macao Greater Bay Area (GBA), which helps promote
the high quality development of digital economy in the GBA
and contributes to Hong Kong's further integration into the
overall development of the Country.

The Cyberspace Administration of China (CAC) and the Innovation,
Technology and Industry Bureau (ITIB) of the Government
of the Hong Kong Special Administrative Region signed the
Memorandum of Understanding on Facilitating Cross-boundary
Data Flow Within the Guangdong-Hong Kong-Macao Greater
Bay Area on 29 June 2023 to jointly promote cross-boundary data
flows in the GBA. On 13 December 2023, the CAC, the ITIB, and
the PCPD formulated the Standard Contract for Cross-boundary
Flow of Personal Information Within the Guangdong-Hong
Kong-Macao Greater Bay Area (Mainland, Hong Kong) (GBA SQO),
thereby providing a mechanism to facilitate cross-boundary flows
of personal information within the GBA that is compliant with
the relevant requirements in both the Mainland and Hong Kong.

69
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In the Chief Executive’s Policy Address 2024, it was announced
that the facilitation measures of the GBA SC, originally
piloted in the banking, credit referencing, and healthcare
industries, would be extended to all sectors in Hong Kong.
Subsequently, as announced by the Digital Policy Office (DPO)
of the Government of the Hong Kong Special Administrative
Region, the relevant arrangements came into effect on 1
November 2024.

Not only do the above measures benefit individuals and
organisations, but they also facilitate cross-boundary flows
of personal information within the GBA, as part of the
Government’s initiative in building a“Digital Bay Area”

The PCPD fully supports the implementation of the facilitation
measures of the GBA SC, and enthusiastically engages in
relevant publicity and education endeavours to promote the
adoption of the GBA SC across industries and sectors.

The PCPD organised a seminar on “Cross-boundary Flow of
Personal Information Within the Greater Bay Area” in April
2024, which attracted more than 130 participants from various
sectors, including banking, legal, insurance and government
or public bodies. At the seminar, the Privacy Commissioner
explained the obligations and responsibilities of contracting
parties under the GBA SC, and outlined the requirements
under the PDPO pertaining to cross-border personal data
transfers from Hong Kong as well as the relaxation provisions
under the Regulations on Facilitating and Regulating Cross-
Border Data Flow issued by the CAC.
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In addition, the Privacy Commissioner attended the briefing
session for facilitation measures on the GBA SC organised by
the DPO in December 2024, where the Privacy Commissioner
introduced the terms of the GBA SC and the relevant
requirements under the PDPO to attendees from various
sectors, and encouraged enterprises to adopt the GBA SC
for cross-boundary transfers of personal information within
the GBA.
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Public Enquiries

During the reporting year, the PCPD received a total of
18,381 enquiry cases, an increase of 14% compared to the
preceding reporting year. On average, around 1,500 enquiry
cases were handled each month (Figure 3.1). Enquiries made
by telephone' accounted for the vast majority (84%) of these
cases, while those made in writing and in person made up
12% and 4% of the total number respectively.

Key areas of enquiries included the collection and use of
personal data (e.g. Hong Kong Identity Card numbers and/
or copies) (25%), the PCPD’s complaint handling policy (12%),
the application of the PDPO (7%), the handling of personal
data in the context of employment (6%), the rights to access
and correct personal data (6%) and the installation and use of
CCTV facilities (5%).

There was a continuous surge in the number of enquiries
about personal data fraud, from 903 in the preceding
reporting year to 1,094 in this reporting year, representing an
increase of 21%. The number of enquiries related to doxxing
in this reporting year was 1,143, a 21% increase from 942 in the
year 2023-24.

1 Including enquiries made through the General Enquiries Hotline (2827 2827),
“Al Security” Hotline, “Data Security” Hotline and Small and Medium Enterprises
Hotline (2110 1155), Enquiry/Complaint Hotline about Doxxing (3423 6666),
and Personal Data Fraud Prevention Hotline (3423 6611) of the PCPD.
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Number of Compliance Actions Carried Out

Compliance Actions

When the PCPD identifies that an organisation’s practices
may not comply with the requirements under the PDPO,
the PCPD would initiate a compliance check or investigation.
Upon completion of a compliance action, the PCPD will, in
the general case, inform the relevant organisation of any
inconsistencies between the practices in question and the
PDPO's requirements, and urge the relevant organisation to take
appropriate remedial measures to rectify the contraventions,
so as to comply with the requirements under the PDPO.

The Privacy Commissioner carried out 443 compliance actions
during the reporting year, an 8% increase from 410 in the
preceding reporting year (Figure 3.2).

F19 Year
202025 [ 443
202324 |, 410
|
0 50 100 150 200 250 300 350 400 450 500
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& Figure 3.2
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Data Breach Notifications

A data breach is generally regarded as a suspected or actual
breach of the security of personal data held by a data user,
which exposes the personal data of data subjects to the risks
of unauthorised or accidental access, processing, erasure, loss
or use. The breach may be found to be in contravention of
Data Protection Principle (DPP) 4 of Schedule 1 to the PDPO.
To mitigate the impact of a data breach and rectify related
security vulnerabilities, the PCPD calls on data users to notify
the affected data subjects, the Privacy Commissioner and
other relevant parties in the case of a data breach incident.

Upon receipt of a data breach notification, the PCPD would
carefully assess the information provided to determine
whether the situation warrants a compliance check on or an
investigation into the organisation involved. Upon completion
of the compliance action, the Privacy Commissioner would, in
the general case, communicate the deficiencies found to the
relevant data user and offer recommendations for remedial
measures that help rectify the deficiencies and prevent
its recurrence.

During the reporting year, the PCPD received a total of 207
data breach notifications (71 from the public sector and 136
from the private sector), concerning the personal data of
around 1,300,000 individuals. The nature of these data breach
incidents included hacking, loss of documents or portable
devices, inadvertent disclosure of personal data by fax, email
or post, unauthorised access to personal data by employees,
and system misconfiguration, etc. The PCPD conducted a
compliance check on or an investigation into each of these
207 incidents (Figure 3.3).
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During the reporting year, the Privacy Commissioner
published findings of eight investigations in relation to
data breach incidents, six of which were found to be in
contravention of the requirements of the PDPQO:

Ransomware Attack on the Information Systems of
an Academic Group

An academic group reported to the PCPD that its computer
systems and file servers were attacked by ransomware. 8,122
individuals were affected, including approximately 7,200
e-newsletter subscribers. The other 920-odd individuals
affected included applicants for young scientists, laureates and
their retinues, forum ambassadors or event helper applicants,
local scientists and speakers, reviewers, event helpers, current
and former staff members of the academic group, as well as
its board members.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the academic group:

(1) Deficiencies in information system management;

(2) Lax monitoring of the data security measures adopted
by the service vendor;

(3) Lack of policies and guidelines on information security; and

(4)  Lack of appropriate data backup solutions.

=

Based on the above, the Privacy Commissioner considered
that the academic group failed to take all practicable steps
to ensure that the personal data involved was protected
against unauthorised or accidental access, processing, erasure,
loss or use, thereby contravening DPP 4(1) regarding the
security of personal data. The Privacy Commissioner served
an Enforcement Notice on the academic group to direct it to
remedy the contravention and prevent its recurrence.
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Ransomware Attack on the Servers of an
Art Organisation

An art organisation reported to the PCPD that it suffered from
a ransomware attack, which affected four physical servers
of the information systems. Based on the art organisation’s
estimation, the number of the affected individuals might
amount to 37,840, which included staff members, job
applicants, ticket subscribers, guest artists, activity participants,
donors, sponsors and vendors.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the art organisation:

(1) Outdated operating software of a server;

(2)  Unnecessary exposure of the relevant server to the
Internet during system migration performed by the
service vendor;

(3) Lack of monitoring of the data security measures
adopted by the service vendor; and

(4)  Absence of security assessments and security audits of
the information systems.

Based on the above, the Privacy Commissioner considered
that the art organisation failed to take all practicable steps
to ensure that the personal data involved was protected
against unauthorised or accidental access, processing, erasure,
loss or use, thereby contravening DPP 4(1) regarding the
security of personal data. The Privacy Commissioner served
an Enforcement Notice on the art organisation to direct it to
remedy the contravention and prevent its recurrence.
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Ransomware Attack and Malicious Encryption on
the Servers of a Sports Association

A sports association reported to the PCPD that its servers
were attacked by ransomware and maliciously encrypted,
which involved the personal data of 72,315 members of the
association.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the sports association:

(1) Accidental exposure of the relevant server to the Internet;

(2) Lack of effective detection measures in the information
systems;

(3) Failure to enable multi-factor authentication for
administrator accounts;

(4)  Lack of policies and guidelines on information security;

(5) Absence of regular risk assessments and security
audits; and

6) Lack of offline data backup solutions.

Based on the above, the Privacy Commissioner considered
that the sports association failed to take all practicable steps
to ensure that the personal data involved was protected
against unauthorised or accidental access, processing, erasure,
loss or use, thereby contravening DPP 4(1) regarding the
security of personal data. The Privacy Commissioner served
an Enforcement Notice on the sports association to direct it to
remedy the contravention and prevent its recurrence.
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A Data Breach Incident of a Government
Department

A government department reported to the PCPD on 1
May 2024 on a suspected data breach concerning the
personal data of members of the public in its possession.
It involved the personal data of individuals who had
undergone testing in the “restriction-testing declaration”
(RTD) operations conducted in 2022. To collect data of
individuals subject to testing in the RTD operations, the
government department procured and used the services of
an e-form platform (the e-Form Platform) on a cloud platform
(the Cloud Platform) to create 14 e-forms. The relevant
e-forms and data were stored in the data repository of the
Cloud Platform.

In late 2022, when the government department noted that
the RTD operations had come to an end, it immediately
notified the contractor of its decision not to renew the service
contract after its expiry in late February 2023. The government
department considered that the e-Form Platform account
would be invalidated upon contract expiration, and that the
relevant information would be automatically deleted by the
contractor. It was not until its receipt of the PCPD's notification
on 30 April 2024 that the government department learned
that the personal data of individuals who had undergone
testing in the RTD operations could be browsed on the
relevant website of the Cloud Platform without logging into
an account or entering a password.
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From the information obtained during the investigation, the
Privacy Commissioner found that the following deficiencies
of the government department were the main factors
contributing to the data breach incident:

(1) Lack of written policies on the retention of personal data
collected in the RTD operations;

(2) Failure to make unequivocal request to the contractor for
deletion of the relevant data;

(3) Failure to take the initiative to delete the personal data
involved; and

(4)  Failure to properly follow up with the contractor on the
deletion of data.

Based on the above, the Privacy Commissioner considered
that the government department failed to take all practicable
steps to ensure that the personal data involved was protected
against unauthorised or accidental access, processing, erasure,
loss or use; and not kept longer than was necessary for the
fulfilment of the purpose for which the data was used, thereby
contravening DPP 4(1) and DPP 2(2) regarding the security and
retention of personal data. The Privacy Commissioner served
an Enforcement Notice on the government department
to direct it to remedy the contravention and prevent
its recurrence.
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Ransomware Attack on the Information Systems of
a Non-profit-making Organisation

A non-profit-making organisation reported to the PCPD
that it suffered from a ransomware attack which affected
its information systems. On 10 July 2024, the threat actor
deployed “DarkHack” ransomware in the non-profit-making
organisation’s information systems, resulting in file encryption
and data exfiltration. A total of 37 servers and 24 workstations
or laptops belonging to the non-profit-making organisation
were compromised in the incident, which potentially affected
around 550,000 data subjects.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the non-profit-making
organisation:

(1) Outdated firewalls with critical vulnerabilities;

(2) Failure to enable multi-factor authentication;

(3) Lack of critical security patches of servers;

@) Ineffective detection measures in the information

systems;

(5) Insufficient security assessments of information systems;

6) Lack of specificity of its information security policy; and

(7) Prolonged retention of personal data.
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Based on the above, the Privacy Commissioner considered
that the non-profit-making organisation failed to take all
practicable steps to ensure that the personal data involved
was protected against unauthorised or accidental access,
processing, erasure, loss or use; and not kept longer than was
necessary for the fulfilment of the purpose for which the
data was used, thereby contravening DPP 4(1) and DPP 2(2)
regarding the security and retention of personal data. The
Privacy Commissioner served an Enforcement Notice on the
non-profit-making organisation to direct it to remedy the
contravention and prevent its recurrence.
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Ransomware Attack on the Servers of a Brand
Management and Distribution Company

A brand management and distribution company reported
to the PCPD on 31 May 2024 that it received a ransom note
from a threat actor on 15 May 2024, who claimed to have
stolen and threatened to sell its data. The incident affected
two loyalty programmes operated by the company. A total
of 127,268 individuals were affected by the incident, which
included 127,254 members of the two loyalty programmes,
and 14 current and former employees of the company, etc.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the company:

(1) Failure to delete the temporary account timely after
system troubleshooting;

(2)  Use of end-of-support operating system;

(3) Ineffective detective measures for information
systems; and

@ Insufficient security risk reviews and audits for
information systems.

Based on the above, the Privacy Commissioner considered
that the company failed to take all practicable steps to
ensure that the personal data involved was protected against
unauthorised or accidental access, processing, erasure, loss
or use, thereby contravening DPP 4(1) regarding the security
of personal data. The Privacy Commissioner served an
Enforcement Notice on the company to direct it to remedy
the contravention and prevent its recurrence.
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The Privacy Commissioner made the following recormmendations
to organisations in possession of personal data through the
investigation cases:

Organisational Measures

Establish a corporate culture that values data security;

Devise effective training plans to enhance staff awareness
of and competence in data security and personal data
privacy protection to build a “human firewall”; and

Establish a robust cybersecurity framework, allocate
sufficient resources and formulate effective strategies
and measures to prevent, detect and respond to
cyberattacks, thereby reducing the possibility of
cyberattacks and the risk of data breach.

Information Security Measures

Adopt the “least privilege” principle and “role-based”
access control mechanisms, and regularly review access
rights and delete unnecessary accounts;

Adopt multi-factor authentication for remote access to
information systems;

Conduct regular and comprehensive risk assessments
and security audits of information systems;

Use firewalls and other software to protect
computer networks;

Cease the use of end-of-support software, or upgrade
software timely;

Implement patch management; and

Separate internal database servers from web servers.
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Inspections

The PCPD is committed to monitoring and supervising
compliance with the PDPO, including exercising the powers
under section 36 of the PDPO to carry out site inspections of
data systems of organisations which retain and handle a vast
amount of personal data.

In 2024, two educational institutions reported data breach
incidents to the PCPD, both involving unauthorised access
to their information systems. The PCPD carried out and
completed compliance actions against the educational
institutions in relation to the security of personal data. Against
this backdrop and the escalating risk of cyberattacks targeting
educational institutions, the Privacy Commissioner, pursuant
to section 36 of the PDPO, carried out inspections of the
personal data systems of these two educational institutions.
The inspections aimed to enhance the protection of personal
data held by the educational institutions, prevent the
recurrence of similar incidents, and provide recommmendations
to the entire education sector on enhancing data protection
frameworks.
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Matching Procedures

A matching procedure involves the electronic comparison
of two sets of personal data, each of which is collected for
different purposes. Each comparison involves the personal
data of 10 or more data subjects. Results of the comparison
may be used to take adverse action against the data subjects
concerned. A data user shall not carry out a matching
procedure without the prescribed consent from all data
subjects involved or the consent of the Privacy Commissioner.
During the reporting year, the PCPD received a total of 33
applications for carrying out matching procedures.
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Compliance Promotion

In the light of the growing popularity of online travel
platforms and mobile applications, the Privacy Commissioner
released a report on “A Study of the Collection of Personal
Data by 10 Online Travel Platforms” in November 2024. 10
online travel platforms (including the relevant websites
and mobile applications) commonly used by citizens
were reviewed to understand how they collect and use
the personal data of their users. The 10 platforms are (in
alphabetical order) Agoda, EGL Tours, Expedia, Goldjoy
Holidays, Miramar Travel, Sunflower Travel, Travel Expert, Trip.
com, Wing On Travel and WWPKG.

According to the review results, the Privacy Commissioner
offered recommendations to the operators of online travel
platforms on the best practices and enhancement of
privacy protection. They included implementing a Personal
Data Privacy Management Programme, appointing a Data
Protection Officer, incorporating privacy-protecting elements
into the design of platforms, limiting collection of personal
data to the extent that is necessary, providing a clear and
easy-to-understand privacy policy, enhancing transparency
in the processing of personal data by artificial intelligence
(A1), providing an easily accessible option to delete accounts,
using third-party services (e.g. payment systems) cautiously,
providing sufficient user control, and providing options in
relation to the use of personal data in direct marketing.

On the other hand, the Privacy Commissioner also advised
users of online travel platforms to read the privacy policy, adjust
privacy settings, pay attention to direct marketing settings,
provide only the minimum amount of personal data, stay
vigilant about the use of Al, and to delete unused accounts.
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In this reporting year, the PCPD received 3,450 complaints
(which includes the number of doxxing cases uncovered
through proactive online patrols), indicating a 4.2% decrease
from the 3,600 cases in 2023-24. This total comprised 305
doxxing-related complaints and 65 doxxing cases uncovered
by proactive online patrols.

With the continuous and unwavering law enforcement
efforts of the PCPD, the problem of doxxing has largely been
ameliorated. The total number of doxxing-related complaints
and cases detected through proactive online patrols dropped
significantly by 41%, from 631 to 370 year-on-year. While
doxxing cases continue to decline in recent years, combatting
doxxing offences remains a key priority for the PCPD.
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BENRGAREETHM LK Complaints Received and Doxxing Cases
TR BE | #EE Uncovered by Proactive Online Patrols

FEBEERNEBE2024-25FF HIU  The number of complaints received and doxxing cases
B3 AS0FINF R LAY (&3 uncovered by proactive online patrols of the PCPD totalled
W [HEE | (82 - MR E T 3055 3,450 in the year 2024-25. With the 305 doxxing-related
HE [#EJE | AHRAMIR R AR KX 655F complaints and 65 doxxing cases uncovered by proactive
I EpME FERIEA [#£K | @  online patrols factored out, the PCPD received 3,080 non-
R NBAARREFEHEZEE3080 doxxing-related complaints in the reporting year, representing
RIE[HE | BHEOKF BEF  a3.7%increase from the previous reporting year (Figure 4.1).
1 hN3.7%(B4.1)

EENRFEERFHEDUEERNE

Number of Complaints Received and

Doxxing Cases Uncovered by Proactive Online Patrols
1 Year
202025 [N\, & 3,450
3,080 305 65
2,969 198
2,127
2,017
2,200 957
|
0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000
0 3ETHRE ] MBREROIRHR [ ] AARERIRET P EEEBHEEEREEM R FR
Non-doxxing-related complaints Doxxing-related complaints Doxxing cases uncovered by proactive online patrols*
o
Bl Figure 4.1

* E2021 EUBETIEBIYA 202110 A8HIE  *  Since the 2021 Amendment Ordinance came into force on 8 October 2021, the

B

NERE  ABRBEEREBTHEL DAL PCPD has been conducting regular proactive online patrols and the Privacy
ME - BERO [RE]IAL  LBEEER Commissioner would issue cessation notices in relation to doxxing messages
B USETIED)) B T /o H 3 i Z LR ERRA - found, as empowered under the Amendment Ordinance.
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Types of Parties being Complained Against

The types of parties being complained against among the
3,080 non-doxxing-related complaints can be categorised as
follows (Figure 4.2):

@ Private organisations (1,520 cases), with the majority
involving banks, financial institutions, property
management companies, retail business organisations,
and healthcare institutions;

@ Individuals (1,221 cases), with disputes mainly arising
from domestic affairs and the installation of CCTV by
neighbours; and

@ Government departments and public organisations (339
cases), with the majority involving healthcare institutions,
law enforcement agencies, and educational institutions.
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Cases
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Nature of Alleged Breaches

Excluding doxxing-related cases, the 3,080 complaints
involved a total of 3,688 alleged breaches (as one complaint
might have involved more than one allegation). The nature of

B HIREEHRITANMERT thealeged breaches is shown below (Figure 4.3):
(B43) :
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> ;I-\|2|71Ed b h personal data policies
ege reacnes 7
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Excluding doxxing cases, the distribution of major subject
matters of complaints received by the PCPD in the reporting
year is as shown in figure 4.4.

While the number of complaints relating to information
technology decreased by 21% from 1,304 in the previous
reporting year to 1,030 in the year 2024-25, this category
still outnumbered all other subject matters, accounting for
approximately 30% of all complaints. This is attributable to the
increasing use of social media and smartphone applications
in daily life. In this digital era, it is an inevitable trend for data
users to collect and use more personal data through the
Internet or electronic means.

Aside from the complaints relating to information technology,
the distribution of other major subject matters of complaints
received by the PCPD in the reporting year was similar to
that of last year. Notably, the number of complaints relating
to Hong Kong Identity Card (HKID Card) numbers/copies
and other personal identifiers decreased by 12% compared
with the last reporting year. The decline reflects a significant
increase in data users’ awareness of protecting personal data
privacy in the collection of HKID Card numbers/copies and
other identifiers under the PDPO, indicating the effectiveness
of the PCPD’s efforts in public education, compliance and
enforcement initiatives.
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* BB S00 REE RN EMNIRIRANE— *  There are more than 500 complaints related to information technology lodged
AR A o by the same complainant.
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In the 2024-25 reporting year, the PCPD handled a total of 4,278
complaints, which consisted of 3,450 new cases (including 305
doxxing-related complaints and 65 doxxing cases uncovered
by proactive online patrols) and 828 complaints carried
forward from the previous reporting year. Among them, the
handling of 3,238 complaints (75.7%) were concluded during
the reporting year, while the remaining 1,040 complaints
(24.3%) were still in progress as at 31 March 2025.

Excluding the doxxing-related complaints and doxxing cases
uncovered by proactive online patrols, the PCPD completed
the handling of 2,822 non-doxxing related complaints in this
reporting year, of which 1,830 complaints were concluded
after preliminary assessments, while the other 992 complaints
were accepted for further handling.

Among these 992 complaints, the PCPD successfully resolved
881 complaints (88.8%) through conciliation. The other 21
complaints, which involved possible criminal elements (mostly
relating to direct marketing), were referred to the Police
for further investigation and consideration for prosecution
following the PCPD’s collection of prima facie evidence of
suspected contraventions of the PDPO. The PCPD carried out
investigations into the remaining 90 complaints and found
33 cases to be in contravention of the requirements of the
PDPO. The PCPD issued Enforcement Notices, warning letters,
or advisory letters to direct or request the parties being
complained against to take remedial actions or implement
appropriate and practicable measures to prevent recurrence
of the contraventions.
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During the reporting period, the Privacy Commissioner
published a number of investigation reports, including
the investigation findings concerning (i) the operation
of a cryptocurrency project in Hong Kong and (ii)
eight organisations which placed “blind” recruitment
advertisements (Blind Ads).

Investigation Findings on the Operation of a
Cryptocurrency Project in Hong Kong

The Privacy Commissioner published investigation findings
regarding the operation of a cryptocurrency project
(the Project) in Hong Kong. Originating from the Privacy
Commissioner’s concern that the operation of the Project
in Hong Kong involved serious risks to personal data
privacy, proactive investigation was initiated by the Privacy
Commissioner into the Project to determine whether the
operation of the Project in Hong Kong has contravened the
requirements of the PDPO.

The investigation findings showed that participants of the
Project were asked to authorise the relevant organisation’s
collection of images of their faces and irises through iris
scanning, with a view to verifying their humanness and
generating iris codes, as part of obtaining a registered
identity that allowed them to receive tokens in the form of
cryptocurrency at regular intervals for free.

The Privacy Commissioner found that the operation of the
Project in Hong Kong had contravened the Data Protection
Principles (DPPs) in Schedule 1 to the PDPO relating to the
collection, retention, transparency, data access and correction
rights, which included:
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DPP 1(1): The Privacy Commissioner considered that
the face and iris images collected by the Project were
unnecessary and excessive;

DPP 1(2): The Project collected personal data unfairly, in
particular the relevant “Privacy Notice” and “Biometric
Data Consent Form” were not available in Chinese, nor
did the iris scanning device operators at the operating
locations offer any explanation or confirm with the
participants to ensure that they understood the said
documents. They also did not communicate the possible
risks pertaining to the disclosure of biometric data, nor
did they answer participants’ questions;

DPP 1(3): On or before the collection of personal data,
participants were not clearly informed of the information
as specified under the PDPO, including the purpose(s)
of collection, whether it was obligatory or voluntary
for them to provide their personal data, the classes of
possible transferees, and the right and means to request
access to and correction of their personal data;

DPP 2(2): The Project would retain personal data for
a maximum of 10 years for the purpose of training Al
models for the user verification process. The Privacy
Commissioner considered that the retention period was
too long which amounted to prolonged retention of
personal data;



LIBE R A ESF IR PCPD ANNUAL REPORT - 2024-25

REERESRA - RIBEA
BRHNBRMITEREREAE
R o EHHBRE - ZEB®
(FLES AR ) WR BRME P X
R HUAR X REENSEE
mE > LEEERRLEEE
RRRABEEEE  TEE
B RSB E B RS
e K

REERE6RA - 2EER
RETTIE BRI EEA &R 8
FEF|

ERALRK - LEREEZRRAEH
WBELMITARA  BRZEREF
IFEBRBNAAERE - BREALIE
FHEEKEWETRENIREER
-2

FRNAMBHEE—ERL
BEFSTEERBREREMN
AERR

MEEEH/\EHREES—ER L
AisFa(ZFe) NEERREE
TERRFEGER - ABRNLEE
ERIARBEBZTETEES
RIS B DA SR SR B (B A B R EY
BRI e BB IR CRLFRAGDI) B AE
FAMRE - EFE BRI E B 4T
alkN\EFhEZFaTIEERA
SREMNEBHNHESZ

DPP 5: Insufficient transparency of the personal
data policy and practices. The Privacy Notice at the
material time was not available in Chinese. The Privacy
Commissioner was of the view that participants using
Chinese as native language would not be able to clearly
understand the relevant policies and practices, terms
and conditions of the Project, resulting in a lack of
transparency; and

DPP 6: Participants did not have the means to exercise
their rights of data access and correction.

In view of the above deficiencies, the Privacy Commissioner
served an Enforcement Notice on the relevant organisation,
directing it to cease all operations under the Project in Hong
Kong. These included scanning and collecting iris and face
images of members of the public using iris scanning devices.

Investigation Findings on Eight Organisations
Placing Blind Ads on an Online Recruitment
Platform

The Privacy Commissioner published investigation findings
regarding eight organisations placing Blind Ads on an
online recruitment platform (the Platform). The investigation
arose from the Privacy Commissioner’s concern that the
act of placing Blind Ads on the Platform by organisations to
collect personal data from job applicants might constitute a
contravention of the relevant requirements under the PDPO.
As such, investigations were initiated on the Platform and
eight organisations that had placed Blind Ads on the Platform.
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In general, a Blind Ad is one that does not identify the
recruiting organisation (either the employer or a recruitment
agency acting on its behalf) nor contain sufficient information
to identify the organisation, and does not provide a means
for job applicants to make further enquiries or such means
does not contain sufficient information to identify the
organisation. Yet, it directly invites job applicants to submit
their personal data, such as their HKID Card numbers, contact
details or resumes.

The investigation revealed that organisations with a
registered account on the Platform could place recruitment
advertisements on it. A recruiting organisation can publish
recruitment advertisements in the name of a “Private
Advertiser” without disclosing its name. The eight recruiting
organisations under investigation published Blind Ads in the
names of “Private Advertisers” to collect the job applicants’
personal data.

The Privacy Commissioner found that all eight organisations
that placed the aforesaid Blind Ads on the Platform and
requested job applicants to submit their personal data
to unknown recruiting companies, and the Platform that
published the said Blind Ads were involved in the unfair
collection of the personal data of job applicants, which
constituted contraventions of DPP 1(2) of the PDPQO.

The Privacy Commissioner therefore served Enforcement
Notices on the Platform and three recruiting organisations,
directing them to take measures to remedy the
contraventions and prevent future recurrence of similar
contraventions. Advisory letters were issued to the remaining
five organisations.
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Appeals Lodged with the
Administrative Appeals Board

The Administrative Appeals Board (AAB), established under
the Administrative Appeals Board Ordinance (Chapter 442 of
the Laws of Hong Kong), is the statutory body which hears
and determines appeals against the Privacy Commissioner’s
decisions under the PDPO.

Statistics of AAB cases

During the reporting year, the AAB handed down a total of 16
decisions (which included appeals lodged in previous years),
in which 14 appeals were dismissed and two appeals were
allowed (i.e. remitted to the PCPD for further investigation).
In the same reporting year, five appeals were lodged and
subsequently withdrawn by the appellants (Figure 4.5).

#E Total:
e 21 5 cases
Appeal allowed
— LEFEE
2R Appeal dismissed
Cases
9.5% 14R
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66.7%
R

Appeal withdrawn
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Figure 4.5
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Nature of AAB Cases Received and
Provisions of the PDPO Involved

A total of 43 appeals were received during the reporting year.
Among which:

@ 23 of these were related to appeals against the Privacy
Commissioner’s decisions to refuse to carry out or
terminate investigations initiated by complaints under
sections 39(1) and/or (2) of the PDPO and in accordance
with the Complaint Handling Policy issued by the PCPD;

@ Nine appeals were against the Privacy Commissioner’s
decisions not to serve Enforcement Notices after
investigations;

@ One appeal was against the Privacy Commissioner’s
decision to serve an Enforcement Notice after
investigation;

@ Four appeals were against the Privacy Commissioner’s
decisions not to accept the relevant case as a “complaint”
under section 37 of the PDPO; and

@ The remaining six appeals were against the Privacy
Commissioner’s decisions not to carry out specified
investigations into alleged offences under section 64
of the PDPO.
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The particulars of the 43 appeal cases involved the following
allegations (Figure 4.6):

Contraventions of DPPs: 20 cases
Non-compliance with data access requests: eight cases

Not constituting offences for disclosing personal data
without consent: six cases

Not accepted as a complaint: four cases

Imposition of fees for complying with data access
requests: two cases

Offences for disclosing personal data without
consent: two cases

Non-compliance with data correction requests: one case
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M43 REEM EFBEZEES - W Of the 43 appeal cases received, the distribution of DPPs
HIREER RBIE DN T (B —  concemned is as follows (one appeal might involve more than
BRI EESLSELN —IAREELIR one DPP) (Figure 47):

A))(B4.7) :

F1RB(WEERRA]) : R DPP 1 (Data Collection Principle): nine cases
F2RA(BEHEERRBR DPP 2 (Data Accuracy and Retention Principle): seven
) : £ cases

FEIRAUERAERIRL]) : 1358 DPP 3 (Data Use Principle): 13 cases
FARB(BERMRZRAD) - IR DPP 4 (Data Security Principle): four cases

%])6 RAI(ERERN RHIER DPP 6 (Data Access and Correction Principle): 10 cases

) : 10R
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Engagement with Different Sectors

The PCPD has continued to actively expand its comprehensive
promotional and educational activities during the reporting
year, with a view to enhancing awareness of personal data
privacy protection across various sectors of the community.
Thanks to a multi-faceted approach that encapsulates
promotion, education, and media outreach, the PCPD has
successfully engaged different sectors, enabling them to
deepen their understanding of the importance of protecting
and respecting personal data privacy.

The PCPD remained a dedicated advocate for compliance
with the PDPO across all sectors, with a slew of promotional
activities, seminars, conferences, and training sessions
tailored for different stakeholders. In the face of evolving
privacy challenges, the PCPD also actively responded to
societal concerns through multiple channels, including
issuing guidelines, media statements and articles, attending
interviews and responding to media enquiries, and promoting
through social media platforms, to steadfastly fulfil its mission.
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The Publication of “Personal Data
(Privacy) Law in Hong Kong -

A Practical Guide on Compliance
(Third Edition)”

In support of 2024 China Cybersecurity Week, the PCPD
collaborated with the City University of Hong Kong Press
to publish the third edition of “Personal Data (Privacy) Law
in Hong Kong — A Practical Guide on Compliance”. A book
launch was held in September 2024.
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The new book provides a comprehensive overview and
explanations of the requirements and data protection
principles under the PDPO, and encompasses an account
of the supervision and enforcement work carried out by
the PCPD pursuant to provisions of the PDPO. Three new
chapters are added in this new edition, namely, the anti-
doxxing regime, cross-border transfers of personal data from
Hong Kong, and the Mainland’s personal information
protection regime.

Industry-specific Privacy Campaigns

During the reporting year, the PCPD organised or participated
in 30 industry-specific promotional and educational events in
relation to personal data privacy protection, covering sectors
such as accounting, education, finance, human resources,
information technology, insurance, legal, medical and
healthcare, property management, and social services. These
events attracted over 11,000 participants from the relevant
industries. Through collaborations with various partner
organisations, the PCPD effectively spread the message
of personal data protection to practitioners of respective
industries, with a view to fostering a culture of protecting
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and respecting personal data privacy in these sectors. These
partner organisations included City University of Hong Kong,
Digital Policy Office, Education Bureau, Google Developer
Group Cloud Hong Kong, Hong Kong Applied Science
and Technology Research Institute, Hong Kong Computer
Emergency Response Team Coordination Centre, Hong
Kong Computer Society, Hong Kong Internet Registration
Corporation Limited (HKIRC), Hong Kong Investment Funds
Association, Hong Kong Monetary Authority, Hong Kong
Police Force, Hong Kong Productivity Council, Hospital
Authority, Institute of Global Metagovernors, Insurance
Authority, Labour Department, Private Wealth Management
Association, The Hong Kong Academy of School Managers,
The Hong Kong Association of Banks, The Hong Kong Council
of Social Service, The Hong Kong Federation of Insurers, The
Hong Kong Institute of Bankers, The Hong Kong Institute of
Certified Public Accountants, The Hong Kong University of
Science and Technology, The Society of Chinese Accountants
and Auditors and The University of Hong Kong.
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Speaking Engagements and Seminars on
Topical Issues

In response to public concerns over widely discussed topics
relating to personal data privacy, the PCPD organised various
topical seminars during the reporting year, including artificial
intelligence (Al) security, data governance, data security,
data breach handling, cross-boundary flows of personal
information within the Guangdong-Hong Kong-Macao
Greater Bay Area (GBA), fraud prevention, data protection and
handling of data access requests, etc. Additionally, the PCPD
also actively participated in seminars and talks organised by
other organisations to share with stakeholders up-to-date
information and advice on different personal data privacy
issues, such as information literacy, the anti-doxxing regime
under the PDPO, data flow, and cybersecurity, etc.
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Professional Workshops

The PCPD organised professional workshops on different
aspects, covering topics on data protection law, court cases
and Administrative Appeals Board's decisions relating to the
PDPO, personal data privacy management programme, data
access requests, data protection measures relating to direct
marketing activities and human resource management, as well
as privacy protection issues specific to property management,
insurance, banking and financial services industries. These
workshops were supported by more than 30 professional
organisations and industry associations. During the reporting
year, the PCPD organised a total of 27 professional workshops,
attracting over 760 professionals and practitioners in
relevant fields.

Introductory Seminars and In-house
Training Programmes

During the reporting year, the PCPD stepped up its efforts to
promote understanding of the PDPO among the public and
organisations by organising 14 free introductory seminars for
the general public to explain the PDPQO’s provisions, while
providing 191 tailor-made in-house training sessions for public
and private organisations to elucidate the requirements of the
PDPO and promote data security awareness.
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Meetings with Stakeholders

To gain a better understanding of the perspectives of various
stakeholders on personal data privacy protection, the PCPD
strived to engage with individuals and bodies from different
sectors to understand their concerns over privacy issues. The
PCPD communicated with representatives from government
departments, chambers of commerce, professional bodies,
associations, organisations, members of the Data Protection
Officers’ Club, as well as elderly and youth groups, to share
insights and exchange views on the latest privacy issues.

[ EimBENE S22 Hows ko sTTenoue oo

LR CosF TR




LIBE R 2 ESF IR PCPD ANNUAL REPORT - 2024-25

FESEHEERS
FLEEE B AEN 2000 FX L IREE
BEEe(Ee)  RATLEHEE
HRFEE KA BIRE AN KA
MEERXMTE - EMfIERE S
FLEBEHNEHEN  RERAE
EIRLBERTAR - HE2025F3 AK -
ftee B ABEBBE450% -

y

(=

EREFERN - LEFEERF S
SEERRTZHREREE  EF
BREEEAANERISZES @ &
BITERARAE B D Z A ARLE
REOTTARE - RELERA®
BERER - 2 REBIREHR T A
BERNEREAEEBERRSS
REREEE - e 8 T B (AL IR
fl) TEBEREEBREREANE
FHENER B

Data Protection Officers’ Club

The PCPD established the Data Protection Officers’ Club
(DPOCQ) in 2000, providing an effective training and experience
sharing platform for data protection practitioners in both
public and private sectors to access the latest information in
the privacy landscape and drive data privacy compliance. As
at the end of March 2025, there are over 450 DPOC members.
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During the reporting year, the PCPD organised multiple
topical seminars for DPOC members, including a sharing
session on the use of Al by enterprises, where an industry
representative was invited to share his practical experiences
in developing, procuring and using Al in a privacy-friendly
manner. Additionally, the PCPD also held a seminar on the
cross-boundary flow of personal information within the GBA,
with the aim of helping members understand the regulatory
requirements under the PDPO concerning the cross-boundary
transfers of personal data from Hong Kong.
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Media Outreach and Publicity

Media Statements and Enquiries

During the reporting year, the PCPD issued 62 media
statements and responded to 225 media enquiries. Topics
of media concern included multiple personal data breach
incidents, data security, challenges to personal data privacy
brought by the use of generative Al, the PCPD’s enforcement
actions, cases of doxxing and business closure that affected
customers’ personal data privacy, and prevention of personal
data fraud, etc.
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Media Briefings, Interviews and Articles in
Newspapers and Industry or Professional
Journals

The PCPD organised nine media briefings from April to June,
and September to December 2024, as well as in January and
March 2025 respectively, allowing the media and members of
the public to better understand the PCPD’s work. The media
briefings covered the PCPD’s work report for the year 2024,
the release of seven investigation findings, the “Hong Kong
Enterprise Cyber Security Readiness Index and Al Security”
survey report, and the launch of the “Data Security” Package
for schools, non-profit-making organisations, and small and
medium-sized enterprises, the publication of the "Artificial
Intelligence: Model Personal Data Protection Framework”
(Model Framework) and the “Checklist on Guidelines for the
Use of Generative Al by Employees’, as well as a summary of
the three-year enforcement work since the commencement
of the provisions criminalising doxxing acts under the PDPO.
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In addition, the Privacy Commissioner and her team
conducted 49 television, radio and newspaper interviews
on various privacy-related topics, including the Model
Framework, the investigation findings of various data breach
incidents, and the report on “Privacy Protection in the Digital
Age: A Study of the Collection of Personal Data by 10 Online
Travel Platforms”, etc.

The Privacy Commissioner also published articles in
newspapers and industry or professional journals to address
and advise on topical privacy issues, such as the Model
Framework, data security, and cross-boundary flows of
personal information within the GBA.
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Publicity and Educational Materials

During the reporting year, alongside the publication of the
new book “Personal Data (Privacy) Law in Hong Kong — A
Practical Guide on Compliance (Third Edition)”, the PCPD
also published a number of publications on various hot
topics, providing stakeholders with practical guidelines and
compliance advice. The publications included the “Artificial
Intelligence: Model Personal Data Protection Framework” and
its leaflet, new versions of the “Code of Practice on the Identity
Card Number and other Personal Identifiers: Compliance
Guide for Data Users” and an information leaflet titled “Your
Identity Card Number and Your Privacy”, a report on “Privacy
Protection in the Digital Age: A Study of the Collection of
Personal Data by 10 Online Travel Platforms”, an information
leaflet on “Note for Job Applicants on Disclosure of Criminal
Records’, as well as the guidance on “Cloud Computing”
and “Checklist on Guidelines for the Use of Generative Al
by Employees”.

AN RRLEARLE
e A Sl

[ e {;"ﬂf;;ﬂf.fh&.i‘_ for the ] m

Code of Practice on the enily Card Numbar

Artificial Intelligence: * '_*f Ul

Motel Periodsl Dats Prelectian Fromewsrck

- and siher Personal [deniitiers
, “u COMPLIANCE GUIDE FOR
DATA USERS

\ Use of Generalive Al
by Employees

LS %)

s




B  HEBEENE
MR

AT IURBERE KR R CRL B R
1) B 22 iR I 1B AR IR M A & K AL
ER&HMER  LEEERENW
EFEEARTREBRET ZRE
BEHERR - AR —{FERER
THEEEERRER TR IR
HEBARAEBRERMER R
REMREARKAE BRHEA
VEEN - AEINEFE "Personal
Data (Privacy) Law in Hong Kong — A
Practical Guide on Compliance (Third
Edition)" B/EMER R - fMIOF
AR -

o —

- o

and the Commissicner’s

BEAN - RIGEIEEIRS B THHEGE
ZE MREEAERONED - W
EENERFLERETIMEER
[RABIGEEL —E=6NEERE
R AER T ERHREIRHEER
ol KAt - RENMGHEEBER
CEENHETRBR LEEREH
U BARNEBERERERE

E{FH3F PROMOTION AND EDUCATION

Creating Down-to-earth Promotional and
Educational Videos

To promote a better understanding of the PDPO and access
to the latest information on personal data privacy protection
among organisations and members of the public, the
PCPD produced a series of promotional and educational
videos on various topics during the reporting year. One
of the videos features the Privacy Commissioner in a real-
time demonstration of face-swapping using deepfake
technology on social media platforms, reminding the public
that appearances and videos can be deceptive in the age of
Al. Furthermore, two videos were produced to introduce the
latest developments in privacy law, in conjunction with the
publication of “Personal Data (Privacy) Law in Hong Kong — A
Practical Guide on Compliance (Third Edition)”.
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In addition, to assist organisations in raising their employees’
awareness of cybersecurity and personal data protection, the
PCPD collaborated with the HKIRC to launch a promotional
video trilogy to provide relevant guidance and tips in a lively
manner to organisations. Recordings of thematic seminars
and media briefings are available on the PCPD’s website,
allowing the public and organisations to access and review
the content at any time.
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Website and Social Media Platforms

The PCPD effectively disseminates information about its
work, personal data privacy protection, and the latest
developments through its website. During the reporting
year, the dedicated website garnered over 4,135,300 visits,
representing a substantial 60% increase compared to the
previous reporting year.

To level up public engagement, the PCPD regularly updates
its social media platforms, using straightforward language
and illustrations to elucidate personal data privacy protection.
Throughout the reporting year, the PCPD published 671 posts
on social media platforms, covering a wide range of personal
data privacy topics. The PCPD also introduced a series of data
security “info-packs” featuring the data security mascot “Data
Guardian”, offering practical tips on personal data privacy
protection in areas of password management, social media
usage and smartphone security.
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Youth Education

Student Ambassador for Privacy Protection
Programme - Partnering Schools
Recognition Scheme 2024

To promote the importance of respecting and protecting
personal data privacy among the youth, the PCPD organised
the “Student Ambassador for Privacy Protection Programme
— Partnering Schools Recognition Scheme 2024" (Student
Ambassador Programme). A total of 67 secondary schools
became “Partnering Schools”, joining hands with the PCPD
in disseminating anti-doxxing messages by organising
educational talks, broadcasting educational videos and
distributing promotional materials, with a total of more than
17000 students participated in the activities.
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The Student Ambassador Programme also featured the
“Future Leaders of Al and Privacy Protection Training
Programme” (Future Leaders Programme), which enabled
participating students to learn the importance of personal
data privacy management programmes and Al application
standards that comply with the PDPO through activities such
as a topical seminar and an Al practical workshop. The Future
Leaders Programme was organised under the auspices of the
Education Bureau and organisations from technological and
educational sectors. The Student Ambassador Programme
culminated in a recognition ceremony in November 2024,
officiated by the Secretary for Constitutional and Mainland
Affairs, Mr Erick TSANG Kwok-wai, GBS, IDSM, JP.
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R [EE | B2 EKEMEE School Touring of Anti-doxxing
Education Talks

BIRSTEAEF R TEERR  With a view to enhancing secondary school students’
EEABEOEH  UKIEEMF  awareness of personal data protection when using social
EA4REOE N [#EIE ] 55 [ ] BIE  media and nurturing their correct attitude to say “No” to
MRS ABEBABIFESRIIR  cyberbullying and “doxxing’, the PCPD continued to organise
[#E]E | ERHBE KEERE - 5183  the School Touring of Anti-doxxing Education Talks to
REROFERAMEAHERRBE  promote the messages among students. During the reporting
A EREFERN REABEE| vyear, representatives from the PCPD visited 32 schools to
32 E . 499,300 LB 4T promote the anti-doxxing message to around 9,300 students.
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Connections with the Mainland

Active Liaison and Stronger Collaboration
with Mainland Organisations

The development dynamics of Hong Kong and the Country
are closely intertwined. To facilitate Hong Kong's further
integration into the overall development of the Country,
and to assist Hong Kong in fully capitalising on its distinctive
advantages of being able to enjoy the strong support of
the Motherland while being closely connected to the world
under the “One Country, Two Systems” principle, the PCPD
has been actively facilitating and participating in collaboration
and exchanges with Mainland organisations.

For example, to dovetail with the Government’s policy
initiative in advancing the development of digital economy,
the PCPD has been actively engaging in communications
with relevant organisations in the Guangdong-Hong Kong-
Macao Greater Bay Area (GBA). Cross-boundary data flow is
an important driving force for the “Digital Bay Area’, and the
flows of data is conducive to the development of Hong Kong
as a data centre. One of the important tasks of the PCPD,
thus, is to actively facilitate close liaison and cooperation with
Mainland organisations.
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2024 China Cybersecurity Week

The 2024 China Cybersecurity Week” (Cybersecurity Week)
was held in Nansha, Guangdong Province in September 2024.
Various activities were held concurrently in the Mainland and
the Special Administrative Regions of Hong Kong and Macao
during the Cybersecurity Week. The Privacy Commissioner
led the representatives of the PCPD to actively participate in
various activities of the Cybersecurity Week.

Among the activities, the then Acting Senior Legal Counsel
of the PCPD, Ms Clemence WONG, attended the “Closed
Meeting on Cooperation in the Cross-boundary Data Flow
Within the GBA” held in Nansha, Guangdong Province, on
10 September 2024 and gave a speech to elucidate the
facilitation measures relating to the Standard Contract for
Cross-boundary Flow of Personal Information Within the
Guangdong-Hong Kong-Macao Greater Bay Area (Mainland,
Hong Kong). The meeting acted as a platform for government
leaders, legal professionals, practitioners and scholars in the
GBA to engage in extensive discussions and exchange insights
on promoting cross-boundary data flows within the GBA.

2024 World Internet Conference

Acting Assistant Privacy Commissioner for Personal Data
(Legal) of the PCPD, Ms Fiona LAI, attended a sub-forum on
"Deepening Collaboration on Cross-border Data Flows and
Promoting the Development of Global Digital Economy” at
the 2024 World Internet Conference held in Wuzhen, Zhejiang
Province, on 21 November 2024, where she exchanged views
with representatives of the Mainland regulatory authorities,
experts and scholars on issues relating to international
collaboration and regulatory compliance in cross-border
data flows, with a view to further understanding the
Mainland's latest advancement in establishing and promoting
digital economy.
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Global and Regional Privacy
Protection Networks

In today’s highly connected and digitalised world, the rapid
advancement of technologies, such as artificial intelligence (Al),
has brought about increasingly complex privacy protection
challenges than ever before. With data knowing no borders,
addressing these issues requires coordinated global efforts.

During the reporting year, the PCPD remained actively
engaged in numerous privacy platforms at both international
and regional levels, and regularly exchanged insights and
experiences with fellow privacy or data protection authorities
worldwide. By leveraging expertise from the international
community and fostering closer collaboration with other
regulators, the PCPD is committed to safeguarding personal
data privacy in the ever-changing digital landscape.
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Co-chair of Ethics and Data Protection
in Artificial Intelligence Working
Group
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Member of Data Sharing Working
Group, Digital Citizen and Consumer
Working Group, and Digital Education
Working Group
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Participated in regular meetings

to exchange knowledge on, share
experience on, and build capacity in
enforcement
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Member of Executive Committee
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APPA

Asia Pacific Privacy Authorities

The Asia Pacific Privacy Authorities (APPA), formed in 1992,
is the principal forum for 20 privacy or data protection
authorities in the Asia Pacific region to strengthen
cooperation, discuss best practices and share information on
privacy regulations and emerging technologies.

Asia Pacific Privacy Authorities
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61* APPA Forum

The Privacy Commissioner and representatives of the PCPD
attended the 61" APPA Forum held virtually between 20 and
21 June 2024. Major themes discussed at the forum included:
Al governance policies and initiatives;

Investigations and enforcements;

Handling data breach incident reports;

Privacy enhancing technologies; and

Children’s privacy.
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At the forum, the Privacy Commissioner gave an overview
of the "Artificial Intelligence: Model Personal Data Protection
Framework” (Model Framework) issued by the PCPD in June
2024. The Privacy Commissioner explained to APPA members
that the Model Framework, premised on general business
procedures, aimed at providing internationally recognised
and practical recommendations and best practices to assist
organisations in procuring, implementing and using Al,
including generative Al, in compliance with the relevant
requirements of the PDPO.
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62" APPA Forum

The Privacy Commissioner and representatives of the
PCPD attended the 62" APPA Forum between 26 and 27
November 2024 in Tokyo, Japan. Major themes discussed at
the forum included:

# Governance of Al and emerging technologies;
Enforcement and legislative developments;
Training and awareness raising activities;

Cross-border data transfers; and

Protecting children’s privacy.

At the forum, the Privacy Commissioner participated in a
panel discussion titled “Governance of Al and Emerging
Technologies in the Asia Pacific Region: Perspectives and
Initiatives” alongside regulators and academics from Japan,
Korea, Singapore, and the United States of America, where the
panellists explored the interplay between governance of Al
and protection of personal data privacy.

The Privacy Commissioner also held bilateral meetings with
Commissioners or senior representatives from regulators in
Italy, Japan, Korea and Singapore respectively, during which the
parties discussed various data protection issues and explored
opportunities for collaboration with a view to reinforcing
international cooperation in the field of personal data privacy.




RRFLEZE (A1 5 BBEERERR
ERLEEESR) R —EAERE
WHUMBERFE  SEE2KER
130 BFL S B IRIEHES - BLAL
[ 5 B M B 377 R R B R 1 T R o

P
RnBEHR -

SBAclEBHILBRET TN

FEEERFEBEEAEBRER
2024510 A28BE1MAT1HEESE
46 EIRKALBERE - RANERAN
BREREEBHRREAEART &t
A TA BETE  REHE -
EIEERER  UNEERESE

SYINCE Sl

A it 5 B PR B¢ 58 MAINLAND AND INTERNATIONAL CONNECTIONS

The Global Privacy Assembly (GPA), formerly known as the
International Conference of Data Protection and Privacy
Commissioners, is the leading international forum where
over 130 privacy or data protection authorities from across
the globe are convened to discuss and exchange views on
privacy issues and the latest international developments.

46" GPA Conference

The Privacy Commissioner and representatives of the PCPD
attended the 46™ GPA Conference from 28 October to
1 November 2024. The hybrid conference, which was held in
Jersey, featured discussions on privacy issues relating to Al,
cybersecurity, children education, cross-border data transfers,
regulatory cooperation and more.
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In the open session, the then Assistant Privacy Commissioner
for Personal Data (Corporate Communications and
Compliance) of the PCPD, Ms Joyce LAI, spoke at a panel
titled “Education from the Ground up: The Societal Impact of
Privacy Education”, where she discussed the PCPD's proactive
approach in promoting privacy education for children in
Hong Kong through an array of initiatives such as publications,
seminars, competitions and more. One notable example
among them is the “Privacy Protection Truck”, a mobile
exhibition which toured around the city for around two
weeks in May 2024, featuring interactive games to enhance
the visitors' understanding of protecting personal data privacy
and data security in a lively and interesting manner.

In the closed session, the GPA's International Enforcement
Cooperation Working Group, co-chaired by the PCPD,
presented its annual report to the GPA. Highlights of its work
in 2024 included a multitude of closed sessions designed
to facilitate information exchange and collaboration
among privacy or data protection authorities on various
enforcement issues.




BEILBREAITRMER
HREERIFSEABREER

ATEEABBENZIREZLEIE
FEIEE BBERER - LB
HENEH2024F10 A - HEEUM
BEE AR KRB AALE S ERHR
[EHE— REMIRRALEZE AT
B EEEEBRETENEDN
BIEESE o

AT B ERESIERETED
HEREMLEZSNH —EEED
M BEKB M A E R
FE - MEEEAAHEEERMR
[EMBERRA - I HEB)E T ERE
FRIBIERCR ©

S

A it 5 B PR B¢ 58 MAINLAND AND INTERNATIONAL CONNECTIONS

Co-chairmanship at the GPA’s Ethics and Data
Protection in Artificial Intelligence Working Group

With a view to playing a more strategic role in global initiatives
and collaboration on Al, the PCPD took the initiative to serve
as the co-chair of the GPA's Ethics and Data Protection in
Artificial Intelligence Working Group (AIWG), alongside privacy
or data protection authorities of the European Union, France
and Korea since October 2024.

Established as a permanent working group of the GPA, the
AIWG serves as a platform for members to develop strategies
in promoting respect for data protection and ethical principles
in the context of Al, and to foster concerted efforts in this field
on international level.
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Global Privacy Enforcement Network

Founded in 2010 and currently consisting of over 80
members, the Global Privacy Enforcement Network (GPEN)
aims to facilitate cross-border cooperation among privacy
enforcement authorities. During the reporting year, the PCPD
continued to hold a membership in the Executive Committee
of the GPEN, helping to steer the overall activities of the
network. The PCPD also took part in regular meetings to
exchange knowledge and discuss enforcement issues with
other members.

Global Privacy
Enforcement Network

n”

Global Joint Report on“Deceptive Design Patterns

In early 2024, the PCPD joined hands with 25 privacy or
data protection enforcement authorities (including those
from Australia, Canada, Japan, Macao, Singapore, the United
Kingdom, the United States of America, and more) and 27
consumer protection authorities worldwide to conduct
a global privacy protection sweep (Sweep), which was
coordinated jointly by the GPEN and the International
Consumer Protection and Enforcement Network under the
theme of “Deceptive Design Patterns”.

During the Sweep, participating authorities examined more
than 1,000 websites and mobile applications across various
industries (including retail, health and fitness, travel and
accommodation, and social media and dating) to gauge the
frequency and types of deceptive design patterns used by
these platforms. A report summarising the findings of the
Sweep was released in July 2024.
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Global Privacy Enforcement Network

GPEN Sweep 2024:
“Deceptive Design Patterns”

M2 EEdN Cybersecurity Community of Practice

BEOBUSLZ2EBEMRE® A Gbersecurity plays a pivotal role in safeguarding personal
BRlpEREEFNERMMERZ  data privacy, as robust data security measures are crucial
FEE > FAAELT2HEREMEA  to personal data protection against unauthorised access
ERALEEBREIER o 3Lt - I8 and misuse. In this regard, the international “Cybersecurity
FLEZe El R LB AMES  Community of Practice” (CoP) was jointly established by the
IMETFRIBEMERN (M4 % 42 E  GPAand the GPEN to bring together experts in cybersecurity
R o B S EEERAL  regulation and enforcement from privacy or data protection
TEREITEE NN EFLESHER  authorities. Since the inception of the CoP, representatives
REEEMENER - B4 %S of the PCPD have actively participated in regular meetings
IR BIRY AR - FLEBEENE  to keep abreast of the latest trends in cybersecurity and to
REBHRLXETEH@Z - A T#E  exchange knowledge with fellow practitioners.
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BEIRBEFE Independent Auditor’s Report
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TO: THE PRIVACY COMMISSIONER FOR PERSONAL DATA

(A CORPORATION SOLE IN HONG KONG ESTABLISHED UNDER THE PERSONAL
DATA (PRIVACY) ORDINANCE)

Opinion

We have audited the financial statements of The Privacy Commissioner
for Personal Data (the “PCPD") set out on pages 152 to 177, which comprise
the statement of financial position as at 31 March 2025, and the statement
of comprehensive income, statement of changes in funds and statement of
cash flows for the year then ended, and notes to the financial statements,

including material accounting policy information.

In our opinion, the financial statements give a true and fair view of the
financial position of the PCPD as at 31 March 2025, and of its financial
performance and its cash flows for the year then ended in accordance with
HKFRS Accounting Standards (“HKFRSs") issued by the Hong Kong Institute of
Certified Public Accountants ("HKICPA”).

Basis for Opinion

We conducted our audit in accordance with Hong Kong Standards on
Auditing ("HKSAs") issued by the HKICPA. Our responsibilities under those
standards are further described in the auditor’s responsibilities for the audit
of the financial statements section of our report. We are independent of
the PCPD in accordance with the HKICPA's Code of Ethics for Professional
Accountants (“the Code”), and we have fulfilled our other ethical
responsibilities in accordance with the Code. We believe that the audit
evidence we have obtained is sufficient and appropriate to provide a basis

for our opinion.
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B35 & FINANCIAL STATEMENTS

Information other than the Financial
Statements and Auditor’s Report thereon

The Privacy Commissioner is responsible for the other information. The other
information comprises the information included in the annual report, but

does not include the financial statements and our auditor’s report thereon.

Our opinion on the financial statements does not cover the other information
and we do not express any form of assurance conclusion thereon.

In connection with our audit of the financial statements, our responsibility
is to read the other information and, in doing so, consider whether the
other information is materially inconsistent with the financial statements or
our knowledge obtained in the audit or otherwise appears to be materially
misstated. If, based on the work we have performed, we conclude that there
is a material misstatement of this other information, we are required to report
that fact. We have nothing to report in this regard.

Responsibilities of the Privacy
Commissioner and those Charged with
Governance for the Financial Statements

The Privacy Commissioner is responsible for the preparation of the financial
statements that give a true and fair view in accordance with HKFRSs issued
by the HKICPA, and for such internal control as the Privacy Commissioner
determines is necessary to enable the preparation of financial statements
that are free from material misstatement, whether due to fraud or error.

In preparing the financial statements, the Privacy Commissioner is
responsible for assessing the PCPD’s ability to continue as a going concern,
disclosing, as applicable, matters related to going concern and using the
going concern basis of accounting unless the Privacy Commissioner either
intends to liquidate the PCPD or to cease operations, or has no realistic

alternative but to do so.

Those charged with governance are responsible for overseeing the PCPD's

financial reporting process.
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Auditor’s Responsibilities for the Audit of
the Financial Statements

Our objectives are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether
due to fraud or error, and to issue an auditor’s report that includes our
opinion. This report is made solely to you, as a body, in accordance with the
agreed terms of engagement, and for no other purposes. We do not assume
responsibility towards or accept liability to any other person for the contents
of this report. Reasonable assurance is a high level of assurance, but is not
a guarantee that an audit conducted in accordance with HKSAs will always
detect a material misstatement when it exists. Misstatements can arise from
fraud or error and are considered material if, individually or in the aggregate,
they could reasonably be expected to influence the economic decisions of
users taken on the basis of these financial statements.

As part of an audit in accordance with HKSAs, we exercise professional
judgment and maintain professional skepticism throughout the audit.
We also:

@ Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit
procedures responsive to those risks, and obtain audit evidence that
is sufficient and appropriate to provide a basis for our opinion. The
risk of not detecting a material misstatement resulting from fraud is
higher than for one resulting from error, as fraud may involve collusion,
forgery, intentional omissions, misrepresentations, or the override of

internal control.

@  Obtain an understanding of internal control relevant to the audit
in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion on
the effectiveness of the PCPD's internal control.

@  CEvaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made

by the Privacy Commissioner.
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@ Conclude on the appropriateness of the Privacy Commissioner’s use
of the going concern basis of accounting and, based on the audit
evidence obtained, whether a material uncertainty exists related to
events or conditions that may cast significant doubt on the PCPD'’s
ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s
report to the related disclosures in the financial statements or, if such
disclosures are inadequate, to modify our opinion. Our conclusions are
based on the audit evidence obtained up to the date of our auditor’s
report. However, future events or conditions may cause the PCPD to
cease to continue as a going concern.

@@ Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial
statements represent the underlying transactions and events in a
manner that achieves fair presentation.

We communicate with those charged with governance regarding, among
other matters, the planned scope and timing of the audit and significant
audit findings, including any significant deficiencies in internal control that
we identify during our audit.

PATRICK WONG C.P.A. LIMITED
Certified Public Accountants

TSANG CHEUK FUNG ANDY
FCPA (Practising), ACA, MSCA
Certified Public Accountant (Practising), Hong Kong

Practising Certificate Number: P06369

Hong Kong, 31 July 2025
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2HEEE Statement of Comprehensive Income
A Z202593 A31HIESEE YEARENDED 31 MARCH 2025

Notes $
A Income
BT e Government subventions 5 103,555,665 99,382,291
HFEZEHS Government project funds 13 12,663,265 -
|ITHE Bank interest 1,452,939 1545784
EEEE Seminar fees 1,560,960 1,649,060
==F-+ Membership fees 122,800 93,600
[P ES ] TalE Financial assistance under
B a8 e B IS & BY Job Creation Scheme of
Anti-epidemic Fund - 1,210,207
HEIEUWA Miscellaneous income 7,943 108,661
119,363,572 103,989,603
T H Expenditure
AN & Auditor’s remuneration 57,000 56,000
ITEE R Administrative expenses 2,325,991 2,007,106
EES RS Consultancy services 380,000 385,000
Y3 - SN ERERITE Depreciation of property,
plant and equipment
- BESHEB XN ~ financed by capital
subvention fund 9 236,150 287,071
- AEME SRS — financed by other
sources of funds 8,638,910 9,005,764
BEHE Staff emoluments 94,414,400 81,323,667
WAENZEHERS Operating lease rentals in
respect of office premises 306,926 292,860
BN ey Overseas visit/conference 250,425 469,713
SEEENLHE iﬁ Promotion and education expenses 5,436,192 5,035,289
EEHEETEl Legal assistance scheme 58,530 36,530
BEEWE MBS NERE Loss on disposal of property,

EOBIEES plant and equipment 26,690 -
HiZEER Other operating expenses 6,252,539 6,312,503
HEAGRNER Interest on lease liabilities 18 734,007 226,192

119,117,760 105,437,695
FRERE (FE)R Surplus/(deficit) and
2EKE (5iR) &8 total comprehensive
income/(loss) for the year 245,812 (1,448,092)

F1562177 B MM B A IR A AER D

The notes on pages 156 to 177 are an integral part of these financial statements.
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MBI+ Statement of Financial Position
2025963 A31H AT 31 MARCH 2025

b= 2024
Notes S

JEMEEE Non-current asset
E 2N Property, plant and equipment 9 15,532,128 21,961,536
MEEE Current assets
W « ke &k Accounts receivable, deposits
TEfT IR and prepayments 1,453,659 1,505,853
RITHEERRS Bank balances and cash 10 79,915,718 44,023,819
81,369,377 45,529,672
mEafRE Current liabilities
FERTRIB R FEET & A Accounts payable and accruals 242,996 180,049
BB 2 mN e B Provision for staff gratuity 11 5,378,866 4,805,529
A IER G RS Provision for unutilised annual leave 1,347,306 1,245,973
BUE TR B & Government subvention received
in advance 12 13,497,959 9,740,217
BRENERED S Government project funds received
in advance 13 30,100,735 -
KBRS Capital subvention fund 16 83,137 =
HEaE Lease liabilities 14,18 7,824,824 6,868,997
58,475,823 22,840,765
mBEERE Net current assets 22,893,554 22,688,907
EEHERTHER Total assets less current liabilities 38,425,682 44,650,443
FRBAR Non-current liabilities
BT 49 BN # Bh 2k Government subvention for gratuity 15 3,693,527 3,990,784
B B 40 m I & B4 Provision for staff gratuity 1 2,199,572 1,804,453
BAREE Capital subvention fund 16 = 319,287
HEaE Lease liabilities 14,18 6,768,050 13,017,198
12,661,149 19,131,722
WESRE Net assets 25,764,533 25,518,721
'@t Funds
—fe i General reserve 17 25,764,533 25,518,721
AU RETE 202597 A31 AEFLBH B it E RT3
Approved and authorised for issue by the Privacy Commissioner on 31 July 2025.
$EEER, SBS Ada CHUNG Lai-ling, SBS
EHBEAEHILEZS Privacy Commissioner for Personal Data, Hong Kong

F1562177 B M B A IR A AER D

The notes on pages 156 to 177 are an integral part of these financial statements.
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HFE&EER Statement of Changes In Funds
HZE202593 A31 B 1E4FE YEARENDED 31 MARCH 2025

2EkaE
Statement of
comprehensive — R GEMR
income General reserve
$ $
#20235F4A1B/9%EER  Balance at 1 April 2023 - 30,385,007 30,385,007
FAREER Deficit and total comprehensive
P EEIEAEE loss for the year (1,448,092) = (1,448,092)
S8 Transfer 1,448,092 (1,448,092) =
B e B Previous year’s surplus recovered
by Government = (3/418,194) (3/418,194)
1¥20245%3A31HR Balances at 31 March 2024 and
20244 1 HeY%EER at 1 April 2024 - 25,518,721 25,518,721
FREHBK Surplus and total comprehensive
FH KRR income for the year 245812 - 245812
28 2 Transfer (245,812) 245,812 -
120253831 HAEER Balance at 31 March 2025 - 25,764,533 25,764,533

F1562177 B M B A IR A AER D

The notes on pages 156 to 177 are an integral part of these financial statements.
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EHZE 2025F3H31HIEFE YEARENDED 31 MARCH 2025

B35 & FINANCIAL STATEMENTS

PaE ﬂ 2024
Notes $
BETEE Operating activities
FRAs%(E8) Surplus/(deficit) for the year 245,812 (1,448,092)
FHEE - Adjustments for:
- rEXH ~ Depreciation expense 8,875,060 9,292,835
- REWE  HERK — Loss/(gain) on disposal of
BREREE (WA property, plant and equipment 26,690 (8,000)
- FMEHA ~ Interest income (1,452,939) (1,545,784)
- HEAEFE — Interest on lease liabilities 734,007 226,192
- BUFIE EF &% — Previous year's surplus
recovered by Government - (3,418,194)
BIEEREHHH Operating surplus before working
2E KR capital changes 8,428,630 3,098,957
FEW IR « e &k (Increase)/decrease in accounts
B FIBGEM) R receivable, deposits and prepayments (44,613) 1,001,158
FEAFRIE K FERT & Increase/(decrease) in accounts payable
g, Crd) and accruals 62,947 (395,544)
BB A BN S B I N Increase in provision for staff gratuity 968,456 937,962
R IEF R Increase/(decrease) in provision for
#h,/Crd) unutilised annual leave 101,333 (163,526)
TEW S fE Bh & 38 00 Increase in government subvention
received in advance 3,757,742 1,564,624
FRWHAEREBSIEM Increase in government project funds
received in advance 30,100,735 -
BT B 405 B Decrease in government subvention
B FOR for gratuity (297,257) (96,194)
BRI Decrease in capital subvention fund (236,150) (287,071)
EEERMEEREFE Net cash generated from operating activities 42,841,823 5,660,366
BEED Investing activities
WERF & Interest received 1,549,746 1,598,902
A AN EZRH Decrease in short-term bank deposits with
WITIFER D maturity more than three months - 9,069,954
BEWE  H#aEk Payments for property, plant and equipment
BEVREN (459,884) (331,715)
BREWE - #aE Proceeds from disposals of property, plant
RIBOF 5 and equipment - 8,000
REEESSREFRE Net cash from investing activities 1,089,862 10,345,141
R EE Financing activities
BENHEaELRS Capital element of lease rentals paid 18 (7,305,779) (7,839,401)
BERNHEEAERNA Interest element of lease rentals paid 18 (734,007) (226,192)
RE B FTAR e F5 Net cash used in financing activities (8,039,786) (8,065,593)
HeRB&EENEN Net increase in cash and cash equivalents 35,891,899 7939914
FIIHRERALEE Cash and cash equivalents at the
beginning of year 44,023,819 36,083,905
FENRERRAEEE Cash and cash equivalents at the end of year 79,915,718 44,023,819
HeRRaSEEREIW Analysis of balances of cash and
cash equivalents
RITEFLRES Bank balances and cash 10 79,915,718 44,023,819
FENHRESR&HE Cash and cash equivalents at the end
of the year 79,915,718 44,023,819

F1562177 B M B A IR A AER D

The notes on pages 156 to 177 are an integral part of these financial statements.
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B ¥ EXPIEE Notes to The Financial Statements

20253 A31H 31 MARCH 2025

1. —lE#H
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1. General Information

The Privacy Commissioner for Personal Data (the “PCPD") is a corporation
sole established in Hong Kong under the Personal Data (Privacy) Ordinance
1995 enacted on 3 August 1995 for the purpose of protecting the privacy of
individuals in relation to personal data and to provide for matters incidental
thereto or connected therewith. The address of its registered office is 12/F,
Dah Sing Financial Centre, 248 Queen’s Road East, Wanchai, Hong Kong.

2. Statement of Compliance with HKFRS
Accounting Standards

The PCPD’s financial statements have been prepared in accordance with
all applicable HKFRS Accounting Standards (“HKFRSs”), which includes all
applicable individual HKFRSs, Hong Kong Accounting Standards ("HKASs")
and Interpretations issued by the Hong Kong Institute of Certified Public
Accountants ("HKICPA") and accounting principles generally accepted in
Hong Kong. A summary of material accounting policy information is set
outin note 3.

3. Material Accounting Policy Information

(a) Basis of Preparation of the Financial
Statements

The measurement basis used in preparing the financial statements is
historical cost.

(b) Property, Plant and Equipment

Property, plant and equipment are stated in the statement of financial
position at cost less accumulated depreciation and subsequent

impairment losses, if any.

Depreciation is recognised so as to write off the cost of assets less their
residual values over their estimated useful lives, using the straight-line

method, as follows:

Owned Assets

Motor vehicle 3 years
Computers and software 3 years
Office equipment 5 years
Furniture and fixtures 5 years
Leasehold improvements 3 years
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M & & FINANCIAL STATEMENTS

Material Accounting Policy Information
(Continued)

Property, Plant and Equipment (Continued)
Right-of-use Asset

Leasehold land and building Over the lease term
The estimated useful lives, residual values and depreciation method
are reviewed at the end of each reporting period, with the effect of

any changes in estimate accounted for on a prospective basis.

An item of property, plant and equipment is derecognised upon
disposal or when no future economic benefits are expected to arise
from the continued use of the asset. Any gain or loss arising on the
disposal or retirement of an item of property, plant and equipment
is determined as the difference between the sales proceeds and the
carrying amount of the asset and is recognised in the statement of

comprehensive income.

Recognition and Derecognition of Financial
Instruments

Financial assets and financial liabilities are recognised in the statement
of financial position when the PCPD becomes a party to the

contractual provisions of the instruments.

Financial assets are derecognised when the contractual rights
to receive cash flows from the assets expire; the PCPD transfers
substantially all the risks and rewards of ownership of the assets; or the
PCPD neither transfers nor retains substantially all the risks and rewards
of ownership of the assets but has not retained control on the assets.
On derecognition of a financial asset, the difference between the
assets’ carrying amount and the sum of the consideration received is

recognised in profit or loss.

Financial liabilities are derecognised when the obligation specified in
the relevant contract is discharged, cancelled or expired. The difference
between the carrying amount of the financial liability derecognised

and the consideration paid is recognised in profit or loss.
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3.

(d)

Material Accounting Policy Information
(Continued)

Financial Assets

Financial assets are recognised and derecognised on a trade date basis
where the purchase or sale of an asset is under a contract whose terms
require delivery of the asset within the timeframe established by the
market concerned, and are initially measured at fair value, plus directly
attributable transaction costs except in the case of investments at fair
value through profit or loss. Transaction costs directly attributable to
the acquisition of investments at fair value through profit or loss are

recognised immediately in profit or loss.

Financial Assets at Amortised Cost

Financial assets (including trade and other receivables) are classified
under this category if they satisfy both of the following conditions:

— the assets are held within a business model whose objective is to

hold assets in order to collect contractual cash flows; and

- the contractual terms of the assets give rise on specified dates to
cash flows that are solely payments of principal and interest on the

principal amount outstanding.

Financial assets at amortised cost are subsequently measured at
amortised cost using the effective interest method less loss allowances

for expected credit losses.
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M & & FINANCIAL STATEMENTS

Material Accounting Policy Information
(Continued)

Loss Allowances for Expected Credit Losses

The PCPD recognises loss allowances for expected credit losses on
financial assets at amortised cost. Expected credit losses are the
weighted average of credit losses with the respective risks of a default

occurring as the weights.

At the end of each reporting period, the PCPD measures the loss
allowance for a financial instrument at an amount equal to the
expected credit losses that result from all possible default events
over the expected life of that financial instrument (“lifetime expected
credit losses”) for trade receivables, or if the credit risk on that financial

instrument has increased significantly since initial recognition.

If, at the end of the reporting period, the credit risk on a financial
instrument (other than trade receivables) has not increased significantly
since initial recognition, the PCPD measures the loss allowance for
that financial instrument at an amount equal to the portion of lifetime
expected credit losses that represents the expected credit losses that
result from default events on that financial instrument that are possible

within 12 months after the reporting period.

The amount of expected credit losses or reversal to adjust the loss
allowance at the end of the reporting period to the required amount is

recognised in profit or loss as an impairment gain or loss.
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()

(9)

Material Accounting Policy Information
(Continued)

Contract Assets and Contract Liabilities

A contract asset is recognised when the PCPD recognises revenue
before being unconditionally entitled to the consideration under the
payment terms set out in the contract. Contract assets are assessed for
expected credit losses in accordance with the policy set out in note 3(e)
and are reclassified to receivables when the right to the consideration
has become unconditional. A contract liability is recognised when
the customer pays consideration, or has an unconditional right to
consideration (in such case, a corresponding receivable is recognised),

before the PCPD recognises the related revenue.

Leases

(i) Definition of a Lease

A contract is, or contains, a lease if the contract conveys the right
to control the use of an identified asset for a period of time in

exchange for consideration.

For contracts entered into or modified on or after the date of
initial application, the PCPD assesses whether a contract is or
contains a lease based on the definition under HKFRS 16 at
inception or modification date as appropriate. Such contract
will not be reassessed unless the terms and conditions of the

contract are subsequently changed.

The PCPD as a Lessee

Short-term Leases and Leases of Low-value Assets

(ii)

The PCPD applies the short-term lease recognition exemption
to leases that have a lease term of 12 months or less from the
commencement date and do not contain a purchase option. It
also applies the recognition exemption for lease of low-value
assets. Lease payments on short-term leases and leases of low-
value assets are recognised as expense on a straight-line basis

over the lease term.
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@  the amount of the initial measurement of the lease liability;

(b)  any lease payments made at or before the commencement
date, less any lease incentives received; and

(© anyinitial direct costs incurred by the PCPD.

Right-of-use assets are measured at cost, less any accumulated
depreciation and impairment losses, and adjusted for any
remeasurement of lease liabilities.

Right-of-use assets in which the PCPD is reasonably certain to
obtain ownership of the underlying leased assets at the end
of the lease term is depreciated from commencement date
to the end of the useful life. Otherwise, right-of-use assets
are depreciated on a straight-line basis over the shorter of its
estimated useful life and the lease term.
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Lease Liabilities

At the commencement date of a lease, the PCPD recognises
and measures the lease liability at the present value of lease
payments that are unpaid at that date. In calculating the
present value of lease payments, the PCPD uses the incremental
borrowing rate at the lease commencement date if the interest

rate implicit in the lease is not readily determinable.

The lease payments include fixed payments (including in-

substance fixed payments) less any lease incentives receivable.

After the commencement date, lease liabilities are adjusted by

interest accretion and lease payments.

The PCPD remeasures lease liabilities (and makes a corresponding

adjustment to the related right-of-use assets) whenever:

@  the lease term has changed or there is a change in the
assessment of exercise of a purchase option, in which case
the related lease liability is remeasured by discounting the
revised lease payments using a revised discount rate at the
date of reassessment.

(b)  the lease payments change due to changes in market
rental rates following a market rent review, in which cases
the related lease liability is remeasured by discounting the
revised lease payments using the initial discount rate.

The PCPD presents lease liabilities as a separate line item on the

statement of financial position.
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Material Accounting Policy Information
(Continued)

Cash and Cash Equivalents

Cash comprises cash on hand and at bank. Cash equivalents are short-
term, highly liquid investments that are readily convertible to known
amounts of cash and which are subject to an insignificant risk of

changes in value.

Accounts and Other Payables

Accounts and other payables are initially measured at fair value and,
after initial recognition, at amortised cost, except for short-term
payables with no stated interest rate and the effect of discounting

being immaterial, that are measured at their original invoice amount.

Provisions and Contingent Liabilities

Provisions are recognised for liabilities of uncertain timing or amount
when the PCPD has a legal or constructive obligation arising as a result
of a past event, it is probable that an outflow of economic benefits
will be required to settle the obligation and a reliable estimate can
be made. Where the time value of money is material, provisions are
stated at the present value of the expenditure expected to settle

the obligation.

Where it is not probable that an outflow of economic benefits will be
required, or the amount cannot be estimated reliably, the obligation
is disclosed as a contingent liability, unless the probability of outflow
of economic benefits is remote. Possible obligations, whose existence
will only be confirmed by the occurrence or non-occurrence of one
or more future events are also disclosed as contingent liabilities unless

the probability of outflow of economic benefits is remote.
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3. Material Accounting Policy Information
(Continued)

(k) Income Recognition

(i)

(ii)

(iii)

Government Subventions and Funding

Government subventions are recognised at their fair value where
there is a reasonable assurance that the grant will be received
and the PCPD will comply with all attached conditions.

Government subventions relating to specific projects are
included in the capital subvention fund and are deferred and
recognised in the statement of comprehensive income over the
period necessary to match them with the costs that they are
intended to compensate.

Government subventions relating to the purchase of property,
plant and equipment are included in the capital subvention fund
and are credited to the statement of comprehensive income on
a straight-line basis over the expected lives of the related assets.

Government subventions and project funds that compensate
the PCPD for expenses incurred are recognised as income in
the statement of comprehensive income in the same periods in
which the expenses are incurred.

Financial assistance under Job Creation Scheme of Anti-
epidemic Fund is recognised in the statement of comprehensive
income on an accrual basis to match them with the staff costs

that they are intended to compensate.

Bank Interest Income

Bank interest income is recognised using the effective
interest method.

Seminar and Membership Fees Income

Seminar and membership fees income are recognised on an

accrual basis.
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Material Accounting Policy Information
(Continued)

Staff Emoluments

(i) Employee Leave and Gratuity Entitlements

Employee entitlements to annual leave and gratuities are
recognised when they accrue to employees. A provision is
made for the estimated liability for annual leave and gratuities
as a result of services rendered by employees up to the

year-end date.

Employee entitlements to sick leave and maternity or paternity

leave are not recognised until the time of leave.

(ii) Retirement Benefit Costs

The PCPD has joined the Mandatory Provident Fund Scheme (the
MPF Scheme) established under the Mandatory Provident Fund
Schemes Ordinance for its employees. The PCPD contributes 5%
of the relevant income of staff members up to the maximum
mandatory contributions under the MPF Scheme. The assets of
the Scheme are held separately from those of the PCPD, in funds

under the control of trustee.

Payments to the MPF Scheme are charged as an expense as

they fall due.

(m) Impairment of Assets

At the end of reporting period, the PCPD reviews the carrying
amounts of its assets with finite useful lives to determine whether
there is any indication that those assets have suffered an impairment
loss. If any such indication exists, the recoverable amount of the asset
is estimated in order to determine the extent of the impairment loss,
if any. When it is not possible to estimate the recoverable amount of
an individual asset, the PCPD estimates the recoverable amount of the
cash-generating unit to which the asset belongs. When a reasonable
and consistent basis of allocation can be identified, corporate assets
are also allocated to individual cash-generating units, or otherwise
they are allocated to the smallest group of cash-generating units for
which a reasonable and consistent allocation basis can be identified.

g
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3. Material Accounting Policy Information
(Continued)

(n) Related Parties

(i)

(ii)

A Person or a Close Member of that Person’s Family
is Related to the PCPD if that Person:

@  hascontrol or joint control over the PCPD;

(b)  has significant influence over the PCPD; or

(© is a member of the key management personnel of
the PCPD.

An Entity is Related to the PCPD if any of the Following
Conditions Applies:

@  The entity is a post-employment benefit plan for the
benefit of employees of either the PCPD or an entity
related to the PCPD.

(b)  The entity is controlled or jointly controlled by a person
identified in (i).

(© A person identified in (i)(a) has significant influence
over the entity or is a member of the key management

personnel of the entity.

(d)  The entity, or any member of a group of which it is a part,

provides key management personnel services to the PCPD.
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B35 & FINANCIAL STATEMENTS

4. Critical Accounting Estimates and
Judgement

The PCPD’s management makes assumptions, estimates and judgements
in the process of applying the PCPD’s accounting policies that affect the
assets, liabilities, income and expenses in the financial statements prepared
in accordance with HKFRSs. The assumptions, estimates and judgements
are based on historical experience and other factors that are believed to be
reasonable under the circumstances. While the management reviews their
judgements, estimates and assumptions continuously, the actual results will

seldom equal to the estimates.

Certain key assumptions and risk factors in respect of the financial risk
management are set out in note 19. There are no other key sources of
estimation uncertainty that have a significant risk of causing a material
adjustment to the carrying amounts of asset and liabilities within the next

financial year.

5. Government Subventions

2024
S

M R IR E Recurrent and non-recurrent 103,319,515 99,095,220
BRI (MizE16) Capital subvention fund (Note 16) 236,150 287,071
103,555,665 99,382,291
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6. EE#HE 6. Staff Emoluments

2024
= g
Ezait| Salaries 78,105,691 67,094,255
AV BN & K2 H b2 ARG Gratuities and other allowances 14,407,162 12,774,223
BB EIMHR Contributions to MPF Scheme 1,800,214 1,618,715

R ERE S, Provision/(reversal of provision) for unutilised
(B & [8%) annual leave 101,333 (163,526)
94,414,400 81,323,667

7. FEEB AR 7. Key Management Compensation

2024
S

SR B Short-term staff emoluments 18,188,848 16,040,926
AN S RoRfE S ETEIM SR Gratuities and contributions to MPF Scheme 2,294,106 2,169,423
20,482,954 18,210,349

8. MR 8. Taxation

*EF(TI/\ﬁﬂ(TLF‘E)MWWW%%2§|%6{I #)#  No provision for Hong Kong Profits Tax has been made in the financial

EABRILEBEEEREEN - EULE  statements as the PCPD is exempted from taxation in respect of the Inland
}\,éfﬂﬂ\ﬁaii?Eﬁéﬁﬁ$ﬂﬁ‘%¥&?§ﬁ‘|’h§% Revenue Ordinance by virtue of Schedule 2 Section 6 of the Personal Data
PSR (Privacy) Ordinance.
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9. M - BB XMW 9. Property, Plant and Equipment
ERERE
HEEE Right-of-use
Owned assets assets
TR KAR HELTHER
35 WMAE BEERE HEYE B
b Computer EXfi Furniture BETHE Leasehold
Motor and Office and Leasehold Bt land and
vehicle software equipment fixtures improvements Sub-total buildings
$ $ $ $ $ $ $
5% Cost
R2024F481H At 1 April 2024 895,488 8,107,132 2471312 647,766 10481486 22,603,184 58216410 80819,5%
140 Additions - 274,000 87,158 1,126 97,600 459,884 2012458 2472342
RBE Disposal = = = = (137,260)  (137,260) - (137,260)
JESH Written off - - - - - - (737,602) (737,602
720253 A31H  At31March2025 895488 8,381,132 2558470 648,892 10441826 22,925,808 59491266 82417074
RERE Accumulated
depreciation
H2024%4 818 At 1 April 2024 735493 6,822,976 2,008,035 563,298 10,344,070 20473872 38,384,186 58,858,058
FAME Charge for
the year 119,996 799,565 161,775 31,023 107,119 1219478 7,655,582 8875060
REIH Written back
on disposal - - - - (110570)  (110,570) - (110,570)
SEEH Written off = = = = = = (737,602)  (737,602)
202593 H31H  At31March2025 855489 7,622,541 2169810 594,321 10340619 21,582,780 45,302,166 66,884,946
IRERE Net book value
202543 A31H At31March 2025 39,999 758,591 388,660 54,571 101,207 1,343,028 14,189,100 15532128
5% Cost
7®2023%F4A1H At 1 April 2023 895488 8,143,278 2,296,862 626,376 10481486 22443490 37412832 59856,322
)i Additions - 119875 190450 21,390 - 331,715 20,803,578 21,135,293
BE Disposals - (156,021) (16,000) - - (172,021) - (172,021)
720243 A31H  At31March 2024 895488 8,107,132 2471312 647,766 10481486 22,603,184 58216410 80819,5%4
RERE Accumulated
depreciation
R2023F4 818 At 1 April 2023 615497 6,087,162 1,759,209 507437 10,096,076 19,065,381 30,671,863 49,737,244
FAME Charge for
the year 119,996 891,835 264,826 55,861 247994 1580512 7,712,323 92923835
REILH Written back
on disposals - (156,021) (16,000) - - (172,021) - (172,021)
2024493 H31H  At31March2024 735493 6,822,976 2,008,035 563,298 10,344,070 20473872 38,384,186 58,858,058
R R E Net book value

20243 H318  At31March2024 159995 1,284,156 463,277 84,468 137416 2129312 19,832,224 21,961,536
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10. RITHEFRAE 10. Bank Balances and Cash
2024
7 $
RITRFERE Cash at banks and on hand 41,452,600 11,287,272
SBHAR TR Short-term bank deposits 38,463,118 32,736,547
BN RRIRERER  Bankbalances and cash in the statement of
R ITEFE RIS financial position and the statement of cash flows 79,915,718 44,023,819
11. BEHRM <R 0H 11. Provision for Staff Gratuity
2024
I s
R4 A1 BB Balance as at 1 April 6,609,982 5,672,020
D AEH BB Provision made 9,484,787 8,071,250
RE)FAFIERE D Unused amounts reversed (541,993) (141,556)
FRZTREEE Amount paid during the year (7,974,338) (6,991,732)
R3A31 BRI Balance as at 31 March 7,578,438 6,609,982
VB eI Y Less: current portion (5,378,866) (4,805,529)
ERBE D Non-current portion 2,199,572 1,804,453

AR BREEATXNEZIEAMLITE SR Provision for staff gratuity is established for gratuity payments which become
KA X E A MmN S M ERZH) o payable to those employees of the PCPD who complete their contracts
commencing from the date of their employment.

12. AlE B TR & 12. Government Subvention Received in
Advance

2024

= $

R4 B AR Balance as at 1 April 9,740,217 8,175,593
BB & Subvention received 7,000,000 2,780,248
FRERBWAREEE Recognised as income in the year (3,242,258) (1,215,624)
M3 A3THM SRR Balance as at 31 March 13,497,959 9,740,217

AW TR S 2N EL BB AIZHERSE Government subvention received in advance represents subvention received
ERE MBI FEEIS  @ELEAIKRKLES  in connection with various services to be provided after year end and is
HELAMFREEERERERABRA - deferred and recognised as income in the statement of comprehensive

income in the same periods in which the expenses are incurred.



13. A FFEREN &
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13. Government Project Funds Received

in Advance
2024
$

BREZREHE Project funds received 42,764,000 _
FRERBW AR SEE Recognised as income in the year (12,663,265) =
M3 A3 B AR Balance as at 31 March 30,100,735 -

BUBNERED R REBRNERER
= RREEFMEIE R AR TIEMm R E
e eREARMESHELNHFRES

T e et 2 W AR A A

14. HE&B

Government project funds received in advance represent funding received
in connection with work relating to the cross-boundary data flow facilitation
measures in the Guangdong-Hong Kong-Macao Greater Bay Area and is
deferred and recognised as income in the statement of comprehensive
income in the same periods in which the expenses are incurred.

14. Lease Liabilities

2024
S

AR EREN KR

Minimum lease payments due

- 1FER — Within 1 year 8,273,976 7,557,902
- 1E5F - Tto5years 6,894,980 13,537,964
15,168,956 21,095,866
W KRB E A Less : future finance charges (576,082) (1,209671)
HEAEMNIRE Present value of lease liabilities 14,592,874 19,886,195
DR Analysed as:
mENE S Current portion 7,824,824 6,868,997
IERENE Non-current portion 6,768,050 13,017,198
14,592,874 19,886,195

RIREA 75 B PR AT IE P B i SRR R B R

F7349%(2024 : 4.125%)

The weighted average incremental borrowing rate applied for future finance
charges is 4% (2024 : 4.125%).
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15. B FFR9¥9REN & %6 Bh 3%

15. Government Subvention for Gratuity

2025 2024

s

K481 B Balance as at 1 April 3,990,784 4,086,978
FREZNHEEE Subvention recognised for the year (9,559,250) (8,087,750)
SR WK Forfeiture 541,993 141,556
DB TR A mEN S BIE  Gratuity subvention received from Government 8,720,000 7,850,000
3 A31 B R 4R Balance as at 31 March 3,693,527 3,990,784

S TR R B B

1

ERRBEAEHLER
BHAmMER0R

16. ¥ Hl&

\

This represents funds received from the Government in respect of gratuity

payments to staff of the PCPD.

16. Capital Subvention Fund

BB R EMIRER
BHERETRE BERHK
IT Case
Infrastructure Handling WBEERE EiSES
Overhaul System  Procurement Computer
Project Revamp of van Forensics
$ $ $ $
M2023%F4H81H At 1 April 2023 46,149 109,745 223,992 226472 606,358
BAZHEWERTR Transfer to the statement of
B - ARG © comprehcasive income
as income to match with:
- EXH — Depreciation expense (46,149) (57,259) (95,997) (87,666) (287,071)
72024538318 At 31 March 2024 and
K 20244 A1 1 April 2024 - 52,486 127,995 138,806 319,287
BAZEPEEK Transfer to the statement of
AU - DARCSS : comprehensive income
as income to match with:

- rEXH — Depreciation expense - (52,486) (95,997) (87,667) (236,150)
202543 H31H  At31 March 2025 - - 31,998 51,139 83,137
mENE Current portion - - 31,998 51,139 83,137
ERENE D Non-current portion _ _ _ B B

- - 31,998 51,139 83,137

BB E R EER SN REWBERE
RRZEE R BN EA MBS AR - B
RIABAZERERSUWA - B EHEREE
BH -

The capital subvention fund represents the unutilised balance of non-
recurrent capital subvention from the Government received for special
projects. The funds are released to the statement of comprehensive income

as income to match with the related costs.
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17. General Reserve

2024
S

»4A1H At 1 April 25,518,721 30,385,007
meEmks (EE) Transfer from statement of comprehensive

REEAN income/(loss) 245,812 (1,448,092)
BAFUR e 5 Z ek Previous year’s surplus recovered by Government - (3,418,194)
MR3A31H At 31 March 25,764,533 25,518,721

R —REFEER B B2 AREN ZE L2
BER - —RFEFEHEZEARERBEA &R
RESEAEHLBIEEFEERHDESH
25% - —RFEFHERE—RAE  BEAEHR
TLIEEEBEEBTTER - AHRIBERHER
HhE LR - R 2 BUBREBUT (FIR T F
EEFEBhE AEEH) ©

18. MEABEENRR
ik

TRALBEAERILEEEREME LN
BEEY  BRERENIFREEH  WES
BFEANRERAREREXARKREZRE
BREABHLEZEENRERERT IR
RBERPNRERE

The general reserve is established to meet operational contingencies and
is transferred from the statement of comprehensive income with a ceiling
at 25% of the PCPD’s annual recurrent subvention. The general reserve is
available for general use and can be spent at the discretion of the PCPD. Any
surplus in excess of the agreed reserve ceiling should be returned to the

Government by way of offsetting from next year’s subvention.

18. Reconciliation of Liabilities Arising
from Financing Activities

The table below details changes in the PCPD’s liabilities from financing
activities, including both cash and non-cash changes. Liabilities arising from
financing activities are liabilities for which cash flows were, or future cash
flows will be, classified in the PCPD's statement of cash flows as cash flows

2024
S

from financing activities.

NEWY At beginning of the year 19,886,195 6,922,018
MERSRAET : Changes from financing cash flows:

BENEEaELR: Capital element of lease rentals paid (7,305,779) (7,839,401)
BENEEEEFNE Interest element of lease rentals paid (734,007) (226,192)
BEIR & R B 4ERE Total changes from financing cash flows (8,039,786) (8,065,593)
Hhas : Other changes: 11,846,409 (1,143,575)
HERENR Interest on lease liabilities 734,007 226,192
HE A EIEM Increase in lease liabilities 2,012,458 20,803,578
HEshRes Total other changes 2,746,465 21,029,770
REX At end of the year 14,592,874 19,886,195
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19. €T H 19. Financial Instruments

AABHALBEEKELSMEED BLAT  The PCPD has classified its financial assets in the following categories:

15
2024
s

REEEAIIENEFBEE Financial assets at amortised cost

R GRIE R IR S Accounts receivable and deposits 141,049 236,979
RITEFRIRS Bank balances and cash 79,915,718 44,023,819
80,056,767 44,260,798

AABHLBEEKELSRMEBED BLAT  The PCPD has classified its financial liabilities in the following categories:

87 -
2024
S

RMEREFHENEFMEMR Financial liabilities at amortised cost

FERIRIE K FEET & Accounts payable and accruals 242,996 180,049
BT B 405k B & 3 Bh =k Government subvention for gratuity 3,693,527 3,990,784
HEAE Lease liabilities 14,592,874 19,886,195

18,529,397 24,057,028

AR T EMREEHRE2024F %2025 Al financial instruments are carried at amounts not materially different from
3AHBM AT EERBEERER their fair values as at 31 March 2025 and 2024.



19. @M TR (&)

BEAEHLEEENRREEBR  BERM
AR B RIERE B ) B 8 B B e &
- RAREMAEKEERR - RBESE
i Ko T35 [\ B B E B I R 3R AR BT

7 3

(a) EREE

BEAEBHILEERTEEERRAE K
REER - MixsEERRESN SR
BEMBARMIKREE - RITERNEE
RBREER - ARIFERHRITHRT
F8 CRITRIGDD RE R e -

e B 1 o L B

BABRILEZEENRDESRERZ
TREE - EAEHLREEYES
FHREBEERE  ARTHRE LR
SEE  WREREEENTER -

IIF

(b)

M & & FINANCIAL STATEMENTS

19. Financial Instruments (Continued)

The PCPD's risk management objectives, policies and processes mainly focus

on minimising the potential adverse effects of credit risk, liquidity risk and

market risk on its financial performance and position by closely monitoring

the individual exposure.

(a)

(b)

Credit Risk

The PCPD has no significant concentration of credit risk. The
maximum exposure to credit risk is represented by the carrying
amount of the financial assets. The credit risk on bank deposits
is limited because the counterparties are authorised financial

institutions regulated under the Hong Kong Banking Ordinance.

Liquidity Risk

The PCPD is exposed to liquidity risk on financial liabilities. It manages
its funds conservatively by maintaining a comfortable level of cash
and cash equivalents in order to meet continuous operational need.
The PCPD ensures that it maintains sufficient cash which is available

to meet its liquidity.
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19. €M TR (#8)

19. Financial Instruments (Continued)

(b) HENTE & B (&) (b) Liquidity Risk (Continued)
TREGEAERTLEEENSRBER The details of remaining contractual maturities at the end of the
WERRNFIRELFH - ZEEemE reporting period of the financial liabilities, which are based on
%;E'E*Eyﬁé},ﬁ’\jikHﬁiﬁiﬁﬁ;ﬁ%(@%@-ﬁﬁﬁ contractual undiscounted cash flows (including interest payments
STE AT RS ISR E IR F R (B computed using contractual rates or, if floating, based on rates
;’ %) EFTSEFB) AR EAABEFLE current at the end of the reporting period) and the earliest date the
BB AR ES RN RIRT A GRS PCPD can be required to pay are as follows:
BHRMB
Reniea —FR —F&
MEE{E Total contractual BEREX BRFER
Carrying undiscounted Within 1 yearor Over 1 year but
amount cash flow on demand within 5 years
$ $ $ $
2025 2025
JEIFRIE K Accounts payable and
fEst & R accruals 242,996 242,996 242,996 —
ERFEA & Government subvention
B for gratuity 3,693,527 3,693,527 - 3,693,527
HEAE Lease liabilities 14,592,874 15,168,956 8273976 6,894,980
18,529,397 19,105,479 8516972 10,588,507
2024 2024
FERIFRIE K Accounts payable and
fEstE R accruals 180,049 180,049 180,049 =
BT 8940w B & Government subvention
fBhFK for gratuity 3,990,784 3,990,784 - 3,990,784
HEAE Lease liabilities 19,886,195 21,095,866 7,557,902 13,537,964
24,057,028 25,266,699 7,737,951 17,528,748
(c) THiEmBS (c) Market Risk
F) 3= & B Interest Rate Risk
BABERAEEREENFERRREER The PCPD's exposure on interest rate risk mainly arises from its cash
BIRTTHER - MABRALEEREERE deposits with bank. No sensitivity analysis for the PCPD’s exposure
HRrESMRRREBESREDNT - to interest rate risk arising from deposits with bank is prepared since
B &8 12 8 1A L L B A A & R AL based on the management’s assessment the exposure is considered
BEENMBIR T EELEERTE - not significant.
(d) BIAFEHENHESMTIE (d) Financial Instrument at Fair Value
EREHR  AAERALBEEIL R At the end of reporting period, there were no financial instruments

BLRTAEURA

FETIK

stated at fair value.



20. ERMHIERFRARKE
HE(EEMBEREE
RIE &t 2ER)

AT 2 B R E R F AR RERH CEARM
BHE LG ER) » BRI EFEA
EMLBEENZENRMBHRREH

B35 & FINANCIAL STATEMENTS

20. HKFRS Accounting Standards Issued
but not yet Effective for the Year

HKFRSs that have been issued but are not yet effective for the year include
the following HKFRSs which may be relevant to the PCPD's operations and
financial statements:

RETFERBmRL EEN

Effective for annual periods beginning on or after

(BB EFHERDE 2 REKBEEYBRE

HKAS 21 and HKFRS 1, Lack of Exchangeability — 202551 A1H

RN E1SRZIBE] = ALt (amendments) 1 January 2025
(EBPBRELER) B IR R(EBYE HKFRS 9 and HKFRS 7, Classification and Measurement 202641 A1H
WMEERDNETR2IEE] M TASLEM  offinancial Instruments (amendments) 1 January 2026

FTEREET

(BRMBHRELR) F15R - (BARHR
FEADF 75 (FEUHREEADE9
5 (EAPHMEERDF 105 M (FE
SRERDFE 7R (BBHBEHEEAE
FHERI)FRME —F 15

HKFRS 1, HKFRS 7, HKFRS 9, HKFRS 10 and HKAS 2026F1A1H
7, Annual Improvements to HKFRS Accounting 1 January 2026
Standards —Volume 11

(BEEMBREEL)F 1858 HHHKX

HKFRS 18, Presentation and Disclosure in Financial 20271 A1 H

225 RHEE(FER) Statements (new standard) 1 January 2027
(BBMBRELRNE195 FEAHLFT  HKFRS 19, Subsidiaries without Public Accountability: 202741 A 1H
FEFNE L F] - #5E (Fr2ER)) Disclosures (new standard) 1 January 2027
BRAREE S (ASET) M5 #HE 8 251 Hong Kong Interpretation 5 Presentation of Financial 202741 A 1R
— BHAANYE SR ELEEFSZFH  Statements - Classification by the Borrower of a Term 1 January 2027
B Loan that Contains a Repayment on Demand Clause
(amendments)
(CEAVBREEINE10HER(EBE: HKFRS 10 and HKAS 28, Sale or Contribution of Assets RET

RN E 285K 2ER] REFZHMABEN
AIZEERAIZHZEELESL)TE

between an Investor and its Associate or Joint Venture  To be determined
(amendments)

BEABEMLBEEEAFAL RRAZE
(EAMBHREEAGFTER) - VITHER
RN ECE BB mE ER G ERD A
SHEAERLEEE BRERANFEAR
BRETEATE - BABNLBEE K4
B RS (REMBREER G ER) &
Hib st BRI EAE SN E -

21. #tEMBHRE

ABTRAEA 202567 A31 BEEALK
FLBE B ST -

The PCPD has not early adopted these HKFRSs. Initial assessment has
indicated that the adoption of these HKFRSs would not have a significant
impact on the PCPD’s financial statements in the year of initial application.
The PCPD will be continuing with the assessment of the impact of these

HKFRSs and other significant changes may be identified as a result.

21. Approval of Financial Statements

These financial statements were authorised for issue by the PCPD on
31 July 2025.
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Appendix 1
FESEHFRA

(LR 5 EREBEA(BHEEA)ERE
AERTENILEE - FIERE - 58 &
BEREAERBAL(BRERE)BK
TECRLR ARG TRO/NIRREERR A © 5%
RRAB RS il - RET EAE
Kt SR A E SR B E L a A

BAEH

BHANTHBENERER : (1) EEXE
BRE-ZEENEAGREN  (2)RZEH
ERIEEMETEENEANSG D RIE
AiTH  RQ)ZERNFERAST TURE
B M B IR RN B RI1TH] ©

BHERSE

168 B S R H At A S B EL A A S RI2 I {E
ABRBE - 58 BELFEAHOAL -
BRERBEREIEAN  TARHEERNE
MERENHEKA DEREE -

F1RA — KKREHER

P ERMEREANAENAFHLR - K
SMWANBEAER  HENERAE
MmEZEEBESES AR -

P BUREBYERTHDEEHNERES
ABEEBEABRB B R - ARERA]
EEREBEMEAL -

P RENENRZBENME  RUBRRE
- mMABEE -

Data Protection Principles

The objective of the PDPO is to protect the privacy rights of a person (Data
Subject) in relation to his personal data. A person who collects, holds,
processes or uses the data (Data User) should follow the six Data Protection
Principles (DPPs) under the PDPO. The DPPs represent the normative core
of the PDPO and cover the entire life cycle of a piece of personal data, from

collection to destruction.

Personal Data

means any data (1) relating directly or indirectly to a living individual; (2)
from which it is practicable for the identity of the individual to be directly or
indirectly ascertained; and (3) in a form in which access to or processing of

the data is practicable.

Data User

means a person who, either alone or jointly or in common with other
persons, controls the collection, holding, processing or use of the data. The
data user is liable as the principal for the wrongful act of any data processor

engaged by it.

DPP 1 - Data Collection Principle

@ Personal data must be collected in a lawful and fair way, and for a

lawful purpose directly related to a function or activity of the data user.

@@ All practicable steps must be taken to notify the data subjects of the
purpose for which the data is to be used, and the classes of persons to

whom the data may be transferred.

@@ Personal data collected should be necessary and adequate but not

excessive in relation to the purpose of collection.
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F2[50 — FE#EWR - #FR  DPP2- Accuracy and Retention Principle
REBER

g BREREAERIFEYEAITHSE P  Adata user must take all practicable steps to ensure that personal data
I RERIE A M A A SR AR ES - [ is accurate and not kept for a period longer than is necessary to fulfil
ol (R BB R B R pE AR B R AR B the purpose for which it is used.

BERAAE -

E3IFRA —FHEHEN DPP 3 - Data Use Principle

P AAERRRENRUERNANERS, @  Personal datais used only for the purpose for which the data is

BEEEENER  BRIFBRERESEA collected or for a directly related purpose; voluntary and explicit
BFEFAAERN[EE o consent must be obtained from the data subject if the data is to be

used for a new purpose.

FHARA —BHEZRFRA

P EREFEREERDAABYIERTHZ P  Adata user must take all practicable steps to protect personal data
B REAABRI T R EFRESEIN from unauthorised or accidental access, processing, erasure, loss
HEER - RIE - Bk - BTRIEM - or use.

DPP 4 - Data Security Principle

E5RA —EHERA DPP 5 - Openness Principle
P B ETREENEFAEYIER{THAES P A data user must take all practicable steps to make personal data
ARHBEEAERNBERNTEL - policies and practices known to the public regarding the types of

W RAER A EABERHRRIMAE

personal data it holds and how the data is used.

FE6[RA —ERKRKIERR DPP 6 - Data Access and Correction Principle

P BREEAAREREHEMALZER : P  Adatasubjectis entitled to have access to his personal data and to
BRI EREAERTERE  GHEIXR make corrections where the data is inaccurate.

BIE -
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Pl 7% #% 5%

EREFERN  LRIFEERFTEREARE
A WA MOERMBIET BB E L E A TIER
BABRRBER -

MEEERNEEREAREAE - TEHE

MIETEE N EMA EREEHMEREE
FMEEESEH  WE8EIERANFMALE
FEEHEH -

FERBARKFAE  FrEEAREEHER
B4R 1% M E T 1E B 3 37 WLﬂmw%
FBIZ A 08%) : MIERE A FILFER

08% Ky E|Z= &P RESA7E 180 H NAE R (RIS H512
£95%) °

EREEAEBIERF T - PAAESR
I RE IR B FE 1R W B T 1E B M3 H R
BA WHERBARELE BB HFNTE
MHEEER R =EANBEMNMBPIRRAER

Performance Pledge

During the reporting year, the PCPD's performance in the handling of public
enquiries, complaints, and applications for legal assistance exceeded the

performance target.

In handling public enquiries, the PCPD responded to all telephone enquiries
and written enquiries within two working days of receipt. Substantive
replies to all written enquiries were also completed within 28 working days

of receipt.

In respect to public complaints, acknowledgement receipts were issued
within two working days of receipt in all cases (our performance target is
98%). In closing a complaint case, 98% of the cases were closed within 180

days of receipt (our performance target is 95%).

As regards handling applications for legal assistance, acknowledgement
receipts were issued within two working days of receipt of all applications,
with all applicants being informed of the outcome within three months after

submitting all relevant information for their applications.

e
f




BR¥% IR

Service Standard

BB #5548 iR
(EREZIIRIEKFD
BSL)

Performance Target

(% of Cases
Meeting Standard)

Fi$&% APPENDICES

I#%xH

Performance Achieved

written enquiry

Within 28 working days
of receipt

EIEEEEN WHEFEERR
Callbacktoa RIELIEERN 99% 100% 100% 100% 100% 100%
telephone enquiry Within two working days
of receipt
ERKHEDEN WEIEEERE
Acknowledge receipt  F{ETAFE R 99% 100% 100% 100% 100%  100%
of a written enquiry Within two working days
of receipt
HHEEEmEN WHEmERE
Substantivereplytoa 28{ET{EH X 95% 100%  100%  100%  100%  100%

B ERE Wi EF1&
Acknowledge receipt = M TAFE 98% 0% 9% 9%  100% 100%
of a complaint Within two working days
of receipt
BRI AR E 3 H&?'J&%&?ﬁ
Closea 180H A 0 0 3 0 5 0
complaint case Within 180 days o 9% Eoi 8% 5o o8%
of receipt’

submitted all the
relevant information for
the application for
legal assistance

WRWIERREN K=
BIsRaR MELIZER R i
Acknowledge receipt  Within two working days 99% N/AZ 100% 100%  100%  100%
of an application for of receipt
legal assistance
EBHBREA R AREE R
REEER BB FT BB B KR
Inform the applicant ={& A X
of the outcome Within three months
after the applicant has 90% 100%  100% 100%  100%  100%

AR AR I IE SR AN 75 CRLRAG D)) 371 T BIR AR IR FILART & ©

From the date on which the complaint is formally recognised under section 37 of the PDPO.

2020588 B

No application was received in 2020.

No
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L EREISE/E®E(—)
(T LERE#548/20155%)

HERBEREERE — REBEES
RERFEINEER — 1THEAEEN —
CRLBBEDBI) 4415 46156 — REBEB R EI R
4R Al

RIFAE
EFRARKBFEPT (R A FD N RBE
EFRATRERERERX D EHE(ZHA
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Appeal Case Notes

Appeal Case Note (1)

(AAB Appeal No. 48 of 2015)

Name and post title being published by the media — no evidence that
the information was leaked from the persons being complained against —
exercise of investigative powers — sections 44 and 46 of the PDPO — DPPs
3and 4

The Complaint

The Appellant was a senior officer of a government department (the
Department). He complained to the Privacy Commissioner that his name
and post title (the Personal Data Concerned) were published by the media in
relation to an operation being conducted by a law enforcement agency (the
Agency) at his office at the Department to search and seize evidence. The
Appellant alleged that the Department and/or the Agency had disclosed
the Personal Data Concerned to the media without his consent, thereby
contravening DPP 3, and the Department and/or the Agency had failed to
take all practicable steps to protect against unauthorised or accidental access,

loss, or use of the Personal Data Concerned, thereby contravening DPP 4.
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The Privacy Commissioner’s Decision

During the investigation, the Department and the Agency denied having
disclosed the Personal Data Concerned to the media. In the absence of
contrary evidence adduced by the Appellant, the Privacy Commissioner
concluded that there was insufficient evidence to support the Appellant’s
allegation that the Department and the Agency had contravened DPPs 3
and 4. The Privacy Commissioner considered that even if there had been
disclosure of the Personal Data Concerned to the media, such disclosure
pertaining to news activities and the public interest could be exempted
under section 61(2) of the PDPO from the application of DPP 3.

Furthermore, the Privacy Commissioner observed that there had been a
large party of officers of the Agency entering the Appellant’s office at the
Department to conduct the search. Hence, it could not rule out that the
media’s source of information could be a person who had witnessed the
Agency’s operation. If the relevant information was conveyed orally and
not recorded in a document, it would not fall within the definition of “data”
under the PDPO.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
appealed to the Administrative Appeals Board (AAB).

The Appeal

The AAB affirmed the Privacy Commissioner’s decision and dismissed the
appeal on the following grounds:

(1) The Privacy Commissioner has wide discretion in the conduct of
investigations. Whether to utilise one or more of her investigative
powers is a matter within her discretion. Whilst the Privacy
Commissioner may consult a complainant if she thinks that it would be

of assistance, there is no obligation to do so.
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(2) BEERBGLBIEDYE4418EBE (2 Whether or not to summon a member of the press under section
ERABUEREERHIR - FLEH 44 of the PDPO to divulge the source of the information would
BREZERLTEZIERE - sE¥EHH be surrounded by a number of considerations which have to be
ISR ERTE EEENAAE T EE balanced. The decision to exercise such power against journalistic
TESwEkIEASR WM AERET materials should not be taken lightly since it would engage the rights
= MEEERAETEEAENBRT of freedom of expression and the press. The AAB did not consider that
ITEBEES - such power should be exercised in the circumstances of the case.

(3) BEARPRATHEEZRAZEZMAL () There was insufficient evidence to show that the Personal Data
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Concerned was leaked from the Department and the Agency

in this case.

(4) FLEEMYIRBEERIE4RBEZEER @  Itis not a requirement under DPP 4 of the PDPO for a data user to
EREAEE EREETREREAER provide an absolute guarantee for the security of personal data held
MRZ » RERERHERERINAA by it as long as all reasonably practicable steps have been taken to
BB R TS BARREAE RS ensure the security of personal data. There was insufficient evidence
REZ o NERE T MBIRFERHRZEPT & of contravention of DPP 4 on the part of both the Department
ZERERERIREERE 4 RAW and the Agency.

FRE °

(5) ZRERABRFILEZEREEAEE (6G) Inrespect of the Appellant’s complaint against the Privacy
A FER AR FEZESFI N ShaZ A Commissioner’s non-disclosure of the replies from the Department
BENDE  ZTE@RAEFLEBIEG) and/or the Agency during the investigation process, the AAB held
FAQMERBHILBHEEIVATER that section 46(2) of the PDPO does not impose a statutory duty on
EER EFAKEGERAEER - the Privacy Commissioner to disclose every investigation finding to

the Appellant.

TR ERERFHRE The AAB’s Decision

ZEEREIAR L - The appeal was dismissed.
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The Appellant appeared in person
Ms Cindy CHAN, the then Legal Counsel, represented the Privacy Commissioner

Mr Robin MCLEISH, instructed by Messrs Cheung Tong & Rosa Solicitors,
represented the Department and the Agency (the Persons bound by the decision

appealed against)
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(AAB Appeal No. 46 of 2022)

Use of personal data — cross-brand access to and use of personal data of
clients post-acquisition — due diligence exemption under section 63B of the
PDPO - defence under section 65(3) of the PDPO — procedural irregularities —

discretion to issue Enforcement Notice duly exercised

The Complaint

The appeal arose from two complaints against brands acquired by the
Appellant. In one complaint, the complainant took her daughter to Brand A
to consult a doctor. She was later informed that her daughter’s personal data
had been transferred to another brand under the Appellant, to which the
doctor switched at work. In another complaint, the complainant provided
his personal data to Brand B and discovered later that the staff from another
brand under the Appellant had accessed his personal data.

The Privacy Commissioner’s Decision

Upon investigation, the Privacy Commissioner found that the Appellant,
having acquired Brand A and Brand B, stored the personal data of the clients
of these two brands in its integrated system (the System) and shared parts
of the personal data among the 28 brands of the Appellant via the System.
This arrangement enabled the frontline staff of various brands to have access
to the relevant personal data, despite no prescribed consent being sought
by the Appellant from the clients for such an arrangement. Likewise, the
Appellant never informed the existing clients of the acquired brands of the
relevant acquisition by any means, nor did it provide those clients with its

privacy policy.
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The Privacy Commissioner found that the Appellant had contravened the

requirements of DPP 3, as the aforementioned arrangement was inconsistent

with the original purpose of collection of the complainants’ personal data.

The Privacy Commissioner issued an Enforcement Notice, directing the

Appellant to remedy and prevent recurrence of the relevant contraventions.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant lodged

an appeal to the AAB.

The Appeal

The AAB confirmed the Privacy Commissioner’s decision and dismissed the

appeal on the following grounds:

M
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The AAB agreed with the Privacy Commissioner’s finding that frontline
staff of the Appellant’s brands were able to use and make cross-brand

access to the clients’ personal data in the System.

The AAB stressed that the personal data collected by Brand A or
Brand B was intended for the provision of services by those brands
only, not by other brands within the same field of services or within
the same group. Furthermore, since access to personal data by other
brands did not facilitate the provision of services by Brand A or Brand
B, the sharing of personal data was not directly related to the original
purpose of collection. The Personal Information Collection Statement
(PICS) of the Appellant, which permitted access to personal data across
different brands, would only apply to new customers who consented
to the PICS, but not to personal data collected by the brands
concerned before they were acquired by the Appellant.
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Section 63B of the PDPO did not apply since this case did not involve a
due diligence exercise, but rather the post-acquisition use of personal
data. Section 65(3) was also not applicable, as the underlying problem
stemmed not from the acts or practices of employees per se, but from

the design and features of the System.

The AAB rejected the Appellant’s allegations of procedural
irregularities. It was observed that the Privacy Commissioner is
not under a statutory duty to disclose enforcement actions and
recommendations in advance. Furthermore, the Privacy Commissioner
had already provided the Appellant with a draft of the relevant parts of
the investigation report setting out her findings and reasoning in great
detail. The AAB affirmed that the Privacy Commissioner has a flexible
and wide discretion as to the conduct of investigations and how she
may be furnished with information, and can make such enquiries as
she thinks fit.

The AAB’s Decision

The appeal was dismissed.

Mr Stephen WONG and Mr Jay KOON, instructed by Messrs P.C. Woo & Co.,

represented the Appellant

Ms Hermina NG, the then Senior Legal Counsel, represented the Privacy

Commissioner

The complainants (the Persons bound by the decision appealed against)

were absent
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(AAB Appeal No. 13 of 2024)

Jurisdiction of the AAB - specified investigation — Administrative Appeals
Board Ordinance — section 66S of the PDPO

The Complaint

The Appellant lodged a doxxing complaint with the Privacy Commissioner.
The Privacy Commissioner commenced a specified investigation pursuant
to section 66C of the PDPO but eventually terminated the investigation due
to insufficient evidence, and informed the Appellant of the result by way of a
letter pursuant to section 665 of the PDPO. The Appellant appealed against
the Privacy Commissioner’s decision. The Privacy Commissioner questioned
the AAB's jurisdiction to hear the appeal.
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The Appeal

In ruling on the issue of jurisdiction, the AAB agreed with the Privacy
Commissioner’s submissions that the AAB does not have jurisdiction to hear

the appeal for the following reasons:

(1)  The AAB was established in accordance with the Administrative
Appeals Board Ordinance (Chapter 442 of the Laws of Hong Kong)
(Administrative Appeals Board Ordinance). Its jurisdiction is limited
to the decisions listed in the schedule to the Administrative Appeals
Board Ordinance and any other decision in respect of which an appeal
lies to the AAB. However, the decision relating to section 66S of the
PDPO regarding the obligation of the Privacy Commissioner to inform
the complainant of the result of a specified investigation does not fall
under the said schedule.

(2 While the AAB is an institution responsible for handling appeals
concerning administrative decisions, the decision relating to section
66S of the PDPO is not an administrative decision.

The AAB’s Decision

Since the AAB does not have the statutory authority to hear the appeal, the
appeal was dismissed.

The Appellant appeared in person

Ms Stephanie CHAU, Legal Counsel, represented the Privacy Commissioner
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(AAB Appeal No. 27 of 2024)

Fee imposed for complying with data access request — whether excessive
— whether higher than the lowest fee the data user imposes for complying
with the request in other form — sections 28(3) and 28(4) of the PDPO

The Complaint

The Appellant was a candidate of a public examination. According to the
administrating body of the examination (the Administrator), starting from
2023, the data access requestor would not be provided with a hard copy
of the requested data. Instead, the Administrator would issue an email to
the requestor with a password and a link for downloading the requested
personal data, including marking records and examination scripts. The
Appellant considered that, in view of the change in the form of provision of
requested data, the fee imposed for accessing the data should be reduced.
However, the fee imposed by the Administrator for the first data access
application was reduced by only HK$20, whereas the fee for accessing the
data of each additional subject remained unchanged. The Appellant thus
lodged a complaint with the Privacy Commissioner against the Administrator
for imposing excessive fees for accessing marking records and examination
scripts, in violation of section 28(3) of the PDPO which stipulates that no fee

imposed for complying with a data access request shall be excessive.
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In addition, the Appellant also complained against the Administrator for
violating section 28(4) of the PDPO by choosing to comply with data access
requests by providing hard copies of the data at a higher cost and calculating
the fees imposed on that basis before 2023, when it was able to provide

electronic copies of the requested data.

The Privacy Commissioner’s Decision

Upon investigation, the Privacy Commissioner found that the fees imposed
by the Administrator for complying with data access requests were lower
than the necessary and directly related costs incurred in complying with the
data access request. Such costs included labour costs, computer operating
time costs and other costs. As such, the Privacy Commissioner found that the
fees imposed by the Administrator for complying with data access requests
were not excessive and the Administrator had not contravened section 28(3)
of the PDPO.

Furthermore, the Privacy Commissioner found that the relevant requirement
under section 28(4) of the PDPO is premised on the fact that a data user may
provide a copy of the personal data to which a data access request relates in
one of two or more forms. As the Administrator could only provide copies
of the relevant data in one form (that is, in the form of hard copies) in the
relevant period, the Privacy Commissioner considered that section 28(4) of
the PDPO was not applicable and the Administrator had not contravened

the relevant requirement.
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The Appeal

The AAB confirmed the Privacy Commissioner’s decision and dismissed the

appeal on the following grounds:

(1) The Privacy Commissioner’s investigation against the Administrator
was adequate. During the investigation, the Privacy Commissioner
sought and obtained information on the steps involved and costs
incurred by the Administrator for complying with data access requests,
and there was insufficient evidence showing that such steps and costs

are not necessary or directly related.

(2)  The Administrator's explanation that it was unable to provide
electronic copies of marking records and examination scripts in
the relevant period due to feasibility and security reasons was not
unreasonable, particularly in view of the vast amount of personal
data that the Administrator possessed and the Administrator’s need
to exercise caution. The AAB also agreed that there was no evidence
supporting the Appellant’s allegation that transmitting electronic

copies of the documents by email would involve lower costs.

The AAB’s Decision

The appeal was dismissed.

The Appellant appeared in person
Mr Kevin CHAN, Legal Counsel, represented the Privacy Commissioner

Mr Anson WONG, SC, instructed by Messrs Hogan Lovells, represented the
Administrator (the Person bound by the decision appealed against)
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Summaries of Selected Complaint
Cases - Lessons Learnt

Case 1

A bedding product company mandated online
shoppers to consent to the use of personal data
for direct marketing purposes - DPP 1 - purpose
and manner of collection of personal data

The Complaint

When the complainant visited the online shop of a bedding product
company (the Company), he noted on the checkout page that customers
were required to check the designated box to indicate consent to the use of
their personal data in direct marketing in accordance with the Company’s
privacy policy, or else the payment would not go through to complete the

purchase. The complainant hence lodged a complaint with the PCPD.

Outcome

The Company explained to the PCPD that even if customers checked the
designated box, they would not be deemed to have consented to direct
marketing. With the PCPD's advice, the Company revised the checkout page
of the website so that customers would be provided with an option to
choose whether to check the box for providing consent to the use of their

personal data for direct marketing purposes.

Lessons Learnt

Irrespective of whether the direct marketing activities of the data user
are directly related to the original purpose of collection of the customer’s
personal data (namely for the primary service of the data user provided for
its customers), customers shall have the right to decide whether to consent
to the use of their personal data by the data user for the purpose of direct
marketing. If a data user collects personal data from customers through
a service application form which is designed in such a way that renders
it impracticable for its customers to refuse the use of their personal data
for direct marketing purposes (i.e. under a “bundled consent” situation),
such collection of personal data may be deemed an unfair collection of

personal data.
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Case 2

A financial institution collected excessive
personal data from outsourced staff without
providing a PICS and retained personal data for a
period longer than necessary - DPP 1 - purpose
and manner of collection of personal data -

DPP 2 - retention of personal data

The Complaint

The complainant worked for an information technology company and was
assigned to work at the premises of a financial institution. Although the
complainant was not employed by the financial institution, he was required
to provide his personal data, including his date of birth, to the institution. The
complainant noticed that his personal data would be retained for seven years
from the date of termination of his relationship with the financial institution.
The complainant therefore lodged a complaint with the PCPD against the
financial institution for excessive collection of his personal data, failure to
provide him with a PICS on or before the collection of personal data, and
retention of his personal data for a prolonged period of time.

Outcome

The financial institution explained to the PCPD that the collection of the
complainant’s date of birth was merely for the purpose of creating a personal
account of the complainant in its computer system for administrative
purposes. The financial institution confirmed that, since it was not possible
to provide the relevant information through the system or any designated
channel of communication at that time, it was impracticable to communicate
with the complainant on or before the collection of personal data, and
therefore the financial institution did not provide the complainant with the
relevant contents of the PICS.

Moreover, the financial institution confirmed that at the time of the incident,
it did not set out an independent retention period for each item of the personal
data of its outsourced staff according to its individual reasons and purposes.
Instead, it required the retention of all personal data for seven years in a
uniform manner. However, given that the complainant was only an outsourced
staff member of the financial institution and was not directly employed by the
institution, the PCPD considered that the financial institution was not bound to
retain the complainant’s Hong Kong Identity Card (HKID Card) number for any
employment reasons (including taxation or MPF contribution arrangements)
or other purposes for a lengthy period of seven years. Additionally, given that it
was not necessary for the financial institution to collect the complainant’s date
of birth, it was also not necessary to retain his date of birth.
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After the intervention of the PCPD, the financial institution confirmed
that it was no longer necessary to collect the dates of birth of outsourced
staff, and that the institution would properly delete the dates of birth of
current and former outsourced staff collected for the purpose of creating
employee accounts. The institution formulated a PICS for all departments
and outsourced staff, as well as seconded staff employed by suppliers and
collaborators, and reminded the staff of the importance of providing the PICS
on or before the collection of personal data from data subjects. The financial
institution also independently reviewed the retention period of each item
of personal data collected from its outsourced staff for its individual reasons
and purposes, and updated the retention period of each item of personal
data in the personal data retention policy.

Based on the above, the Privacy Commissioner was of the view that the
financial institution had contravened DPPs 1(1), 1(3) and 2(2) in this case.
Taking into account the circumstances of the case, including but not limited
to the remedial measures taken by the financial institution, the PCPD issued
a warning letter to the financial institution in response to the complaint,
requiring the financial institution to comply with the relevant requirements
of the PDPO in the future.

Lessons Learnt

When employing staff through sub-contracting (including through third
parties), organisations should pay particular attention to the handling of
personal data. Examples of such situation would include employment
through an employment agency, or staff employed by one company but
who undertake work on behalf of another company.

As these organisations do not enter into a direct employment contract with
the individual concerned, they would, in general, collect less personal data
from those subcontracted staff than from their own staff. If personal data
is collected directly from the subcontracted staff, the organisations should
provide a PICS for the concerned staff. In addition, these organisations can
only continue to retain the personal data of subcontracted staff for the
purposes for which the data was collected, or where there is a reasonable
likelihood that such staff may be re-engaged for subsequent work.
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Case 3

A government department posted a letter to an
applicant’s obsolete address — DPP 2 - accuracy
of personal data

The Complaint

The complainant was an applicant for two public services offered by a
government department (the Department), and he provided his address
to the Department when he applied for both services. The complainant
was dissatisfied that, after he had submitted an address update to the
Department through the GovHK platform (GovHK), the Department still
posted a letter to the complainant’s obsolete address. The complainant

hence lodged a complaint with the PCPD against the Department.

Outcome

According to the Department, the two services used by the complainant
were managed by different teams within the Department. The two teams
stored applicants’ information for the two services in two separate systems
and updated their respective information independently, with different
address update procedures. The Department explained that the address
update made by the complainant via GovHK was only applicable to one
of the two services. Since the complainant did not update his address with
the team responsible for the other service, that other team thus referred
to the address record in its system and sent a letter to the complainant’s

obsolete address.

Upon the intervention of the PCPD, the Department prepared a new form
for updating the relevant address for the other service and revised the
existing personal data update form, along with the relevant email and letter
templates, so as to explicitly inform service users that the address update
would only be applicable to the individual relevant service, and to remind
them to notify the relevant team(s) if they needed to change the address

record for other services within the Department.
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Lessons Learnt

Organisations may assign different teams to manage different projects or
services according to their operational needs. While division of work within
an organisation is a common practice, service users may not realise that
different teams within an organisation would maintain their independent
address records. If an organisation puts in place different procedures for
updating personal data for different projects or services, the organisation
should convey clear messages to service users about the arrangement in
order to ensure that the service users are fully aware of how to update their
personal data for different services. This can help avoid misunderstanding
and maintain the accuracy of personal data.
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Ex=— Case 1
REATFIEXRBIRMES® A car company failed to take the necessary
BHAZREEARRNGMFIA actions to notify the two data subjects and

RETRMMEHEERES obtain their consents before using their personal
e LRERBEEMZHAS data in direct marketing, and failed to notify the

EFAMPMIBKREERHAME data subjects of their opt-out rights - sections
BT —(ELBBIEHI) B35C 35C and 35F of the PDPO
B 35F{E

&R RERHER

Court: Eastern Magistrates’ Court

FERNE - BERERAE

Coram: Mr TSANG Chung-yiu, Magistrate
FRBAM - 2024%7A2H
Date of Decision: 2 July 2024

BIFAE The Complaint

MARFAZS AR 2023F11 BUF|RE—R  Fach of the two complainants received a marketing letter from an
FEATI(GZAR)HEHEEY - S8 EA  automobile company (the Company) by post in November 2023. The
WRAME X HZ R EEMIE - MEKRF A letters contained the complainants’ English names and addresses. Both
VOB REZARVEL SN - WEESHMZ AT complainants called the Company to make enquiries and were informed
EHEBEHENCIESIRFAMMBALZE by its staff that their personal data had been collected from the records
WAEREH EaEM o IREFAREZ AT of the Transport Department for the purpose of issuing the letters. The
AEMPRIEZEREST » FRMMPIANMEAE  complainants considered that the Company had used their personal data
a2 BRI #EAE  ZFMABEHEE  for direct marketing without their consents, thus they lodged complaints
NREELRF - with the PCPD.
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Outcome

The Police laid four charges under sections 35C(1) and 35F(1) of the PDPO
against the Company. According to the facts of the case, the Company failed
to take the necessary actions to notify the two complainants and obtain
their consents before using their personal data obtained from the records
of the Transport Department in direct marketing. The Company also failed
to inform the two complainants, when using their personal data in direct
marketing for the first time, of their rights to request the Company not to
use their personal data in direct marketing without charge. The Company
pleaded guilty to the charges and was fined HK$2,500 for each summons,
totalling HK$10,000.

Lessons Learnt

Prior to carrying out any direct marketing activity for any goods or services,
a data user (whether an individual or an organisation) must take specified
actions to notify the data subject and obtain his consent on the intended
use of his personal data for the said purpose. Moreover, the data user should
inform the data subject, when using his personal data in direct marketing
for the first time, of the data subject’s right to request the data user to cease
to use the data in direct marketing without charge. Otherwise, the data
user may incur criminal liability. Failure to comply with the requirements of
sections 35C(1) and 35F(1) constitutes a criminal offence. The offender is liable

to a fine up to HK$500,000 and imprisonment for three years.
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Case 2

A female created an online discussion group for
others to post doxxing messages - aiding and
abetting others for committing offences under
section 64(3A) of the PDPO

The Complaint

The defendant opened a public discussion group on a social media platform
for others to post doxxing messages. The defendant was charged with
having aided and abetted the other two defendants of the same case for the

latters’ posting of doxxing messages in the said group.

Outcome

In November 2024, the defendant was convicted of five charges of the
offence of “aiding and abetting to disclose personal data without data
subject’s consent” after trial. The court sentenced the defendant to 120 hours

of community service in December 2024.

Lessons Learnt

Providing a platform and/or creating a group for others to engage in doxxing
activities may constitute aiding and abetting others to commit the crime of
doxxing, which is also considered as a criminal act.
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The Complaint

The victim, who is a taxi driver, rented a taxi from the defendant since
September 2023, and provided the defendant with a copy of his HKID
Card for identity verification purposes. Later in November 2023, the rental
arrangement was terminated upon the parties’ mutual agreement. Disputes,
however, subsequently ensued between the parties. In December 2023,
the defendant posted a message containing allegations against the
victim in an open discussion group on a social media platform, alongside
a partly redacted copy of his HKID Card which showed particulars of his

personal data.

Outcome

In November 2024, the defendant was convicted of two charges of
contravening section 64(3A) of the PDPQ, “disclosing personal data without
consent’, upon his guilty plea. The court sentenced the defendant to 120
hours of community service in December 2024.

Lessons Learnt

Identity cards contain sensitive personal data. Disclosing or reposting copies
of identity cards without the consent of the data subject concerned, either
arbitrarily or maliciously, may constitute a doxxing offence. An offender is
liable on conviction to a fine of up to HK$1,000,000 and imprisonment of up

to five years.
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Summaries of Selected Compliance
Action Cases - Lessons Learnt

Case 1
Loss of portable storage device containing
personal data - DPP 4 - security of personal data

Background

A government department (the Department) reported to the PCPD that
it had engaged a service contractor to assist in managing a community
complex, and that a staff member of the service contractor had stored
the reservation records on a USB storage device without authorisation.
The device, which contained the names, contact numbers and names
of employers of a few hundred applicants, was discovered to be missing
the next day.

Remedial Measures

Upon receiving the relevant data breach notification, the PCPD initiated
a compliance check. In response to the incident, the Department
implemented various measures to prevent recurrence of similar incidents.
These included replacing computers provided by the service contractor, with
computers that restrict the use of USB ports and which internet access are
disabled; formulating a guideline for its contractors regarding the safeguard
of personal data, including advising them to avoid storing personal data on
portable storage devices; and incorporating the said guideline into future
quotation and tender exercises to ensure proper handling of personal data

by contractors.
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Lessons Learnt

While portable storage devices offer a convenient means to store and
transfer data outside of an organisation’s system, they are susceptible to data
security incidents. Organisations should avoid the use of portable storage
devices to store personal data wherever practicable. If it is necessary to use
portable storage devices, organisations should establish policies that set
out the circumstances under which portable storage devices may be used,
the types and amount of personal data that may be transferred, and the
approval process of the use of portable storage devices, etc. Organisations
should also keep an inventory of portable storage devices and track their
uses and whereabouts, as well as erase data in portable storage devices

securely after each use.

On the other hand, if organisations engage a third-party data processor,
contractual or other means should be adopted to prevent unauthorised
or accidental access, processing, erasure, loss or use of the personal data

transferred to the data processor for processing.
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Case 2
Unauthorised access to membership database -
DPP 4 - security of personal data

Background

An educational institution (the Institution) reported to the PCPD that a
hacker had exploited a security vulnerability of its plugin software to gain
unauthorised access to a membership database on its web server, thereby
exfiltrating the personal data of around 1,000 members, including their

names, addresses, email addresses, and mobile phone numbers.

Remedial Measures

Upon receipt of the notification from the Institution, the PCPD initiated a
compliance check and provided recommendations to the Institution to
ensure compliance with the provisions of the PDPO. In response to the
incident, the Institution suspended the use of the plugin software and
ceased storing personal data in the database involved. In addition, the
Institution conducted a review on all its plugin source code and patched the
vulnerabilities, along with the deployment of a monitoring mechanism on

the change of data in the membership database.

Lessons Learnt

While plugin software brings benefits and convenience to information
systems, it also increases the risks of information security, including security
vulnerabilities, malicious code and improper access control, which may lead
to data breach incidents. Organisations with plugin software incorporated
in their information systems should take measures to minimise such risks,
including installing plugin software only from trusted sources, performing
periodic updates and vulnerability scanning exercises for the plugin
software, implementing effective access control, and evaluating whether
the organisational and technical measures for data security that are originally
in place are adequate to mitigate the extra risks associated with the use of

plugin software.
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Case 3

A former employee of a pet grooming company
accessed the online retail system via the accounts
of existing employees - DPP 4 - security of
personal data

Background

A pet grooming company (the Company) reported to the PCPD that a former
employee had accessed its online retail system (the System), which contained
the personal data of more than a thousand customers, by using the login
credentials of existing employees. The former employee subsequently sent
messages to the customers inviting them to patronise another pet grooming
company. The personal data involved included names, HKID Card numbers,
dates of birth, email addresses, telephone numbers, employment records,
and social media account information.

The Company revealed that the phone numbers of employees were used
as default account passwords during account creation of the System.
The employees, however, were verbally reminded to change the default
passwords after the first login. The former employee, who was aware of
the password management practice, exploited the passwords of other
employees (i.e. their phone numbers) to gain remote access to the System
after his departure from the Company.

Remedial Measures

Upon receipt of the notification from the Company, the PCPD initiated
a compliance check and provided recommendations to the Company
to ensure compliance with the provisions of the PDPO. To prevent the
recurrence of similar incidents, the Company changed the account passwords
of all employees, who would be further required to change their passwords
under the witness of their supervisors on a half-yearly basis. In addition,
randomly generated passwords comprising eight letters and numbers would
be allocated to new recruits. Remote access to the System was also disabled.

Lessons Learnt

With regard to password management, organisations should avoid using
personal data (such as names, dates of birth and phone numbers, etc.)
of staff members as default account passwords and should implement
effective measures to manage user passwords. This includes setting rules for
password length, complexity, and history, and ensuring that users follow best
practices for password security. Organisations should also consider setting
an account lockout threshold policy to limit the number of failed logins to
information and communications systems, and to lock out the user accounts
for a pre-determined period of time when the threshold has been reached.
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