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Report on the Work

of the Office of the Privacy Commissioner for Personal Data in 2025

This paper serves to brief Members on the work of the Office of the Privacy

Commissioner for Personal Data (PCPD) in 2025 and its work plan in 2026.

(D)  Overview

2. The Personal Data (Privacy) (Amendment) Ordinance 2021 (Amendment
Ordinance) came into effect on 8 October 2021 to strengthen the combat of doxxing
acts that are intrusive to personal data privacy, empower the Privacy Commissioner
to issue cessation notices to remove online doxxing messages and carry out criminal
investigations and institute prosecutions. Since the enactment of the Amendment
Ordinance, with the PCPD’s continuous resolute enforcement and enhanced
publicity and education efforts, coupled with a more congenial atmosphere in the
society, illegal doxxing activities have significantly decreased. There has been a
significant downward trend continuously in both the number of doxxing-related
complaints and doxxing messages proactively uncovered by the PCPD’s online

patrols.

3. Interms of data security and cybersecurity, the number of personal data breach
notifications received by the PCPD has shown an upward trend in recent years. In
response to the continuous increase in personal data breach incidents, the PCPD has
continued to take a multi-pronged approach, including issuing relevant guidelines
and actively strengthening publicity and education, such as organising the “Privacy-

Friendly Awards” under the theme of data security protection last year, while also



stepping up on enforcement and studying amendments to the Personal Data

(Privacy) Ordinance (Ordinance) to enhance the protection of personal data privacy.

4.  With the Country advancing the “Artificial Intelligence Plus” initiative and the
HKSAR Government likewise committing to promoting the widespread application
and development of artificial intelligence (Al) across industries, the PCPD has also
been proactively promoting the safe use of Al. In 2025, the PCPD issued the
“Checklist on Guidelines for the Use of Generative Al by Employees” and “Abuse
of Al Deepfakes: Toolkit for Schools and Parents”, and proactively examined the
governance as regards the use of Al and practices of handling personal data of 60
organisations, helping the industry to prevent risks. The PCPD also organised its
flagship event, “Privacy Awareness Week”, with the theme of Al security, launched
a new dedicated website on “Al Security”, and held a series of thematic seminars to

remind all sectors of society to strengthen personal data protection when using Al.

5. At the international level, the PCPD continued to deepen engagement and
cooperation with global partners, working together to promote personal data privacy
protection in the Al field, further enhancing the international influence of the
Country and Hong Kong in Al governance and privacy protection. In particular, in
2025, the PCPD and 19 privacy or information commissioners or senior officials
jointly signed the first joint statement on Al development by privacy or information

protection authorities around the world.

(11)  Implementation of the Ordinance

Combatting Doxxing Offences

6. Under the Amendment Ordinance, the PCPD is given new criminal
investigation and prosecution powers to handle doxxing cases on a “one-stop” basis,

from criminal investigation to collection of evidence and prosecution. The



streamlined process can effectively expedite enforcement and prosecution actions

against doxxing cases.

7. In 2025, the PCPD handled 308 doxxing cases (including doxxing cases
proactively uncovered by the PCPD’s online patrols and doxxing-related complaints
received). The figure dropped by 30% when compared with 442 cases in 2024,
amongst which the number of doxxing cases uncovered through online patrols has
dropped significantly from 87 cases in 2024 to 9 cases in 2025. This indicated that
the problem of doxxing on the Internet had been further put under control because
of the PCPD’s strenuous efforts in combatting doxxing acts. Among the 308
doxxing cases mentioned above, 299 were doxxing complaints received by the
PCPD. The nature of disputes leading to these 299 doxxing cases mainly involved

monetary disputes (45.2%), as well as family and relationship disputes (24.4%).

8. During the year, the PCPD initiated 147 criminal investigations, and 47
doxxing cases which involved suspected contravention of section 64(3C) of the
Ordinance (namely the more serious doxxing offence) and/or other offences outside

the purview of the Ordinance were referred to the Police for further investigation.

9. The PCPD arrested 18 persons in 2025. The doxxing acts were mainly
committed on social media platforms and instant messaging apps (66.7%), with the
remaining cases (33.3%) involving doxxing activities conducted through physical

media (such as posting leaflets and displaying banners).

10. Among the doxxing complaints handled by the PCPD, the nature of disputes

that led to doxxing of the victims were as follows:



Monetary 608 36.4% 135 45.2% 743

disputes

Family & 410 24.5% 73 24.4% 483
relationship
disputes

Work 159 9.5% 28 9.4% 187

disputes

Political 133 8% 4 1.3% 137

disputes

Property 51 3.1% 5 1.7% 56
managemen
tand
neighbourh
ood

disputes

Online 26 1.6% 3 1% 29
activity

disputes

Pet-related 8 0.5% 7 2.3% 15

disputes

Others 276 16.5% 44 14.7% 320

Total 1671 100% 299 100% 1970

11. Apart from bringing doxxers to justice through criminal investigation and
prosecution, it is imperative that doxxing messages are removed promptly to prevent
further harm to victims. In this regard, the Amendment Ordinance confers statutory
powers on the Privacy Commissioner to serve cessation notices on online platforms
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to demand the removal of doxxing messages. In 2025, the PCPD issued 32 cessation
notices to 13 online platforms, requesting the removal of 56 doxxing messages.
Notwithstanding most of the cessation notices were served on overseas operators of
online platforms, the overall compliance rate on the removal of doxxing messages

was over 98%.

12. Since the Amendment Ordinance took effect in October 2021, up to 31
December 2025, the PCPD handled 3 634 doxxing cases (including 1 970 doxxing-
related complaints and 1 664 doxxing cases proactively uncovered by the PCPD’s
online patrols) and initiated 519 criminal investigations. In the same period, the
PCPD issued 2 104 cessation notices to 57 online platforms, requesting the removal
of over 33 700 doxxing messages. Notwithstanding most of the cessation notices
were served on overseas operators of online platforms, the overall compliance rate
on the removal of doxxing messages was over 96%. Apart from the removal of
individual doxxing messages, 250 channels designated for doxxing were also

successfully removed by the PCPD by issuing cessation notices.

13. During the same period, the PCPD arrested 81 persons (including three
persons arrested under three joint operations with the Police) for doxxing-related
offences. In addition, 150 doxxing cases were referred to the Police for further

investigation.

14. With the PCPD’s continuous resolute enforcement and strengthened publicity
and education efforts over the past four years, coupled with a more congenial
atmosphere in the society, the doxxing problem has been greatly ameliorated. In
2025, the number of doxxing cases proactively uncovered by the PCPD’s online
patrols was only 9, representing a reduction of over 99% compared with 1 134 cases
in 2022 (i.e. the first year after the commencement of the anti-doxxing provisions).
Meanwhile, the PCPD received 299 doxxing-related complaints in 2025,

representing a decrease of over 50% (53%) compared with 630 complaints in 2022.



Handling of Complaints

15. In 2025, the PCPD received 4 228 complaints!, representing an increase of
23.2% when compared to 3 431 cases in 2024. Of these 4 228 complaint cases,
47.3% of the complaints were lodged against the private sector (1 998 cases), 9.2%
against the public sector/government departments (390 cases) and 43.5% against
individuals (1 840 cases). Among the complaints against private sector
organisations, the highest number of complaints (361 cases) were received in respect
of the financial and monetary sector, with the complaints mainly concerned the
improper collection and use of personal data of their customers. Property
management was the sector that attracted the second highest number of complaints
(335 cases), most of which involved excessive collection of personal data for visitor
registration, improper use of residents’ personal data or posting of notices

containing residents’ personal data at lobbies or other areas.

Incidents Relating to the Disclosure and Security of Personal Data2

16. During the year, the PCPD published a report relating to 8 personal data
security incidents involving organisations in various sectors. The deficiencies of
the organisations in different aspects had resulted in the improper disclosure or

unauthorised or accidental access, processing or use of personal data:

(i) After performing an ultrasound scan on the complainant, the doctor of
a medical diagnostic centre did not log out of the system before leaving
the examination room. As a result, the complainant who remained in
the examination room was able to read the information of other patients

displayed on the screen of the examination equipment.

! This complaint figure includes the 308 doxxing-related cases referred to in paragraph 7 above.

2 The Report relating to 8 personal data security incidents is available at the following link:

https://www.pcpd.org.hk/english/enforcement/commissioners_findings/files/20250707_DPP3_4.pdf
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(i)

(i)

(iv)

(V)

(vi)

A tour guide distributed group electronic flight tickets to tour members
that contained the English names and dates of birth of over 30
individuals including the tour guide and all the tour members.

When handling a complaint about parking matter, a security guard
disclosed the complainant’s phone number to another carpark tenant to
facilitate direct handling of the parking complaint between the two
parties.

A medical institution failed to properly apply the appropriate setting for
an online registration form. As a result, the personal data of over 100
registrants were accessible by other registrants.

A government department posted a letter to the complainant. Because
of a mistake made by the staff member, the subject line of the letter and
the case number comprising the complainant’s HKID card number were
visible through the envelope window.

An insurance company printed documents on recycled papers and sent
the documents to other companies. However, the papers used were

obsolete resumes and HKID card copies.

(vii) A retailer sent a promotional email to its members, but the responsible

staff member mistakenly entered the email addresses of all members in

the recipient field.

(viii)Owing to an error in the membership accounts system of an airline

company, the complainant was erroneously directed to another

customer’s account when he logged into his membership account.

Having considered the circumstances of the individual incidents and the information
obtained, the Privacy Commissioner found that the organisations had contravened
DPP 3(1) of the Ordinance concerning the use (including disclosure) of personal
data or DPP 4(1) of the Ordinance concerning the security of personal data. The
Privacy Commissioner served enforcement notices, warning letters or advisory
letters to the respective organisations, directing them to take measures to remedy the

contraventions and prevent recurrence of similar incidents.
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A Complaint relating to the Installation of a CCTV by a Fitness Centre Chain3

17. During the year, the PCPD also conducted an on-site inspection and
investigation into a complaint concerning a fitness centre chain (the Centre) for
installing a CCTV camera near the male restroom in its new branch, which was
suspected of collecting images of its members. The complaint arose after a member
discovered the CCTV camera and felt discomfort and concerned about whether he

might be recorded while using the restroom.

18. The investigation revealed that the cause of the incident was an installation
error by the contractor, which resulted in the male restroom not having its wooden
door installed at the time the member lodged the complaint. Given the location and
angle of the CCTV camera, if the Centre had activated the recording function, the

camera could have captured images of activities inside the male restroom.

19. Although the video and audio recording functions of the camera concerned
were not yet activated at the material time and thus did not involve the collection of
“personal data”, the Privacy Commissioner nevertheless issued an advisory letter to
the Centre, reminding it to observe the requirements under DPPs 1(1) and 1(2) of
the Ordinance in relation to the collection of personal data when installing CCTV

cameras to ensure the protection of personal data privacy.

Compliance Checks and Data Breach Incidents

20. In 2025, the PCPD received 246 data breach notifications, which represented
an increase of 21% as compared to 203 data breach notifications in 2024. The data
breach incidents involved loss of documents or portable devices, inadvertent
disclosure of personal data by email, post or fax, employees’ misconduct, system

misconfiguration, and hacking, etc.. The data breach incidents reported by the

3 The Report relating to the installation of a CCTV by a fitness centre chain is available at the following link:
https://www.pcpd.org.hk/english/enforcement/commissioners_findings/files/r25_12042_e.pdf
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private organisations and non-private organisations were 167 cases (68%) and 79

cases (32%) respectively.

21. In 2025, the PCPD initiated 435 compliance checks, which represented an

increase of 9% as compared to 400 compliance checks in 2024.

Publication of Investigation Findings in relation to Data Breach Incidents

22. In 2025, the PCPD published investigation findings in relation to 6 data breach
incidents. In respect of 5 data breach incidents (which include the Urban Renewal
Authority, Oxfam Hong Kong, ImagineX Management Company Limited,
Kwong’s Art Jewellery Trading Company Limited and My Jewelry Management
Limited, and Adastria Asia Co., Limited), the Privacy Commissioner found that the
relevant organisations had not taken all practicable steps to ensure that the personal
data involved were protected against unauthorised or accidental access, processing,
erasure, loss or use, thereby contravening DPP 4(1) of the Ordinance concerning the
security of personal data. Simultaneously, Oxfam Hong Kong had not taken all
practicable steps to ensure that the personal data involved were not kept longer than
was necessary for the fulfilment of the purpose for which the data were used, thereby
contravening DPP 2(2) of the Ordinance concerning the retention of personal data.
The Privacy Commissioner served enforcement notices or warning letters on the
relevant organisations, directing them to take measures to remedy the contraventions
and prevent recurrence of similar contraventions in the future. Regarding the
investigation into the Companies Registry, the PCPD considered that there was
insufficient evidence to show that it had contravened DPP 4(1) concerning the

security of personal data.

Publication of Inspection Reports

23. In view of the data breach incidents reported to the PCPD in 2024 by
HKICC Lee Shau Kee School of Creativity (the HKICC) and the Hong Kong
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College of Technology (the HKCT) respectively, both of which involved
unauthorised access by hackers into information systems containing personal data,
and given the upward trend in data breach incidents involving educational
institutions in recent years, the Privacy Commissioner carried out inspections of the
personal data systems of the aforesaid two educational institutions under section 36
of the Ordinance to assess the effectiveness of the remedial measures taken by the
two institutions, and to further examine the data security of their information
systems containing personal data comprehensively. Two inspection reports were
published in 2025.

24.  Overall, the Privacy Commissioner considered that the HKICC and the
HKCT had complied with the requirements of DPP 4 of the Ordinance concerning
the security of personal data in handling the personal data of students and staff.
Despite the above, the Privacy Commissioner recommended that the HKICC
establish more specific policies on information security and data retention, enhance
detection capabilities for information systems, and strengthen management of data
processors in the proper destruction of personal data. Simultaneously, the Privacy
Commissioner recommended that the HKCT establish more comprehensive policies
on information security and data retention, enhance the review of records for
information systems containing personal data, and conduct regular security audits
to further strengthen the protection of the personal data held by them. The Privacy
Commissioner also made recommendations to the education sector in relation to the

protection of personal data based on the results of the inspections.

Publication of Report on Compliance Checks on Organisations’ Data Protection

Practices When Using Artificial Intelligence

25.  To implement the policy direction from the “Two Sessions” to promote the
“Al Plus” Initiative and the “Hong Kong Innovation and Technology Development
Blueprint” promulgated by the Government of Hong Kong Special Administrative

Region, as well as to promote the safe and healthy development of Al in Hong Kong,
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the PCPD has begun a new round# of compliance checks on the use of Al
technologies from February to May 2025. The compliance checks covered 60 local
organisations (the Organisations) across a wider range of sectors, which included
telecommunications, banking and finance, insurance, beauty services, retail,
transportation, education, medical services, public utilities, social services and
government departments, and aim to understand whether the Organisations
complied with the relevant requirements of the Ordinance in the collection, use and
processing of personal data during the use of Al. The compliance checks also
examined the Organisations’ implementation of the recommendations and best
practices provided in the “Acrtificial Intelligence: Model Personal Data Protection
Framework” published by the PCPD in 2024, as well as their governance as regards
the use of Al. The PCPD found no contravention of the Ordinance during the

compliance checks.

(111) Work on Data Security

26. To assist organisations in preventing data breaches and promote data security
awareness, the PCPD stepped up its efforts in different aspects to assist

organisations in enhancing data security:

(@) In addition to running the “Data Security Trio” (i.e. the “Data Security
Scanner” self-assessment toolkit, the “Data Security” thematic website
and the “Data Security Hotline”), the PCPD also launched the “Data
Security” Package for schools, non-profit-making organisations and
small and medium-sized enterprises (SMEs), offering participating
organisations free training quotas to attend the PCPD’s professional
workshops and seminars upon their completion of an assessment by the

“Data Security Scanner”;

4 The PCPD carried out compliance checks on 28 local organisations from August 2023 to February 2024 to
understand their practices in relation to the collection, use and processing of personal data in the development or use
of Al, as well as their governance as regards the use of Al. The PCPD found no contravention of the Ordinance
during the compliance checks.
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(b) Collaborated with the Hong Kong Productivity Council to launch the
“Data Security Training Series for SMEs” for free, consisting of three
seminars held in March, June and November 2025 respectively. These
seminars covered topics relating to data security, including preventing
cyber attacks, understanding data security and privacy risks associated
with Al, and how to respond to a data breach incident, thereby assisting
SMEs in strengthening data security protection. The entire series

attracted over 1 100 participants; and

(c) Strengthening collaboration with industry: including (i) organising
training talks for organisations to promote data security management;
(it) collaborating with different partners such as the Hong Kong Police
Force, the Hospital Authority, the Social Welfare Department and the
Hong Kong Association for Computer Education to organise or
participate in seminars and activities relating to data security and
handling of data breach incidents; (iii) organising the “Privacy-Friendly
Awards” to recognise the performance of organisations in protecting

personal data privacy.

(1V) Work on Artificial Intelligence

27.  With the rapidly increasing use of Al, businesses across various sectors have
begun to apply the technology in their operations. To assist organisations in
adopting Al while safeguarding the personal data privacy of individuals, the PCPD
promoted and advocated for good practices in privacy protection in the use of Al

technology through various forms, including:

e To encourage wider adoption of the “Artificial Intelligence (Al): A
Model Framework for Personal Data Protection” issued by the PCPD,
the PCPD introduced the “Al Governance Award” under the “Privacy-

Friendly Awards 2025”. Three organisations were recognised for their
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exemplary performance, establishing a benchmark for best practices in
the industry;

In March 2025, the PCPD published the “Checklist on Guidelines for
the Use of Generative Al by Employees”, which aims to assist
organisations in developing internal policies or guidelines on the use of
generative Al (Gen Al) by employees at work while complying with the
requirements of the Ordinance, as well as providing practical tips on
supporting employees in using Gen Al tools. The PCPD also produced
a short promotional video to promote the Checklist, using the animated
mascot “Data Guardian” to vividly illustrate the recommended aspects
that organisations should cover when developing internal policies or
guidelines on the use of Gen Al by employees.

The PCPD launched the annual flagship event, “Privacy Awareness
Week 2025”, in June 2025 under the theme of “Al Security Matters for
All”, with a series of promotional and educational activities.
These activities included the running of thematic trams for roving
promotion, a newly launched “Al Security” thematic website, and a
series of thematic seminars, with a view to reminding all sectors of
society to safeguard personal data privacy when using Al;

The PCPD organised two topical seminars on Al and privacy protection
for organisations in April and June 2025 respectively, to elaborate on
the best practices for organisations to procure, implement and use Al
systems, and to provide recommendations regarding formulating
internal guidelines for the use of Gen Al by employees. Nearly 700
participants attended the seminars. The PCPD also organised a public
seminar on “How to Address New Privacy Challenges in the Al Era” in
August 2025 for nearly 600 members of the public, introducing
common personal data privacy risks brought by Al and sharing practical
tips on the safe use of Al chatbots;

In December 2025, the PCPD published the “Abuse of Al Deepfakes:

Toolkit for Schools and Parents” to provide practical advice to schools
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and parents, with a view to assisting them in handling deepfake
incidents involving children and young people, in order to safeguard
their privacy in relation to personal data; and

e  The PCPD collaborated with different partners such as the University
of Hong Kong, the Education Bureau, the Hong Kong Council of Social
Service, the Hong Kong Monetary Authority, Hong Kong Cyberport
Management Company Limited and International Association of
Privacy Professionals, to organise or participate in seminars and
activities relating to Al and privacy protection, in order to brief the
industry on the key recommendations of the relevant guidance issued
by the PCPD.

(V) Responding to Enquiries

28.  In 2025, the PCPD received a total of 17 691 enquiries, representing a slight
decrease of 2% as compared with 18 125 enquiries in 2024. Most of the enquiries
were related to the collection and use of personal data (28%), the PCPD’s complaint
handling policy (15%), access to and correction of personal data (6%), employment
issues (5%), and the installation and use of CCTV (5%).

(V1) Appeals lodged with the Administrative Appeals Board

29. A total of 36 appeal cases lodged with the Administrative Appeals Board
were received by the PCPD in 2025, of which 27 were made against the Privacy
Commissioner’s decisions of not carrying out a formal investigation or terminating
an investigation, and 9 against the Privacy Commissioner’s decisions of not serving
an Enforcement Notice after investigation. During the year, the Administrative
Appeals Board handed down a total of 26 decisions (including decisions on the
appeals lodged in the previous years), in which 15 cases were dismissed, 1 case was
partly allowed, and 10 cases (which were consolidated and heard together) were

summarily allowed by the Administrative Appeals Board.
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(VII) Promotion, Publicity and Public Education

Promotional and Educational Work to Combat Doxxing

30.  During the year, the PCPD organised 41 seminars or webinars for different
sectors on combatting doxxing, attracting over 9 800 attendances. This included
conducting the School Touring of Anti-doxxing Education Talks held at 28
secondary schools, reaching nearly 8 200 students to promote anti-doxxing
messages. In addition, the PCPD continued to broadcast short videos on online
platforms about the Amendment Ordinance and anti-doxxing initiatives to

unwaveringly promote anti-doxxing messages.

Disseminating Messages on Protecting and Respecting Personal Data Privacy

31. In 2025, the PCPD continued to organise physical or online seminars and
professional workshops on various topics for stakeholders. A total of 462
professional workshops, online or physical seminars and meetings with stakeholders

were held with around 60 400 participants.

32.  During the reporting year, the PCPD provided advice to stakeholders and
members of the public on various issues relating to personal data privacy through
publication of advisories, guidelines, pamphlets, media statements and responses to

media enquiries.

33.  The PCPD issued a total of 49 media statements, responded to 163 media
enquiries and gave 45 radio, television and newspaper interviews in 2025. The
topics covered included the guidelines and relevant information issued by the PCPD
on Al during the past year, the challenges Al poses to personal data privacy, multiple
personal data breach incidents and data security, enforcement actions against

doxxing offences, the use of CCTV for monitoring purposes, and the latest trends in
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personal data fraud, etc.. In 2025, the PCPD published 649 posts across various
social media platforms to share the latest news and developments on privacy

protection.

34. Over the past year, the PCPD issued multiple publications on various hot
topics, providing members of the public and stakeholders with practical guidance
and compliance recommendations. For instance, in view of the rapid development
of low-altitude economy and smart surveillance technologies, the PCPD published
the “Guidance on the Use of CCTV Surveillance” and the “Guidance on the Use of
Video Cameras on Drones and Vehicles” in October 2025 to provide practical
guidance on how to use CCTV systems, drones and in-vehicle cameras responsibly,
S0 as to assist data users in making effective use of technology while ensuring the
protection of personal data privacy in compliance with the relevant requirements
under the Ordinance. Furthermore, to assist the public in understanding the key
points regarding the use of CCTV systems, drones and in-vehicle cameras, the
PCPD also published two information leaflets titled “Tips on the Use of CCTV
Surveillance” and “Responsible Use of Drones and In-Vehicle Cameras”

summarising the key points to note for data users.

Privacy Awareness Week 2025

35. To enhance public and organisational awareness of Al security, the PCPD
launched the annual flagship event, “Privacy Awareness Week 2025, in June 2025
under the theme of “Al Security Matters for All”, with a series of promotional and
educational activities. These included (i) the running of thematic trams for roving
promotion, with the tram design prominently featuring a lock symbolising “Al
security”, alongside various icons relating to personal data. It also includes
information on the “Al Security” hotline and a QR code linking to the newly
launched “Al Security” thematic website, thereby enabling members of the public
to access relevant information easily; (ii) a newly launched “Al Security” thematic

website, which serves as a one-stop platform providing information on the PCPD’s

16



guidance materials on Al, educational materials, information on regulatory
developments globally, and the PCPD’s latest news and activities on promoting Al
security. The thematic website enables members of the public and organisations to
conveniently access practical tips when using Al, and the latest developments in Al
governance both in Hong Kong and around the world; and (iii) a series of thematic
seminars, including “Protecting Personal Data Privacy — Challenges and
Opportunities in the Digital Era”, “Data Security Training Series for SMEs”, and
“Al Driven Education & Cybersecurity Challenges in Al: Balancing Innovation and
Data Protection”, with a view to reminding all sectors of society to safeguard

personal data privacy when using Al.

Privacy-Friendly Awards 2025

36.  During the year, the PCPD launched its flagship event, the “Privacy-Friendly
Awards 2025”, under the theme of “Safeguarding Data Security: Marching towards
a New Digital Era”, with a view to encouraging organisations to implement robust
data governance and enhancing their awareness of protecting personal data privacy
and data security. The awards presentation ceremony, which was successfully held
in July 2025, marked a record-breaking year with 157 organisations recognised,
including enterprises, public and private organisations, as well as government
departments. In addition, three new special awards, namely the “Best Al
Governance Award”, “Best Data Protection Officer Award” and “Best Data Breach
Response Plan Award”, were introduced. Each special award was presented to three
organisations, further highlighting the industry’s exceptional performance across

various aspects of data governance.

Raising Public Awareness of Fraud Prevention

37. Inview of tertiary students becoming targets of scams, the PCPD launched a
series of anti-fraud promotional and educational activities for tertiary students,

including producing an animated video in August 2025 to remind students to stay
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calm and avoid disclosing personal data casually when they receive suspicious calls
or messages. The video, available in Cantonese, Putonghua and English, was
uploaded to the PCPD’s official YouTube channel and social media platforms, and
was disseminated to tertiary institutions for on-campus screening. In addition, since
February 2025, the PCPD has conducted 16 anti-fraud educational talks for tertiary
students in Cantonese, Putonghua or English, reaching approximately 5 600
students, which covered examples of different fraud cases and practical tips on
protecting personal data while using smartphones, instant messaging applications

and social media.

38. Inaddition, the PCPD published a new anti-fraud leaflet and poster to enhance
public awareness of fraud prevention. With the theme “Too Good to be True?”, the
leaflet and poster remind members of the public that there is no such thing as a “free
lunch”. Both publications were distributed to District Offices, community centres,
elderly centres, banks and schools, and were uploaded on various social media and

online platforms.

39. To enhance public awareness of fraud prevention, the PCPD organised a
seminar on “Protecting Personal Data to Prevent Fraud” in March 2025, attracting
over 740 members of the public. The Volunteer Team of the PCPD also reached
out to the community during the Mid-Autumn Festival, sharing anti-scam tips with
nearly 200 elders through organising activities and gatherings for the elderly.
Following the emergence of phishing SMS messages impersonating charitable
organisations and purporting to solicit donations for victims of the Tai Po fire
disaster, the PCPD shared the latest information on fraud prevention and practical

tips in early December 2025 with around 200 elders to enhance their vigilance.

40. Highlights and figures of the PCPD’s promotion, publicity and public

education work in 2025 are detailed in the Annex.
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(V) International and Chinese Mainland Connections

41.  As the world becomes increasingly interconnected and data flows across
borders, privacy protection is no longer a matter for a single region but a shared
global issue. In 2025, the PCPD actively engaged in international and regional
forums, maintaining close liaison with privacy or data protection authorities
worldwide, sharing the latest trends, exchanging practical experience, and working
together to address the challenges posed by the digital age to privacy protection.
Throughout 2025, the PCPD continued to participate actively in various
international and regional forums, including the Global Privacy Assembly (GPA)>,
the Asia Pacific Privacy Authorities (APPA)®, and the Global Privacy Enforcement
Network (GPEN)’, etc..

42. In September 2025, the Privacy Commissioner, together with 19
commissioners or senior representatives of privacy or data protection authorities
around the world, jointly signed a “Joint Statement on Building Trustworthy Data
Governance Frameworks to Encourage Development of Innovative and Privacy-
protecting Al” on the sidelines of the 47" GPA annual conference (Conference) held
in Seoul, Korea. The signatories committed to sharing information and establishing
a shared understanding of data security, continuously monitoring both the technical
and societal implications of Al, encouraging innovation while reducing legal

uncertainty and strengthening cooperation with other relevant authorities.

43.  During the Conference, the Privacy Commissioner, as co-chair of the Ethics
and Data Protection in Artificial Intelligence Working Group (AIWG), reported on
the work of the AIWG to the GPA members. In response to the privacy risks

stemming from Al, members unanimously adopted two Al-related resolutions at the

5> The GPA is the leading international forum where over 130 privacy or data protection authorities from across the
globe are convened to discuss and exchange views on privacy issues and the latest international developments.
6 The APPA is the principal forum for 20 privacy or data protection authorities in the Asia Pacific region to
strengthen cooperation, discuss best practices and share information on privacy regulations and emerging
technologies.
" Currently consisting of over 80 members, the GPEN aims to facilitate cross-border cooperation among privacy
enforcement authorities.
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Conference, namely, the “Resolution on Meaningful Human Oversight of Decisions
Involving Al Systems” and “Resolution on the Collection, Use and Disclosure of
Personal Data to Pre-Train, Train and Fine-Tune Al Models”, both co-sponsored by
the PCPD. The Privacy Commissioner also participated in a panel discussion as co-
chair of the International Enforcement Cooperation Working Group (IEWG) and
held bilateral meetings with commissioners from privacy or data protection
authorities in Australia, Canada, New Zealand, Singapore, as well as the European

Data Protection Supervisor, to exchange views on various data protection issues.

44, In addition, in June 2025 and November 2025, the Privacy Commissioner
and representatives of the PCPD attended the 63 and 64" APPA Forums. During
the meetings, the Privacy Commissioner introduced the work of the PCPD to
members of the forums, including providing an overview of the “Checklist on
Guidelines for the Use of Generative Al by Employees” published by the PCPD,
and introducing the facilitation measure on the standard contract for the cross-
boundary flow of personal information within the Guangdong-Hong Kong-Macao
Greater Bay Area. Subsequently, the PCPD and the Personal Data Protection
Bureau, Macao, together with seven privacy or data protection authorities from
Australia (Victoria), Canada (Federal and British Columbia), Japan, Korea, New
Zealand and Singapore published the jointly developed “Guide to Getting Started
with Anonymisation” to provide a practicable introductory guidance for

organisations seeking to anonymise personal data.

45. In respect of connection with the Chinese Mainland, to further propel Hong
Kong’s integration into the overall national development and capitalise its
distinctive advantage of enjoying strong support of the Country while being closely
connected to the world, the PCPD has been proactively promoting cooperation and
exchanges with relevant organisations and experts in the Chinese Mainland.
Representatives of the PCPD attended the “13" Mainland, Hong Kong and Macao
Legal Seminar” in Hong Kong, “2025 China Cybersecurity Week” in Kunming,

Yunnan and the “Guangdong-Hong Kong-Macao Personal Information Protection
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Exchange Conference” in Zhuhai, Guangdong in July, September and November
2025 respectively, to engage in extensive discussions and exchange insights on
topics such as safeguarding data security with regulatory authorities, experts and
scholars from the Chinese Mainland. Furthermore, the PCPD took the initiative to
strengthen communications and exchanges with experts from the industry and the
technology sector in the Chinese Mainland, including paying a visit to the
Headquarters of Huawei Technologies Co., Ltd. in Shenzhen and its Dongguan Base
Camp in June 2025 to understand Huawei’s latest technological innovations in the

field of Al and cloud storage.

46. The PCPD is dedicated to facilitating cross-boundary flow of personal
information within the Guangdong-Hong Kong-Macao Greater Bay Area (Greater
Bay Area) and fostering closer cooperative relationships with different stakeholders,
including regulatory authorities, in the Greater Bay Area. The PCPD and the
Personal Data Protection Bureau, Macao signed a Memorandum of Understanding
in July 2025 with a view to deepening collaboration and exchange in the area of
personal data privacy protection, and jointly propelling the digital economy and the

high-quality development of Hong Kong, Macao and the Greater Bay Area.

(IX) Strategic Focus 2026

Continuation of Robust Enforcement

47.  Since the Amendment Ordinance came into effect in October 2021, the PCPD
has been striving to enforce the new doxxing provisions to deter and combat doxxing

acts in order to safeguard personal data privacy.

48.  Although the problem of doxxing on the Internet has greatly ameliorated,
the PCPD will keep on taking resolute enforcement actions. Apart from conducting
regular online patrols, the PCPD will continue to strengthen its internal training on

cyber-crime investigation and digital forensic examination to effectively continue
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conducting criminal investigation and collecting evidence on a “one-stop” basis. In
parallel, the PCPD will continue to raise public awareness through promotion and
education to curb doxxing acts. In 2026, the PCPD will continue to organise the
School Touring of Anti-doxxing Education Talks to promote anti-doxxing and anti-

cyberbullying messages to more secondary school students.

Continue to Promote Data Security and Strengthen Education

49, Enhancing data security will continue to be one of the major areas of work
of the PCPD in the coming year. In addition to the “Data Security Trio” (i.e. the
“Data Security Scanner” self-assessment toolkit, the “Data Security” thematic
website and the “Data Security Hotline), the PCPD will continue to promote and
enhance data security awareness among the public and organisations through
various types of publicity and public education activities. The PCPD will produce
a “Data Security” animated video in 2026 to highlight security measures that

organisations can adopt to enhance data security.

50. To further engage a more diverse audience and raise public and
organisational awareness of safeguarding personal data privacy, data security and
Al security, the PCPD will launch a radio broadcast campaign in two phases starting
from January 2026, namely Phase One “Happy Sharing on Digital Security”, and

Phase Two “Privacy Classroom”.

Strengthening the Protection of Personal Data to Promote the Advancement of

Digital Economy

51.  The “Recommendations of the Central Committee of the Communist Party
of China for Formulating the 15th Five-Year Plan for National Economic and Social
Development” calls for the advancement of the Digital China Initiative. Key
priorities include refining the foundational systems for data as a factor of production,

promoting the full integration between the real economy and the digital economy,
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along with advancing the Al Plus Initiative, strengthening governance over Al and
refining relevant laws, regulations, policies, systems, application standards, and
ethical codes. Meanwhile, the Chief Executive’s Policy Address 2025 introduces
a series of measures to further promote the development of Al and data science,
including the implementation of Al government services, with a view to positioning

Al as a core industry for Hong Kong’s future growth.

52.  The PCPD has been actively supporting government initiatives for the
promotion of Digital Government and Smart City. This includes consistently
providing the Government and relevant organisations with professional and
appropriate advice and recommendations on related policies and measures from the
perspective of personal data privacy protection, so as to ensure that the Government
complies with the requirements of the Ordinance while enhancing the effectiveness

of policy implementation.

53.  The relevant policies or measures include the “iAM Smart” application for
one-stop access to electronic government services, the Consented Data Exchange
Gateway (CDEG) for facilitating data interchange within the Government, the
connection arrangement between the CDEG and the Hong Kong Monetary
Authority’s Commercial Data Interchange, the comprehensive healthcare
information infrastructure “eHealth+” that integrates multiple functions of
healthcare data sharing and service support, new initiatives on expanding the

application of Al, and the carers database that supports social welfare services, etc..

Addressing the Challenges Posed by the Development of Emerging Technologies

54.  To enhance organisations’ ability to address Al security and cybersecurity
risks in the business environment, the PCPD and the Hong Kong Internet
Registration Corporation Limited will co-organise the “Al Security and
Cybersecurity Summit for Enterprises” in March 2026, bringing together leading

experts, industry leaders, policymakers and corporate executives to explore the
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rapidly evolving landscape and threats of Al security and cybersecurity, and to

exchange innovative solutions.

55. In addition, the PCPD plans to launch an Al and Privacy Protection Training
Series in 2026. Through collaboration with professional bodies from different
sectors, the PCPD will organise seminars to explain the personal data privacy risks
brought by Al to relevant industry practitioners, and share recommendations and

best practices for the safe use of Al with them.

56.  The development of Al and other emerging technologies will continue to be
a key area of concern for data or privacy protection authorities in Hong Kong and
worldwide. The PCPD will closely monitor the local and global development of Al
and the associated personal data privacy risks, and issue further guidance where
appropriate to provide practical recommendations for the industry and the members
of the public on safeguarding personal data privacy. The PCPD will also strengthen
the communication with stakeholders to promote the importance of protecting
personal data privacy across different sectors. Meanwhile, the PCPD has launched
a new round of compliance checks in January 2026 on how organisations process
personal data when developing or using Al systems, with a view to enhancing Al
security within the industry. The PCPD also plans to update a series of guidance
and leaflets, which advise the general public and employees on how to strengthen
personal data protection when using various information technology devices such

as portable storage devices and employees’ own devices.

57. Furthermore, in light of the rising public concern in recent years over
personal data breach incidents, the PCPD has been working closely with the
Government in studying enhancements to the Ordinance with a view to ensuring the
legislative amendment proposals can effectively prevent personal data breach
incidents, without imposing undue operational pressure on the industry. We aim to

report the relevant work progress to the Legislative Council within this year.
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Promotion, Publicity and Public Education

58. 2026 marks the PCPD’s 30™ anniversary milestone. Under the theme of
“Protecting Privacy - Embracing Innovation”, the PCPD will roll out a series of
educational and promotional initiatives throughout the year, including the PCPD
30" Anniversary Radio Broadcast Campaign, Al Security and Cybersecurity
Summit for Enterprises, the PCPD 30" Anniversary Privacy Protection Summit, the
Al and Privacy Protection Training Series, as well as other promotional and
educational activities for organisations and members of the public, with a view to
working hand in hand with all sectors of the community to navigate the challenges

and opportunities of the digital era.

59.  Inrespect of youth education, the PCPD will launch the “Privacy Campaign
for Primary Schools” in 2026. The activities include a Touring Musical for Primary
Schools titled “Privacy Theatre: Stay Smart with Al”, which will be performed in
30 primary schools across Hong Kong, as well as the publication of a storybook for
primary students for distributing to all primary schools in Hong Kong. Through
lively and engaging channels such as musicals and storytelling, the PCPD aims to
guide students to learn how to use Al and social media safely, respond to
cyberbullying and doxxing appropriately, protect personal accounts and respect
others’ privacy. The “Privacy Campaign for Primary Schools” is supported by the
Education Bureau. In addition, the PCPD plans to organise the new “Student
Ambassador for Privacy Protection Programme — Partnering Schools Recognition
Scheme” in September 2026, encouraging all secondary schools to join the network
of “partnering schools” to foster a culture of respecting and protecting personal data

privacy among secondary school students.

International and Chinese Mainland Connections

60.  The PCPD will continue to leverage Hong Kong’s distinctive advantages of

enjoying strong support of the Country while being closely connected to the world
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under “One Country, Two Systems” to actively participate in various international
and regional organisations and foster closer cooperation relationships with data or
privacy protection authorities in other jurisdictions, including through participating
in international and regional forums, to understand the latest global privacy
protection trends in the digital age and continue to tell the good stories of China,
including Hong Kong. Meanwhile, the PCPD will continue to serve as co-chair of
the AIWG and IEWG of the GPA, working hand in hand with international
counterparts to address privacy protection challenges. At the same time, the PCPD
will continue to cooperate with the Government to facilitate the safe cross-boundary
flow of personal data in the Greater Bay Area. In respect of new initiatives for the
flow of personal information, the PCPD will also continue to provide the
Government and relevant organisations with professional and appropriate advice
and recommendations from the perspective of personal data privacy protection, so
as to ensure that the Government and relevant organisations facilitate the safe flow

of personal information in accordance with the requirements under the Ordinance.

(X) Conclusion

61. Members are invited to note the content of this paper.

Office of the Privacy Commissioner for Personal Data
February 2026

26



ANnnex

Highlights and Figures of the PCPD’s Promotion, Publicity and Public

Education Work in 2025

Publicity and Education Materials Published for Organisations and General
Public

Guidance:

Guidance on “Cloud Computing”

Checklist on Guidelines for the Use of Generative Al by Employees
Guide to Getting Started with Anonymisation

Guidance on the Use of CCTV Surveillance

Guidance on the Use of Video Cameras on Drones and Vehicles

Abuse of Al Deepfakes: Toolkit for Schools and Parents

Report:

The Privacy Commissioner’s Office has Completed Compliance Checks on
60 Organisations Regarding How the Use of Artificial Intelligence Affects

Personal Data Privacy

Information Leaflet:

Legal Assistance for Civil Claims under the Personal Data (Privacy)
Ordinance

“Too Good to be True?” Anti-fraud Leaflet

Tips on the Use of CCTV Surveillance

Responsible Use of Drones and In-Vehicle Cameras

Poster:

“Too Good to be True?” Anti-fraud Poster
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Public Education

e 462 professional workshops, talks, seminars and meetings with stakeholders
were held, with 60 427 attendances
e 25 promotional and educational activities, with over 2.6 million attendances

e “Privacy Awareness Week” with the theme of “Al Security Matters for All”

Industry Specific Campaign

e Organisation of 16 seminars or webinars for seven sectors, namely education,
government, information technology, insurance, legal, medical and
healthcare, and social welfare sectors, with a total of around 5 900

attendances

Social Media

e 649 social media posts uploaded

Promotional Activities for the Personal Data (Privacy) (Amendment)
Ordinance 2021

e Conducted 41 seminars/webinars with over 9 800 attendees

Thematic Seminars on Topical Personal Data Privacy Issues

e Seminar on “Protecting Personal Data to Prevent Fraud”

e PCPD + HKPC Data Security Training Series for SMEs — Seminar on
“Prevention of Cyber Attacks for SMEs”

e Seminar on “Good Practices in Privacy Protection in the Use of Al”

e Seminar on “Protecting Personal Data Privacy — Challenges and

Opportunities in the Digital Era”
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PCPD + HKPC Data Security Training Series for SMEs — Seminar on
“Understanding Data Security and Privacy Risks Related to Al for SMEs”
Seminar on “Al Driven Education & Cybersecurity Challenges in Al:
Balancing Innovation and Data Protection” (Co-organised with Information
Technology Services — Data Protection Office of the University of Hong
Kong)

Seminar on “Preventing and Handling Data Breach Incidents and Enhancing
Data Security Measures for the Social Welfare Sector” (Co-organised with
the Social Welfare Department)

Public Seminar on “How to Address New Privacy Challenges in the Al Era”
Webinar on “Data Security and Risk Management in Schools”

PCPD + HKPC Data Security Training Series for SMEs — Seminar on “How
Can SMEs Respond to Data Breach Incidents”

From Policy to Practice: Experience Sharing Session on Data Governance by

Privacy-Friendly Awardees 2025

Educational Activities for Youngsters

Conducted a School Touring of Anti-fraud Education Talks for Tertiary
Students during the year in City University of Hong Kong, Hong Kong
Baptist University, Hong Kong Metropolitan University, Hong Kong Shue
Yan University, Lingnan University, The Chinese University of Hong Kong,
The Education University of Hong Kong, The Hang Seng University of Hong
Kong, The Hong Kong Polytechnic University, The University of Hong
Kong, and also Sunny House, a co-living space for tertiary students,
promoting anti-fraud messages to approximately 5 600 students

Conducted School Touring of Anti-doxxing Education Talks for 8 180

students from 28 secondary schools
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